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Abstract. Noninterference theory aims at ensuring the absence of covert
channels among different security levels. As far as the verification of
information-flow properties via equivalence checking is concerned, in non-
deterministic and probabilistic settings weak bisimilarity has turned out
to be adequate only for standard systems, while branching bisimilarity
has proven to be appropriate for reversible systems too. In this paper we
investigate noninterference for stochastically timed systems represented
in the interactive Markov chain model of Hermanns. After recasting a
selection of noninterference properties via Markovian variants of weak
and branching bisimilarities, we study their preservation and composi-
tionality aspects, build their taxonomy, and compare it with the nonde-
terministic and probabilistic taxonomies. We show the adequacy of our
proposal through some examples about a database management system.

1 Introduction

The notion of noninterference was introduced in [34] to reason about the way
in which illegitimate information flows can occur in multi-level security systems
due to covert channels from high-level agents to low-level ones. Since the first
definition, conceived for deterministic systems, there have been several exten-
sions to more expressive domains, such as nondeterministic systems, systems
in which quantitative aspects like time and probability play a central role, and
reversible systems; see, e.g., [2612/4737I6459IRI5I3/4T25/24). Likewise, different
verification approaches have been proposed; see, e.g., [67U3027I48|/4].

Noninterference guarantees that low-level agents cannot infer from their ob-
servations what high-level ones are doing. Regardless of its specific definition,
noninterference is closely tied to the notion of behavioral equivalence [32] be-
cause, given a multi-level security system, the idea is to compare the system
behavior with high-level actions being prevented and the system behavior with
the same actions being hidden. A natural framework in which to study system
behavior is given by process algebra [49]. In this setting, weak bisimilarity has
been employed in [26] to reason formally about covert channels and illegitimate
information flows as well as to study a classification of noninterference properties
for irreversible nondeterministic systems.

Noninterference analysis has been recently extended to reversible systems
— featuring forward and backward computations — in the nondeterministic set-
ting [25] and in the probabilistic one [24]. Reversibility has started to gain at-
tention in computing since it has been shown that it may achieve lower levels
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of energy consumption [439]. Its applications range from biochemical reaction
modeling [56/57] and parallel discrete-event simulation [53J61] to robotics [46],
wireless communications [62], fault-tolerant systems [21J65/44l63], program de-
bugging [29/45], and distributed algorithms [66/15].

As shown in [25l24], noninterference properties based on weak bisimilarity
are not adequate in a reversible context because they fail to detect information
flows emerging when backward computations are triggered. A more appropriate
semantics turns out to be branching bisimilarity [33] because it coincides with
weak back-and-forth bisimilarity [22]. The latter behavioral equivalence requires
systems to be able to mimic each other’s behavior stepwise not only when per-
forming actions in the standard forward direction, but also when undoing those
actions in the backward direction. Formally, weak back-and-forth bisimilarity is
defined over computation paths instead of states thus preserving not only causal-
ity but also history, as backward moves are constrained to take place along the
same path followed in the forward direction even in the presence of concurrency.

In this paper we extend the approach of [25I24] to a stochastically timed
setting, so as to address noninterference properties in a framework featuring
nondeterminism, time, and reversibility. To accomplish this we move to a model
combining nondeterminism and stochastic time given by the interactive Markov
chain model of [38], in which transitions are divided into action transitions,
each labeled with an action, and rate transition, each labeled with a positive
real number called rate that expresses an exponentially distributed delay. The
reason for choosing this model in which time passing is orthogonal to action
execution, instead of a model in which action execution and time passing are
integrated [35U39M40T958T4T2/10] (see [13] for encodings between integrated-
time and orthogonal-time calculi), is that the former naturally supports the
definition of behavioral equivalences abstracting from unobservable actions [38]
— which are necessary for noninterference analysis — whereas this is not the case
in the latter [IT], which was employed in [341] for stochastic variants of some
noninterference properties.

Following [38] we build a process calculus featuring action prefix separated
from rate prefix. As for behavioral equivalences, we adopt the weak Marko-
vian bisimilarity of [38] and introduce a novel Markovian branching bisimilarity.
By using these two equivalences we recast the noninterference properties of [26]28§]
for irreversible systems and the noninterference properties of [25] for reversible
systems, respectively, to study their preservation and compositionality aspects
as well as to provide a taxonomy similar to those in [26125]24]. Reversibility
comes into play by extending one of the results of [22] to the interactive Markov
chain model; we show that a Markovian variant of weak back-and-forth bisimi-
larity coincides with our Markovian branching bisimilarity.

This paper is organized as follows. In Section [2] we recall the interactive
Markov chain model of [38] along with various definitions of strong and weak
bisimilarities for it and a process calculus interpreted on it. In Section [3]we recast
in our stochastically timed framework a selection of noninterference properties
taken from [2612825]. In Sectionwe study their preservation and composition-
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ality characteristics as well as their taxonomy, which in Section 5] we relate to the
nondeterministic taxonomy of [25] and the probabilistic one of [24]. In Section [f]
we establish a connection with reversibility by introducing a weak Markovian
back-and-forth bisimilarity and proving that it coincides with Markovian branch-
ing bisimilarity. In Section [7] we present examples of obfuscation and permission
mechanisms in database management systems to show the adequacy of our ap-
proach to information flows in reversible systems featuring nondeterminism and
stochastic time. Finally, in Section [§| we provide some concluding remarks.

2 Background Definitions and Results

In this section we recall the interactive Markov chain model of [38] (Section [2.1))
along with its strong and weak Markovian bisimilarities and define a novel
Markovian branching bisimilarity (Section|2.2)). Then we introduce a Markovian
process language inspired by [38] (Section [2.3]) through which we will express
bisimulation-based information-flow security properties accounting for nonde-
terminism and stochastic time.

2.1 Markovian Labeled Transition Systems

To represent the behavior of a process featuring nondeterminism and stochastic
time, we use a Markovian labeled transition system. This is a variant of a labeled
transition system [42] where, according to the interactive Markov chain model
of [38], transitions are labeled with actions or positive real numbers called rates
expressing exponentially distributed delays. We assume that the action set A
contains a set A of observable actions and a single action 7 ¢ A representing
unobservable actions.

Definition 1. A Markovian labeled transition system (MLTS) is a triple
(S, A, —) where S is an at most countable set of states, A, = AU{r} is a
countable set of actions, and — = —, U —>, is the transition relation, with
—a © SX A, XS being the action transition relation whilst —, C SXRsg XS
being the rate transition relation. ]

. oy . . a . L
An action transition (s,a,s’) is written s —, s’ while a rate transition

(s, A\, s") is written sin s’, where s is the source state and s’ is the target

state. We say that s’ is reachable from s, written s’ € reach(s), iff s’ = s or there
exists a sequence of finitely many transitions such that the target state of each
of them coincides with the source state of the subsequent one, with the source
of the first one being s and the target of the last one being s’.

The label of a rate transition is the inverse of the average duration of the cor-
responding exponentially distributed delay, which enjoys the memoryless prop-
erty: the residual duration after the execution starts is still exponentially dis-

tributed with the same rate. If the outgoing rate transitions of state s are s in Si
for 1 < i < n, then the race policy applies. This means that the average sojourn
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time in s is given by the minimum of the n exponentially distributed delays
— which is exponentially distributed with rate ), .., A — and the execution
probability of transition j is given by A;/ >, -,~, Ai. As for the interplay be-
tween action transitions and rate transitions, like in [38] we assume mazimal
progress, i.e., T-transitions take precedence over rate transitions.

2.2 Bisimulation Equivalences

Bisimilarity [52/49] identifies processes that are able to mimic each other’s be-
havior stepwise, i.e., having the same branching structure. In the interactive
Markov chain model, this extends to stochastic behavior [38]. Let rate(s,C) =
ZS 2 e A be the cumulative rate with which state s reaches a state in C.

Due to maximal progress, cumulative rates are compared only in states with no
outgoing 7-transitions, denoted —% ,.

Definition 2. Let (S, A;,—) be an MLTS. We say that s1, s2 € S are strongly
Markovian bisimilar, written s1 ~m S2, iff (s1,52) € B for some strong Marko-
vian bisimulation B. An equivalence relation B over S is a strong Markovian
bisimulation iff, whenever (s1, s2) € B, then:

— For each sy —%+, s} there exists so ——, sh such that (s},s5) € B.
— If 51 —/>, then rate(sy, C) = rate(sz, C) for all equivalence classes C in the
quotient set S/B. =

Weak bisimilarity [49] is additionally capable of abstracting from unobserv-

able actions. Let s ==, s’ mean that s’ € reach(s) and, when s’ # s, there exists
a finite sequence of transitions from s to s’ each of which is labeled with 7.
Moreover let ==, stand for =, if a = 7 or ==, ——, ==, if a # 7.
The Markovian adaptation below is taken from [38].

Definition 3. Let (S, A,;,—>) be an MLTS. We say that s1,s2 € S are weakly
Markovian bisimilar, written s1 ~mw S2, iff (s1,52) € B for some weak Marko-
vian bisimulation B. An equivalence relation B over S is a weak Markovian
bisimulation iff, whenever (s1,s2) € B, then:

— For each sy —, s there exists sy ==, s such that (s}, sb) € B.

— If 51—/ then there exists so éa 59 such that 5o —/+a, (s1,82) € B, and
rate(sy, C) = rate(32,C) for all equivalence classes C € S/B. [ |

Branching bisimilarity [33] is finer than weak bisimilarity as it preserves the
branching structure of processes even when abstracting from 7-actions — see
condition (s1,352) € B in the action transitions matching of the definition below.
We adapt it to the Markovian setting as follows.

Definition 4. Let (S, A;,—) be an MLTS. We say that s1,s2 € S are Marko-
vian branching bisimilar, written $1 =mp S2, iff (s1,82) € B for some Markovian
branching bisimulation B. An equivalence relation B over S is a Markovian
branching bisimulation iff, whenever (s1,s2) € B, then:
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Fig. 1. States s1 and sg are related by ~mw but distinguished by ~mp

a ’.
— For each s1 —, s1:
o cither a =7 and (s}, s2) € B;

o or there exists sy ==>, 53 —, sh such that (s1,52) € B and (s}, sy) € B.

— If 51 —/+, then there exists sq —T—:*>a 5y such that 55 —/+,, (s1,52) € B, and
rate(s1, C) = rate(52, C) for all equivalence classes C € S/B. |

In [38] it is argued that the weak bisimilarity of Definition [3|is already very
close to branching bisimilarity, because maximal progress forces a check given
by condition (s1,32) € B on the branching structure of the considered processes.
We show that our novel Definition 4} which sticks to the original one of [33],
is more discriminating. Consider Figure [1} where every MLTS is depicted as a
directed graph in which vertices represent states and action- or rate-labeled edges
represent transitions. The initial states s; and sy of the two MLTSs are weakly
Markovian bisimilar but not Markovian branching bisimilar. On the one hand,
each of the two states reachable from s; with rate 3.4 and the state reachable
from so with rate 6.8 after a 7-transition are all weakly Markovian bisimilar and
hence the cumulative rate to reach them is the same from both initial states.
On the other hand, the two states reachable from s; are not Markovian branching
bisimilar, because if the one on the right performs a then the one on the left
cannot respond by performing 7 followed by a because the state reached after
7 no longer enables b. Thus, with respect to Markovian branching bisimilarity,
s1 reaches with rate 3.4 two different equivalence classes, while so reaches with
rate 6.8 only one of them.

2.3 A Markovian Process Calculus with High and Low Actions

We now introduce a Markovian process calculus to formalize the security proper-
ties of interest. To address two security levels, we partition the set A of observable
actions into Ay U Az, with Ay N Az = (0, where Ay is the set of high-level ac-
tions, ranged over by h, and A, is the set of low-level actions, ranged over by .
Note that 7 ¢ Ay U Ag.
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Prefix a.P%, P
P %, P P, %, P}
Choice 1—>i ! 2_>aa :
P+ P,—, P P+ P,—, P
P %, P L P25, P L
Parallel L al a,¢ 2 a2 A /
Py P —a P ||z P2 Pt Po—a P P

pP-%.P P,-%,.Py a€cl

Synch -
Pi || Po—a Py || P
a /
Restriction P—>af agl
P\L-%5,P'\ L
a / a /
Hiding PP acl PP gl
P/L 5. P /L P/L-%.P /L

Table 1. Operational semantic rules for action transitions

The set IP of process terms is obtained by considering typical operators from

CCS [49] and CSP [I8] together with rate prefix from [38]. In addition to prefix,
choice, and parallel composition — which is taken from CSP so as not to hide
synchronizations among high-level actions by turning them into 7 as would hap-
pen with the CCS parallel composition — we include restriction and hiding as
they are necessary to formalize noninterference properties. The syntax for P is:

P := 0|a.P|(\).P|P+P|P|,P|P\L|P/L

where:

0 is the terminated process.

a._, for a € A;, is the action prefix operator describing a process that can
initially perform action a.

(N)._, for A € Ry, is the rate prefix operator describing a process that can
initially let an exponentially distributed delay pass with average duration
1/

_+ _ is the alternative composition operator expressing a choice between
two processes, which is nondeterministic in case of actions, probabilistic in
case of rates according to the race policy, or subject to maximal progress
otherwise.

_|lz -, for L C A, is the parallel composition operator allowing two processes
to proceed independently on any action not in L as well as on rates thanks to
the memoryless property of exponential distributions [38] and forcing them
to synchronize on every action in L.

_\ L, for L C A, is the restriction operator, which prevents the execution of
all actions belonging to L.

_/ L, for L C A, is the hiding operator, which turns all the executed actions
belonging to L into the unobservable action 7.
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RatePrefix N).P 2P
by / A /
P r P; P : P
RateChoice ! —>>\ ! bl X 2
P1+P2—>rP1l P1+P2—>rP2l
A , A ,
RateParallel P T)r it P Tr P
P o P Pl|L P PP P P
A ’
RateRestriction L T)r L
P\L-25, P\ L
A ’
RateHiding L T)r P
P/L25. P /L

Table 2. Operational semantic rules for rate transitions

The operational semantic rules for the process language are shown in Ta-
bles [1} and |2| for action and rate transitions respectively. Together they produce
the MLTS (P, A,,—) where — = —, U —>,, to which the bisimulation
equivalences defined in Section [2.2] are applicable. While —, C P x A, x P
is a relation, —; C P x Ry x P is deemed to be a multirelation [38]; e.g., from
(M) . P+ (A2). P there must be two rate transitions to P even when A1 = Ag
otherwise the average sojourn time in the source process would be altered.

3 Markovian Information-Flow Security Properties

In this section we recast the definitions of noninteference properties of [26128/25] —
Nondeterministic Non-Interference (NNI) and Non-Deducibility on Composition
(NDC) - by taking as behavioral equivalence the weak or branching bisimilarity
of Section[2:2] The intuition behind noninterference in a two-level security system
is that, if a group of agents at the high level performs some actions, the effect
of those actions should not be seen by any agent at the low level. To formalize
this, the restriction and hiding operators play a central role.

Definition 5. Let P € P and = € {~nw, mb }

P e BSNNIy <= P\ Ay ~ P/ Ay.

P € BNDCy, < for all Q € P such that each of its prefixes belongs to Ay
and for all L C Ay, P\ Ay~ ((P|L Q) /L) \ Ay.

— P € SBSNNI,, <= for all P’ € reach(P), P’ € BSNNI.,.

P € P.BNDCy, <= for all P’ € reach(P), P’ € BNDCy.

P € SBNDC. <= for all P',P" € reach(P) such that P’ imP”,
P/\AH%P”\AH. |

Bisimulation-based Strong Nondeterministic Non-Interference (BSNNI) has
been one of the first and most intuitive proposals. Basically, it is satisfied by any
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process P that behaves the same when its high-level actions are prevented (as
modeled by P\ Ay) or when they are considered as hidden, unobservable actions
(as modeled by P/ Az ). The equivalence between these two low-level views of P
states that a low-level agent cannot deduce the high-level behavior of the sys-
tem. For instance, in our Markovian setting, a low-level agent that observes the
execution of [ in P=1.(2-X).0+1.((A\).h.l1.0+(N).h.l2.0)+1.((N).l1.0+
(M) .12 .0) cannot infer anything about the execution of h. Indeed, after the exe-
cution of I, what the low-level agent observes is either a terminal state, reached
with rate 2 - A, or the execution of either I; or Iy, both with rate A. Formally,
P\ {h} = P/{h} because [.(2-X).0+1.(N).04+ (N).0)+1.((N\).l1.0+
(A)12.0) = 1. (2:X).04+1. (N) . 7. 11 . 0+(N) . 7. 12 0)+1. ((A) .11 . 04+(N) . 12.. 0),
hence P is BSNNI..

BSNNI,, is not powerful enough to capture covert channels that derive from
the behavior of a high-level agent interacting with the system. For instance,
1.(20).04+0.(N) . h1 .11 .04+(N) - ho 1o . 0)+1. (A) . 11 .0+(N) .12 . 0) is BSNNI,
for the same reason discussed above. However, a high-level agent could decide
to enable only hq, thus yielding the low-level view of the system [.(2-)).0+
(A .70 .04(N) . 0)+. (M) .11 . 04 (M) . 12 . 0), which is clearly distinguishable
from 1.(2-X).0+1.((A).04+(AN).0)+1.((AN).l1.0+(N).l2.0), as in the former
there is a case in which the low-level agent can observe l; but not [y after the
execution of [. To avoid such a limitation, the most obvious solution consists
of checking explicitly the interaction on any action set L C Ay between the
system and every possible high-level agent ). The resulting property is the
Bisimulation-based Non-Deducibility on Composition (BNDC), which features a
universal quantification over ) containing only high-level actions.

Note that in this Markovian setting the high-level agent @) cannot exhibit
any rate prefix by definition, otherwise no process would satisfy the BNDC
property. To see why, consider the trivially safe process [.0 and the high-level
agent (A).h.0. The processes (1.0) \ Ay and (({.0]|z(A).h.0)/ L)\ Ay are
not equivalent, regardless of the specific L C Ay, because the former can only
perform the low-level action [ while the latter can also let time pass before or
after the execution of [.

To overcome the verification problems related to the quantification over @,
several properties stronger than BNDC have been proposed. They all express
some persistency conditions, stating that the security checks have to be extended
to all the processes reachable from a secure one. Three of the most representative
ones among such properties are the variant of BSNNI that requires every reach-
able process to satisfy BSNNT itself, called Strong BSNNI (SBSNNI), the variant
of BNDC that requires every reachable process to satisfy BNDC itself, called
Persistent BNDC (P_BNDC), and Strong BNDC (SBNDC), which requires the
low-level view of every reachable process to be the same before and after the ex-
ecution of any high-level action, meaning that the execution of high-level actions
must be completely transparent to low-level agents. In the nondeterministic and
probabilistic settings, P_.BNDC and SBSNNI have been proven to coincide in
the case of both weak bisimilarity and branching bisimilarity [28/25]24].
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4 Characteristics of Markovian Security Properties

In this section we investigate preservation and compositionality characteristics
of the noninterference properties introduced in the previous section (Section
as well as the inclusion relationships between the ones based on ~,, and the
ones based on =, (Section .

4.1 Preservation and Compositionality

All the Markovian noninterference properties of Definition [5] turn out to be
preserved by the bisimilarity employed in their definition. This means that if a
process P; is secure under any of such properties, then every other equivalent
process P; is secure too according to the same property. This is very useful for
automated property verification, as it allows us to work with the process with
the smallest state space among the equivalent ones.

The preservation result of Theorem [I] immediately follows from Lemma []
below, which ensures that ~ and =, are congruences with respect to all
the operators occurring in the aforementioned noninterference properties. Con-
gruence with respect to action and rate prefixes is also addressed as it will be
exploited in the proof of the compositionality result of Theorem [2| Some of the
following congruence properties for /2, are already known from [3§].

Lemma 1. Let P, P, € P and = € {~nw,~mb}. If P1 = Py then:

1.a.Pi~a.P, forallac A,.

2. ()\)Plz ()\)PQ forall)\ER>0.

3. P||LP~ P| P and Pl Py = P ||, Py for all LC A and P € P,

4. PP\ L=~ P, \ L for all L C A.

5. P1/L=Py/L for all L C A. ]

Theorem 1. Let P, P, € P, & € {=uw,~mp}, and P € {BSNNI,, BNDC,
SBSNNI.,P BNDC.,SBNDCL}. If P, = Py then P € P <= P, € P. [ |

As far as modular verification is concerned, like in the nondeterministic and
probabilistic settings [26125]24] only the local properties SBSNNI,, P_.BNDC,
and SBNDC,., are compositional, i.e., are preserved by some operators of the
calculus in certain circumstances. Moreover, similar to [25)24], compositionality
with respect to parallel composition is limited, for SBSNNI , and P.BNDCy_, ,
to the case in which synchronizations can take place only among low-level ac-
tions, i.e., L C A,. A limitation to low-level actions applies to action prefix
and hiding as well, whilst this is not the case for restriction. Another anal-
ogy with the nondeterministic and probabilistic settings [26l25/24] is that none
of the considered noninterference properties is compositional with respect to
alternative composition. As an example, let us examine processes P, = [.0
and P, = h.0. Both processes are BSNNI., as (1.0) \ {h} =~ (1.0)/{h} and
(h.0)\{h} =~ (h.0)/{h}, but P, + P, ¢ BSNNI., because (I.0+h.0)\ {h} =
1.0%1.0+7.0~ (1.04+ h.0)/{h}. It is easy to check that P; + P> ¢ P also
for P € {BNDCx,SBSNNI.,SBNDCy }.
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Theorem 2. Let P, P, P, € P, ~ € {~uw,~mp}, P € {SBSNNIL.,P_BNDC,,
SBNDCy }. Then:

1. PeP=a.PeP forallac A U{T}.
2. PeP = (\).PeP foral A€ Roy.
3. P,P,eP= P |pPeP forL C A, if P € {SBSNNI,_,,P.BNDCr_, }

or for L C Aif P € {SBSNNI,__,P.BNDC,__,SBNDC.,__,SBNDCy ,}.
4. PeP= P\LeP forall LC A.
5 PeP=P/LeP foral LC A,. []

4.2 Taxonomy of Security Properties

First of all, similar to the nondeterministic and probabilistic settings [26]25/24]
the properties in Definition [5| turn out to be increasingly finer. This result holds
for both those based on ~,,, and those based on ~,.

Theorem 3. Let = € {~y, ~mb}- Then:
SBNDCy ¢ SBSNNI, = P.BNDC, € BNDC, C BSNNI., [ |

Secondly, we observe that all the ~,;,-based noninterference properties imply
the corresponding =, -based ones, due to the fact that ~, is finer than ~.

Theorem 4. The following inclusions hold:

. BSNNL._, C BSNNL.__.

mb -+
. BNDC.,, C BNDCx__ .

. SBSNNI._, € SBSNNI.

~mb -+ ~mw *

. P.BNDCx,, C P.BNDCx

- ~mw *

. SBNDCx,, C SBNDCx,,. . m

~mb -+

Grds Lo o =~

All the inclusions above are strict by virtue of the following result; for an
example of P; and P, below, see Figure

Theorem 5. Let P, P, € P be such that Py =y P> but Py %n, Ps. If no
high-level actions occur in Py and Py, then Q € {P1+h.Ps, P+ h.P;} is such
that:

1. Q € BSNNI.__ but Q ¢ BSNNI., .
2. Q € BNDCy,, but Q ¢ BNDCx,_, .
3. Q € SBSNNI.,  but ¢ SBSNNI._ .
4. Q € PBNDCw,, but Q ¢ P.BNDC
5 but Q ¢ SBNDCx

~ .
~mb

. Q € SBNDCx

Rmw

mb *

The diagram in Figure [2] summarizes the inclusions among the various non-
interference properties based on the results in Theorems [3] and [, where P — Q
means that P is strictly included in Q. These inclusions follow the same pattern
as the nondeterministic and probabilistic settings [25/24].

The arrows missing in the diagram, witnessing incomparability, are justified
by the following counterexamples:
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SBNDCx,, —> SBNDCx,,.,
SBSNNI., SBSNNI.,.,

P BNDCx,,  P.BNDCx

~mw

SN

BNDCx,, —> BNDCx

~mw

T~ T

BSNNIx_, —> BSNNIy

~mb ~mw
Fig. 2. Taxonomy of security properties based on Markovian bisimilarities

— SBNDCx,,, vs. SBSNNI.,_, . The process7.1.0+1.1.0+h.1.0is BSNNI.
as (7.1.041.1.04+h.1.0)\{h} ~up 7. 1.0+ 1. 1.0 =y, 7.1.04+1.1.0+
7.0.0 &~y (7.1.04+1.1.04+ h.1.0)/{h}. Tt is also SBSNNI.,_, because
every reachable process does not enable further high-level actions. How-
ever, it is not SBNDCy . because after executing the high-level action h
it can perform a single [-action, while the original process with the restric-
tion on high-level actions can go along a path where it performs two l-actions.
On the other hand, the process () mentioned in Theorem [5|is SBNDCy_,
but neither BSNNI, , nor SBSNNI._, .

— SBSNNI,,, vs. BNDCy,, . The processl.h.l.0+1.0+1.1.0is BSNNI,
as (I.h.1.0+1.0+1.1.0\{h} =~up 1.04+1.0+1.1.0 =, 1.7.1.04+1.0+
1.1.0 ~mp (I.h.1.0+1.04+1.1.0)/{h}. The same process is BNDCy_,
too as it includes only one high-level action, hence the only possible high-
level strategy coincides with the check conducted by BSNNI._,. However,
it is not SBSNNI., because of the reachable process h.l.0, which is not
BSNNI., .. On the other hand, the process @ mentioned in Theorem [f]
is SBSNNI.,,, but not BSNNI. , and, therefore, not even BNDCy,, .

— BNDCx,,, vs. BSNNIy .. The processi.(2-X).0+1. ((A).hy .11 .0+(N) . hy .
I1.04+1.((A).l1.04 (A).l2.0)) is BSNNI_, but not BNDC.__ as dis-
cussed in Section In contrast, the process ) mentioned in Theorem
is both BSNNI.  and BNDCy,, but not BSNNI. .

Like in the nondeterministic and probabilistic settings [25124], the strongest
property based on weak Markovian bisimilarity (SBNDCy, ) and the weakest
property based on Markovian branching bisimilarity (BSNNI.,_, ) are incompa-
rable too. The former is a very restrictive property because it requires a local
check every time a high-level action is performed, while the latter requires a
check only on the initial state. On the other hand, as shown in Theorem [5] it is
very easy to construct processes that are secure under properties based on ~

but not on =, due to the minimal number of high-level actions in Q.
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5 Relating Nondeterministic, Probabilistic, and
Markovian Taxonomies

Let us compare our Markovian taxonomy with the nondeterministic one of [25].
In the following, we assume that ~, denotes the weak nondeterministic bisimi-
larity of [49] and =2}, denotes the nondeterministic branching bisimilarity of [33].
These can also be derived from the corresponding definitions in Section by
ignoring the clause involving the rate function. Since we are abstracting from
time, given a process P € P we can obtain its nondeterministic variant, denoted
by nd(P), by replacing every occurrence of (\).P’ with 7. P’. However, to re-
spect maximal progress, first we have to eliminate every subprocess starting with
a rate prefix that is alternative to a subprocess starting with a 7-prefix. To ac-
complish this transformation syntactically, we focus on the set Psq of sequential
processes, i.e., without parallel composition; this is not too restrictive because,
in the absence of recursion, parallel composition can be eliminated by repeatedly
applying a Markovian variant of the expansion law [38].

The next proposition states that if two sequential processes are equivalent
according to any of the weak bisimilarities in Section then their nondeter-
ministic variants are equivalent according to the corresponding nondeterministic
weak bisimilarity. The inverse does not hold; e.g., processes P; = (1).a.0 and
P, = (2).a.0 are such that P, %, P> and Py %1, P2, but their nondetermin-
istic counterparts coincide as both of them are equal to 7.a.0.

Proposition 1. Let Py, Py € Pyeq. Then:

- Py P = nd(Pl) Nw nd(Pg)
— P =y P — 'fld(Pl) SN Tld(PQ) |

An immediate consequence is that if a sequential process is secure under any
of the Markovian noninterference properties of Section [3] then its nondetermin-
istic variant is secure under the corresponding nondeterministic property. The
taxonomy of Figure [2| thus extends to the left the one in [25], as each of the
properties of Section [3]is finer than its nondeterministic counterpart.

Corollary 1. Let Pnx € {BSNNI.,_, ,BNDCy,_, ,SBSNNI,_, ,P.BNDC._,,

SBNDCx,, } and Pna € {BSNNI.,, BNDCx,, SBSNNI. , P_.BNDC~

~nd? ~nd? ~nd?

SBNDCx,,} for ~mk € {=mw,mb} and ~nq € {~y,~p}, where Ppa is meant

to be the nondeterministic variant of Pyk. Then P € Ppx = nd(P) € Pna
for all P € Pyeq. [ ]

We now compare our Markovian taxonomy with the probabilistic one of [24],
which relies on the weak probabilistic bisimilarity ~., of [54] and the proba-
bilistic branching bisimilarity ~, of [6], also derivable from the corresponding
definitions in Section by replacing the clause involving cumulative rates with
a clause involving cumulative probabilities. We focus on the set P, seq Of pro-
cesses in which action prefixes and rate prefixes alternate — to comply with the
strictly alternating model of [36] adopted for probabilistic processes — that are



Noninterference Analysis of Stochastically Timed Reversible Systems 13

sequential — as rate transitions, as opposed to probabilistic ones, do not syn-
chronize. Since we are abstracting from time, given a process P € P, scq We can
obtain its probabilistic variant, denoted by pr(P), by replacing every occurrence
of ;e (Ai) . P with @, ;[ps]pr(P;) where €D is the probabilistic choice operator
and p; = )‘i/ZjeI Aj. It is worth noting that over Pyt seq the weak bisimilari-
ties Apw and &y, boil down to the strong bisimilarity ~y, of Definition [2 This
is due to the strict alternation between action prefixes and rate prefixes and
the fact that the two weak bisimilarities do not abstract from rate transitions
(~pw and ~y}, can instead abstract from probabilistic transitions).

The next proposition states that if two sequential alternating processes are
equivalent according to any of the weak bisimilarities in Section then their
probabilistic variants are equivalent according to the corresponding probabilistic
weak bisimilarity. The inverse does not hold; e.g., the probabilistic counterparts
of the two inequivalent processes (1).a.0 and (2).a.0 coincide as both of them
are equal to [1]a.0.

Proposition 2. Let P, P> € Pyt oq- Then:

- Pl mw P2 - p'r(Pl) Rpw pT(PQ)'
— P1 &b, Po = pr(Py) =pn pr(Pe). u

An immediate consequence is that if a sequential alternating process is secure
under any of the Markovian noninterference properties of Section [3] then its
probabilistic variant is secure under the corresponding probabilistic property.
The taxonomy of Figure [2 thus extends to the left also the one in [24], as each
of the properties of Section [3|is finer than its probabilistic counterpart.

Corollary 2. Let Py € {BSNNI._ ,,BNDC. ,,SBSNNI. . PBNDCx, .

SBNDC~,,} and P, € {BSNNI._,BNDC~ SBSNNI. P BNDC.
SBNDCx,, } for ®mk € {~mw, ®mb} and ~pr € {~pw, Xpb}, where Py, is meant
to be the probabilistic variant of Pmx. Then P € Pyux = pr(P) € Py for all

Pc HDa,lt,seq- u

6 Reversibility via Weak Markovian Back-and-Forth
Bisimilarity

In [22] it was shown that, for nondeterministic processes, weak back-and-forth
bisimilarity coincides with branching bisimilarity. We now extend that result so
that Markovian branching bisimilarity can be employed in the noninterference
analysis of reversible processes featuring nondeterminism and stochastic time.
An MLTS (S, A, —) represents a reversible process if each of its transitions
is seen as bidirectional. When going backward, it is of paramount importance to
respect causality, i.e., the last performed transition must be the first one to be
undone. Following [22] we set up an equivalence that enforces not only causality
but also history preservation. This means that, when going backward, a process
can only move along the path representing the history that brought the process
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to the current state even in the presence of concurrency. To accomplish this, the
equivalence has to be defined over computations, not over states, and the notion
of transition has to be suitably revised. We start by adapting the notation of
the nondeterministic setting of [22] to our nondeterministic and stochastically
timed setting. We use £ for a label in A, UR<.

Definition 6. A sequence & = (so,¢1,51)(51,02,92) ... (Sn—1,n,8n) € —>* is
a path of length n from state so. We let first(§) = so and last(§) = s, ; the empty
path is indicated with €. We denote by path(s) the set of paths from s. [ |

Definition 7. A pair p = (s,£) is called a run from state s iff £ € path(s),
in which case we let path(p) = &, first(p) = first(§) = s, last(p) = last(§), with
first(p) = last(p) = s when £ = . We denote by run(s) the set of runs from
state s. Given p = (s,€) € run(s) and p' = (s',¢") € run(s’), their composition
pp' = (s,68") € run(s) is defined iff last(p) = first(p') = s'. We write pi>p’
iff there exists p”' = (5,(5,¢,5")) with 3 = last(p) such that p' = pp”; note that
first(p) = first(p'). Moreover rate is lifted in the expected way. [

In the considered MLTS we work with the set U/ of runs in lieu of S. Fol-
lowing [22], given a run p, we distinguish between outgoing and incoming ac-
tion transitions of p during the weak bisimulation game. Like in [16], this does
not apply to rate transitions, in the sense that the cumulative rates of incom-
ing rate transitions are not compared. If this were not the case, states like
(A1) - (0\D)+(X2) . (0/0) and (A1+A2) . 0 — which are indistinguishable in the for-
ward direction — would be told apart because the incoming cumulative rate from
the class formed by those two states is A1, A2, or A1 + A2 depending on whether
0\0,0/0, or 0 is considered. When comparing the cumulative rates of outgoing
transitions, we slightly deviate from the corresponding clause in Definition []
to set up a more symmetric clause inspired by an alternative characterization of
Amw 0 [38] that is helpful to prove the forthcoming Lemma

Definition 8. Let (S, A,,—) be an MLTS. We say that s1,s2 € S are weakly
Markovian back-and-forth bisimilar, written s1 ~mps s2, iff ((s1,€), (s2,€)) € B
for some weak Markovian back-and-forth bisimulation B. An equivalence rela-
tion B over U is a weak Markovian back-and-forth bisimulation iff, whenever
(p1,p2) € B, then:

— For each p1 —%>, py there exists po =2, Py such that (py, ph) € B.

— For each p, —%, p1 there exists ply ==, pa such that (p}, ph) € B.

— For each p; éa oy with p| —F+. there exists ps éa phy with ply —F+. such
that (py,ph) € B and rate(p),C) = rate(py, C) for all equivalence classes
Celu/b.

— For each p} Ln p1 with pl —/, there exists pl ;a A ﬁn D2 T:*>a po with
1512 %a such that (plaEQ) € B} (p/laﬁé) € 87 and (p/17p/2) €B. u
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We show that weak Markovian back-and-forth bisimilarity over runs coincides
with ~p, the forward-only Markovian branching bisimilarity over states. We
proceed by adopting the proof strategy followed in [22] to show that their weak
back-and-forth bisimilarity over runs coincides with the forward-only branching
bisimilarity over states of [33]. Therefore we start by proving that /2, satisfies
the cross property. This means that, whenever two runs of two ~ps-equivalent
states can perform a sequence of finitely many 7-transitions such that each of
the two target runs is ~ype-equivalent to the source run of the other sequence,
then the two target runs are =pe-equivalent to each other as well.

Lemma 2. Let 81,80 € S with s1 =ypt S2. For all pl,pl’ € run(s1) such that

P1 :>a P1 and f07” all 027P2 € run(sz) such that pl :>a P, if P Ambt p5 and
P1 ~mbt py then pf Rumue . u

Theorem 6. Let s1,50 € S. Then s1 Xppr S2 <= S1 Fmb S2. [ ]

Therefore the properties BSNNI,_,, BNDCy

mb?

SBSNNI. ., P.BNDC._,,
and SBNDC._, do not change if ~,, is replaced by ~mpt. Thls allows us to
study noninterference properties for reversible systems featuring nondeterminism
and stochastic time by using =1 in a standard Markovian process calculus
like the one of Section without having to resort to external memories [20],

communication keys [55], or executed action decorations [I7].

7 Use Case: DBMS Obfuscation and Permission
Mechanisms

In [25] we have modeled the authentication mechanism of a database manage-
ment system (DBMS) in which the database can be used to feed a machine
learning (ML) module for training purposes, where reversible transactions are
supported [23]. Due to privacy issues, DBMS users are not allowed to know
which data are actually chosen to train the ML module [7]. Hence, for analysis
purposes, the interactions between users and the DBMS are considered to be
low level, while the interactions between the DBMS and the ML module are
considered to be high level. The aim of the noninterference analysis is thus to
check whether users can infer the utilization of their data in the ML dataset.
In this section we present two novel examples for that scenario, which show the
nature of the interferences emerging in a stochastically timed setting and the
greater expressive power of branching bisimulation semantics in this setting.

Let I, be a low-level action expressing the execution of a write transaction
and [,y be an analogous action that includes also the additional application of
an obfuscation mechanism over written data for privacy purposes [1]. We assume
that only obfuscated data can feed the ML module. Given the high-level actions
h and b’ denoting interactions between the DBMS and the ML module, consider
the following process:

DBMS = h.7.(ly.0+1low-h .0)+
7 (7 (e -0+ low -0) + Ly -0)
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The subprocess guarded by the high-level action h represents the behavior of
the DBMS whenever the ML module is activated through the h-based inter-
action. After an internal activity, the DBMS offers a choice between the two
available transaction mechanisms, by assuming that only in the second case the
transaction data will feed the ML module (through the h'-based interaction).
The alternative subprocess guarded by a 7-action describes the behavior of the
DBMS whenever the ML module is not involved. Note that this subprocess repli-
cates the behavior above to simulate the presence of the ML module and, thus,
makes it transparent from the viewpoint of users. In addition, the subprocess
immediately enables also action [y, for efficiency reasons and because, in any
case, the transaction data will not feed the ML module.

Since the two low views 7. (I, .0+low - 7.0) and 7. (I, . 0+ low - 0) + 1y . 0 are
both weakly bisimilar and branching bisimilar, we immediately derive that all the
noninterference properties of the nondeterministic taxonomy are satisfied. In par-
ticular, note that DBMS \ {h, '} and DBMS / {h, '} enable weakly/branching
bisimilar behaviors by virtue of the observation above. However, if we add to
the model the time spent by the DBMS in the internal activity before the choice
about the possible obfuscation, we obtain:

DBMSstoch,timed =h. (Al) . (lw . Q + low . Q) +
7. ((A2) . (lw -0+ low -0) + 1w . 0)

where the rates A\; and Ay govern the delays discussed above for the ML mod-
ule being involved or not respectively (note that DBMS is the nondeterministic
version of DBMStoch timed)- In this enriched process, the equivalence between
the two low views (A1) . (lw .0+ low-7.0) and (A2). (lw -0+ low - 0) + I - 0 does
not hold for the Markovian versions of the two bisimilarities. This means that
no noninterference property of the Markovian taxonomy is satisfied. Note that
this negative result holds also in the case \; = Ao, because only in the second
subprocess it is possible to observe action Iy, with no delay.

Let us consider a more sophisticated variant of the system above, including
an explicit permission mechanism involving users. Let l,o_autn be a low-level
action expressing that users do not authorize the DBMS to feed the ML module
with the data of their transaction, lo_auth.o be a low-level action expressing
that users do not authorize the obfuscation of the data of their transaction, and
lcommit be a low-level action expressing the execution of the transaction. Then
in the following process:

DBMS/ =h. (lno,auth . lcommit . Q + 7. (lno,auth,o . lcommit . Q + 7. lcommit . h/ . Q)) +
T. ((lno,auth . lcommit . Q + 7. (lno,auth,o . lcommit . Q + 7. lcommit . Q)) +
T. lcommit . Q)
the subprocess guarded by the high-level action h — call it P — expresses the
behavior of the system whenever the ML module is active. In particular, in such
a case, once that no authorization has been forbidden, the committed data are
transferred to the training set (through the h’-based interaction). Now, consider
the alternative subprocess guarded by a 7-action and modeling the absence of
the ML module — call it Q). This subprocess simulates the same behavior as P in
the absence of the ML module and, in addition, enables the branch 7 . lcommis - 0
expressing the immediate execution of the transaction, which does not require
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any authorization because the ML module is not active. The two subprocesses
P /{h'} and Q are weakly bisimilar but not branching bisimilar. In fact, P / {h'}
cannot respond to the 7-action of @) leading to lcommit - 0 in a way that complies
with the branching bisimulation semantics.

From the back-and-forth perspective, consider executing the run 7. lcommit - 0
of @ and the run 7.7 . leommit - 7.0 of P/{h'}. By undoing the actions of the
@-run it is not possible to go back to a state enabling action Iy, auth_o before
enabling action I, _auth- Instead, this is possible by undoing the other run. This
is enough to distinguish P /{h'} and @ in the setting of reversible transac-
tions. Therefore, by following the same observations as the previous example,
it turns out that the weak-bisimilarity-based noninterference properties are sat-
isfied, while those based on branching bisimilarity are not. Finally, if we add
the same rate A just before the execution of any action lcommit — thus yielding
DBMSY, i timea — the same considerations continue to hold, thereby confirming
the greater expressive power of branching bisimulation semantics even in the
Markovian setting.

8 Conclusions

In this paper we have extended to a stochastically timed setting our previ-
ous preservation, compositionality, and classification results about a selection of
noninterference properties for (irreversible and) reversible systems developed in
a nondeterministic setting [25] and in a probabilistic one [24]. The two behav-
ioral equivalences for those noninterference properties are the weak Markovian
bisimilarity of [38] and a newly defined Markovian branching bisimilarity. Both
equivalences are designed to comply with the assumption of maximal progress.

Since we have shown that Markovian branching bisimilarity coincides with a
Markovian variant of the weak back-and-forth bisimilarity of [22], noninterfer-
ence properties based on this equivalence can be applied to reversible Markovian
systems. This extends the analogous result in [25] for nondeterministic systems
as well as the one in [24] for systems featuring nondeterminism and probabilities.

Regarding future extensions, we are working on incorporating recursion into
the process language under consideration, which will enable us to model systems
that may not terminate. This requires identifying an adequate Markovian variant
of the up-to technique for weak and branching bisimilarities [60J31], to be used
in the proof of some results where we can now proceed by induction on the depth
of the tree-like MLTS underlying the considered process term.

Another direction to pursue is the comparison of our work with those, based
on an integrated-time Markovian model, of [3], addressing stochastic variants of
BSNNI and SBNDC, and [41], which studies a stochastic variant of P_.BNDC.

Finally, we would like to develop a taxonomy for deterministically timed
systems, in which action execution is separated from time passing according to
the model of [50J51I] governed by time determinism and time additivity.
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A Proofs of Results

Proof of Lemma [1, We first prove the five results for the ~-based proper-
ties. The congruence of =2, with respect to action prefix, rate prefix, parallel
composition, and hiding has already been proven in [38], so we focus only on
restriction. Let B be a weak Markovian bisimulation witnessing P; ~pnw Ps.
The equivalence relation B’ = Zp U {(Q1 \ L, Q2 \ L) | (Q1,Q2) € B} is a weak
Markovian bisimulation too. Given (Q1\ L, Q2\ L) € B’ with (Q1,Q2) € B, there
are two cases for action transitions based on the operational semantic rules in
Table [I}

ST Qi\ LT3, Q) \ L with Q1 —"5. @), then there exists Qs =, Q) such
that (Q},Q5) € B. Since the restriction operator does not apply to T,
we have that Qo \ L=, Q4 \ L with (Q} \ L, @} \ L) € B

—FQ\L-%5,Q,\ L with Q, —*,Q and a ¢ LU {7}, then there exists
Q2 A N N QY such that (@}, Q%) € B. Since the restriction operator

does not apply to 7 and a ¢ L, we have that Q2 \ L:T;>a . :T*:>a 5\ L
with (@4 \ L, Q4 \ I) € B

As for rates, to avoid trivial cases consider an equivalence class C' = C'\ L =
{Q\L | Q € C} for some C € P/B. Suppose that Q; \ L />, so that

Q1 —%a too and hence from (Q1, Q2) € B it follows that there exists Q2 ==, Q2
such that Q2 —%a, (Q1,Q2) € B, and rate(Q1,C) = rate(Qo,C). Since the
restriction operator does not apply to 7 and rate transitions, we have that
Q2\L==.Q2\ L with Q2\ L —,, (Q1\L,Q2\L) € B, and rate(Q, \ L,C") =
rate(Q1,C) = rate(Q2, C) = rate(Q2 \ L,C").

We then prove the five results for the = ,-based properties. Let B be a
Markovian branching bisimulation witnessing P; =y Ps:

1. The equivalence relation B’ = (BU {(a.Q1,a.Q2) | (Q1,Q2) € B})" is a
Markovian branching bisimulation too. The result immediately follows from
the fact that, given (a.Q1,a.Qs) € B’ with (Q1,Q2) € B, a.Q; —=,Q; is

matched by a. Qs ;aa.Qg 5. Qo with (a.Q1,a.Q2) € B and (Q1,Q2)

€ B’ as well as, in the case a # 7, a.Q1 —/+, with a.Q> éaa.QQ —ra
and rate(a.Q1,C") = rate(a.Q2,C") =0 for all C" € P/B'.

2. The equivalence relation B/ = (BU {((\).Q1,(\).Q2) | (Q1,Q2) € B})™
is a Markovian branching bisimulation too. The result immediately follows
from the fact that, given ((A).Q1,(N).Q2) € B’ with (Q1,Q2) € B, both
processes can only perform a A-transition. Precisely, (A\).Q; L+, with

(A). Q2= (N).Q2 /. and rate((N).Q1,C) = rate((\).Q2,C) = X for
C = [Qi1]p while rate((\).Q1,C") = rate((N).Q2,C’) = 0 for any other
C'eP/B.

3. The equivalence relation B’ = ZpU{(Q1 |1 Q, Q=2 ||l Q) | (Q1,Q2) € BAQ €
P} and its variant B” in which @ occurs to the left of parallel composition
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in each pair are Markovian branching bisimulations too. Let us focus on B'.
Given (Q1 || Q, Q2L Q) € B’ with (Q1,Q2) € B, there are three cases for
action transitions based on the operational semantic rules in Table

—If Q1L Q.0 |2 Q with Q1 -, Q) and a ¢ L, then either a = 7

and (Q}, Q2) € B, or there exists Qy ==, Q2 —, Q) such that (Q1, Q2)
€ B and (Q},Q%) € B. Since synchronization does not apply to
and a ¢ L, in the former subcase Qs || @ is allowed to stay idle with

(@4 112.Q,Q2 1 Q) € B/, while in the latter subcase Qs || Q@ =, Qs || Q
52 Q|2 Q with (Q1 /L Q, Q2L Q) € B and (Q} [ Q, Q%L Q) € B
— The case Q1 || Q . Q1 ||z Q@ with Q %5, Q" and a ¢ L is trivial.
~ Q| Q-5.Q) L Q with Q1 -%,Q), Q—.Q', and a € L, then
there exists Qo ==, Q2 —, @5 such that (Q1,Q2) € B and (Q},Q5) €
B. Since synchronization does not apply to 7 and a € L, we have that
Q2Q==20Q2 L Q —a Q4 |l Q with (Q1].Q, Q2] Q) € B and
Q1@ QL Q) eB.
As for rates, to avoid trivial cases consider an equivalence class ¢/ = C ||, Q' =
{R]|LQ" | R € C} for some C € P/B. Suppose that Qi || Q . s0
that Q1 /. and Q -+, too and hence from (Qi,Q2) € B it fol-
lows that there exists Q2 éa Q> such that Qs —/+,, (Q1,Q2) € B, and
rate(Q1,C) = rate(Q2,C). Since synchronization does not apply to 7 and
rate transitions, we have that Q2 L Q@ ==4.Q |z Q with Q2L Q _7L>a,
(@12 Q,Q22 Q) € B, and rate(Q1 || Q,C") = rate(Q1, C) = rate(Q2, C)
= TG}@(QQ ||L Qac/) lf Q = Q/7 mte(Ql ||L Q,C/) = mte(@,{Q’}) =
rate(Q2 || Q,C") if Q1,Q2 € C, rate(Q1 | Q,C") = 0 = rate(Q2 || Q,C")

otherwise.
. The equivalence relation B’ = Zp U {(Q1 \ L,Q2\ L) | (Q1,Q2) € B} is a
Markovian branching bisimulation too. Given (@1 \ L,Q2 \ L) € B’ with
(Q1,Q2) € B, there are two cases for action transitions based on the opera-
tional semantic rules in Table [T

— IfQi1\L-,Q)\ L with Q1 =, Q}, then either (Q}, Q) € B, or there

exists Qo :T:>nL Q2 . Q% such that (Q1,Q2) € B and (Q},Q)) € B.
Since the restriction operator does not apply to 7, in the former subcase
Q2 \ L is allowed to stay idle with (Q} \ L, Q2 \ L) € B, while in the
latter subcase Q2 \ L =, Q2\L-"5,Q5\ L with (Q,\ L,Q2\ L) € B
and (Q1\ L,@Q3\ L) € B'.

- Q\L-%.Q,\ L with @ —=.Q, and a ¢ L U {7}, then there
exists Qo ==, Q2 —+, Q) such that (Q1,Q2) € B and (Q},Q%) € B.
Since the restriction operator does not apply to 7 and a ¢ L, we have
that @2 \ L==,Q> \ L-,Q4 \ L with (@1 \ L,Q2 \ L) € B’ and
(@\L,Qy\L)eB.

As for rates, we reason like in the proof of the corresponding result for 2y,



24 A. Esposito, A. Aldini, M. Bernardo

5. The equivalence relation B’ = Zp U {(Q1/L,Q2/L) | (Q1,Q2) € B} is
a Markovian branching bisimulation too. Given (@1 /L,Q2/L) € B’ with
(Q1,Q2) € B, there are two cases for action transitions based on the opera-

tional semantic rules in Table [Tt
-~ IfQ1/L-"5,Q} /L with Q1 —, Q}, then either (Q},Q2) € B, or there

exists Qo ==, Q2 —, Q% such that (Q1,Q2) € B and (Q}, Q%) € B.
Since the hiding operator does not apply to 7, in the former subcase
Q2 / L is allowed to stay idle with (Q} /L,Q2/L) € B, while in the

latter subcase QQ/L;% Q2/L-"5,Q /L with (Q1/L,Q2/L) € B
and (@ /L. Q4/ L) € B
— I Q1 /L-%,Q, /L withQ, 5, Q) andbe LAa=rorb¢ LU{T} A

a = b, then there exists Qa2 . 0y -5, Q) such that (Q1,Q2) € B
and (Q},Q%5) € B. Since the hiding operator does not apply to 7, we
have that Qy /L ==, Q2 /L -, Q4 /L with (Q1/L,Q2/L) € B’ and
(Q1/L,Qy/L) e B.

As for rates, to avoid trivial cases consider an equivalence class C' = C' /L =

{Q/L|Q € C}forsome C € P/B. Suppose that Q1 / L —/, so that Q; —a
too and hence from (Q1, Q2) € B it follows that there exists Qy ==, Q such
that Q2 L., (Q1,Q2) € B, and rate(Q,,C) = rate(Qz,C). Since the
hiding operator does not apply to 7 and rate transitions, we have that

Qg/Léa QQ/L with Qz/L ﬁTL)a, (Ql_/IqQQ/L) S B,, and mte(Ql/L,
C") = rate(Qq,C) = rate(Q2,C) = rate(Q2 / L, C"). ]

Proof of Theorem [1I] A straightforward consequence of the definition of the
various properties, i.e., Definition [f], and Lemma [ |

Lemma 3. Let P, Py, P € P and ~ € {~unw, ~mb}- Then:

1. If P,,P, € SBSNNIy and L C A\ {7} for ~nw or L C Ay for ~m,
then (Q1 L Q2) \ Ax ~ (Ri1||L R2)/ Ax for all Q1,R1 € reach(Py) and
Q2, Ry € reach(P2) such that Q1 || Q2, Ry ||z Re € reach(Py || P2), Q1\ Ay
~ Ry [ Aw, and Q2 \ Ay =~ Ry [ Axn.

2. If P € SBSNNIy and L C A\ {7}, then (Q/ Ax)\ L~ (R\ L)/ Ay for all
Q, R € reach(P) such that Q | Ay ~ R\ Ay.

3. IfPl,Pg ESBNDCz andLQ.A\{T}, then (Q1 HL Qg)\A’H ~ (R1 ||L Rz)\.AH
for all Q1,Ry € reach(Py) and Q2,Rs € reach(Ps) such that Q1 || Q2, R1 ||z R2
S reach(Pl ||L PQ), Ql \A’,L[ ~ Ry \.«47—( and QQ \ .A’;-[ ~ Ry \.AH

Proof. We first prove the three results for the = -based properties. Let B be an
equivalence relation containing all the pairs of processes that have to be shown
to be ~yw-equivalent according to the considered result:

1. Starting from (Q1 |l Q2) \ Ay and (Ry||r R2) / Ay related by B, so that
Q1 \ Ay ~mw R1/ Ay and Q2 \ Ay ~mw R / Ay, there are thirteen cases
for action transitions based on the operational semantic rules in Table [1]
In the first five cases, it is (Q1 || Q2) \ Az to move first:
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~ I (Qullz Q2)\Ax —=a (@1 |2 Q2)\ Aw with Q1 =, Q} and I ¢ L, then
Q1\ Ay SN Q1 \ Ay asl & Ay From Q1 \ Ay ~mw R1/ Ay it follows
that there exists Ry | Ay == S R} /| Ay such that Q) \ Ay Smw
R} / Ay Since synchronization does not apply to T and l ¢ L, we have

that (Q1 |1 Q2) / An == ——0 == (R} || Ra) / Az with (Q} || Q2)\
Az, (R ||z R2) / Aw) € B.

— I (@1 [l Q2)\Ar —0 (Q1 || Q%) \ Ap with Qs —, Q and I ¢ L, then
the proof is similar to the one of the previous case.

~ I (@Qu 2 Q2) \ Aw =0 (Q4 [l Q5) \ Aw with Qi =, Q} for i € {1,2}
andl € L, then Q; \ Ay —l>an \ Ay asl ¢ Ay. From Q; \ Ay ~mw
R; | Ay it follows that there exists R; | Ay éa —l>a %a R} | Ay such
that Q \ Ay ~mw R}/ Ay. Since synchronization does not apply to T
and | € L, we have that (Ry || Ra) | Ap ==a ——a == (R} | Ry) / Ax
with ((Q1 |2 @) \ Aw, (R |1 R3) / An) € B.

— If (Q1]2Q2) \ Ax —=a (Q1 || Q2) \ Ay with Q1 —.Q}, then Q1 \
Ay . Q) \ Ay as T ¢ Ay. From Q1 \ An ~mw Ry /Ay it follows
that there exists Ry | Ay ==a Ry | Ay such that Q7 \ Ay ~mw R} [ Ay
Since synchronization does not apply to T, we have that (Ry || Ra) / An
== (RY |2 R2) [/ Ay with (Q1 || Q2) \ Aw, (RY || Re) / An) € B.

— If (Q1 |lL Q2) \ Ax ——a (Q1 || Q%) \ Ay with Qs —, Qh, then the proof
is similar to the one of the previous case.

In the other eight cases, instead, it is (R1 ||r R2) / Aw to move first:

— If (R || Ra) / Ay 54 (R} || Ra) / Aw with Ry =, R} and I¢ L, then
Ry /Ay —l>a R}/ Ay aslé¢ Ay. From Ry | Ay ~mw Q1 \ Ay it follows
that there exists Q1\ Ay =4 L>a ==, Q) \ Ay such that R} | Ay ~mw
Q) \ Ay. Since synchronization does not apply to 7 and | ¢ L, we have
that (Q1]|1Q2)\An =0 —+0 T4 (Q41|2Q2)\ A with (i | R2) /A,
(Q1 I Q2) \ Ay) € B.

— If(Ry |l R2) /| An —5a (Ry || RY) / Ay with Ry 54 R and 1 & L, then
the proof is similar to the one of the previous case.

— If (Ry |2 Ra) / Ay —5a (R, ||l RY) / Agy with Ri >, R, for i € {1,2}
and 1l € L, then R; | Ay —l>aR§/AH as | ¢ Az. From R; | Ay ~mw
Qi \ Ay it follows that there exists Q; \ Ay ==a —l>a Z=, Qi \ Ay such
that R /| Ay ~mw Q) \ Ay. Since synchronization does not apply to T
and | € L, we have that (Q1 || Q2)\ Ax ==a —ra == (Q} | Q%) \ Ax
with ((Ry || Ry)/ A, (Q1 L @2) \ An) € B.

— If (R ||z R2) /] Ay 4 (Ry || R2) / Ay with Ry —>, R}, then Ry /Ay
T, Ry J Ay as T ¢ Aw. From Ry Ay ~mw Q1 \ Ay it follows that
there exists Q1 \ Ay ==, Q) \ Aw such that R} | Ay ~mw Q) \ Ax.
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Since synchronization does not apply to 7, we have that (Q1||L Q2) \

Ay ==a (@1 |2 Q2) \ Ay with ((Ry ||z Ra)/Aw, (Q1 I Q2) \ An) € B.

— If (Ry |1 Ro) | Ax ——a (Ry || RY) / Ay with Ry —, RY, then the proof
is similar to the one of the previous case.

— If (Ry|lp Ro) / A — 50 (R} || Ra) / Ay with Ry L5, R and h ¢ L,
then Ry | Ay ——a Ry | Ay as h € Ay The rest of the proof is like the
one of the fourth case.

— If (Ry ||z Ra) / An —54 (Ry || Rb) / Aw with Ry "5, R, and h ¢ L,
then the proof is similar to the one of the previous case.

— If (Ry |1 Ra) / Ay —Da (R} |2 RY) / Agy with R; 5, R for i € {1,2}
and h € L, then R; | Ay ——. R./ Ay as h € Ay. From R; | Ay ~umw
Q; \ Ay it follows that there exists Q; \ Ay ;>a Q; \ Ay such that
R} | Ay ~w @i\ Ay . Since synchronization does not apply to T and h €

L, we have that (Q1|1Q2)\An =4 (Q} || 1Q5)\Aw with ((R}||LRS) / As
(@12 @2) \ Ay) € B.

As for rates, to avoid trivial cases consider an equivalence class C' € P/B that
involves processes reachable from Py || Pa, specifically C = {(S1: ||z S2,:) \
.A’H, (Sl,j ||L Sz’j) /.AH ‘ Sk,h S reach(Pk) A\ Sl,h ||L Sg)h S reach(P1 HL PQ) A\

Sk.i \ A ~mw Sk / A} Suppose that (Q1 || Q2) \ Ay —/a s0 that Q. \
A —>a too and hence from Qp\ Ay ~mw Ry | Ay it follows that there exists

Rk/AH T:*>a Rk /AH suc@ that Rk /.AH %;M Qx \AH mnw Rk /./47.(, and
rate(Qr \ Au, C') = rate(Ry, [ Ay, C') for all C' € P/ =y . Since synchro-
nization does not apply to T, we have that (R ||r Ro) / An ==a (R1 || R2)
/ Az with (Ry ||z Ra) / Ay —F+a and (Q1 || Q2)\Aw, (Ru ||z R2) / An) € B.
Since the restriction and hiding operators do not apply to rate transitions,
we have that:

rate((Q1 ||z Q2) \ An, C) = rate((Q1 \ An) [|2(Q2 \ An), C)
rate((Ry || R2) / Ay, C) = rate((R1 [ Ay) [|[L(R2 / An), ©)
Based on which subprocess moves so that the overall process reaches C' (which
we assume to be reachable in one move to avoid trivial cases in which cumu-
lative rates are zero), we have that:

rate((Q1 \ An) [|L(Q2 \ Axn),
rate((Ry / Ay) |l (Rz / Ay), C

Cr={S1n \ A | (Sinllz S2,n)
{Sin/An | (Sinllz Se.n) /AH eC}
Co = {Son \ An | ( So.1)
{820 / Aw | (S1n L S2,n) [ Aw € C}
Since Qr \ Ay ~mw Ri / Ay and Cy, is the union of some ~ny-equivalence
classes for k € {1,2}, we have that:

where:

9
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rate(Q1 \ Ay, C1) = rate(Ry | Ay, C1)
mte(Qg \ .AH, Cg) = mte(Rg /A'H, 02)
If we start from (R || R2) / Ay —/>a, then the proof is similar.
2. Starting from (Q / Au)\L and (R\L) / Ay related by B, so that Q / Ay ~mw
R\ Ay, there are siz cases for action transitions based on the operational
semantic rules in Table[1} In the first three cases, it is (Q / Aw)\ L to move

first:

- Jf(c,g/AH)\LL>a Q') An)\L with Q =, Q' and 1 ¢ L, then Q | Ay
—>a Q' /Ay as l ¢ .AH me Q) Ay ~mw R\ Ay it follows that there
exists Q \ Ay :>a —>a ﬁa R\ Ay such that Q' | Ay ~mw R\ Ay
Since the restriction and hiding operators do not apply to T and I, we
have that (R\ L) | Ay =4 — 0 == (R'\ L) / Ay with (Q' ] Ax)\ L,
(R'\L)/Ay) € B.

— If(Q/A)\L —=a (Q'JAn)\ L with Q ==, Q', then Q] Ay —a Q' | Ax
as T & Ay. From Q /Ay ~mw R\ Ay it follows that there exists
R\ Ay =T;>a R'\ Ay such that Q' | Ay ~mw R’ \ Ay . Since the restric-
tion and hiding operators do not apply to T, we have that (R\ L)/ Ay
== (R'\ L)/ Ay with (Q"/ Ay) \ L, (R'\ L) / An) € B.

— IF(Q/ A\ L 54 (Q'/ A\ L with Q =, Q' then Q/ Ay —+, Q' Ay,
as h € Ay. The rest of the proof is like the one of the previous case.

In the other three cases, instead, it is (R\ L) / Ay to move first:

— If (R\L) | Ay 54 (R'\ L) / Ay with R—5, R and 1 & L, then R\ Ay,
—l>a R'\ Ay asl ¢ Ay. From R\ Ay ~myw Q/ Ay it follows that there
exists Q | Ay = —l>a ==, Q' / Ay such that R' \ Ay ~mw Q' / Ay.
Since the restriction operator does not apply to T and l, we have that

" l T* .
(Q/ A\ L =2 —a==a (Q" [ Az)\L with (R'\L) / Ay, (Q" / Ax)\
L)eB.

— If (R\ L)/ Ay . (R'\ L)/ Ay with R—"5, R', then R\ Ay .
R'\ Ay as 7 ¢ Ay. From R\ Ay ~mw Q / Ay it follows that there ex-
ists Q) Ay ==a Q' | Ay such that R’ \ Ay ~mw Q' /Aw. Since the
restriction operator does not apply to T, we have that (Q/Ay) \ L
T (Q'/ Aw) \ L with (R'\ L)/ A Q] Aw) \ L) € B.

— If(R\L) | Ay T4 (R'\L) / Ay with R, R and h ¢ L, then R ] Ay
5. R/ Ay as h € Ay (note that R\ Ay cannot perform h). From
R/ Ay ~mw R\ Ay — as P € SBSNNI.__ and R € reach(P) — and
R\ Ax ~umw Q/ Ay it follows that there exists Q | Ay ==, Q' | Ay
such that R’ | Ay =mw Q' / Ay and hence R'\ Ay =y Q') Ay — as
R' | Ay mmw R\ Ay due to P € SBSNNI.,_ . and R’ € reach(P). Since
the restriction operator does not apply to T, we have that (Q / Ay) \ L

T (Q'/ As) \ L with (R'\ L)/ Ay, (Q' | Ax) \ L) € B.
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As for rates, to avoid trivial cases consider an equivalence class C € P/B
that involves processes reachable from P, specifically C = {(S; / Ax)\L, (S;\
L)/ Ay | Sy € reach(P) A S; \ Ay =mw S; / An}. Suppose that (Q / Ay )\ L
s s0 that Q ) Ay —/>a too and hence from Q[ Ay ~mw R\ An ~mw
R/ Ay —as P € SBSNNI., . and R € reach(P) - it follows that there ex-

ists R/ Ay == R/ Ay such that R Ay —a, Q) A ~mw R/ A ~mw
R\ Ay, and rate(Q / Ay, C) = rate(R \ Ay, C) for all C € P/ =y
Since the restriction and hiding operators do not apply to T, we have that
(R\ L)/ Ay oy (R\ L)/ Ay with (R\ L) [ Ay e — as B/ Aoy o -
and ((Q/ Ax)\ L, (R\ L) / Ay) € B. Since the restriction and hiding oper-
ators do not apply to rate transitions, we have that:

rate((Q / Ax) \ L,C) = rate(Q \ Ay, O)

rate((R\ L) / Ay, C) = rate(R | Ay, C)
where:

C={Si\Au | (Si/ An)\ L€ CLU{S; /A3y | (S;\ L)/ Ay € C}
Since Q \ Ay ~mw R/ Ay and C is the union of some /2,y -equivalence
classes, we have that:

rate(Q \ Ay, C) = rate(R | Ay, C)
If we start from (R\ L) | Ay —a, then the proof is similar.
3. Starting from (Q1 || Q2) \ Ay and (Ry ||z Rz2) \ Ay related by B, so that
Q1 \ Ay ~mw R1\ Ay and Q2 \ Ay ~mw Ro \ Ay, there are five cases for
action transitions based on the operational semantic rules in Table [1

~ I (Qullz Q2)\Ax —=a (@1 |2 Q2)\ Aw with Q1 =, Q) and I ¢ L, then
Q1 \ Ay L>a Q1 \ Ay asl & Ay From Q1 \ Ay =mw R1\ Ay it follows
that there exists Ri\ Ay ==a —l>a =, R\ Ay such that Q) \ Ax ~mw
R\ Ay Since synchronization does not apply to T and | ¢ L, we have
that (R || R2)\ As ==a —a =>4 (RY[| L R2) \ Aw with ((Q}]|1Q2)\Aw,
(Ry [l R2) \ Ax) € B.

~ I (Qu 12 Q2)\ A —=a (Q1 | @5)\ A with Q2 .. Q) and L ¢ L, then
the proof is similar to the one of the previous case.

— I (Qu 1l Q2) \ Aw —a (@4 12 Q) \ Aw with Qi =, Q} for i € {1,2}
and l € L, then Q; \ Ay —l>aQ§ \ Ay asl & Ay. From Q; \ Ay ~mw
R;\ Ay, it follows that there exists R; \ Ay ==, —l>a ==, R/ \ Ay such
that Q) \ Ay =mw R\ Ay. Since synchronization does not apply to T
and l € L, we have that (Ry || R2)\ Ay =4 B (R} ||z Ry)\ Axn
with ((Q' | @) \ Az, (R || Rs) \ Ay) € B.

— If (@l Q2) \ An —=a (Q1 |2 Q2) \ A with Q1 ==, Q) then Q1 \
An 5. Q) \ A as T ¢ Aw. From Q1 \ Ay ~mw R1\ Ay it follows
that there exists Ry \ Ay ==, R} \ Ay such that Q) \ Ay ~mw R\ Ay.
Since synchronization does not apply to T, we have that (Ry| L R2) \

An Ty (Ry 1 R2) \ As with (Q4 [l Q2) \ As, (R} |1 Bo) \ Ay) € B.



Noninterference Analysis of Stochastically Timed Reversible Systems 29

— If (Q1 |l Q2) \ Ay —4 (Q1 || Q) \ Ay with Qa —, Q%, then the proof

is similar to the one of the previous case.

As for rates, to avoid trivial cases consider an equivalence class C' € P/B that
involves processes reachable from Py || Pa, specifically C' = {(S1 ||z S2,:) \
An | Sk,h S reach(Pk) A Sih HL Saon € reach(Pl HL PQ) A Skﬂ' \ Ax ~mw
Sk \ An}. Suppose that (Q1 L Q2) \ Ax —=a so that Qxp \ Ay .
too and hence from Qi \ Ay ~mw Rk \ Ay it follows that there exists
R\ Ay éa Rp \ Ay such that R\ Ay —La, Qr \ A ~mw Ri \ Ay, and
rate(Qr \ Aw, C') = rate(Ry, \ Ay, C") for all C' € P/ . Since synchro-

nization does not apply to T, we have that (Ry ||r Ro)\ An == (R1 || R2)\
.AH with (Rl HL RQ)\AH %a and ((Ql HL Qg) \.A'H, (Rl ||L RQ) \.A'H) € B.

Since the restriction operator does not apply to rate transitions, we have that:
rate((Q1 || Q2) \ Az, C) = rate((Q1 \ Axn) [[L(Q2 \ Ax), C)
rate((Ry L Ra) \ Ay, C) = rate((R1 \ Ay) [[L(R2 \ Ax), ©)

Based on which subprocess moves so that the overall process reaches C' (which

we assume to be reachable in one move to avoid trivial cases in which cumu-

lative rates are zero), we have that:

rate((Q1 \ An) l(Q2 \ An),C) = rate(Q1 \ Ay, Ch)

o rate((R1 \ Axn) || (R2 \ Ay ), C) = rate(Ry \ Ay, Ch)
' rate(Q1 \ Ax) [[L(Q2 \ An), C) = rate(Qa \ Ay, C2)

. rate((R1 \ Axn) || (R \ Ay ), C) = rate(Rs \ Ay, Ca)

Cr = {S1n \ As | (S1nllL S2n) \ A € C}
Co = {82 \ Az | (S1n Il S2.,0) \ As € C}
Since Qr \ Ay ~mw Ri \ Ay and Cy, is the union of some /2,y -equivalence
classes for k € {1,2}, we have that:
rate(Q1 \ Az, C1) = rate(Ry \ Ay, Ch)
rate(Qz \ Az, Co) = rate(Ra \ Az, Co)
If we start from (Ry |1 R2) \ Aw —/>a, then the proof is similar.

We then prove the three results for the ~p-based properties. Let B be an equiv-
alence relation containing all the pairs of processes that have to be shown to be
~mb-equivalent according to the considered result:

1. Starting from (Q1 1L Q2) \ Ax and (R1||L R2)/ Ay related by B, so that
Q1 \ Ay ~mp R1/ Ay and Q2 \ Ay =mp Ra / Ay, there are twelve cases for
action transitions based on the operational semantic rules in Table[1l In the
first five cases, it is (Q1 || Q2) \ Ay to move first:

— I Q1] Q2) \ An —a Q1 112 Q2) \ Ay with Q1 —=,Q} and I ¢ L,
then Qi \ Ax —a Q) \ Aw as | ¢ Ay. Prom Q1 \ Ay ~ump Ri /Ay

it follows that there ewists Ry | Ay éa Ry Ay L R} / Ay such that
Q1 \ Ay ~mb Ri/ Ay and Q) \ Ay =mp R/ Ay. Since synchroniza-

tion does not apply to T and | ¢ L, we have that (Ry ||z Rz2) / An ;a
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(R ||z Ra) / As ~a (Ry |l Ro) [ Aw with (Q1 |2 Q)\Aw, (Ra || R) /
An) € B and (1 HZL Q2) \ Ay, (R || R2) /AH)le B.

If (Q1 |2 Q2)\ Ay —a (Q1 [l Q2) \ Aw with Q2 —a Q5 and l ¢ L, then
the proof is similar to the one of the previous case.

I (Qu L Q2) \ As = (Q4 1l Q) \ A with Qi —.Q; for i € {1,2}
and l € L, then Q; \ Ay —l>aQ§ \ Ay asl & Ay. From Q; \ Ay ~mp
R; / Az it follows that there exists R; | Ay éa R; | An —l>a R,/ Ay
such that Q;\ Ay ~mb R; | Ay and Q\ Ay ~mb R’/ Ay Since synchro-
nization does not apply to T andl € L, we have that (R || Rz) / An =,
(Bi |l Ro) / Aw —+a (R |l RY) | As with (Qu |2 Q2)\As, (Ry |2 Re) /
Aw) € B and ((Q1 L Q) \ Aw, (Br [l By) [ An) € B.

If (QillLQ2) \ Ay —a(Q1lLQ2) \ An with Q1 —.Q}, then
Q1\ Ay . Q\\ Ay as T ¢ Ay. From Q1 \ Ay ~mp Ry / Ay it follows
that either Q) \ Ay ~=mp R1 /Ay, or there exists Ry | Ay ;a Ry Ay
L5 R/ Asy such that Q1\Ax ~mb R1/ Ay and Q) \ Ay ~ump R | Ay
Since synchronization does not apply to T, in the former subcase
(R1|l R2) / An is allowed to stay idle with ((Qf |l @2) \ An,
(R1llL R2) / Ay) € B, while in the latter subcase (Ry||L Rz) /[ An .
(Ri L Ro) / An —a (R || Ra) / Ay with ((Q1 || Q2)\ Az, (R || Ra) /
Asg) € B and ((Q4 1 Q) \ Aw, (R4 1z o) / Ax) € B.

If Q| @2) \ Ay —a (Q1 || Q2) \ Ay with Q2 —>4 Q5, then the proof

is similar to the one of the previous case.

In the other seven cases, instead, it is (Ry ||z R2) / Ay to move first:
— If(Ry || Ra) | Aw —a (R, || R2) / Ag with Ry —, R, and 1 ¢ L, then

R/ Ay _l)a R/ Ay asl & Ay. From Ry [ Ay ~pp Q1 \ Ay it fol-
lows that there exists Q1 \ Ay =2 Q1 \ Ay LN, Q) \ Ay such that
R/ Ay ~mp Q1 \ Ay and R}/ Ay ~mp Q) \ Ay. Since synchro-
nization does mot apply to 7 and 1 ¢ L, we have that (Q1 ||z Q2) \
A =0 (Q1 1|2 Q2) \ Ar—a (Q4 2. Q2) \ Aw with ((By || Ra)/ A,
(Q1llL Q2) \ Ax) € B and ((Ry ||L R2)/ A, (Q1 [[L Q2) \ Ay) € B.
If(Ry ||z Ra) | Aw —5a (Ry || RY) / Ag with Ry —5, R, and 1 ¢ L, then
the proof is similar to the one of the previous case.

If (Ry || Ra) | A —a (Rl By) / Aw with R, 5o R fori € {1,2}
and | € L, then R; /Ay—)aR /Ay asl ¢ AH From R [ Ay Rmp
Q; \ Ay it follows that there exists Q; \ Ay :>a Qi \ Ay L Qi \ Ay
such that R; | Ay ~mb Qi \ Ay and R,/ Ay ~mp, Q' \ Ay Since syn-
chronization does not apply to T and | € L, we have that (Q1 |1 Q2) \
Ap =50 (Qu 12 Q2) \ A —=a (@1 12 Q5) \ A with (R || R) /A,
(@12 Q2) \ Ax) € B and (R ||1 By) [ An, (@1 [l @2) \ An) € B.

If (R1 ||L R) /Aq.[ —a (Rll HL Rg)/AH with Ry —, Rll, then Ry /A;L[
T5a Ry J Ay as T ¢ Ay. From Ry /Ay = Q1 \ Ay it follows that
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either R} /| Ay ~mp Q1 \ Az, or there exists Q1 \ Ay éa Q1 \ Ay
L>a Qll \AH such that Rl /AH ~mb Ql \.AH and R/l /.AH ~mb Qll \
Ay Since synchronization does not apply to T, in the former subcase
(Q1 || Q2)\ Ay is allowed to stay idle with (R} ||L R2)/Axn, (Q1|lL Q2)\
Axn) € B, while in the latter subcase (Q1 || Q2) \ Ay ==a (Q1 |l Q2)\
Ay =0 (Q 1L Q2) \ Aw with ((Ry|r Ra)/Aw, (@1 Q2) \ An) € B
and (R || R2)/ A, (Q1 (| Q2) \ Axn) € B.

— If (R1||L Ra2) | A ——a (R1 || Rb) | Ax with Ry —, RY, then the proof
is similar to the one of the previous case.

— If (Ry||p Ra) | An S50 (R, || Ra) | Ay with Ry 25, Ry and h ¢ L,
then Ry /| Ay ——a R} | A as h € Ay. The rest of the proof is like the
one of the fourth case.

— If (R ||z Ra) | An —a (Ry || RY) | Ay with Ry "5, R, and h ¢ L,
then the proof is similar to the one of the previous case.

As for rates, we reason like in the proof of the corresponding result for /.y, .
2. Starting from (Q | Ax)\L and (R\L) / Ay related by B, so that Q / Ay ~mp
R\ Ay, there are siz cases for action transitions based on the operational
semantic rules in Table[l] In the first three cases, it is (Q / Ay)\ L to move

first:

— If(Q/ An)\L 5. (Q' / Ax)\ L with Q -, Q" and 1 ¢ L, then Q / An
SN, Q' /Ay asl ¢ Ay. From Q| Ay ~m, R\ Ay it follows that there
exists R\ Ay éa R\ Ay —l>a R'\ Ay such that Q | Ay ~mp, R\ Ay and
Q' | Ay ~mp, R\ Ay Since the restriction and hiding operators do not
apply to T and I, we have that (R\ L) / Ay Ay (R\ L)/ An N, (R'\

L)/ s with ((Q / As) \ L, (R\ L) / Asg) € B and (@ Asg) \ L (R'\
L)/ Ay) € B.

— If(Q/ AW\ L =4 (Q' | Ay)\ L with Q ==, Q', then Q/ Ay ——, Q' [ Ay
as T ¢ Ay From Q [ Ay ~mp R\ Ay it follows that either Q' | Ay ~mp
R\ Ay, or there exists R\ Ay ;%R \ Ay —=a R\ Ay such that
Q) Ay ~mp R\ Ay and Q' | Ay ~ump R\ Ay Since the restriction and
hiding operators do not apply to T, in the former subcase (R\ L)/ Ay
is allowed to stay idle with ((Q'/ Ay)\ L,(R\ L)/ Ay) € B, while in
the latter subcase (R\ L) / Ay = . (R\L)/ Ay . (R'\ L) | Ay, with
(Q/A)\L,(R\ L)/ Ay) € B and ((Q"/ Ay)\ L, (R'\ L) / An) € B.

— IF(Q/ A\ L 50 (Q'/ A\ L with Q "+, Q', then Q/ Ay~ Q' / Ay,
as h € Ay. The rest of the proof is like the one of the previous case.

In the other three cases, instead, it is (R\ L) / Ay to move first:
— If (R\L) | Ay 554 (R'\ L) / Ay with R—5, R and 1 ¢ L, then R\ Ay
—l>aL R'\ Ay asl & Ay. From R\ Ay ~mp Q / Ay it follows that there

exists Q | Ay ==aQ | Ay L>a Q') Ay such that R\ Ay ~mp Q) Ay
and R'\ Ay ~mp Q' / Ay Since the restriction operator does not apply
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to T and 1, we have that (Q / Ay)\L éa( Ay)\ L L. Q'] Ax)\L
with (R\L) / Ax, (Q/ Ax)\L) € B and (R'\L) / An, (Q" /] Ax)\L) €
B.

If (R\ L)/ Ay . (R'\ L)/ A» with R—"5, R, then R\ Ay —a
R\ Ay as 7 ¢ Ay. From R\ Ay ~mp Q/ Ay it follows that either
R\ Ay mmb Q [ Ay, or there exists Q [ Ay =0 Q [ Ay —a Q' | Ay
such that R\ Ay ~mp Q/ Ay and R'\ Ay ~m, Q' / Ay. Since the
restriction operator does not apply to T, in the former subcase (Q / Ax)\
L is allowed to stay idle with (R'\ L) / Ay, (Q / Ay)\ L) € B, while in

the latter subcase (Q / Ay)\ L éa (Q/ A\ L "5,(Q"/ Axn)\ L with
(R\L)/ An,(Q/ An)\ L) € B and ((R'\ L) / Ay, (Q"/ An) \ L) € B.
If (R\L) | Ay —Za (R'\L) / Ay with R "5, R and h ¢ L, then R/ Ay
5. R/ Ay as h € Ay (note that R\ Ay cannot perform h). From
R/ Ay ~mp R\ Ay — as P € SBSNNI._, and R € reach(P) - and
R\ Ay ~mp Q / Ay it follows that either R’ | Ay ~mp, Q / Ay and hence
R\ Ay ~mp Q/ Ay —as R | Ay ~mp R\ Ay, due to P € SBSNNI,

~mb
*

and R' € reach(P) — or there exists Q | Ay ==2Q | Ay ——. Q' | Ay
such that R/ Ay ~mp Q) Ay and R | Ay ~mbn Q') Ay and hence
R\ Ay ~mb Q/ Ay and R'\ Ay =~y Q' / Ay Since the restriction
operator does not apply to T, in the former subcase (Q | Ax)\L is allowed
to stay idle with (R’ \ L)/ Ay, (Q/ Ay) \ L) € B, while in the latter

subcase (Q / Au) \ L==4(Q/ Ax) \ L4 (Q / Ax) \ L with (R
L)/ A, (Q/ An)\ L) € B and (R'\ L)/ Ay, (Q"/ An) \ L) € B.

As for rates, we reason like in the proof of the corresponding result for /.y .

3. Starting from (Q1 || Q2) \ Ax and (R1 ||z Ra2) \ Ay related by B, so that

Q1 \ Ay ~mp R1\ Ay and Q2 \ Ay ~mp, R \ Ay, there are five cases for
action transitions based on the operational semantic rules in Table [}

— I (Qullr Q2) \ A 0 (Q) |11 Q2) \ Ay with @ =, Q) and | ¢ L,

then Q1 \ Ax —=a Qi \ Ay as | ¢ Ay. From Qu\ Ay ~mp R\ Ay
it follows that there exists Ry \ Ay ==, R1 \ Ay L Ry \ Ay such
that Q1 \ Ax =mb R1 \ Ay and Q) \ Ay ~mp R) \ Ay. Since syn-
chronization does not apply to T and | ¢ L, we have that (R || R2) \
Ap ==a (R |z Ra) \ A —a (R || Re) \ Ax with (Qu ]|z Q2) \ An.
(B1 [l R2) \ Az) € B and (Q1 [l Q2) \ Aw, (Ry |z R2) \ Az) € B.

1 (@1 112 Q2)\ A 4 (Q1 |1 Q5) \ Aw with Q2 —+,.Q} and L ¢ L, then
the proof is similar to the one of the previous case.

If (Qu 1| Q2) \ Aw —a (@4 Il Q) \ Awe with Qi =4 Q} for i € {1,2}
andl € L, then Q; \ Ay %aQQ\AH as 1 ¢ Ay. From Q; \ Ay ~mp
R; \ Ay it follows that there exists R; \ Ay éa R\ Ay —l>a Ri\ Ay
such that Q; \ Ay ~mp Ri \ Ay and Q) \ Ay ~mb R\ Ap. Since
synchronization does not apply to 7 and l € L, we have that (Ry || Rz2)\
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Ar == (R |1 Ro) \ An —a (RS || B) \ As with (Qu ]2 Q2) \ A,
(R1llL R2) \ Az) € B and ((Q1 |l @) \ Ax, (R ||z R3) \ Ay) € B.

— If (@l Q2) \ An —=a (Q1 12 Q2) \ A with Q1 ==, Q7 then Q1 \
Ay . Qi \ Ay as T & Ay From Q1 \ Ay ~mp Ry \ Ay it follows that
either Q) \ Ay ~mn Ri \ Ay, or there exists Ry \ Ay

==, R\ Ay . R} \ Ay such that Q1 \ Ay ~mp Ry \ Ay and Q) \
Az =mp R\ Ay Since synchronization does not apply to T, in the for-
mer subcase (Ry |1 R2) \ Ay is allowed to stay idle with ((Q} ||r Q2) \
Az, (R1 ||z R2) \ Ay ) € B, while in the latter subcase (Ry || R2) \ Axn

= (RillLR2) \ An—a (Rl R2) \ Ap with ((Q1]2@Q2) \ A,
(R1 [l R2) \ Az) € B and ((Q1 [l Q2) \ Aw, (Ry |z R2) \ Ax) € B.
(@1 111 @2)\ x5 (@1 Il Q) \ Ay with Qs ~ o Qp, then the proof
is similar to the one of the previous case.
As for rates, we reason like in the proof of the corresponding result for /.
|

Proof of Theorem |2l We first prove the five results for SBSNNI,, from which
it will follow that they hold for P_.BNDC. too by virtue of the forthcoming
Theorem [3t

1. Given an arbitrary P € SBSNNI. and an arbitrary a € Az U {7}, from
P\ Ay =~ P/ Ay we derive that a.(P\ Ay) =~ a.(P/ Ay) because = is
a congruence with respect to action prefix by virtue of Lemma (1), from
which it follows that (a.P) \ Ay =~ (a.P)/ Ay, ie., a.P € BSNNI.,
because a ¢ Ay . To conclude the proof, it suffices to observe that all the
processes reachable from a. P after performing a are processes reachable
from P, which are known to be BSNNI.

2. Given an arbitrary P € SBSNNI and an arbitrary A € Ry, from P\ Ay =
P/ Ay we derive that (A). (P \ Ax) = (A). (P /.Az) because = is a con-
gruence with respect to rate prefix by virtue of Lemma 2)7 from which
it follows that ((\).P)\ Ax =~ ((\).P)/ Ay, ie., (\).P € BSNNI.,
because the restriction and hiding operators do not apply to rates. To con-
clude the proof, it suffices to observe that all the processes reachable from
(M) . P after a delay governed by A has elapsed are processes reachable from
P, which are known to be BSNNI.

3. Given two arbitrary Py, P, € P such that P, P, € SBSNNI. and an arbi-
trary L C A, the result follows from Lemma (1) by taking () identical to
R and (@), identical to Rs.

4. Given an arbitrary P € SBSNNIy and an arbitrary L C A\ {7}, the result
follows from Lemma 2) by taking @ identical to R — which will be denoted
by P’ — because:

— (P'\L)\ Ay = (P'\ Ay) \ L as the order in which restriction sets are
considered is unimportant.

- (PP\NAy)\L = (P'/Ay)\ L because P’ \ Ay ~ P' /Ay —as P €
SBSNNI,, and P’ € reach(P) — and =~ is a congruence with respect to
the restriction operator due to Lemma [1[4).
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— (P'/Ay)\ L~ (P'\ L)/ Ay as shown in Lemma [3{2).

— From the transitivity of = we obtain that (P'\ L)\ Ay ~ (P'\ L) / Ay.
Given an arbitrary P € SBSNNI and an arbitrary L C A, for every P’ €
reach(P)
it holds that P’ \ Ay ~ P’/ Ay, from which we derive that (P'\ Ay) /L ~
(P'/A3) ] L because = is a congruence with respect to the hiding operator
due to Lemma [[|(5). Since L N Ay = 0, we have that (P’ \ Ay) /L is iso-
morphic to (P’ /L) \ Ay and (P’ /Ay) /L is isomorphic to (P’ /L) /Ay,
hence (P’ / L)\ Ay =~ (P"/ L)/ Ay, i.e., P’/ L is BSNNI..

then prove the five results for SBNDCy:

Given an arbitrary P € SBNDCy, and an arbitrary a € AU {7}, it trivially
holds that a.P € SBNDC. because a is not high and all the processes
reachable from a . P after performing a are processes reachable from P, which
is known to be SBNDC...

Given an arbitrary P € SBNDCy, and an arbitrary A € Ry, it trivially holds
that (M) . P € SBNDCx because all the processes reachable from (\) . P after
a delay governed by A has elapsed are processes reachable from P, which is
known to be SBNDC...

Given two arbitrary Pp, P € Py such that Py, P, € SBNDC. and an ar-
bitrary L C A\{r}, the result follows from Lemmal[3|(3) as can be seen by ob-

serving that whenever PJ ||, P} S, P{" || Py for P{ || P € reach(Py || Ps):

- If P LN, P/, PJ = P} (hence P}\ Ay ~ PY\Ay;), and h ¢ L, then from
P, € SBNDCy it follows that P; \ Ay ~ P\ Ay, which in turn entails
that (P] || P5)\ Ay = (P || P§)\ Ay because = is a congruence with
respect to the parallel composition operator due to Lemma 3) and
restriction distributes over parallel composition.

— If P} S Py, P/' = P{, and h ¢ L, then we reason like in the previous
case.

— 1t Pl 5, P, P, Py, and h € L, then from Py, P, € SBNDCy it
follows that P| \ Ay ~ P{'\ Ay and Pj\ Ay ~ Py \ Ay, which in turn
entail that (P] || P3)\ Ay = (P{' || P3')\ Ay because = is a congruence
with respect to the parallel composition operator due to Lemma, 3) and
restriction distributes over parallel composition.

Given an arbitrary P € SBNDC. and an arbitrary L C A\ {7}, for every

P’ € reach(P) and for every P” such that P’ . P" it holds that P\Ay =
P\ Ay, from which we derive that (P'\ Ay)\ L ~ (P"\ Ay)\ L because ~
is a congruence with respect to the restriction operator due to Lemma (4)
Since (P’ \ Ay) \ L is isomorphic to (P’ \ L) \ Ay and (P”\ Ay) \ L is
isomorphic to (P \ L) \ Ay, we have that (P'\ L)\ Ay =~ (P"\ L)\ Ax.
Given an arbitrary P € SBNDC. and an arbitrary L C A., for every
P’ € reach(P) and for every P” such that P’ . P" it holds that P\ Ay =~
P\ Ay, from which we derive that (P’ \ Ay) /L ~ (P"\ Ay) /L because
~ is a congruence with respect to the hiding operator due to Lemma (5)
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Since LN Ay = 0, we have that (P’'\ Ay) /L is isomorphic to (P’ / L)\ Ay
and (P”\ Ay) /L is isomorphic to (P” /L) \ Ay, hence (P’ /L) \ Ay =~
(P"/ L)\ Ay. n

Lemma 4. Let P,P,, P, € P and = € {~mnw, ~mb}. Then:

1. If P € SBNDCx, P’ € reach(P), and P']Ay==.P" /Ay, then
P\ Ay éap”\fly with P" \ Ay ~ P"\ Ay.

2. If P,,P, € SBNDCy ﬁIPmk,nhC and P \ Ay = Py \ Az, then Pl/AH ~
Py /.AH

3. If P, € SBSNNIx and L C Ay, then P{ \ Ay = (P3| Q)/ L)\ Axn
for all @Q € P having only prefizes in Ay and for all P € reach(Py) and
P} € reach(Ps) such that P{ \ Ay ~ P}/ Ay.

Proof. We first prove the three results for the . -based properties:

1. We proceed by induction on the number n € N of T-transitions along P’ | Ay
T P A

— If n = 0 then P’/ Ay stays idle and P" | Ay is P’ ] Ay. Likewise,
P\ Ay can stay idle, i.c., P'\ Ay ==, P'\ Az, with P"\ Ay ~mw P\ Ay
as Ry s reflezive.

— Letn >0 and P}/ Ay . P] /Ay >0 ... —5a P _1J Ay —>a P/ Ay
where P} is P' and P), is P". From the induction hypothesis it follows
that P'\ Ay ==. P! |\ Ay with P, |\ Ay ~mw P!\ Ay. As far
as the n-th T-transition P! _, | Ay — P!, | Ay is concerned, there are
two cases depending on whether it is originated from P, _, B P! or
P, s P

o IfP! | -5, P then P._ |\ Ay ——a P!\ Ay. Since P! _; \ Ax ~mw
P!\ Ay, there exists P._, \ Ay =, P!\ Ay such that P!\
A Rmw P!\ Ay,. Therefore P'\ Ay =, P\ Ay with P"\ Ay ~mw
P/ \ Ay.
o If P, . P then from P € SBNDCw,. it follows that P! _, \
Ay mmw PL\ Ay, Since P, \ Ay ~mw P\ A and =y
is symmetric and transitive, we obtain P!\ Ay ~mw P, \ Az.
Therefore P\ Ay . P!\ Ay with P"\ Ay ~my P._\ Ay
2. Let B be an equivalence relation containing all the pairs of processes that
have to be shown to be ~-equivalent according to the considered result.
Starting from (Py /| Ay, Py | Ay) € B, so that Py \ Ay ~mw P2 \ Ay, there
are three cases for action transitions based on the operational semantic rules
in Table [1:

— If P/ Ay —Ta Pl | Ay with Py -5, Pl then Py \ Ay ~mw P\ An
as h € Ay and P; € SBNDCy, . Since P{ \ Ay ~mw P2\ Ay,

mw
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as Pr\ Ay mmw P \ Ay and ~py is symmetric and transitive, with
P{, P, € SBNDCx,_,, we have that Py | Ay is allowed to stay idle with
(P{ /] Ay, P2/ Ay) € B.

— If Py Ay —550 Pl Ay with Py =55, Pl then Py \ Ay ——. P\ Ay
as I ¢ Ay. From Py \ Ay =~mw P2\ Ay it follows that there ex-

ists Py \ Ay . Py \ Ay such that P{ \ Ay ~mw Ps \ Ay. Thus

Py Ay ==, Py ) Ay as I, 7 ¢ Ay. Since P} \ Ay ~mw P} \ Ay with
P|{, P} € SBNDCy,, we have that (P] | Ay, Py | Ay) € B.

— If Py | Ay —. P| | Ay with P, —, P/, then the proof is like the one
of the previous case.

As for rates, suppose that Py | Ay —/>a so that Py \ Ay —/a too and hence

from Pi\ Ay ~mw P2\ Ay it follows that there exists Py \ Ay ==, Py \ An

such that Py \ Ay —4a, P1\ Ay ~mw P2 \ Ay, and rate(Py \ Ay, C) =
rate( Py \ Az, C) for all C € P/B. Since the hiding and restriction operators
do not apply to T and rate transitions, it follows that Py / Ay =T;>a Py ) Ay
with Py [ Ay o (if P2/ Ay could perform T due to P, i>3L P}, then
Po\ Ay ~mw Py\ Ay as P, € SBNDCy,, hence it would just be a matter of
going ahead until one not enabling T is encountered, which certainly happens
because the considered processes belong to Puk nne ), (P1/ Az, Pa | Ay) € B,
and rate(P1 /Ay, C) = rate(P1\ Ay, C) = rate(Py\ Ay, C) = rate(Py/ Ay, C)
for all C € P/B.

. Let B be an equivalence relation containing all the pairs of processes that have
to be shown to be ~,w-equivalent according to the considered result. Starting
from P/ \ Ay and (P3|l Q) /L) \ Ay related by B, so that Pj \ Ay ~mw
P}/ Ay, there are siz cases for action transitions based on the operational
semantic Tules in Table . In the first two cases, it is P{ \ Ay to move first:

— Let P\ Ay L P\ Ay. We observe that from P € reach(Pz) and
P, € SBSNNI.,_ it follows that Py \ Ay ~mw Pj /Ay, so that P|\

AH mw PQI/AH "mw PQI \ .AH, i.e., Pll \.Aq.( Tmw PQ/ \AH, as mw 8
symmetric and transitive. As a consequence, since l # T there exists Py \
Agg == PY\ Ay such that P\ Az ~mw PY\Az. Thus (P} ]| Q) / L)\
1 .
Ay == (P L Q) / L)\ Ap with (P{'\ Ay, (B [|L Q) / L)\ A) € B
because P|' € reach(Py), Py € reach(Py), and Py \ Ay ~mw Py | Ay as
P, € SBSNNI.,__, .
— Let P{\ Ay —>a P{'\ Ay. The proof is like the one of the previous case
with ==, wused in place of :lh

In the other four cases, instead, it is ((Py || Q) /L) \ Ay to move first:

— Let (P |2 Q) / L)\ Ax —=5a (P || Q) / L)\ Ay with Py —-5, Py so that

P\ Ay L. P\ Ay asl ¢ Ay. We observe that from Py € reach(Py)
and P, € SBSNNI, it follows that Py \ Ay ~mw P/ Ay, so that

~mw

P\ Ay ~mw Py Ay Rmw PL\ Ay, e, PO\ Ay =mw P\ Ay, as
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Rmw 18 symmetric and transitive. As a consequence, since | # T there
exists P| \ Ay =L, P{"\ Ay such that Py \ Ay ~mw P{ \ An. Thus
(Pl Q)/ L)\ Ay, P’ \ Ay) € B because Py’ € reach(Py), Py €
reach(Py), and P’ \ Ay ~mw Py /| Ay as P, € SBSNNIy

~mw *

— Let (P31l Q)/ L)\ An —=a (P2 I Q) / L) \ Ay with Py~ Py so
that Py \ Ay —=. Py \ Aw as T ¢ Ay. The proof is like the one of the
previous case with ==, used in place of :l>a.

—IF (P Q) / L)\ Ay —=a (P32 Q) /L) \ A with Q ==, Q', then
trivially (Py || Q") /L) \ Aw, P{ \ Ay) € B as Py ~unw P53 and hence
P} | Ay mw P5 | Ay by Lemmal[1)(5).

— Let (P31 Q) /L) \ An—5u (P 1| Q') / L) \ Ay with Py, Py -
so that Py ) Ay —. Py /Ay as h € Ay — and Qi%aQ' for h € L.
We observe that from Py, PY € reach(Py) and P, € SBSNNIg it
follows that Py \ Ay ~mw P5 /Ay and Py \ Ay ~mw Py /An, so
that Py\ Ay ==, Py \ Ay as Py | Ay ——a P | Ay and P\ Ay ~mw
P}/ Ay =mw P\ Ay, ice., Po\ Ay ~mw PI\ Ay, S Ry s symmetric
and transitive. As a consequence there exists P]\ Ay ==, P}’ \ Ay such
that Py’ \ Ay ~mw P{'\ Ap. Thus (P [|L Q") / L)\ Aw, PI'\ Ay) € B
because Py’ € reach(Py), Py € reach(Pz), and P’ \ Ay ~mw Py [ Ay as
P, € SBSNNL., .

As for rates, to avoid trivial cases consider an equivalence class C € P/B that
involves processes reachable from P]\ Ay and (P3| Q) /L) \ Ay, specifi-
cally C = {R1,; \ An, ((R2,; | Sj) / L)\ An | Sj € P having only prefizes in
Az A Ry € reach(Py) A Ry \ Ay ~mw Roj [/ An}. If P} \ Ay —/>a then
from P\ Ay =pw Py | Ay it follows that there exists Py | Ay . P} Ay
such that Py ) Ay /e, P{\ Ay ~mw Py ) Aw, and rate(P] \ Ay,C") =
rate(Py | Ay, C") for all C' € P/~ . Since synchronization as well as the
restriction and hiding operators do not apply to T, we have that (P4 || Q) / L)
\ Ay o (P11 @)/ 1)\ Aw with (P11 @)/ L)\ Aw o and (P} \
Ay, (P ||l Q) /L) \ Ay) € B. Since the restriction and hiding operators
do not apply to rate transitions and Q) cannot perform any rate transition,
we have that: _
rate(P] \ Ay, C) = rate(P] \ Ay, C)
rate(((P3 |2 Q) / L) \ Az, C) = rate(P; / Ay, C)
where:

C={Rii\ An € C}U{Ry; / A3 | (R2; [l S;) /L) \ An € C}
Since P \ Ay =mw Py Ay and C is the union of some =y, -equivalence
classes, we have that:

rate(P] \ Ay, C) = rate(Py | Ay, C)
If we start from (Py||L Q) / L)\ Ay —/>a, then the proof is similar.
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We then prove the three results for the ~uy,-based properties:

1. We proceed by induction on the number n € N of 7-transitions along P’ | Ay
P Ay

— If n = 0 then the proof is like the one of the corresponding result for

— Letn >0 and P}/ Ay —a P{J Ay —a ... 4 Ph_1 /Ay —>a Pl /Ay
where P} is P' and P), is P". From the induction hypothesis it follows
that P'\ Ay ==, P, |\ Ay with P! |\ Ay ~mp P, \ Aw. The rest
of the proof is like the one of the corresponding result for ~u,, with the
following difference:

o IfP, | "5, P then P!_,\ Ay >, P, \ Ay. Since P!\ Ay ~mp
P/m—l \ Ay

s either P\ Ay ~mp P!\ Ay, in which case P!\ Ay stays idle
and hence P'\ Ay ;a P!\ Ay with P"\ Ay ~mp P\ Ax;
% or there exists P!, \ Ay Py \ Ay . PL\ Ay such that
P!\ Ay ~mb Poo1 \ Ay and P!\ Ay ~mp P\ Ay, hence

P\ Ay =0 P!\ Ay with P\ Ay ~omp P\ Ay
2. Let B be an equivalence relation containing all the pairs of processes that
have to be shown to be ~y-equivalent according to the considered result.
Starting from (Py /| Ay, Py | A) € B, so that P; \ Ay =~mp P \ Ay, there

are three cases for action transitions based on the operational semantic rules
in Table [1:

— If Py | Ay . P| | Ay with P, LI, Py, then the proof is like the one
of the corresponding result for .

—IfP /Ay L);l P| | Ay with P, —l>a Py, then Py \ Ay %a P{\ Ay as
1 ¢ Ay. From Py \ Ay =~ Po \ Ay it follows that there exists Py \
Ay ==. P\ Ay #a Pj\ Ay such that Py \ Ay ~mp Py \ Ay and P]\
Az~ Py\Ag. Thus Py | Ay ==, Po | Ay —55, Py | Ay as 1,7 ¢ Ay
Since P1\ Ay ~mb, Po \ Ay with Py, P, € SBNDCy,,, and P \ Ay =y
P\ Ay with P|, Py € SBNDCy,_, , we have that (P1 / Ay, P2/ Ay) € B
and (P] | Ay, Py | Ay) € B.

— If Py | Ay —4 P} | Ay with P, >, P{, then Py \ Ay ——. P| \ Ay as
T & Ay. There are two subcases:

o If P/ \ Ay m~mp Po \ Ay then Py \ Ay is allowed to stay idle with
(P} /] Ay, Po | Ay) € B because P \ Ay ~mp Po \ Ay and P{, Py €
SBNDC,, .

o If P{\ Ay %, Po\ Ay then the proof is like the one of the previous

. ) l
case with —, used in place of —,.

As for rates, we reason like in the proof of the corresponding result for /.y .
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3. Let B be an equivalence relation containing all the pairs of processes that have
to be shown to be ~y-equivalent according to the considered result. Starting
from P{\ Ay and ((Pyl|lL Q) /L) \ Ay related by B, so that P{ \ Ay =mb
P} | Ay, there are siz cases for action transitions based on the operational

semantic Tules in Table . In the first two cases, it is P{ \ Ay to move first:

— Let P\ Ay L P{"\ Ay We observe that from Py € reach(P2) and

P, € SBSNNI.,_, it follows that Py \ Ay ~mb Ps/ Ay, so that Py \

Ay~ Py Ay o Py \ Agg, de., PI\ Ay ~mp Py \ Ay, as =y 08
symmetric and transitive. As a consequence, since l # T there exists Py\
A 50 Py\ Ay —50 PY\ Ay such that P{\ Ay ~up Py\ Ay and Y\
A oy P\ Ay Thus (P |2 Q) /L) \ A == (P32 Q) / L) \ Ay
—a (P [l2Q) / L) \ Ay with (P \ A, (P4]| Q) /L) \ An) € B -
because P| € reach(Py), Pj € reach(Ps), and P| \ Ay ~mb, P/ Ay as
P, € SBSNNI., , —and (P \ Ay, (P ||l Q) / L) \ Ay) € B — because
Pl € reach(Py), Pj € reach(Ps), and P\ Ay = Py /Ay as Py €
SBSNNI, , .
— If P{\ Ay —a P{' \ Ay there are two subcases:

o If P\ Ay ~mp Py Ay then (Py || Q) / L)\ Ay is allowed to stay
idle with (P{'\ Aw, (Ps || Q) / L)\ Ax) € B because Pj’ € reach(P;)
and P} € reach(Py).

o If P\ Ay %my P5 ] Az then the proof is like the one of the previous

case with ——, used in place of —l>a.
In the other four cases, instead, it is ((Py|lL @)/ L) \ Ay to move first:

— Let (Pl Q) / L)\ An 50 (PY || Q) / L)\ Ay with P, —L5, Pl so that

P\ Ay L, P\ Ay asl ¢ Ay. We observe that from Py € reach(Ps)
and P, € SBSNNI._, it follows that Py \ Ay =~ Ps/ Ay, so that
PQ/ \,AH ~mb PQ/ /A;L[ ~mb Pll \.AH, i.e., PQ/ \AH ~mb P{\AH, as Xmp
is symmetric and transitive. As a consequence, since | # T there exists
PI\ Ay ==, P\ Ay 5 PI'\ Ay such that Py \ Ay ~mp P\ An
and Py \ Ay ~mb P\ An. Thus (Py]|lL Q)/ L)\ An, P\ Ay) € B
— because P € reach(Py), Py € reach(Py), and P|\ Ay ~umb Py ) Ay as
P, € SBSNNI., , —and ((Py || Q)/ L)\ An, Py’ \ Ay) € B — because
P/" € reach(Py), Py € reach(P2), and P{'\ Ay =y, Py /Ay as Pa €
SBSNNI._, .

= I (P Q) / L)\ A —=a (P || Q) / L)\ Aw with Py ——, Py so that
P\ Ay 5. P\ Ay as T ¢ Ay, there are two subcases:

o If P\ Ay m~mp P{\ Ay then P|\ Ay is allowed to stay idle with
(Pl Q)/ L)\ Ay, P\ Ay) € B because P| € reach(Py), Py €
reach(Ps), and P| \ Az ~mp Py /| Ay as P, € SBSNNI, . .

o If PY\ Ay #mb Pi\ Ay then the proof is like the one of the previous

case with ——, used in place of —l>a.
— If (Pl Q) / L)\ An == (P3|l Q") / L) \ Aw with Q ==, Q', then
trivially (P3|l Q") /L) \ Az, P{ \ A3) € B as Pj =, Py and hence
P} | Ay ~mp P | Ay by Lemmal[1](5).



40

A. Esposito, A. Aldini, M. Bernardo

— Let (P32 Q) / D)\ An —a (P |1 Q") / L)\ Ay with Py, Py ~ 50
that Py ) Ay —>a Py | Az as h € Ay — and Q 5, Q' for h € L. We
observe that from Py, Py € reach(P2) and P, € SBSNNI,

it follows

~mb

that PQI \ Ay ~mp PQI/AH and P2” \ Ay ~mp Pél/Aq.[, so that PQ/ \
An —a P\ Ay and Py \ Ay ~ump P/ Ay = P|\ Ay, i.c., Py\
Ay ~mp Py \ Ay, as =gy s symmetric and transitive. There are two
subcases:

o If P\ Ay ~mp P{ \ Ay then P{\ Ay is allowed to stay idle with

(Pl @)/ L)\ Ay, P{ \ Ay) € B because P| € reach(Py), Py €
reach(Ps), and Pj \ Az ~mp Pj [ Ay as P, € SBSNNI., .

If PY\ Ay %, Py \ Ay then there exists P{\ Ay . P{\ Ay —,
P{'\ Ay such that Py\ Ay ~mp P\ Ay and Py \ Ay ~mp PJ'\ Ay
Thus (P4 || Q) / L)\ Aw, P| \ Ay) € B — because P| € reach(P),
P} € reach(P,), and P] \ Ay ~mp Py /Ay as P, € SBSNNI_,

and ((Py || Q") / L)\ An, P’ \ Ay) € B — because P’ € reach(Py),
P € reach(P,), and P’ \ Ay ~mp, Py | Ay as P, € SBSNNIL

~mb *

As for rates, we reason like in the proof of the corresponding result for /.y .

Proof of Theorem [3| We first prove the results for the ~,,-based properties.
Let us examine each relationship separately:

— SBNDCy,_ ., € SBSNNI,

We need to prove that for a given P € P, if P €

~mw ~mw *

SBNDC, it follows that for every P’ reachable from P, P’ € BSNNI.,_ .
Since the processes we are considering are not recursive we can treat them
as trees, and hence we can proceed by induction on their depth. In this case
we will proceed by induction on the depth of P:
o If the depth of P is 0 then P has no outgoing transitions and it behaves
as 0. This obviously entails that P\ Ay ~uw P/ Ax.
o If the depth of P is n+ 1 with n € N, then take any P’ of depth n such
that P %, P' or P23, P'. By hypothesis, P, P’ € SBNDCx,
induction hypothesis P’ € SBSNNI.,

~me ad Dy
. Hence, we just need to prove

~mw

that P\ Ay ~mw P/ Ay. There are three cases:
* If a ¢ Ay then both P\ Ay and P /Ay can execute a and reach,

respectively, P’ \ Ay and P’/ Az, which are weakly probabilistic
bisimilar by induction hypothesis. Thus Definition [3|is respected.

If a € Ay we have that P/ Ay —», P’/ Ay, with P -5, P'. By
induction hypothesis we have that P’ \ Ay ~mw P’/ Ay, and since
a € Ay, and P € SBNDCy_, we have P\ Ay =y P\ Ay By tran-
sitivity it follows that P\ Ay ~mw P’ /Ay which, combined with
P/ Ay . P'/ Ay, determines the condition required by Defini-
tion

If P25, P’ then both P \ Az and P/ Ay can perform the same

transitions, i.e., P\ Ay Ny \ Ay and P/ Ay Ny - / A, be-
cause the hiding and restriction operators do not apply to Markovian



Noninterference Analysis of Stochastically Timed Reversible Systems 41

transitions. The processes P’ / A3, and P’\ Ay, are weakly Markovian
bisimilar because of the induction hypothesis.

— SBSNNI., = P.BNDC., . SBSNNI., C P_BNDC.,. follows from
Lemma [d(3) by taking P{ identical to Pj and both reachable from P €
SBSNNI., ..

On the other hand, if P € P.BNDC.__ then P’ € BNDC.

A ~ fOT every
P’ € reach(P). Since BNDCy,_,, C BSNNI._ as will be shown in the last

W

case of the proof of this part of the theorem, P’ € BSNNI.,  for every
P’ € reach(P), i.e., P € SBSNNI.__ .
— SBSNNI., ., € BNDCg,, .. If P € SBSNNIy_ . = P.BNDCy,_ then it

~mw ~mw * ~mw ~mw

immediately follows that P € BNDCx_ .
— BNDC,,, C€BSNNI., _ .If P € BNDCy,_,,ie., P\Ay ~mw (PllL Q)/ L)\
Ay for all @ € P such that each of its prefixes belongs to A3 and for all
L C Ay, then we can consider in particular Q capable of stepwise mimicking
the high-level behavior of P, in the sense that Q is able to synchronize with
all the high-level actions executed by P and its reachable processes, along
with L = Ay. As a consequence (P ||; Q) / L)\ Ay is isomorphic to P / Ay,
hence P\ Ay ~mw (Pl; Q) / L)\ A mw P/ A3, ie., P € BSNNIL

~mw 18 transitive.

as

mw )

We then prove the results for the ~,,-based properties. Let us examine each
relationship separately:

— SBNDCg,, € SBSNNI_, . We need to prove that for a given P € P, if P €

SBNDC, it follows that for every P’ reachable from P, P’ € BSNNI._,.
Since the processes we are considering are not recursive we can treat them
as trees, and hence we can proceed by induction on their depth. In this case
we will proceed by induction on the depth of P:

e If the depth of P is 0 then P has no outgoing transitions and it behaves
as 0. This obviously entails that P\ Ay ~mup P/ Ax.

e If the depth of P is n + 1 with n € N, then take any P’ of depth n
such that P -2+, P’. By hypothesis, P, P’ € SBNDC._, and by induc-
tion hypothesis P’ € SBSNNI. . Hence, we just need to prove that
P\ Ay =mp P/ Ay. There are three cases:

* If a ¢ Ay then both P\ Ay and P /Ay can execute a and reach,
respectively, P’ \ Ay and P’/ Az, which are Markovian branching
bisimilar by induction hypothesis. Thus Definition [4] is respected.

x If a € Ay we have that P/ Ay —, P'/ Ay, with P25, P". By
induction hypothesis we have that P’ \ Ay ~un, P’/ Az, and since
a € Ay and P € SBNDCy,_, we have P\ Ay ~pp P\ Ay. By tran-
sitivity it follows that P\ Ay ~mp P’/ Ay which, combined with
P/ Ay "+, P'/ Ay, determines the condition required by Defini-
tion [l

% If P25, P then both P \ Az and P/ Ay can perform the same

transitions, i.e., P\ Ay Ny \ Ay and P/ Ay Ny - / A, be-
cause the hiding and restriction operators do not apply to Markovian
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transitions. The processes P’ / A3, and P’\ Ay, are weakly Markovian
bisimilar because of the induction hypothesis.

— SBSNNIy, , = P.BNDCx_, . The proof is like the one of the corresponding
result for ~ .

— SBSNNI.,,, € BNDCx, . The proof is like the one of the corresponding
result for &,y

— BNDCy,, € BSNNI,_,. The proof is like the one of the corresponding
result for &,y [ |

Proof of Theorem (5| Let Q be P, + h. P, (the proof is similar for @ equal
to P, + h.P;) and observe that no high-level actions occur in every process
reachable from @ except @ itself:

1. Since the only high-level action occurring in @ is h, in the proof of @ €
BSNNI.,  the only interesting case is the transition Q / Ay —a Ps / Ax, to
which Q\ Ay responds by staying idle because P / Ay ~mw Po Rmw P ®mw
Q\ Ay, ie., Po/ Ay ~nw Q \ Ay as &, is symmetric and transitive.

On the other hand, @ ¢ BSNNI. _, because P2 %y, P; in the same situation
as before.

2. Since @ € BSNNI._ . by the previous result and no high-level actions oc-
cur in every process reachable from @ other than @, it holds that @ €
SBSNNI. . and hence Q € BNDCy,, by virtue of Theorem
On the other hand, from @ ¢ BSNNI. _, by the previous result it follows
that Q ¢ BNDCx,,, by virtue of Theorem

3. We already know from the proof of the previous result that () € SBSNNI_ .

On the other hand, from @ ¢ BSNNI by the first result it follows that

mb
@ ¢ SBSNNI._, by virtue of Theorem
4. An immediate consequence of P.BNDCy, = SBSNNI.__ and P.BNDCy_,
= SBSNNI,,, as established by Theorem

5. Since the only high-level action occurring in @ is h, in the proof of @ €
SBNDCy,, the only interesting case is the transition @ i>a P, for which
it holds that Q\.A’H Xmw P1 Rmw P Xmw PQ\.AH, i.e., Q\AH X mw PQ\.AH
as AW 1S transitive.

On the other hand, @ ¢ SBNDC.,_, because P; %1, Ps in the same situa-
tion as before. [

Proof of Proposition [1I] We prove the two results separately:

— We need to prove that the symmetric relation B = {(nd(Py), nd(Ps)) |
Py ~n,y Pa} is a weak bisimulation. We start by observing that from Py /2y,
P, it follows that for each P; %+, P] there exists P, ==, Pj such that
P| ~pnw Pj. Since nd(P;) and nd(P») are obtained by eliminating every rate
transition that is alternative to a 7-transition and replacing each remaining
rate transition with a 7-transition, for each nd(Py) ——, nd(P]) there exists

nd(Py) ==, nd(Pj) such that (nd(P]), nd(Pj)) € B.
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— We need to prove that the symmetric relation B = {nd(P1), nd(Pz2)) | P1 ~mb
Py} is a branching bisimulation. We start by observing that from P; =2y
P, it follows that for each Py -, P/ either a = 7 and P| =~ P», or
there exists Py ==, P, %+, P} such that P; ~y, P» and P| ~y, Pj. Since
nd(Py) and nd(P;) are obtained by eliminating every rate transition that
is alternative to a 7-transition and replacing each remaining rate transi-

tion with a 7-transition, for each nd(P;) —%+,nd(Pj) either a = 7 and
(nd(Py), nd(Py)) € B, or there exists nd(Py) <=, nd(Py) %, nd(P}) such
that (nd(Py),nd(P2)) € B and (nd(Py), nd(P5)) € B. ]
Proof of Corollary [T] The result directly follows from Proposition [I] ]

Definition 9. A probabilistic labeled transition system (PLTS) is a triple
(S, Ar,—) where S = S, US, with S, NS, = 0 is an at most countable set
of states, A, = AU {7} is a countable set of actions, and — = —, U —,
is the transition relation, with —, C Sy X A; X S, being the action transition
relation whilst —;, C Sy X Ryg,1) X Sy being the probabilistic transition relation
satisfying Z(S,p,s/)e—)p p € {0,1} for all s € S,. We further define function
prob as follows:

p ifseSAY. . p=p>0

S *)p S
prob(s,s’) = {1 ifseS,As =s

0 otherwise

and denote by = a sequence of alternating 7- and probabilistic transitions.

Definition 10. Let (S, A.,—) be a PLTS. We say that 51,82 € S are weakly
probabilistic bisimilar, written s1 =, s2, iff (s1,82) € B for some weak proba-
bilistic bisimulation B. An equivalence relation B over S is a weak probabilistic
bisimulation iff, whenever (s1, s2) € B, then:

— For each s1 —=, s there exists sy SN sh such that (s}, s5) € B.
— prob(s1, C) = prob(sa, C) for all equivalence classes C € S/B. n

Definition 11. Let (S, A.,—) be a PLTS. We say that s1,s2 € S are prob-
abilistic branching bisimilar, written s1 ~pb S2, iff (s1, s2) € B for some proba-
bilistic branching bisimulation B. An equivalence relation B over S is a proba-
bilistic branching bisimulation iff, whenever (s1, s2) € B, then:

a
— For each 81—, 8):

e cither a =7 and (s, s2) € B;
o or there exists sy == 5o —, s such that (s1,52) € B and (s},s5) € B.

— prob(s1, C) = prob(sa, C) for all equivalence classes C € S/B. |
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Proof of Proposition [2| We prove the two results separately:

— We need to prove that the equivalence relation B = {(pr(FP1), pr(P)) |
Py ~nw P2} is a weak probabilistic bisimulation.
As for action transitions, we start by observing that from P =, P>
it follows that for each P; —%+, P] there exists Py —, Py — due to the
strict alternation — such that P ~,, Pj. Since pr(Py) and pr(P,) are ob-
tained by replacing each rate transition with a probabilistic one, for each
pr(Py) ==, pr(P}]) there exists pr(Py) ——, pr(Py) such that (pr(P}), pr(P}))
€ B.
As for probabilities, for each P —15, P’ there exists pr(P) =, pr(P') with
p ="/ ZPL Qé. Due to the strict alternation, from P; =~ P» it fol-
lows that ., 5, b prec = 2op, &5, by 1y

— 3 3 !

and hence ZPl BNy A=) Py, py P Since every equivalence class C’ €
P,./B is of the form [pr(@Q)lg = {pr(Q’') | @ ~mw @'}, we have that

yeor @ where every p

co b for each C' € Prx/ ~pw

2epr(Pr) Erp pr(P)pr(POEC P = 2ipr(pa) S, pr(PR),pr (P
and every ¢ is obtained from the corresponding rate ratios respectively in-
volving A and p.

— We need to prove that the equivalence relation B = {(pr(Py), pr(FP)) |
Py ~p,, Py} is a probabilistic branching bisimulation.
As for action transitions, we start by observing that from P, =1, P» it
follows that for each P, —%, P| either a = 7 and P] =y, P», or there ex-

ists Py :T—:>a P, %5, P} — due to the strict alternation — such that P| =~
Pj. Since pr(P;) and pr(P:) are obtained by replacing each rate transi-
tion with a probabilistic one, for each pr(P;) —=+, pr(P]) either a = 7 and

(pr(Py), pr(P2)) € B, or there exists pr(Pz) =, pr(Py) —%, pr(P}) such that
(pr(Py), pr(P3)) € B.

As for probabilities, we reason like in the proof of the corresponding result
for ~py. [ ]

Proof of Corollary [2] The result directly follows from Proposition 2] ]

Proof of Lemma [2| Given s1,s2 € S with s1 &,,¢ S2, consider the transitive
closure B of the reflexive and symmetric relation B ==z, U{(pY, p5), (04, p) €
(run(s1) x run(sz))U(run(se) x run(s1)) | 3p) € run(sy), ph € run(sy). p) =4 p'/
A Py ==>0 P4 A Py Rambt P4 A P e ph . The result will follow by proving that
BT is a weak Markovian back-and-forth bisimulation, because this implies that
P mmpe py for every additional pair — i.e., BT satisfies the cross property —
as well as BT = =t — hence =~ satisfies the cross property too.

Let (pY,p4) € B\ ~une to avoid trivial cases. Then there exist pj € run(sy)
and p € run(sg) such that pi ==, pY, ph ==>4a Py, P} ~mbt P, and py b Ph-
There are two cases for action transitions:

— In the forward case, assume that o} —, p’, from which we derive p} ==, p/

s Y. From p} Rt py it follows that there exists pljy ==, ply’ if a = 7 or
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/11

p2 ; a a a p2 /11 /I/)

if a # 7, such that p}" & p4' and hence (p’, ph

B.
When starting from plj —%+, ply', we exploit ph ==, p4 and p! bt Ph
instead.

/1

— In the backward case, Jassume that o}’ %5, pl From pY Rmbf ph it follows

/1

that there exists P :>a p2 ifa=r,sopy i

2 :>a/’2»0r P2 :>a_>:>apz

ifa # 7,50 pl’ =:>a 5 :ia P4, such that p!” ~npe py’ and hence (pY’, p3')

€B.
When starting from p
instead.

/11 : I~ 7 , _T" 7
0. P, we exploit p) ~mpr py and p) ==, p!

Likewise, there are two cases for rate transitions:

— In the forward case, assume that pf ::>a P! with pl/" ., from Which we de-

rive p} :>a Py From p} ~mpe ph it follows that there exists pj :>a Py with

oy A, such that pf ~upe py and rate(p)’,C) = rate(ply’,C)
for all C € U/ ~mp¢. Since every equivalence class C’ € U/B™T is the union
of equivalence classes with respect to ~mp¢, it holds that rate(p)’,C") =
rate(py’, C").

When starting from pf :>a Py with pl
P ~mbt ph instead.

0 —Fa, we exploit ph ==, p4 and

— In the backward case, assume that p'l” —>r p1 with p’” —#a. From pf &b

ph it follows that there exists pb’ ::>a oy N b :T:>a oy with p§' —%+,, so
o’ S, 02 22, Iz :>a pty with gy —F+,, such that pf ~upe ph, P ~mbe
P~

Py’ and pi" Aube py, hence (p1,05) € B, (p",p3") € B, and (py’, p3’) € B.

When starting from pf’ LN P4 with plf' —/+,, we exploit pj ~mpe p4 and
, T V72N
Pl =a pf instead. |

Proof of Theorem [6} The proof is divided into two parts:

— Suppose that s; ~nLpe s2 and let B be a weak Markovian back-and-forth
bisimulation over U such that ((s1,¢), (s2,¢€)) € B. Assume that B only con-
tains all the pairs of =ype-equivalent runs from s; and s,
so that Lemma[2)is applicable to B. We show that B’ = {(last(p1), last(p2)) |
(p1,p2) € B} is a Markovian branching bisimulation over the states in S
reachable from s; and so, from which s; &}, s will follow. Note that B’ is
an equivalence relation because so is B.

Given (last(p1), last(p2)) € B, by definition of B’ we have that (p1, p2) € B.
Let rj, = last(py) for k € {1,2}, so that (r1,72) € B'. Suppose that r; ——, 4,
i.e., p1 4 p} where last(p}) = 7. There are two cases:

e If ¢ = 7 then from (p1,p2) € B it follows that there exists p ;a 0
such that (p}, ph) € B. This means that we have a sequence of n > 0
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transitions of the form ps; BN, p2i+1 for all 0 < ¢ < n — 1 where
p2,0 18 p2 while pa ,, is ph so that (p}, p2.) € B as (pl, ph) € B.

If n = 0 then we are done because pj is po and hence (p},p2) € B as
(1, p5) € B — thus (r],re2) € B’ — otherwise from ps, we go back to
P2.n—1 Via pan_1 —a p2n. Recalling that (pf, p2.,) € B, if p} can re-
spond by staying idle, so that (p},p2n—1) € B, and n = 1, then we
are done because ps ,—1 is pa and hence (p},p2) € B as (p}, p2.n—1) €
B — thus (r{,r2) € B’ — otherwise we go further back to p2,—2 via

—~—

P2.n—2 I p2.n—1-1f pj can respond by staying idle, so that (p}, p2,n—2) €
B, and n = 2, then we are done because pz ,—2 is p2 and hence (p}, p2) €
B as (p},p2n—2) € B — thus (r],r2) € B’ — otherwise we keep going
backward.

By repeating this procedure, since (p},p2.,) € B either we get to
(1, p2.n—n) € B and we are done because this implies that (o}, p2) € B
— thus (], 72) € B’ — or for some 0 < m < n such that (o}, p2.m) € B the

incoming transition pg ,—1 BN p2.m is matched by p; éa P1—a P}
with (1, p2,m—1) € B. In the latter case, since py ==, P01, P2 =0 P2,m—1,
(P1,p2,m—1) € B, and (p1,p2) € B, from Lemma [2| we derive that
(p1,p2,m—1) € B. Consequently ps ==, P2,m—1 e p2,m With (p1, p2,m—1)
€ B and (p), p2.m) € B, thus rq = last(p2,m—1) SN, last(pa,m) with
(r1, last(p2.m—1)) € B' and (r, last(pa,m)) € B'.
e If a # 7 then from (p1, p2) € B it follows that there exists pg éa P2 —a

P ==, ply such that (p}, ph) € B.
From (p}, ph) € B and ply ==, p} it follows that there exists p} ==, p}
such that (7}, ph) € B. Since p; —, p; and hence the last transition in
p} is labeled with a, we derive that p} is p} and hence (p}, pb) € B.
From (p}, p4) € B and py —, g it follows that there exists p; ==, p1
%54 p} such that (p1, p2) € B.
Since p1 ==, p1, p2 ==a P2, (1, p2) € B, and (p1, p2) € B, from Lemma
we derive that (p1, p2) € B.
Consequently py ==, pa — py With (p1,p2) € B and (p}, ph) € B, thus
o ==, last(pa) =+ last(phy) with (rq, last(p2)) € B and (r}, last(ph)) €
B.

As for rates, given p € run(s;)Urun(sz), the equivalence class C’, with respect

to B’ is of the form [last(p)|s = {last(p’) | (last(p), last(p')) € B'} = last({p’ |

(p,p') € B}) = last([p]s), i-e., C}, = last(C,) for some equivalence class C,,

with respect to B, provided that function last is lifted from runs to sets of
runs.

Suppose that r; —/, so that p; éa p1 with p; —/,. From (p1,p2) € B
it follows that there exists py ==, pj with p) —/+, such that (p1,ph) € B

*

and rate(p1, C) = rate(ph, C) for all C € U/B. Thus there exists 1y ==, 7%
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with vy, = last(ph) and r, —/+, such that (ry,r5) € B’ and rate(ry, C},) =
rate(p1, Cp) = rate(py, Cp) = rate(ry, C}) for all equivalence classes C), with
respect to B’ such that C) = last(C},) for some equivalence class C, with
respect to B.

Suppose that s; ~uq, s2 and let B be a Markovian branching bisimulation
over S such that (s1,s2) € B. Assume that B only contains all the pairs of
~mb-equivalent states reachable from s; and s;. We show that the reflexive
and transitive closure B™* of B’ = {(p1, p2), (p2,p1) € (run(s1) x run(s2)) U
(run(s2) x run(s1)) | (last(p1), last(p2)) € B} is a weak Markovian back-and-
forth bisimulation over the runs in ¢ from s; and sq, from which (s, &) ~mppt
(s2,€), i.e., 81 Rmpt S2, will follow.

Given (p1, p2) € B, by definition of B’ we have that (last(p1), last(p2)) € B.
Let ry = last(py) for k € {1,2}, so that (r1,r2) € B. There are two cases for
action transitions:

o If py 55, pl, i, 11 —5a 1) where ) = last(p)), then either @ = 7 and
(r),75) € B where 7, = 7y, or there exists ry ==, 7y —, 7 such that
(r1,72) € B and (r},75) € B. In both cases py ==, p, where last(p}) =
rh, so that (pf, ph) € B'.

o If py %5, py, ie., ) —25a 11 where v = last(p))), there are two subcases:

* If pl is (s1,6), ie., ) 237y is 81 —=>. 71 and last(p)) = s1, then
from (s1,s2) € B it follows that either a = 7 and (ry,72) € B where
7y = 89, or there exists sp ==, T2 ——, o such that (s;,7) € B and

r1,72) € B. In both cases p) ==, p» where last(p}) = sa, so that
2 2
(Ph,p5) € B'.

x If p} is not (s1,¢) then from (s1,s2) € B it follows that s; reaches

r} with a sequence of moves that are B-compatible with those with

which sy reaches some r4 such that (rf,75) € B as B only contains
all the states reachable from s; and sy. Therefore either a = 7 and

(r1,74) € B where 5, = ry, or there exists 7} —L:>a Ty ——, 79 such
that (r},72) € B and (r1,r2) € B. In both cases p} =2, p2 where
last(ph) = rh, so that (p}, ph) € B'.

Likewise, there are two cases for rate transitions:

e Given p € run(s1) U run(sz), the equivalence class C), with respect to
B’* is of the form [p|g~ = {p’ € run(s1) Urun(sa) | last(p’) € [last(p)]5},
ie., C;/7 corresponds to some equivalence class C, with respect to B. Sup-
pose that p; =, Py with p} —/, so that 7 =, ri with v = last(p])
— /4. From (r1,79) € B it follows that there exists 7y :T;h 79 such that
(r,72) € B and, since r; —Z+,, there exists 7 =, rh with 7, /s,
such that (r],r}) € B and rate(r],C) = rate(rh,C) for all C € S/B.
Thus there exists po =, o with last(ph) = 74 and p) —/+, such that
(1, p) € B and rate(py, C},) = rate(last(p), C,) = rate(last(py), C,) =
rate(p, C},) for all equivalence classes C}, with respect to B'.
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o If p} EiN p1 with p) —fa, ie., 21, r1 where i = last(p}) —/>a, there
are two subcases:

« If p is (s1,€), Le., ) 2hory is s1 25,71 and last(p)) = s1, then
from (s1,s2) € B and s; —/, it follows that there exists so ==, 7h
with 7 —/+, and ro € reach(7h) such that (r},7) € B, which
in turn implies that there exists 7 ﬁn 7o such that (r1,72) € B,
hence (rq,72) € B as &y, is symmetric and transitive. If 7o and 7
coincide then we are done because ph ==, ﬁn p2 == p2, where
last(p}) = 5, and last(ph) = 7%, and (g}, ) € B and (, p}) € B.
Otherwise, from 2 € reach(Tg) and (rq,72) € B it follows that there
must exists 79 ::>a r9 and hence we are done because p, ::>a Db —2>r

p2 :>a p2, where last(pz) = 72, and (p1, p2) € B', (p1,p2) € B', and
(P1, po) € B,

« If p} is not (s1,¢€) then from (s1,s2) € B it follows that s; reaches
r} with a sequence of moves that are B-compatible with those with
which sy reaches some 74 such that (], r5) € B as B only contains all
the states reachable from s; and sy. From (), 75) € B and | —£, it
follows that there exists 4 =, 7 with 7, —/+, and o € reach(r%)

such that (r1,7,) € B, at which points the proof continues like the
one of the previous subcase. [ ]



	Noninterference Analysis of  Stochastically Timed Reversible Systems
	Introduction
	Background Definitions and Results
	Markovian Labeled Transition Systems
	Bisimulation Equivalences
	A Markovian Process Calculus with High and Low Actions

	Markovian Information-Flow Security Properties
	Characteristics of Markovian Security Properties
	Preservation and Compositionality
	Taxonomy of Security Properties

	Relating Nondeterministic, Probabilistic, and Markovian Taxonomies
	Reversibility via Weak Markovian Back-and-Forth Bisimilarity
	Use Case: DBMS Obfuscation and Permission Mechanisms
	Conclusions
	Proofs of Results


