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Abstract

Blockchains are distributed ledgers that let mutually distrustful parties agree on an
append-only transaction history without relying on a central authority. By combining
cryptographic hashing, digital signatures, and consensus mechanisms, blockchains provide
tamper evidence, auditability, and agreement among nodes. Modern blockchain systems
significantly vary in consensus design (e.g., Proof of Work, Proof of Stake, Proof of Author-
ity, and Byzantine Fault Tolerance mechanisms), access model (open vs. permissioned),
and execution layers (from simple asset transfers to expressive smart-contract virtual
machines). The related architectural choices shape decentralization, fault tolerance, and
the attainable latency-throughput envelope.

As blockchain deployments expand to payments, tokenization, decentralized finance,
supply chain traceability, and digital identities, comparing these systems has become
an urgent necessity. Unfortunately, rigorous blockchain evaluation remains difficult.
On the one hand, measurements are confounded by fluctuating network conditions,
heterogeneous infrastructures, and rapidly evolving software. On the other hand, results
are too often collapsed to a single number (such as transactions per second) without
dispersion or methodological details; economic assessments of crypto-assets lack a unified
and interpretable index that captures the balance of core economic parameters and their
trade-offs (usage, liquidity, stability, and security) rather than market price sentiment;
and experimental studies rarely address the dimensions of experimental repeatability
(same setup, same results) and performance predictability (stable expectation). The
consequence is an evidence gap: how to assess and compare the efficiency of blockchains –
spanning performance, energy, economics, and result stability – in different scenarios?

This dissertation aims at reducing this gap with a coherent yet modular approach that
combines topology-controlled benchmarking with an orthogonal, entropy-based economic
analysis, delivering four contributions. First, it introduces Lilith, a system-agnostic
benchmarking framework that couples workload generation with network emulation to run
controlled, repeatable experiments under explicit overlay topologies (i.e., the logical peer-
to-peer connectivity graphs) and link properties such as latency, bandwidth, and packet
loss. Lilith orchestrates deterministic deployments (pinned artifacts, controlled boot
order, and CPU core pinning and memory binding), integrates power probes, and provides a
uniform client interface; this underpins a comparison based on typical performance metrics.
Second, Lilith is employed to quantify blockchain energy consumption under realistic
conditions. Third, Lilith is adopted for a network-controlled, multi-run measurement
campaign to produce a public dataset. By combining dispersion metrics (e.g., worst-case
deviation) with analysis of variance and intraclass correlation, we quantify run-to-run
variability and performance predictability across blockchains, topologies, workloads, and
node-set sizes. Fourth, in addition to Lilith, the dissertation introduces the Entropy
Balance index (EB-index), which aggregates heterogeneous on-chain indicators into a
single, interpretable score of economic efficiency.
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As for the first three contributions, we set up the experimental baseline by considering
five network topologies (fat-tree, full mesh, hypercube, scale-free, torus) and five industry-
grade blockchains (Algorand, Diem, Ethereum Clique, Quorum IBFT, Solana), exercised
with transfer transactions and smart-contract workloads (DDoS, FIFA, GAFAM, gaming,
PayPal, VISA) across two node-set sizes (10 and 40).

In the performance study, the network topology emerges as the primary factor de-
termining throughput and latency. Full mesh, hypercube, and torus deliver higher
performance under heavy load. The performance of Algorand and Diem is stable with
respect to topology changes, while Ethereum is less sensitive but remains slower.

In the energy study, fat-tree and full mesh turn out to be the most energy-efficient
topologies, especially at high load. Algorand and Diem exhibit the lowest energy per
transaction, Ethereum Clique the highest across topologies; Quorum IBFT and Solana
become costlier as workload intensity and network size increase.

The experimental repeatability and performance predictability study shows low per-
formance variance (transactions per second, block latency, energy consumption) for
Algorand and Diem and pronounced sensitivity for Solana and Quorum IBFT, especially
as workloads, node-set size, and geo-latency conditions vary. The released dataset and
the accompanying analysis templates, which are based on clusters instead of public-cloud
testing, enable thorough checks that go beyond point estimates by quantifying dispersion
and confidence in comparative results.

Finally, in the economic study, the EB-index aggregates heterogeneous on-chain
indicators – such as user activity (transactions, active addresses), token distribution
(balance concentration), and supply turnover/velocity – by using the normalized Shannon
entropy and its weighted Beliş-Guiaşu variant. When applied to the capitalization-based
leading crypto-assets Bitcoin, Ethereum, Ripple, USD Coin, Dogecoin, and Cardano,
the EB-index separates volume-driven bursts from structurally balanced ecosystems and
reveals differences that price, total value locked, or raw activity may blur.

Overall, this dissertation delivers a topology-aware blockchain benchmarking frame-
work, empirical evidence that network structure materially affects performance and energy,
a public multi-run dataset together with analysis templates that promote experimental
repeatability and performance predictability, and an entropy-based index for assessing
economic efficiency.

Key words: Blockchain benchmarking; Network topology; Energy consumption; Ex-
perimental repeatability; Performance predictability; Cryptocurrency efficiency; Economic
index; Shannon entropy.
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Chapter 1

Introduction

This chapter introduces the technological context of blockchain systems and their main
operating properties (§1.1). It then sets the scope of the dissertation, which is the
production of a reliable comparison of blockchains along four axes (§1.2): performance
variability, energy consumption, experimental rigor, and economic efficiency. It
explains why thorough comparisons must treat operating conditions like network
topology and deployment heterogeneity as first-class parameters and motivates an
economic index where systemic and economic data are aggregated coherently. Building
on these principles, the chapter previews the dissertation’s core contributions (§1.3)
and closes by outlining its structure (§1.4).

1.1 Blockchain Technology

A blockchain system is a form of Distributed Ledger Technology (DLT), which denotes
a family of protocols that records data securely, transparently, and in a tamper-evident
way across a decentralized network of mutually untrusted nodes [88,178]. Ledger entries
– hereafter transactions – consist of digitally signed state updates that are validated
against protocol rules and digital signatures, batched into blocks, and chained through
cryptographic hashes, i.e., fixed-length one-way digests that change unpredictably even
after a single-bit input modification. Each block commits to its predecessor and the set of
included transactions, enabling compact inclusion proofs and making tampering evident.

Unlike centralized databases, which are optimized for trusted operators, stable in-
frastructures, and low-latency transactions, blockchains are designed for adversarial
environments and cross-organizational trust boundaries. Deployments can be public
(open), private (permissioned), or consortium-based; they may couple incentives with
verifiable execution of application logic.

These properties arise from the combination of a consensus mechanism – which
establishes agreement on transaction validity and ordering across distributed nodes [335]
– and a Peer to Peer (P2P) overlay where peers discover one another and propagate
transactions and blocks through gossip – a push-pull exchange among randomly chosen
peers without any central coordinator [2]. Consensus designs span probabilistic finality in
longest/heaviest chain variants under Proof of Work (PoW) [235], carried out by miners,
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or Proof of Stake (PoS) [244], carried out by validators, as well as deterministic finality
in Byzantine Fault Tolerance (BFT) mechanisms [72,280] once a quorum certificate – a
cryptographic attestation by at least two thirds of the validators – is formed, in addition
to hybrid designs. In permissionless P2P settings, PoW was introduced to address the
double-spending problem without a trusted central operator: by tying block production
to costly work and adopting the longest/heaviest-chain rule, rewriting history to spend
the same coins twice becomes economically prohibitive unless an adversary controls a
majority of the mining power [235]. This security model yields probabilistic finality: the
probability of reversal (and thus of successful double spending) decreases as confirmations
accumulate. The aforementioned combination of a consensus mechanism and a P2P
overlay affects security assumptions, performance outcomes (block-confirmation latency,
transaction throughput), and the energy profile.

Real-world public blockchain networks are geo-distributed (with validator and full-
node footprints across continents [50, 52, 124]) and operate over heterogeneous paths with
diverse per-link latency and bandwidth [3]. Nodes run on varied hardware – bare-metal
servers, Virtual Machines (VMs), containers – where frequency scaling and multi-tenancy
may introduce performance variability through shared caches and Input/Output (I/O)
contention [5,204,257,266]. In practice, most blockchain systems assume partial synchrony:
after an unknown stabilization time, message delays become bounded [64, 114]. These
factors shape propagation, block production, and the queueing and scheduling effects
observed in measurements.

Many blockchains also add programmability through smart contracts, on-chain pro-
grams that execute deterministically when triggered by transactions meeting specified
preconditions, thereby updating a shared global state [349]. The combination of pro-
grammability, verifiable auditability, and open participation has catalyzed adoption across
diverse application domains that include cryptocurrencies (native digital assets for P2P
payments and protocol incentive mechanisms, e.g., Bitcoin and Ethereum [235, 331]),
digital payments and stablecoins [33,89], tokenization of real-world assets [127,168,234],
Decentralized Finance (DeFi) [29, 216], supply chain traceability [275,348], digital identi-
ties [351], healthcare [78], Internet of Things (IoT) [286], Function as a Service (FaaS)
platforms [186], and governance mechanisms [332]. This expansion is accompanied by
hundreds of active blockchains and a growing number of networks and assets: as of
December 2025, major aggregators list about 19,200 coins and tokens, with the total
crypto-market capitalization being about 3.2 trillion U.S. Dollars (USDs) [85].

An indication of the technological and economic advancements reached by blockchain
applications is the increasing attention from regulators and institutional investors, as
evidenced by: (i) the 2024 approval of Bitcoin (BTC) and Ethereum coin (ETH) Exchange-
Traded Funds (ETFs)1 [142] by the U.S. Securities and Exchange Commission (SEC)2,

1ETFs constitute a type of investment fund traded on stock exchanges, which holds assets such as
stocks, commodities, or cryptocurrencies. BTC and ETH ETFs allow traditional investors to gain exposure
to these assets without directly holding or managing them.

2The SEC is the U.S. federal agency responsible for enforcing securities laws and regulating the securities
industry, including stock and options exchanges. Its approval is often seen as a signal of institutional
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pushing BTC over 100,000 USD [61]; (ii) the recent statements by Larry Fink, Chief
Executive Officer (CEO) of BlackRock3, in his 2025 annual letter to investors, in which
he says “What exactly is tokenization? It is turning real-world assets – stocks, bonds, real
estate – into digital tokens tradable online” [135]; and (iii) the anticipated use of stablecoins
backed by the USD – like USD Coin (USDC) [82] and USD Tether (USDT) [310] – as
the digital version of the USD itself, which can play the role of a Central Bank Digital
Currency (CBDC) [293].

For end users, blockchain systems provide: lower barriers as opposed to trusted
intermediaries or institutional access; self-custody of digital assets; programmable money
and assets with policy-enforced constraints; cross-border P2P value transfer with daily
availability and transparent fees; permissionless participation with only a smartphone
and an Internet connection, thereby facilitating “banking the unbanked” [277]; fractional
and programmable ownership of assets; composability of services (contracts invoking one
another to create higher-level functionality); verifiable provenance and selective disclosure
of credentials; and, depending on the governance model, varying degrees of censorship
resistance or accountable control. These affordances widen the design space for financial
and non-financial applications, while shifting some operational and security responsibilities
to the network edge.

1.2 How to Compare Blockchains

A meaningful comparison treats a blockchain as a stack whose behavior emerges from the
interaction of system logic, networking, and infrastructure, as well as the economic layer
that drives demand. The aim is not a single headline number, but an agreeable mapping
from assumptions to outcomes – performance, energy, and economic efficiencies – under a
clear methodology that makes experimental parameters explicit and controllable.

A correct comparison must define the environment and uniformize semantics across
systems. This includes network topology4 and routing, latency and bandwidth, hardware
blend, node density, transaction mix, block and gas5 limits, and thresholds for confirmation
and finality. Metrics should report technical performance – throughput in terms of
Transactions Per Second (TPS) as well as end-to-end and block latency – and resource
efficiency – energy per transaction expressed in Kilowatt-hour (kWh). The methodology
should be transparent and repeatable: pinned software versions and configurations,
traceable datasets, open pipelines, and consistent instrumentation. Finally, the economic
layer should acknowledge diversity across assets, rather than price alone.

However, the growing heterogeneity of blockchain systems, consensus designs, and
token economies complicates thorough evaluation. What was once a binary choice between
Bitcoin and Ethereum has evolved into an ecosystem with different security assumptions,

acceptance and regulatory maturity.
3BlackRock is the world’s largest asset management firm, offering investment and risk management

services to institutional and retail clients globally. See: https://www.blackrock.com/.
4The structural arrangement of network nodes and their interconnections.
5Unit that quantifies metered computations and fees on Ethereum-like blockchains.

https://www.blackrock.com/
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execution models, and usage patterns. Aligning workloads, semantics, and operating
conditions across systems is difficult. The literature – covering performance, energy,
decentralization, governance, cross-chain interoperability, and economic efficiency – is
rich, yet methodologically inconsistent: system-level metrics like TPS and block latency
are often reported in isolation and under synthetic workloads that deviate from real
usage [144]; energy studies [164,279] typically focus on consensus mechanisms while over-
looking deployment factors such as topology, hardware mix, and node density; economic
indicators like price dynamics [187], token velocity [103], and wealth distribution [276]
capture emerging phenomena but remain model-dependent and chain-specific. Even with
deterministic implementations and well-defined assumptions, experimental outcomes often
exhibit non-negligible run-to-run dispersion: results are not always repeatable – consistent
reproduction under fixed conditions – nor predictable – stable performance as controlled
factors (e.g., network size) vary in prescribed ways.

This fragmentation extends to methodology. Benchmarking frameworks abstract
away the heterogeneity and unpredictability of real deployments. Financial analytics
platforms like CoinGecko [85] and DeFiLlama [105] track capital, usage, and risk, yet
are largely decoupled from node-level performance and network telemetry exposed by
technical dashboards like ETHStats [120] and Solana Beach [300]. Empirical analyses
based on network emulation, live monitoring, or case studies are more grounded but
face repeatability challenges due to inconsistent experimental setups, heterogeneous
infrastructures, limited observability, and non-standardized data collection. As a result,
findings across studies are difficult to reconcile and operational insight is hard to extract.

Researchers therefore combine complementary approaches. Benchmarking tools like
BlockBench [113] and Diablo [154] facilitate controlled evaluations of throughput and
latency, isolating system behaviors under synthetic workloads. When targeting geo-
distributed, real-world deployments, public cloud platforms like Amazon Web Services
(AWS) [18] become an integral part of both the experimental setup and the benchmarking
toolchain: they offer elastic scale, a global multi-region footprint, and production-like
network conditions that are difficult to reproduce on-premise. This realism, however,
couples results to best-effort Wide Area Network (WAN) dynamics and opaque multi-
tenant effects – variable cross-traffic, shifting routes, time-of-day congestion, heterogeneous
VM generations – which complicate attribution and erode run-to-run repeatability and
performance predictability. Financial dashboards like DeFiLlama [105] and CoinGecko [85]
track economic indicators like token movements, Total Value Locked (TVL)6, and user
activity, providing insight into the financial dynamics of the ecosystem. Real-time
monitoring platforms (e.g., ETHStats [120] and Solana Beach [300]) and emulation
frameworks (e.g., BlockEmu [172] and, more generally, container-based testbeds that
use Docker or Kubernetes) can approximate real-world conditions while maintaining
experimental control. Together, these efforts provide a richer view of blockchain systems,
yet coordination, standardized workloads, and reproducible pipelines remain limited.

6The USD value of assets deposited in a protocol’s smart contracts.
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Bridging these gaps – by combining benchmarking precision with empirical realism –
remains a key challenge.

We thus advocate a unifying, lightweight evaluation approach that: (i) treats the
environment as a first-class parameter by reporting and, where possible, controlling
topology, per-link latency/bandwidth, routing, and resource caps to approximate partial
synchrony; (ii) standardizes workload families that reflect realistic demand and semantics;
(iii) reports the exact experimental conditions and summary statistics (not just the mean)
over repeated, independent runs, making run-to-run dispersion explicit; (iv) instruments
energy alongside performance; (v) releases data and code for independent verification
and longitudinal analysis; and (vi) combines heterogeneous economic indicators into a
single, interpretable balance index rather than a price-based evaluation. These principles,
instantiated through the benchmarking framework and the multi-run dataset developed
in this dissertation, enable coherent comparisons without prescribing a single toolchain.

1.3 Contributions of the Thesis

This dissertation investigates the efficiency of blockchain systems in terms of performance,
energy consumption, economic balance, and experimental repeatability plus performance
predictability, with a specific focus on quantifying run-to-run variability.

Blockchain efficiency is frequently invoked, yet seldom defined with precision. Unlike
traditional domains (e.g., mechanical engineering or classical economics), where efficiency
is a measurable relation between inputs and outputs, blockchain systems span overlapping
layers of computation, resource expenditure, economic design, and emergent system
dynamics. In such a context, efficiency cannot be reduced to a single performance
indicator (e.g., TPS) or to narrowly scoped experiments.

To address this gap, we propose a comprehensive and reusable methodology for evalu-
ating efficiency in blockchain ecosystems that integrates technical, energetic, and economic
factors into a context-first perspective grounded in operational realism. Heterogeneity
– both systemic and economic – is treated as intrisic to deployments. Likewise, the
evaluation process is structured to enable empirical insight, cross-platform comparison,
and analytical depth. We examine these dimensions under controlled conditions designed
to emulate real-world complexity, with particular attention to how external parameters
– like network topology and heterogeneous economic attributes – influence internal dy-
namics and observable outcomes. The central research question is about the efficiency
of blockchain systems when evaluations account for context-specific, real-world factors
– related to both economic aspects and technical deployment conditions – rather than
being optimized for idealized settings.

In this dissertation, efficiency links technical behavior to operating conditions along
four complementary axes: (i) performance in terms of throughput and latency; (ii) energy
consumption at node and system level; (iii) experimental repeatability (the ability to repro-
duce outcomes under identical experimental conditions [4]) and performance predictability
(how well performance can be anticipated from a given execution configuration [307]);
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and (iv) economic balance of the surrounding ecosystem.
Each analytical dimension maps to a distinct research contribution:

1. The design of Lilith, an experimental benchmarking framework for blockchain sys-
tems capable of emulating network topologies and executing configurable workloads,
and its application to assess performance [108].

2. The use of Lilith to analyze energy consumption, so as to measure performance-
energy trade-offs under realistic deployments [110].

3. The construction (with Lilith) of a network-controlled, multi-run dataset and
accompanying analysis templates that quantify experimental repeatability and
performance predictability by applying dispersion metrics (e.g., worst-case deviation)
and variance-aware techniques (analysis of variance and intraclass correlation) to
separate configuration effects from exogenous noise [111].

4. The introduction of the Entropy Balance index (EB-index) – where entropy is a
concept borrowed from information theory [287] that measures the uncertainty or
disorder within a system – which aggregates heterogeneous economic indicators into
a single entropy-derived measure of balance in crypto-asset ecosystems [109].

All results specify software versions, configurations, topologies, workloads, node-set
size, and number of runs. Metrics are reported not only as means but also with dispersion
summaries across repeated trials under identical conditions and, where applicable, with
variance decompositions. We release code and datasets too, spanning multiple blockchains,
versions, topologies, and workloads – with repeated trials – to enable independent verifi-
cation and longitudinal analysis.

Our experiments emphasize controlled environments, particularly fixed software stacks,
and emulated network conditions (e.g., latency, bandwidth) that support repeatable,
multi-run measurements. We do not model adversarial strategies in depth nor provide
formal security proofs. Long-term state growth and software drift are considered when
feasible, isolated where possible, and both are avenues for extended study. The focus is
on evidence that links the considered mechanisms to measured variability under explicit,
repeatable conditions.

1.4 Structure of the Thesis

This dissertation is organized as follows:

• Chapter 2 surveys blockchain features and families. It introduces operating con-
ditions (overlay networking, topologies, routing) and workload semantics, outlines
benchmarking methods for performance, energy, and economic evaluations, and
highlights the fragmentation and methodological gaps that motivate the dissertation.

• Chapter 3 presents the Lilith benchmarking framework, a modular suite that
emulates overlay/network topologies and resource caps. It executes standardized,
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VM-agnostic workloads, orchestrates repeated runs under fixed configurations,
and instruments end-to-end metrics (throughput, latency/finality, variance, and
node/system-level energy). This chapter is based on our prior work in [108,110].

• Chapter 4 illustrates Lilith at work to evaluate the performance of five blockchains
– Algorand [76, 147], Diem [38], Ethereum Clique [308], Quorum Istanbul BFT
(IBFT) [117], and Solana [342] – across five topologies – fat-tree, full mesh, hypercube,
scale-free, and torus – under transfer transactions and smart contract requests –
DDoS, FIFA, GAFAM, gaming, PayPal, and VISA – for two node-set sizes –
10 and 40. We show how topology and workload shape throughput and block
latency and reveal bottlenecks overlooked by previous studies. This chapter is based
on our prior work in [108].

• Chapter 5 extends the analysis to energy consumption by examining the interplay
between network topology and workload composition. The results uncover non-
trivial trade-offs between performance and energy efficiency, offering insights for
designing energy-aware blockchain infrastructures. This chapter is based on our
prior work in [110].

• Chapter 6 investigates experimental repeatability and performance predictability
through a network-controlled, multi-run dataset of independent benchmarks across
predefined experiments and configurations. It introduces dispersion metrics and
variance-aware analysis (including analysis of variance and intraclass correlation) to
characterize run-to-run variability, identify stable and volatile blockchain-topology
pairs, and determine which controls are required for empirical stability. This chapter
is the basis for a manuscript that is currently under review [111].

• Chapter 7 introduces the EB-index and applies it to six major cryptocurrencies –
BTC [235], ETH [331], XRP (Ripple coin) [74], USDC [82], DOGE (Dogecoin) [220],
ADA (Cardano coin) [170] – to characterize ecosystems through an interpretable
notion of economic balance. This chapter is based on our prior work in [109].

• Chapter 8 summarizes the main contributions and outlines future research directions,
emphasizing the need for multidimensional and rigorous benchmarking methodologies
to support the comparison of blockchains based on different notions of efficiency.





Chapter 2

Background

This chapter outlines the foundational concepts of blockchain technology, including core
principles, consensus mechanisms, and the rise of decentralized applications (§2.1). It
then deepens the analysis along three pillars that shape (and confound) any evaluation:
(i) overlay network topologies and message propagation (§2.2), (ii) workloads and
their semantics (§2.3), and (iii) benchmarking tools and methods (§2.4). The chapter
closes with an overview of the main benchmarking challenges (§2.5) – such as network-
induced variability, workload opacity to non-portable toolchains, limited reproducibility,
and the absence of a theoretically grounded, aggregation-ready economic measure
for heterogeneous inputs – thus motivating the rigorous methodology proposed in the
subsequent chapters.

2.1 Blockchains: Features and Classification

Before blockchains, mainstream digital finance and online infrastructure relied on central-
ized stacks that anchored trust in institutional intermediaries rather than protocol-level
consensus. In these architectures, a single administrative domain – a bank, a government
agency, or a large platform provider – controlled validation, data custody, and transaction
processing, set access policies, and acted as the final arbiter of correctness and availability.
This model delivers operational efficiency and simplified governance, yet concentrates
control and creates critical vulnerabilities: single points of failure (e.g., centralized servers
targeted by cyberattacks, as in the Equifax data breach [189]), limited transparency
(e.g., opaque financial operations and audits [153]), censorship risk (e.g., services or trans-
actions suppressed by public or private actors [177]), and power asymmetries that can
undermine user trust and system resilience (e.g., the 2008 financial crisis, where a few
institutions’ decisions had global consequences [63]).

Advances in cryptography, networking, and distributed computing enabled blockchains
as a foundation for the design of decentralized systems. This technology was conceived to
address structural limitations of centralized infrastructures, offering a trust-minimized
alternative that aims for transparency, integrity, and resilience without relying on a central
authority. At its core, a blockchain is a distributed ledger: a replicated, append-only
database shared across a network of nodes that need not trust one another. This trust

9
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minimization follows from cryptographic primitives (e.g., hash functions [271], digital
signatures1 [151], Merkle trees2 [231]) as well as consensus mechanisms (distributed,
computationally intensive agreement processes executed by nodes to validate transactions
and keep the ledger consistent [335]). Together, these elements ensure that all honest
participants converge on a consistent view of the ledger’s state.

This architecture enables new socio-technical paradigms – permissionless access to data
and services, P2P financial rails, and forms of decentralized governance – and reframes
assumptions about trust and coordination in distributed environments.

2.1.1 Toward Algorithmic Consensus

Consensus is the system layer that establishes agreement on the ledger state in potentially
adversarial networks. Unlike traditional replicated databases that rely on trusted coordi-
nators, blockchains embed decentralized agreement mechanisms into the network logic
to achieve state consistency. This approach enables trustless coordination among nodes
that may not know or trust each other, making consensus the core enabler of blockchain’s
decentralization.

In a typical blockchain system, users submit transactions to request specific actions
such as asset transfers or updates to application state. These transactions are broadcast
to the network and collected by nodes participating in consensus. Participants validate
transactions against system rules and agree on the next valid state of the ledger. Once
agreement is reached, transactions are ordered and bundled into a block – or, in Directed
Acyclic Graph (DAG)-based systems, into vertices – together with the necessary validity
proofs; the resulting state transition is appended to a tamper-evident history.

Several consensus families have emerged, each with distinct assumptions, security
models, and trade-offs:

• Proof of Work (PoW) [235] relies on computational effort. In PoW systems,
consensus participants are typically called miners: they compete to solve crypto-
graphic puzzles in order to append new blocks and claim rewards. PoW offers strong
resilience to Sybil attacks due to resource-based voting3, but consumes massive
energy4 and tends toward centralization as mining power concentrates in large pools.

• Proof of Stake (PoS) [244] selects consensus participants according to the amount
of tokens they stake. In these systems, they are typically called validators: depending
on the protocol, they may be selected to propose blocks, attest to them, or both. PoS
is far less energy-intensive, yet introduces new risks. The so-called nothing-at-stake

1Digital signatures let a user sign a message with a private key; the corresponding public key suffices
for anyone to verify authenticity and integrity.

2Merkle trees are binary trees in which each non-leaf node contains the hash of its two child nodes.
This hierarchical structure enables efficient and secure verification of the contents of large datasets, as
only a logarithmic number of hashes are needed to prove membership.

3PoW security assumes that acquiring a majority of the global hash power is prohibitively expensive,
thereby making Sybil attacks – where one adversary uses many identities to gain influence – costly [62].

4Bitcoin mining in 2021 consumed nearly six times the amount of energy it did in 2017, matching the
annual energy consumption of countries like Finland and Argentina [182].
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problem arises in PoS systems when validators can propose blocks on multiple
competing forks without incurring any penalty [62]. Without effective slashing
mechanisms – which involve the loss of part or all of a validator’s staked funds
as a penalty for malicious behavior or unavailability [165] – rational validators
may support all available forks to maximize potential rewards. Vulnerabilities
chiefly concern naive longest-chain PoS variants; modern designs adopt slashing and
checkpointing to provide economic finality after a small number of epochs. PoS also
risks centralization due to wealth concentration among large stakeholders [180].

• Proof of Authority (PoA) [236] and related variants (e.g., Clique [308],
Aura [181]) rely on a fixed, permissioned set of validators, whose identities are
known in advance and admitted according to organizational or trust-based criteria.
Used primarily in private or consortium blockchains (e.g., Hyperledger Fabric [23],
Quorum [117]), they offer high transaction throughput and low block latency, but
at the expense of decentralization since validator identities are predetermined.

• Byzantine Fault Tolerance (BFT) algorithms, such as Practical BFT
(PBFT) [72], rely on a bounded set of known participants – commonly called
validators or replicas – that exchange messages to agree on transaction ordering.
They provide deterministic finality5 and operate correctly if fewer than one-third
of nodes are malicious. They are well-suited to permissioned systems with modest
network size and low latency.

• Directed Acyclic Graph (DAG) mechanisms, as seen in IOTA [179] or
Avalanche [284], which employs repeated subsampled voting with a DAG used
for ordering/propagation, organize transactions in a DAG instead of a linear chain.
This structure allows parallel validation and improved transaction throughput.

Table 2.1 provides a comparative overview of the above consensus mechanisms in
blockchain systems, evaluating them across five core dimensions: finality type, energy
consumption, decentralization, scalability, and adoption context. These criteria help high-
light the trade-offs between security guarantees, performance efficiency, and architectural
design choices. While PoW remains dominant in high-security public blockchains, PoS
offers more scalable and energy-efficient alternatives. Meanwhile, BFT and DAG-based
models cater to permissioned or high-throughput scenarios with different decentralization
assumptions.

To illustrate how consensus mechanisms shape the architecture and operational roles
within blockchain networks, we describe two widely deployed paradigms: PoW (Bitcoin)
and PoS (Ethereum).

5Finality is guaranteed as soon as consensus is reached, with no chance of forks – providing strong
safety but limited scalability due to O(n2) message complexity in classical mechanisms [22]; modern
variants (Tendermint, HotStuff) streamline rounds and pipelining.
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Table (2.1) Comparison of major blockchain consensus mechanisms across key operational
and architectural dimensions: finality, energy consumption, decentralization, scalability,
and common deployment contexts (expressed in qualitative terms, not via measures).

Consensus Finality
Type

Energy
Use

Decentral-
ization

Scalability Adoption
Context

PoW Probabilis-
tic

Very High Low–
Medium
(mining
pools)

Medium
(slow block
times)

Public
blockchains
with high se-
curity needs

PoS Family-
dependent:
probabilistic
in chain-
based PoS;
(economic)
finality
via check-
points/quo-
rum in
BFT-style
PoS

Low Medium
(depends
on stake
distribution)

High (faster
confir-
mations;
finality
mechanism-
dependent)

Public
and hybrid
blockchains

PoA Determinis-
tic

Low Low (fixed
validators)

High
(low la-
tency, high
throughput)

Consortium
and private
blockchains

PBFT Determinis-
tic

Low Medium
(assumes <
1/3 faults)

Low–
Medium
(classical
O(n2);
streamlined
in modern
variants)

Permis-
sioned set-
tings

DAG-based systems Probabilis-
tic or Adap-
tive

Medium Protocol-
dependent
(some cen-
tralized
coordina-
tion)

High (paral-
lel process-
ing)

IoT, DeFi,
and exper-
imental
base-layer
blockchain
systems

Proof of Work (PoW)

Bitcoin’s consensus model is grounded in a permissionless and resource-intensive process
where distinct node types coordinate to maintain the ledger. Full nodes verify blocks
and transactions; miners compete to find a valid nonce such that the double Secure Hash
Algorithm (SHA)-256 hash of the candidate block header falls below the network difficulty
target [235]. Upon discovery, the block is propagated and independently validated by
peers; if accepted, the miner earns a block reward – the block subsidy (newly minted
BTC) plus all transaction fees from the transactions included in the block – via a special
coinbase transaction. Coinbase outputs become spendable only after 100 additional blocks
have been added on top of the block that contains them [45]. As of April 2024 halving
(block 840,000), the block subsidy is 3.125 BTC and is programmed to halve every 210,000
blocks (≈ 4 years) [46]. In practice, this mechanism has driven significant hardware



2.1 Blockchains: Features and Classification 13

specialization, with mining dominated by Application-Specific Integrated Circuit (ASIC)6

deployed in large-scale facilities, often in regions with low electricity costs [305]. Mining
pools have further consolidated coordination power, with a small number of pool operators
accounting for most mined blocks [128, 141]. While each pool aggregates hash power
from many independent miners, block production is effectively coordinated by a small
set of pool operators (e.g., via block-template construction and payout policies), raising
concerns over the system’s practical decentralization.

Proof of Stake (PoS)

Ethereum post-Merge PoS mechanism [274] eliminates mining (PoW) in favor of stake-
weighted validator duties coordinated by the Beacon Chain [345]. Time is divided
into 12-second slots, grouped into epochs of 32 slots each [125]; validators are selected
pseudorandomly to propose new blocks and to attest to others’ proposals, weighted by
the amount of ETH staked. Honest behavior is rewarded with small ETH incentives,
while misconduct or extended inactivity results in penalties or slashing. Unlike Bitcoin,
which relies on external hardware investments, Ethereum’s PoS encourages capital-based
participation. However, in practice, much of the staked ETH is controlled by a handful of
liquid staking platforms and exchanges, raising concerns about validator concentration and
governance power [99]. Short-term confirmations are probabilistic; checkpoints provide
economic finality after a small number of epochs.

These two examples reflect the ongoing tension in consensus design between perfor-
mance, security, and decentralization – often referred to as the blockchain trilemma [138].
While consensus mechanisms aim to strike a balance among these objectives, no single
approach optimally satisfies all three in practice. More broadly, the defining innovation of
blockchain lies in how consensus is embedded into the protocol layer itself.

2.1.2 A Decentralized Perspective

Beyond technical implementation details, blockchains change how we conceive and gov-
ern digital systems. By removing intermediaries and enabling collective verification,
blockchains support transparent-by-design applications whose auditability and censorship-
resistance can be verified from system artifacts.

Originally conceptualized in the early 1990s as a method for ensuring the integrity of
digital documents through cryptographically linked timestamps, blockchain-like structures
were first proposed by S. Haber and W. S. Stornetta [160]. Their work introduced the
idea of chaining blocks of timestamped records to prevent backdating or tampering.
This concept was later extended with the incorporation of Merkle trees [231], enhancing
efficiency and data verification, laying the foundation for blockchain’s core design. However,
it was not until the publication of the Bitcoin whitepaper by Satoshi Nakamoto in 2008 [235]

6ASICs are custom-designed hardware optimized for specific tasks – in this case, solving the SHA-256
hash puzzle used in Bitcoin’s PoW. Their superior efficiency over general-purpose Central Processing Units
(CPUs) and GPUs has led to the industrialization and geographic concentration of mining operations.
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and the subsequent launch in 2009 that the first fully operational blockchain system was
deployed, combining incentive-compatible consensus (PoW), P2P networking, and an
endogenous asset (BTC).

Since then, blockchain has evolved into a versatile infrastructure powering a broad
spectrum of Decentralized Applications (DApps) – general-purpose smart-contract plat-
forms. Its key properties – security, transparency, immutability, and accountability –
make it particularly suited for applications where tamper-resistance and auditability are
essential.

This shift is not merely technical, but institutional and social. By enabling open
participation and removing central points of failure, blockchain systems support alterna-
tive models of governance, value exchange, and coordination that challenge traditional
organizational structures. As a result, entire ecosystems of decentralized alternatives have
emerged [216], redefining foundational aspects of how digital systems operate.

One of the most prominent domains enabled by this new paradigm is DeFi, which
replaces traditional financial intermediaries with algorithmic protocols running on
blockchains [216]. Users can interact with Decentralized Exchanges (DEXs) – such
as Uniswap [7] – to trade tokens directly from their wallets, without intermediaries or
centralized order books. These platforms rely on Automated Market Maker (AMM)
algorithms [24] to determine pricing and provide liquidity.

Lending and borrowing protocols, such as AAVE [1] and Compound [161], enable users
to supply liquidity and earn interest, or to borrow funds by locking up collateral. These
platforms use smart contracts to enforce collateral ratios, interest rates, and liquidations
without intermediaries, ensuring transparency and security.

Stablecoins, including (algorithmic and crypto-collateralized) DAI [285] and (fiat-
backed) USDC [82], provide price-stable assets crucial for day-to-day transactions and risk
hedging. By enabling programmable finance7 on-chain, stablecoins facilitate a wide range
of DeFi services such as payrolls, remittances, and algorithmic financial instruments [285].

Blockchain also supports new forms of decentralized governance, where decisions
regarding protocol upgrades, fund allocation, and policy changes are made collectively
through on-chain voting mechanisms [332]. In Decentralized Autonomous Organizations
(DAOs) – which are self-governed communities structured around smart contracts – token
holders can propose, deliberate, and vote on decisions in a transparent and tamper-proof
environment [322]. Governance processes are encoded directly into the protocol, reducing
reliance on centralized leadership and introducing new, bottom-up models of collective
coordination [322].

Digital identity systems, often siloed and fragmented in traditional infrastructures, can
be restructured on blockchain by using verifiable credentials and Self-Sovereign Identity
(SSI) frameworks [264]. Users gain control over their data and can selectively disclose
information to third parties. Reputation systems and attestations can also be maintained
transparently on-chain, enabling trust mechanisms in anonymous or pseudonymous

7Programmable finance refers to the ability to encode financial logic – such as conditions for transfers,
interest accrual, or automated compliance – directly into digital assets or smart contracts.
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Figure (2.1) Historical evolution of cryptocurrency market capitalization and DeFi TVL,
illustrating the divergence between speculative asset valuation and protocol-level engage-
ment. Source: TradingView at https://www.tradingview.com/chart/

environments.
Beyond finance, blockchain is being adopted for content publishing, asset tokenization,

and decentralized storage. Platforms like InterPlanetary File System (IPFS) [290] and
Filecoin [265] distribute data storage across peers, while Non-Fungible Token (NFT)-
based systems8 enable ownership and provenance tracking for digital assets related to
art, music, media, collectibles, and virtual goods [102]. Infrastructural services – such as
computation (e.g., Golem [152]), Domain Name System (DNS) (e.g., Handshake [163]),
or social platforms (e.g., Steemit [202]) – are progressively shifting to decentralized,
composable architectures.

As outlined in Chapter 1, the blockchain ecosystem has expanded rapidly. Figure 2.1
provides an overview of the evolution of both market capitalization and TVL in recent
years, two widely used metrics in the blockchain space. While market capitalization
represents the total value of a crypto-asset – calculated as price multiplied by circulating
supply – and reflects investor sentiment and speculative interest, it does not necessarily
indicate real usage. In contrast, TVL measures the capital actually committed within
DeFi protocols, offering a clearer view of user participation and protocol adoption.

In essence, this new decentralized perspective enabled by blockchains redefines not
only the mechanics of transaction validation but also the underlying assumptions of trust,
authority, and coordination. It challenges established power structures by redistributing
control, fostering censorship resistance, and embedding transparency into the core logic of
digital systems. As these systems mature, their influence extends far beyond technology,
shaping the future of institutional design and human cooperation.

8An NFT is a unique, indivisible digital token recorded on a blockchain, typically used to certify
ownership and authenticity of digital or physical assets. Unlike fungible tokens (e.g., cryptocurrencies),
each NFT has distinct metadata and value.

https://www.tradingview.com/chart/
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2.1.3 Key Dimensions of Blockchain Systems

To navigate the contemporary blockchain landscape, we adopt a five-axis taxonomy that
is widely used in research and engineering practice [336,338]. These axes – permissioning,
state and execution, consensus and finality, data structure and layering, governance and
economics – separate concerns cleanly while making explicit the trade-offs that drive
real-world designs.

Permissioning. Permissionless networks (e.g., Bitcoin, Ethereum) allow open participa-
tion for nodes and users; Sybil-resistance is enforced by economic or resource assumptions
rather than identity vetting. This openness maximizes neutrality and censorship resistance
but complicates throughput and latency due to wide-area propagation and adversarial par-
ticipation [235,338]. By contrast, permissioned and consortium settings (e.g., Hyperledger
Fabric, Quorum) restrict validator identities and access policies to known organizations;
narrower fault models enable faster deterministic finality and richer privacy policies at
the cost of weaker openness and often lower decentralization [338].

State and execution model. Two dominant models are the Unspent Transaction
Output (UTXO) abstraction and the account-based model. In UTXO systems (exemplified
by Bitcoin), the ledger is a set of unspent transaction outputs; each transaction consumes
prior outputs and creates new ones under spending conditions [235, 338]. Account-
based systems (exemplified by Ethereum) maintain a global state mapping accounts
to balances, nonces, and contract storage; transactions mutate this state through an
execution environment – the Ethereum VM (EVM) – metered by gas [331]. While account
semantics enable general-purpose smart contracts and composability, shared mutable
state increases contention and complicates concurrent execution; modern clients mitigate
this with transaction ordering rules, state access lists, and parallel schedulers where safe.

Consensus and finality. Consensus choices span resource-based (PoW), capital-based
(PoS), identity-based (PoA), and classical BFT mechanisms. PoW achieves probabilistic
finality through longest-(heaviest-) chain selection and difficulty adjustment; security
hinges on honest majority of hashing power [235]. PoS replaces resource expenditure with
stake. Identity-based PoA relies on small validator sets for low-latency confirmations,
typically in consortium deployments. Classical BFT (e.g., PBFT, Tendermint, HotStuff)
offers deterministic finality under the standard fault threshold f < n/3, where n is
the total number of participating replicas and f is the maximum number of tolerated
Byzantine faults, trading scalability for strong safety guarantees; message complexity
has improved from quadratic (PBFT) to streamlined pipelining (HotStuff) [64, 347].
Algorand’s Binary Byzantine Agreement (BBA∗) illustrates committee-based BFT with
Verifiable Random Function (VRF) leader/committee selection to scale participation
while preserving safety [76,147].
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Data structure and layers (modularity). Traditional ledgers are linear chains of
hash-linked blocks; alternatives adopt DAG structures in which transactions or micro-
blocks reference multiple predecessors to increase concurrency (e.g., IOTA’s Tangle) [263].
Orthogonal to the ledger data structure, modern ecosystems decompose responsibilities
into layers – roles in the stack for consensus/settlement, data availability, and execution.
In this thesis we introduce the following terminology. Layer 0 (L0) denotes multi-chain
coordination substrates that provide interoperability and, in some designs, shared security
(e.g., Polkadot’s relay chain finalizing parachains [65]; Cosmos zones communicating via
IBC [95]). Layer 1 (L1) denotes the base ledger that provides consensus and finality over
canonical state and often data availability (e.g., Bitcoin, Ethereum). Layer 2 (L2) domains
execute transactions off-chain (or in separate domains) and periodically post commitments
plus data to L1 to inherit its security (e.g., rollups such as Arbitrum/Optimism; Polygon
PoS and Polygon zkEVM provide sidechain/rollup options).

Governance and economics. Token supply policies, fee markets, staking and slashing
rules, treasury mechanisms, and on-chain governance processes (DAOs) jointly shape
incentives, decentralization, and the security condition in practice [338]. Native tokens
fund block production (subsidies/fees), align validator behavior (stake, slashing for
safety/liveness faults in PoS/BFT), and determine resource pricing for computation and
storage; governance frameworks coordinate protocol upgrades and parameter changes,
spanning off-chain rough consensus to fully on-chain voting systems. Economic choices feed
back into technical properties: fee market design affects transaction inclusion latency and
Maximal Extractable Value (MEV) surface; staking distribution impacts Nakamoto-style
decentralization metrics and fault tolerance.

Taken together, these axes offer an analytical framework for examining the rise and
adoption of blockchain technologies across a wide range of applications and use cases
through five interrelated dimensions: financial inclusion, massive asset proliferation,
ecosystem expansion, global capital lock, and state-level adoption.

Financial inclusion. Blockchain enables access to financial services for individuals
traditionally excluded from formal banking systems, particularly in underbanked or
politically unstable regions [277]. Through P2P systems and mobile wallets, users
can store value, send remittances, or access lending and savings tools without relying
on centralized financial institutions. This vision – commonly framed as “banking the
unbanked” [277] – has driven significant interest in blockchain applications in several
regions such as Sub-Saharan Africa and Southeast Asia.

Massive proliferation. The cryptocurrency landscape has experienced exponential
growth (see Chapter 1). To give readers an immediate sense of scale, Table 2.2 situates
Bitcoin’s market value alongside mega-cap technology firms in a cross-asset ranking [90].
As of December 2025, Bitcoin appears in the global top tier: it ranks 9th worldwide by
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Table (2.2) Top 10 assets by market capitalization (USD). Source: CompaniesMarketCap,
Assets by Market Cap (accessed Dec 2025); values are live and may fluctuate.

Rank Name (Ticker) Market cap (USD)

1 Gold (GOLD) $29.414T
2 NVIDIA (NVDA) $4.441T
3 Apple (AAPL) $4.137T
4 Alphabet/Google (GOOG) $3.888T
5 Microsoft (MSFT) $3.591T
6 Silver (SILVER) $3.302T
7 Amazon (AMZN) $2.453T
8 Broadcom (AVGO) $1.842T
9 Bitcoin (BTC) $1.825T
10 Meta Platforms (META) $1.697T

market capitalization, close to Amazon and Broadcom, and below the very largest assets
(e.g., gold, Nvidia, Apple, Alphabet, Microsoft, silver).

This explosion of tokens and digital assets traces back to the launch of Bitcoin and
has since expanded across diverse use cases and economic models. These assets differ in
technical properties and economic roles:

• Native tokens – such as ETH [331], Solana coin (SOL) [342], ADA [170] – power
underlying blockchains and pay for transaction fees.

• Utility tokens – such as Basic Attention Token (BAT) [58] or Chainlink coin
(LINK) [59] – grant access to platform-specific services or data feeds.

• Governance tokens – such as Maker (MKR) [193] and Uniswap (UNI) [7] – give
holders voting rights over protocol upgrades and treasury management.

• Stablecoins – such as USDC [82], USDT [310] – and algorithmic variants – like
DAI coin (DAI) [285] – aim to maintain stable value against fiat currencies and are
widely used in DeFi and cross-border payments.

• NFTs represent unique digital assets and are used in digital art
(e.g., CryptoPunks [211], Bored Ape Yacht Club [199]), gaming (e.g., Axie
Infinity [106]), and intellectual property rights [321].

Expanding ecosystem. Blockchain’s scope has expanded beyond cryptocurrencies and
to a growing ecosystem of decentralized applications, becoming increasingly integrated
with emerging technologies:

• In Artificial Intelligence (AI) – which refers to computational systems capable of
performing tasks that typically require human intelligence, such as pattern recogni-
tion, decision-making, or language processing – blockchain provides traceability and
auditability for training datasets and model outputs, as in Ocean Protocol [245] or
Fetch.AI [134].
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• In IoT, where a network of interconnected physical devices – such as sensors,
wearables, and smart appliances – can authenticate and coordinate autonomously
using lightweight blockchains (e.g., Helium [167], IOTA [179]).

• In Edge Computing, which involves processing data closer to the source (e.g., sensors
or mobile devices), reducing latency and bandwidth usage. Here, blockchain con-
tributes by ensuring data integrity, provenance, and verifiable execution at the edge,
as explored in systems like Edge&Fog [249].

Global capital lock. The proliferation of DeFi protocols and tokenized ecosystems
has led to substantial on-chain capital accumulation. A key metric in the evaluation of
decentralized finance is the TVL, which quantifies the total value of assets deposited
across crypto protocols, especially within DeFi platforms. It reflects the level of capital
engaged in activities such as lending, staking, and liquidity provision. As of December
2025, global TVL stands at roughly 115 billions, led by Ethereum (71.5 B), followed by
Solana (9.0 B), BSC (7.0 B), Tron (4.5 B), and Base (4.5 B) [105]. These decentralized
economies operate continuously, without borders, and offer new paradigms for liquidity,
collateral, and yield generation.

State-level adoption. Governments and institutions are increasingly exploring
blockchain technologies to improve transparency, reduce bureaucratic friction, and enhance
data integrity. Prominent examples include:

• Central Bank Digital Currency (CBDC): centralized, state-issued digital versions of
fiat currencies (e.g., EUR, USD, YEN) designed to safeguard monetary policy and
enable programmable finance. While they may leverage blockchain infrastructure,
CBDCs retain full control by the issuing central authority. Several pilot and
production-stage projects exist worldwide. For example, China’s e-CNY is already
in advanced public trials [30]; the European Central Bank (ECB) is developing the
Digital Euro [143]; the Bahamas launched the Sand Dollar, the first fully operational
CBDC [328]; and Nigeria’s eNaira has been deployed nationally [250].

• Land registry systems, such as those in Georgia [197] and Sweden [159], use
blockchain to ensure immutable property records and reduce disputes.

• Supply chain tracking, deployed by companies and public entities, ensures product
provenance and anti-counterfeiting (e.g., IBM Food Trust [175], VeChain [289]).

• El Salvador has made Bitcoin legal tender [16], aiming to enhance financial inclusion
and reduce remittance costs through public wallets and Bitcoin-based payment
systems. In parallel, countries like Estonia are exploring blockchain to support
transparent governance, secure civic data registries, and efficient public service
delivery [302], positioning the technology as a foundational layer for digital state
infrastructure.
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In sum, blockchain’s consequences are both technical and systemic, enabling new forms
of economic coordination, governance, and global infrastructure. These shifts reinforce
the need for rigorous evaluation frameworks to assess the performance, efficiency, and
sustainability of blockchain-based systems across these increasingly diverse use case.

2.1.4 Representative Blockchains

Among the most representative blockchains, we present a set of widely referenced systems
that will recur throughout the thesis. They span public and consortium deployments,
distinct consensus mechanisms, and heterogeneous execution environments. Table 2.3
summarizes their core characteristics.

Algorand is a public L1 using PoS with VRF-based sortition to form ephemeral com-
mittees (BBA∗), providing rapid confirmations with economic finality at inclusion [76,147].
Nodes communicate over a gossip overlay carried on TCP; the platform exposes HTTP(S)
endpoints and WebSockets for event streams and confirmation, with validation/anti-
duplication to suppress retransmissions [91]. Peers maintain bounded neighbor sets with
per-IP/port limits and message de-duplication keyed by hashes/sequence numbers [91].
Applications target the Algorand VM (AVM) and are commonly authored in PyTeal [11].

Diem (formerly Libra) is a permissioned, payment-oriented platform coupling HotStuff-
based BFT finality [38,347] with a resource-oriented programming model (Move/MoveVM).
The stack builds on libp2p, a modular P2P framework providing authenticated trans-
port and stream multiplexing; it exposes RPC for request/response and DirectSend for
best-effort stream delivery between peers [20]. Peer admission follows identity/registry
policies [20].

Ethereum is a public L1 hosting a large smart-contract ecosystem; post-Merge it adopts
PoS with short-term probabilistic confirmations and checkpoint-based economic finality.
Ethereum relies on devp2p9: node discovery via UDP-based Discovery (v4/v5) and secure
peer sessions over TCP using RLPx (encrypted, framed) [118, 140]. Application-level
capabilities (e.g., the ETH wire protocol) are multiplexed over RLPx; implementations
enforce message-size ceilings (order of 10 MB) and disconnect on oversized/malformed
payloads [119], while maintaining peer-count/bandwidth quotas. In consortium-oriented
Clique [308], a fixed validator set proposes blocks in a round-robin fashion at a configured
interval (deterministic block production); execution remains EVM-compatible (e.g., Geth).
Clique reuses devp2p and the eth capability for block/transaction propagation; clients
expose JSON-RPC for submission and state access [118,140].

9Compared to libp2p, devp2p is Ethereum’s execution-layer, Ethereum-specific P2P suite: it combines
UDP-based peer discovery (Discv4/Discv5) with RLPx-encrypted TCP sessions and capability negotiation
(e.g., eth/snap) over the same peer connection. Post-Merge, Ethereum effectively operates two P2P
networks: execution clients remain on devp2p, while consensus clients use a separate libp2p-based gossip
network.
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Table (2.3) Blockchains considered in this thesis: type, consensus/finality, execution
environment, and DApp language.

Blockchain Type Consensus /
Finality

VM /
Runtime

DApp
Language

Algorand Public BBA∗ (PoS);
rapid economic
finality [76,147]

AVM PyTeal [11]

Diem Private HotStuff (BFT);
deterministic
finality [38,347]

MoveVM Move

Ethereum (Clique) Consortium Clique (PoA);
deterministic
block produc-
tion [308]

EVM (Geth) Solidity

Quorum (IBFT) Consortium IBFT (BFT);
deterministic
finality [117,280]

EVM (Geth) Solidity

Solana Public TowerBFT+PoS;
PoH-assisted
ordering [292,
340,342]

Sealevel Rust/Anchor
(Solang op-
tional)

Quorum is an enterprise-focused, permissioned variant of Ethereum that augments
privacy and governance features for consortium deployments [117]. Quorum inherits
Ethereum’s devp2p/RLPx stack and integrates Constellation/Tessera: the Transaction
Manager distributes encrypted private payloads among authorized parties, while the
Enclave safeguards keys and performs cryptographic operations [32]. With IBFT [280],
validators exchange proposal/prepare/commit messages across rounds to achieve determin-
istic finality under standard Byzantine thresholds; control traffic rides on the same P2P
transport with per-peer send buffers, round timeouts, and validator whitelisting [32, 280].

Solana is a high-throughput public L1 combining TowerBFT (with stake incentives)
and Proof of History (PoH) – a verifiable delay-based time-stamping mechanism that
produces a cryptographic sequence used as a shared clock to order events/transactions
without requiring all-to-all time agreement – for fast, verifiable ordering [292,340,342].
The data plane is UDP-centric and uses Turbine, a fanout tree that shards and forwards
blocks/entries across neighborhoods to reduce duplication and end-to-end latency; repair
and vote protocols support retransmission and ledger healing [79]. Validators operate in
peer neighborhoods that assist scaling; operational documentation discusses cluster sizes
beyond a thousand validators [341]. Clients/validators may leverage modern transports
such as QUIC for improved congestion control; RPC exposes commitment levels (pro-
cessed/confirmed/finalized) and slot/block subscriptions to monitor chain progress [301].
Execution uses the Sealevel runtime for parallel transaction processing; programs are
typically written in Rust (Anchor), with tooling such as Solang for Solidity-to-Solana
transpilation [342].
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2.2 Network Topologies

A network topology is the arrangement of nodes and links that determines who can
communicate with whom and along which paths. Formally, it is a graph whose structure
governs fundamental communication costs such as reachability, latency, redundancy, and
robustness. Relevant structural features include degree distribution (the frequency of
node degrees k; heavy tails indicate many low-degree nodes with a few hubs) [35, 243],
diameter (the largest shortest-path distance between any two nodes; an upper bound
on hop count), average path length (the mean of all shortest-path distances) [242,243],
clustering coefficient (triangle density; the probability that two neighbors of a node are
linked) [327], assortativity (degree-degree correlation across edges; positive means hubs
link to hubs, negative means hubs link to leaves) [241], betweenness centrality (the fraction
of all-pairs shortest paths that traverse a node; a proxy for load and brokerage) [136],
and edge/vertex connectivity (the minimum number of edges/vertices whose removal
disconnects the graph; a measure of fault tolerance) [329].

Topologies are often described both by families (random, small-world, scale-free,
regular meshes, trees, expander-like graphs, fat-tree) and by properties (conductance/-
expansion, bisection bandwidth, path diversity), because it is these properties – rather
than family names per se – that most directly predict dissemination time and resilience.
Conductance/expansion capture how easily flow escapes any subset [81,169]; bisection
bandwidth is the minimum aggregate capacity required to split the network into two
halves and proxies worst-case throughput under adversarial traffic [101,200]; and path
diversity (many edge/vertex-disjoint routes) reduces congestion sensitivity and improves
failure tolerance [101,329].

Two points guide the remainder of this section. First, dissemination time for a message
depends jointly on the number of logical hops imposed by the topology and on per-hop
costs such as network Round-Trip Time (RTT), queuing/verification, serialization; thus,
both the graph structure and transport/processing matter [107,188,243]. Second, degree
heterogeneity and clustering shape not only the mean but also the variance of propagation
delays: hubs speed the first wave, yet can create back-pressure when saturated, and
tightly clustered communities may delay escape unless enough shortcuts exist, making
tails sensitive to the placement and health of high-betweenness nodes [35,136,327].

2.2.1 Topology Families and Structural Properties

When practitioners speak about topology families, they are pointing to recurring shapes
that bring fairly stable communication traits. Unstructured meshes are the most basic
example. In their idealized form, as in the Erdős–Rényi picture [116], the graph looks well-
mixed: most nodes have roughly similar degree and no one is structurally special. Such
graphs keep path lengths short (the diameter grows slowly with the network size), which
explains why simple rumor spreading finishes quickly in theory and tends to behave well
in practice when links are healthy [116,188]. Unstructured meshes fit open, churn-heavy
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environments where links come and go and where it would be costly to maintain strict
structure; with modest degrees they tolerate random failures and give good average-case
dissemination.

Real systems, however, rarely look perfectly random. Many display small-world
features in the sense of Watts and Strogatz: neighbors of a node are often connected
among themselves (high clustering), yet a few longer shortcut links collapse distances
across the network [327]. This blend keeps local communication efficient while preserving
fast global reach. The risk is that if shortcuts are too few or poorly placed, information
can circulate inside communities before escaping, which shows up as inconsistent arrival
times across regions. Small-world overlays are common when there is natural locality
(e.g., operator- or region-based peering) but also occasional long-range peers.

Another recurrent shape is scale-free: a heavy-tailed degree distribution where many
nodes have few links and a handful act as hubs [34,35]. Hubs are double-edged. They are
excellent amplifiers at low load, pushing messages quickly into many parts of the graph; yet
they also concentrate traffic, so if they saturate or are targeted, tails worsen and partitions
become more plausible. This family often emerges spontaneously in permissionless settings
where long-lived, well-provisioned nodes accumulate connections over time. Practical
countermeures – caps on degree, keeping a mix of inbound and outbound peers – aim to
reap fast spread without creating single points of congestion or eclipse.

Structured overlays sit at the other end of the spectrum. Here, nodes are arranged
according to a rule or coordinate system that yields routing guarantees (e.g., Chord’s
ring and Kademlia’s XOR metric) [224,306]. The appeal is predictability: short, bounded
paths and balanced load by design. The cost is maintenance: when churn is high or
identities are adversarial, maintaining structure can be heavy. These overlays shine when
operators can enforce stable membership or when fast, reliable lookups are central to the
application.

Between purely unstructured and strictly structured overlays there are regular meshes
and expander-like designs with bounded degree and high conductance. Their hallmark is
a uniformly small number of hops and many edge-disjoint routes, which makes worst-case
congestion rarer and failure handling simpler. They are good fits for operator-controlled
deployments where one can plan who connects to whom and keep degrees uniform.

Datacenter-inspired fabrics – such as fat-tree – offer an intuitive lesson even when not
copied verbatim as overlays: large bisection bandwidth and abundant path diversity keep
traffic from bottlenecking near the core [9, 83, 200]. In practice, borrowing these ideas
means arranging peerings so that no single cut of the overlay can throttle an epoch’s
worth of messages, which stabilizes propagation under bursts.

Finally, hierarchical trees and tree-like broadcast are natural when one wants to
minimize duplication on the fast path: a message is split and fanned out level by level, so
each link carries only a fraction of the total. The trade-off is brittleness – one broken branch
can starve an entire subtree – unless the tree is coupled with redundancy (e.g., chunking
plus repair) or backed by a looser mesh for fallback. Trees are attractive when reducing
per-link load is paramount and when one can engineer repair mechanisms ahead of time.
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A few properties explain most observed behavior in these families. Low diameter
and high conductance shorten and smooth dissemination; high clustering improves local
efficiency but, without enough bridges, can delay global convergence; heavy-tailed degrees
speed the median but make tails sensitive to the health of a few hubs. In settings where
membership and placement are controllable, regular or expander-like topologies deliver
predictable latencies; in open networks with churn, unstructured meshes with diversity-
aware peering often give the best robustness–simplicity trade-off. The right choice is
thus less about a label and more about which properties – path length, redundancy, fault
tolerance, and congestion resilience – matter most for the application at hand.

With these generalities in place, we move from topology fundamentals to blockchain
overlays and the consequences for propagation, forks, and finality.

2.2.2 Overlay Networking and Gossip in Blockchains

Network topology is a first-order determinant of a blockchain’s liveness and edge consis-
tency: it governs how fast transactions and blocks disseminate, how often short forks
occur, and how resilient the network is to churn and adversarial partitioning. Because
most public blockchains operate as application-level overlays on the Internet underlay, the
shape of the overlay – not merely raw bandwidth or latency – drives propagation time,
bandwidth efficiency, and ultimately the usable throughput at a given security margin. In
turn, propagation controls on-chain outcomes such as orphan/uncle (block) rates, leader
timeouts, and time-to-finality [47,93,104]. Safety is a system property, yet liveness and
performance are jointly constrained by the overlay’s connectivity pattern (degree, diame-
ter, bottlenecks), by the dissemination primitive (push/pull gossip, tree-based broadcast,
reliable broadcast), and by traffic-engineering choices such as batching, reconciliation,
and compression. Identical consensus mechanisms can therefore display very different
tail latencies and orphaning under different overlays, even when the physical underlay is
unchanged.

Network partitioning is not merely a theoretical concern: it can interact with protocol-
level recovery mechanisms that are explicitly designed to regain finality under prolonged
disruption. For instance, Ethereum PoS includes the inactivity leak, which activates after
several epochs without finalization and progressively reduces the voting power of validators
deemed unreachable, effectively reallocating weight to active participants. Under sustained
partitions, this mechanism can lead to conflicting finalizations across network regions and
can be exploited by Byzantine validators to reach unsafe voting power faster, highlighting
a concrete safety-liveness tension induced by partitioned communication [255].

Blockchains do not broadcast into the Internet in principle; they speak through an
overlay, a graph of long-lived connections between peers that sits on top of the IP layer.
In practice, each node keeps a small set of transport links (typically TCP, increasingly
QUIC/UDP) to selected neighbors and messages bounce across these links until they reach
the rest of the network [47]. In permissionless settings, choosing neighbors is delicate:
nodes must stay reachable, tolerate churn, and avoid being surrounded by an adversary
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(eclipse). Bitcoin therefore combines a pseudo-random address manager (addrman) with
peering limits that yield a partially random mesh; by default it maintains about eight
outbound full-relay connections, plus block-relay-only links and many inbound peers,
effectively setting the average degree and influencing the overlay’s logical diameter [42–44].
Ethereum leans on Kademlia-style discovery: a Distributed Hash Table (DHT) that helps
find fresh peers while preserving topological diversity [122,224,306].

Once connected, nodes exchange data mostly via gossip, an epidemic style of dis-
semination: when a node sees a new block or transaction, it forwards it to a subset
of neighbors, who forward it onward, and so forth. The appeal is straightforward: on
well-mixed graphs, gossip reaches almost everyone in a few waves and is naturally resilient
to failures and churn [107, 188]. Modern implementations refine this basic idea. After
the Merge, Ethereum adopted libp2p GossipSub v1.1: topic-based pub/sub with peer
scoring and opportunistic grafting/pruning to keep latency low while discouraging spam
and eclipse behavior [121, 314, 318]. Bitcoin followed a complementary path: reduce
redundancy and shorten the block-relay critical path. BIP152 (Compact Blocks) exploits
mempool overlap to shrink block payloads [93]. For long-haul links, dedicated fast-path
relays use UDP and forward-error correction to approach speed-of-light propagation across
continents [94].

Some protocols mold the overlay to their own data planes. Algorand filters and
validates credentials and votes within BBA∗ rounds while throttling duplicates [76,
147]. The Avalanche family builds repeated neighbor sampling into its very convergence
mechanism [309]. Solana’s Turbine uses hierarchical fan-out: a block is split into erasure-
coded chunks and fanned out level by level so each link carries only a fraction of the
total [79,297,341,342]. In permissioned BFT systems (Tendermint, HotStuff, Diem BFT),
the transaction plane remains gossip-like, but consensus messages follow more structured
paths – leader-to-quorum and quorum-to-all – to avoid quadratic blow-ups and stabilize
pipelines [23,38,64,347].

Two practical observations help interpret empirical behavior. First, overlays exhibit
stretch relative to the underlay: two logical neighbors can be tens of milliseconds apart in
RTT; reducing logical diameter is not enough unless peer selection also favors low-RTT,
high-bandwidth paths while maintaining geographic diversity [71, 212]. Second, open
networks tend to produce super-spreaders: high-degree nodes that accelerate the first
wave of diffusion but, when saturated or poorly placed (e.g., near an autonomous system
bottleneck), amplify latency tails and increase run-to-run variability. Put simply, overlay
shape does not replace consensus, but it determines how much real margin the protocol
has to meet slot deadlines, avoid transient forks, and reach finality [104].

2.2.3 Propagation and Latency

Forks and timeouts are not mysterious bugs; they are what a blockchain looks like when
the network is just a little too slow or too uneven. A useful intuitive model is to picture
a relay race. Each new block (or vote) needs to reach enough nodes before the next
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runner starts. If the baton is still in flight when the next runner goes, two runners may
sprint on different tracks: in Nakamoto-style chains this shows up as short-lived forks and
discarded orphan/uncle blocks [104,145,303]; in BFT systems it appears as view changes
and delayed commits because some replicas did not see the right PREPARE/COMMIT
messages in time [38,64,347].

Two ingredients drive how quickly a message spreads: how many hops it must traverse
across the overlay and how costly each hop is in practice (network delay, queues, and the
time to verify or serialize data). Short paths help little if every hop is slow; very fast links
help little if the path snakes through many intermediaries. This is why topologies with
small diameter and good path diversity tend to feel snappy, and why overlays that lean
on a few busy hubs can feel fast on average but occasionally stall when those hubs are
saturated.

The engineering playbook follows directly from this picture. First, reduce duplication
without starving fan-out: techniques like Compact Blocks shrink what must be sent because
most peers already have the transactions [93], set-reconciliation reduces the remaining
mismatch [41], and Erlay separates block and transaction relay to avoid unnecessary
chatter [238]. Second, shorten or stabilize paths: actively maintained pub/sub meshes (as
in GossipSub) keep a healthy mix of neighbors so that messages have multiple short routes
even under churn [121, 318]. Third, where geography dominates, fast-path relays help
smooth the long intercontinental legs that otherwise inflate the last 10% arrival times [94].
Designs that shard the payload across links – such as Solana’s Turbine – also keep per-link
load bounded and limit how much any single hop can slow the whole wave [79].

Average delay is only half the story; the other half is dispersion. Two overlays with
the same mean can behave very differently if one has fatter tails. In a thin-tail network,
most nodes hear about a block within a tight window, so leaders and voters act in sync.
In a fat-tail network, a few regions regularly lag, causing occasional timeouts, bursts of
view changes, or spikes in uncle rate. Measurements in Bitcoin made this concrete, linking
slower block relay to higher stale/orphan rates and motivating the steady move toward
compression and dedicated relays [93,94, 104]. In slot-based PoS systems like Ethereum,
this is why mesh parameters and scoring rules are tuned so blocks and attestations reliably
land inside the slot budget [121,318]. In BFT mechanisms, the same tail effects stretch the
critical path for PREPARE/COMMIT; HotStuff’s linear communication and pacemaker
reduce overhead but still rely on the overlay to prevent stragglers from dictating the
pace [38,64,347].

Viewed this way, overlay design becomes a lever on consensus behavior. Moderately
random, diversity-aware meshes tend to provide robust performance in open networks;
actively maintained pub/sub helps keep effective fan-out high without storms; reconcilia-
tion and relay shortcuts trim the critical path; and when operators control placement,
small-diameter, high-conductance fabrics (expanders, torus, fat-tree) make propagation
more uniform and consensus pipelines more regular [9, 200].
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Figure (2.2) Real-world network topologies.

2.2.4 Common Deployments

Among the many shapes a network can take, five families are especially illustrative
(Figure 2.2) because they expose different trade-offs among path length, redundancy, and
load balance and cleanly map to common deployment intuitions – from tightly managed
datacenter fabrics to wide-area overlays shaped by churn, geography, and heterogeneous
node capacity.

Fat-tree (datacenter-style fabrics). Originating in high-performance networking,
fat-tree aim for high bisection bandwidth and plentiful path diversity via multi-stage
hierarchy [9,200]. They are a natural fit when operators control membership and placement
– private or consortium deployments, validator clusters within a cloud region, or cross-rack
aggregations. Crucially, fat-tree/Clos-style fabrics are a realistic abstraction for modern
cloud datacenters: they capture the “many equal-cost paths” property that operators
exploit (e.g., via ECMP) to keep queueing and hot-spots predictable at high load [9]. In
such settings, bounded logical diameter and many disjoint routes reduce both mean and
tail of block/vote propagation, smoothing view changes in BFT pipelines and lowering
transient fork rates at a given slot time. Pub/sub meshes (e.g., GossipSub) and block-
relay optimizations (e.g., compact blocks) tend to perform predictably here because path
lengths and queueing are well behaved.

Full mesh (complete logical connectivity). A full mesh is the conceptual upper
bound on connectivity: one hop between any pair [8, 243, 295, 329]. In practice it
approximates tightly coupled clusters – small validator committees, specialized relay
backbones, or intra-region deployments – where quadratic state is acceptable. In wide-
area deployments, full meshes are rarely feasible at scale, but they still model realistic
“core cliques” (e.g., a small set of regional gateways/relays or a committee layer) that
intentionally keep all-to-all links to minimize control-plane delay. Hop count is minimal,
so dissemination is fast and uniform, but link and CPU pressure per node grow with
network size. For blockchains this favors scenarios with few, well-provisioned validators
or where a relay tier interconnects key gateways to flatten the overlay for the rest of the
network.
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Hypercube (regular, bounded-degree meshes). Hypercubes combine logarithmic
path length with bounded degree and many edge-disjoint routes [101, 320]. They suit
environments that value predictable latency without high degrees: federations with
stable sub-organizations or permissioned overlays that want uniform load and graceful
degradation under failures. Beyond “physical” interconnects, the hypercube is also a
useful WAN abstraction for structured overlays: in XOR-metric DHTs such as Kademlia,
node identifiers live in a binary space where routing progresses by resolving prefix
differences, yielding a virtual topology that is tightly related to hypercube-like structure
and logarithmic reachability [224]. For consensus, the regular structure keeps gossip waves
coherent and avoids hub congestion; leader-to-quorum patterns in BFT also benefit from
multiple short, independent paths.

Scale-free (hub-amplified meshes). Heavy-tailed degree distributions emerge nat-
urally in open systems where long-lived, well-provisioned nodes accumulate connec-
tions [34,35,75,77]. This is a useful lens for permissionless overlays and WAN-like settings:
hubs accelerate the first propagation wave, improving typical block arrival times, but also
concentrate load and risk larger tails if a hub saturates or is attacked. This matches the
operational reality of public P2P systems, where heterogeneous capacity and uptime create
“super-spreaders” that dominate early diffusion unless peering is explicitly regularized.
Practical countermeasures – degree caps, autonomous system/geographic diversity in
peer selection, and separating inbound from outbound connections – help preserve fast
medians without creating eclipse or Denial of Service (DoS) bottlenecks. In PoS systems
with slot budgets, mesh-scoring and opportunistic grafting (as in GossipSub) mitigate the
downside by keeping effective fan-out high while discouraging fragile hub dependencies.

Torus (latency-symmetric grids). Torus provide uniform degrees and symmetric
distances via wrap-around (cyclic) links [101,323]. They offer balanced load and predictable
hop counts, making them attractive when fairness and latency symmetry across sites
matter – e.g., geo-distributed organizations that want each region to see similar block and
vote timings. They also correspond to widely used virtual WAN overlays: CAN (Content-
Addressable Network) embeds nodes in a d-dimensional coordinate space with wrap-around
boundaries, i.e., a torus, enabling greedy routing with controlled degree under churn.
While perfect tori are uncommon in production, the pattern is a useful reference when
comparing protocols under controlled, symmetry-preserving conditions [247]; reductions
like chunked fan-out (as in tree-based broadcast) can be layered on top when per-link
bandwidth must be tightly bounded.

These families are not labels for their own sake; they bundle properties that matter
operationally. Table 2.4 summarizes a few closed-form structural counts used throughout
the networking literature; they are included here as a compact cheat sheet for reasoning
about degree and link growth without committing to any single deployment. Fat-tree and
hypercubes deliver bounded diameter and many disjoint routes, which lowers both the
mean and variance of broadcast completion times under bursty load. Full meshes minimize
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Table (2.4) Canonical structural counts for reference topologies.

Topology (parameters) Average Degree Links

fat-tree (k ports, l levels) k k l/2
full mesh (N nodes) N − 1 N(N − 1)/2
hypercube (n dimensions) n n · 2 n−1

scale-free (N nodes) (Based on Power-Law)
torus (n dims, N per dim) 2n n · N n

hop count, which tightens the fast path but at the cost of per-node resource growth.
Scale-free meshes speed up the first wave of diffusion, yet require explicit diversity and
degree caps to avoid super-spreader bottlenecks. Torus enforce symmetry and predictable
latency at moderate degrees, a good fit when one wants to compare protocols without
confounding effects from hub congestion. Taken together, the five families span the
main “deployment regimes” a blockchain may face: managed fabrics (fat-tree), small
all-to-all committees (mesh), structured bounded-degree overlays (hypercube/torus), and
heterogeneous public P2P networks (scale-free). These characteristics make the five
families useful reference points for reasoning about overlay choices – and, later in this
dissertation, for organizing controlled emulations – without committing to any particular
deployment.

2.3 Typical Workloads

Blockchains are general-purpose replicated state machines. A workload is the exogenous
stream of user actions that drives those machines: the arrival of transactions and smart-
contract calls, their payloads, their contention on shared state, and the temporal structure
of submissions. Alongside blockchain design and the overlay network, workloads co-
determine throughput, latency/finality, orphan or fork rates, and energy consumption.
Establishing portable, VM-agnostic workload definitions is therefore a prerequisite for
credible cross-platform comparisons.

In what follows we first fix workload semantics (what is executed) and only then discuss
and relate them to toolchains, so that later implementation choices do not back-drive
definitions.

2.3.1 Evolution and Taxonomy of Workloads

Early empirical studies [97,104,145] modeled workloads almost primarily as streams of
simple value transfers with constant-rate or near-Poisson arrivals to probe propagation,
confirmation, and consensus limits on UTXO or account-based ledgers. With the advent
of expressive smart-contract platforms – notably the EVM [331] and account-parallel
runtimes such as Solana’s Sealevel [343] – production traffic diversified to decentralized
exchange interactions, liquidity events, auctions, lending, NFT mints, gaming updates,
and adversarial spam floods. Execution models shape how identical business logic stresses
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different platforms: single-threaded EVM bytecode with gas metering emphasizes serial-
ization, packing efficiency, and fee-market dynamics [273,331], whereas account-scoped
parallelism enables concurrency conditioned on non-overlapping read/write sets [343]. A
portable benchmark must therefore abstract application semantics without baking in a
particular VM or runtime.

To characterize typical workloads without overfitting to any one chain, we adopt
a taxonomy with orthogonal axes grounded in prior workload literature and in our
benchmark lineage.

Temporal structure. This axis spans stationary streams, cyclostationary or diurnal
patterns, burst-suppress/relax dynamics, heavy-tailed inter-arrivals, and trace-based
replays of historical spikes; heavy tails and self-similarity are well documented in networked
systems and service traffic and inform our bursty vs. constant regimes [60,104,330].

Source model. This dimension includes parametric synthetic generators with con-
trollable arrival processes, trace replay from production or public datasets, and trace
distillation that preserves marginal and joint distributions (e.g., Zipfian key-touch, burst
sizes) while anonymizing identifiers; such generators and replays are standard in YCSB,
BlockBench, and Caliper and are inherited and extended in Diablo [92,113,154,173].

Operation semantics. This axis covers a spectrum from transfer-only to smart-contract
calls with varied read/write balance, event emissions, and payload sizes, including single-
call idempotent actions and multi-step workflows; this axis is central to EVM fee/packing
trade-offs and to account-parallel runtimes [331,343]. It also captures DeFi interactions
where AMM/CFMM invariants yield compact but highly contended state updates [24].

State-access pattern. The state-access axis distinguishes uniform from Zipfian/hotspot
popularity, compact contended state (order books, CFMM pools) from diffuse access,
and syntactic (shared-key) versus semantic (invariant-level) conflicts; Zipf-like popular-
ity is a canonical assumption in storage/service benchmarks and underpins contention
modeling [24,60,92].

Driver control. Driver configuration contrasts open-loop injection at target TPS
from closed-loop, client-limited pacing, and fixed-rate from feedback/backpressure-driven
regimes; this distinction is foundational in performance engineering and is reflected in
mainstream toolchains, which fixes the injected process independently of committed
outcomes [154,173,230].

Adversarial content. The content dimension separates benign mixes from stress/abuse
floods, fee/mempool manipulation, and leader/view-change triggers; stress-style loads are
common in blockchain scalability/security studies and inform overload scenarios [97, 145].
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Determinism and reproducibility. This criterion entails seeded randomness for key
selection and arrival jitter, fixed horizons, documented seeds, and replication across runs
and infrastructures [113,154].

This broader space subsumes the families used later and clarifies that static/constant
loads, variable/bursty loads, trace-based replays of past events, and smart-contract-capable
mixes are all first-class workload types treated explicitly in our methodology.

2.3.2 Canonical Families

Within the taxonomy above, a small number of recurring families provides compact
abstractions that map well to real use-cases while remaining VM-agnostic. Payments
represent long-running, nearly stationary retail flows that probe sustained capacity,
mempool pressure, and fee-market stability [273]. Market/Exchange captures bursty,
contended interactions on compact state (order placement, inventory checks) and also
abstracts DeFi CFMM calls in which pool reserves and price quotes are updated atomically
against an invariant [24]. High-frequency telemetry for games represents continuous,
high-rate state updates that stress batching, block packing, runtime scheduling, and
concurrency limits [113,343]. Stress/abuse floods provide flat, high-intensity injections
that expose backpressure, mempool eviction policies, commit-ratio collapse points, and
leader/view-change behavior [97,145].

These families are not exclusive: they intersect the axes above (temporal structure,
source model, semantics, access patterns, control, adversarial content, reproducibility)
and serve as reusable shapes of demand.

To make the families concrete, we outline a small portfolio of workloads that instantiate
different corners of the taxonomy and that will also be considered as standardized test
cases. Unless stated otherwise, the workloads below are taken from the Diablo benchmark
suite [154], which introduces and implements the corresponding application logic (smart
contracts, where applicable) and workload profiles [154]. In this dissertation, we integrate
these Diablo workloads into our experimental harness; any deviations from the original
suite are explicitly stated for each workload. The only newly contributed workload in this
portfolio is PayPal, which is implemented on top of the same transfer-only transaction
path used by the payment-style workloads.

Distributed Denial of Service (DDoS). A very high, transfer-only, flat injection
over a short horizon (constant open-loop pacing), exercising the stress/abuse family with
uniform state access; analytically useful to delineate collapse points and queuing/backpres-
sure regimes [97,145]. We adopt Diablo’s transfer-only DDoS workload as implemented
in the benchmark suite [154].

FIFA. A short-lived, extreme burst onto a compact counter/booking contract (hot-spot
keys), representative of ticketing spikes [27]; it sits with high contention and transient-heavy
arrivals. This workload is taken from Diablo’s FIFA application and burst profile [154].
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In this dissertation, we keep the application semantics and access hot-spots unchanged,
but increase the injection rate by approximately 10 times relative to the default Diablo
configuration to better stress peak-load behavior.

Google Apple Facebook Amazon Microsoft (GAFAM). A burst-then-settle
market scenario with a fixed SKU set (buy/check actions), mapping to compact contended
state and a cyclostationary temporal structure; it provides a clean lens on congestion/price-
formation mechanics in fee markets [273]. We adopt Diablo’s market/exchange workload
GAFAM and its transaction mix and temporal structure as implemented in the benchmark
suite [154].

Gaming. A continuous, multi-minute high-rate stream of small state updates, repre-
sentative of telemetry-like workloads with locality; it highlights runtime scheduling and
account-parallel execution limits [343]. We adopt Diablo’s Gaming workload and the
corresponding application logic as implemented in the benchmark suite [154].

PayPal. A constant-rate payment stream at low-to-mid intensity (stationary, diffuse
access). PayPal is handled in this thesis as a transfer-only, steady-regime payment
workload meant to complement VISA with a lower-intensity operating point. It builds on
the same baseline transfer transaction path used by the payment-style workloads in Diablo
(i.e., no third-party smart-contract code), differing only in its calibrated submission rate
and parameterization.

VISA. A higher-intensity card-rail proxy still below overload; both anchor the payments
family and are useful for steady-regime analysis of latency and throughput under open-loop
pacing [230]. We adopt Diablo’s transfer-only VISA workload [154] but recalibrate its
constant submission rate to match publicly reported VISA transaction volumes (used
only as an order-of-magnitude calibration target) [154]. The workload semantics remain
transfer-only and unchanged; only the rate parameter differs from the original Diablo
configuration.

Together these examples span static/constant versus variable/bursty arrivals, transfer-
only versus contract-capable mixes, compact versus diffuse state, and synthetic versus
trace-inspired sources, without committing to any specific platform or execution tool.
Importantly, the portfolio separates workload provenance (Diablo vs. newly contributed)
from parameterization changes (rate recalibration or scaling), to avoid ambiguity about
authorship and about what software artifacts are reused. This section intentionally
remains at the level of semantics and taxonomy; execution frameworks and measurement
methodology are orthogonal and introduced later on.
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2.4 Benchmarking Tools

Given the explosive growth and heterogeneity of the blockchain landscape, choosing
the most suitable protocol for a given application is far from straightforward. The
current ecosystem encompasses (i) public, private, and consortium chains and (ii) a broad
spectrum of consensus mechanisms and diverse profiles about performance, governance,
and security. In light of this complexity, developers, researchers, and stakeholders
must critically evaluate blockchain options based on the specific technical and economic
requirements of their application domains. This evaluation spans the following dimensions:

• Performance. Typically assessed in terms of throughput (TPS) [108,154], block
latency (the time between transaction issuance and final confirmation [146,156]), and
scalability under increasing load. These metrics remain among the most frequently
reported in blockchain comparisons [335].

• Energy. The energy profile of a blockchain reflects its sustainability and operational
cost. This includes the total energy consumed per transaction and the overall
footprint of the network [68,261,279].

• Economics. Quantitative indicators such as TVL, Gini coefficient (a measure of
wealth concentration and inequality among participants) [40,276], and velocity of
money (the rate at which tokens circulate, indicating economic activity) [103] offer
insights into the systemic economic behavior of a blockchain and its suitability for
use cases requiring robust financial interactions.

• Security. Blockchain systems must guarantee transaction finality and withstand
network faults. Attacks such as Sybil attacks (identity flooding) [62], 51% attacks
(majority control) [344], and Eclipse attacks (peer isolation) [166] test the robustness
of a system. For instance, PoW is highly resilient but energy-intensive [182,261],
while PoS may be susceptible to validator centralization if stake distribution is
skewed [99].

• Decentralization. This is often discussed but poorly measured. It includes
validator/node distribution, geographic dispersion, and diversity in control over
network resources [207]. High hardware requirements or low participation incentives
can lead to effective centralization even in permissionless systems [305].

• Governance. On-chain governance – where stakeholders vote directly on protocol
upgrades – is implemented in platforms like Tezos [14] and Polkadot [65], enabling
automated, fork-free protocol evolution. In contrast, off-chain governance, as seen
in Bitcoin, depends on developer consensus and community coordination [235].
Governance design influences not only upgrade flexibility but also community trust
and long-term resilience [69].

• Interoperability. As applications span multiple blockchains, protocols must enable
secure cross-chain interaction and composability. Frameworks like Polkadot and
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Cosmos facilitate interoperability via relay or hub-and-zone architectures [65,95].
Cross-chain bridges such as Wormhole [259] support asset and data transfers,
empowering complex multi-chain ecosystems.

The moral of the story is that there is no one-size-fits-all blockchains. The best protocol
for a particular use case depends on the specific mix of technical requirements, economic
goals, security guarantees, and deployment contexts. This complexity underscores the
need for transparent, standardized, and multidimensional benchmarking frameworks
– capable of comparing blockchain systems not just in idealized conditions but under
realistic, dynamic, and application-relevant scenarios.

2.4.1 Technical Frameworks

Due to its growing adoption, evaluating the performance and scalability of blockchain
systems has become fundamental. Benchmarking plays a key role in this process, support-
ing informed design and system tuning. A blockchain benchmark is a methodologically
controlled process that executes a target system under specified conditions (workloads,
network) to produce comparable measurements and to assess its suitability for a specific
use case. It enables the verification of protocol performance claims and guides stakehold-
ers in making informed decisions. Consequently, a variety of blockchain simulators and
emulators have been developed to facilitate controlled, repeatable benchmarking experi-
ments [15, 113,137,146,196,206,252,278]. They differ widely in scope and methodology,
hence comparing them is complicated.

Several tools reduce scale and complexity by modeling only consensus or abstracting
key behaviors. Minichain and BlockLite-toward focus only on the consensus algorithm due
to resource constraints [324,334]. Event-driven models such as SimBlock and CBlockSim
compute block creation probabilistically and decouple block generation from message
transmission [26]. We view simulators as reusable tools that replace full-system ex-
ecution to study scaling/topology effects. We capture testbeds later (Table 6.1) as
environment classes (e.g., cloud, local cluster, geo-emulated cluster). Assumptions like
always-full blocks (BlockSim-m) depart from real-world deployments with variable block
occupancy [13]. Frameworks like SIMBA and BlockPerf do not execute real clients,
limiting fidelity on critical data paths (mempools, signature verification), accuracy, and
resource contention [131,262].

A second family runs real clients with deployment/orchestration, sometimes exposing
partial network control. BlockBench and Diablo provide workloads and scripts to bring up
multi-node environments, but offer limited abstractions over the underlying testbed and
network layer [113,154]. BCTMark and COCONUT improve portability and parameteri-
zation (e.g., YAML topologies, tunable client settings), yet typically lack rich topological
diversity or strong network isolation [146,278]. Domain or stack-specific initiatives include
the Core-Bitcoin Network Simulator [15] and the BBB, JABS, and DLPS frameworks
addressing gaps from earlier approaches [137, 252, 339]. In the Ethereum ecosystem,
HIVE aids conformance and Caliper offers generic load generation; however, neither
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provides a fully controlled end-to-end environment (e.g., resource reservation, internal
state introspection, per-link policies) [123,173]. Some – like CIDDS and Bitcoin-Simulator
– model network characteristics but lack extensibility for diverse architectures [131,252].
Existing tools rarely combine real-client execution, topology control, integrated energy
measurement, and repeated-run variance analysis in one pipeline.

Table 2.5 provides an overview of the diversity and features of existing tools. Specifi-
cally, we report their publication year, programming language, supported network con-
figurations, orchestration strategies, execution mode, portability, workload support, the
presence of configurable network controls, whether its venue offered an artifact evaluation
(AE) process, and the status of ACM and IEEE badging [4, 176]. For ACM and IEEE
badges, we mark tools published before the introduction of the corresponding artifact
and reproducibility schemes (2016 for ACM, 2019 for IEEE) with “–”, indicating that
badges were not yet available [55,253]. The legend maps symbols to full, partial, none,
or unknown support. Most tools lack ACM/IEEE badges for reproducibility (different
team, same artifacts) and replicability (different team, independent artifacts) [4, 176]. We
treat badges as auxiliary signals and focus on the operational capabilities needed for
variance-centric evaluation (network control, topology enforcement, deterministic orches-
tration, repeated runs), marking missing documentation as “data unavailable”. Building
on observations from previous studies [108, 110], we view this systemic heterogeneity
along comparability-critical dimensions as a further motivation to move away from new
leaderboards or single-run point estimates and target instead experimental repeatability
and performance predictability under controlled, geo-emulated conditions.

2.4.2 Energetic Approaches

With regard to energy-aware measurement approaches, the literature reveals a strong
emphasis on solutions and methods for studying and analyzing energy consumption in
blockchains [25,67,87,164]. These approaches primarily focus on post-deployment analysis.
For example, the Cambridge Blockchain Network Sustainability Index (CBNSI) [67] is a
recent a posteriori tool offering insights into Bitcoin and Ethereum’s energy consumption.

Conversely, predictive methods, which rely on a testing environment, have received
significantly less attention. Although several blockchain benchmarking tools have been
developed [154,278], they lack an efficient way of measuring energy consumption. Instead,
it is typically measured manually or through external methods such as estimations. For in-
stance, the authors of [279] leverage a highly effective benchmarking tool (BCTMark [278])
that measures energy consumption by relying on both external instrumentation and
estimates based on Ethereum gas consumption.

In addition, a significant limitation in existing research lies in the evaluation of
network variations, encompassing not only different topologies but also diverse network
configurations that can characterize a distributed network of nodes such as a blockchain.
Most of these predictive studies on energy consumption in blockchains focus on IoT
and Software-Defined Networking (SDN) scenarios. The authors of [164] propose a
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Field-Programmable Gate Array (FPGA)-based testbed for estimating Bitcoin’s energy
consumption. The research in [25] highlights the critical role of the underlying network in
determining the energy efficiency of a blockchain, emphasizing how much it depends on
broadcast protocols and network size – an issue even more pronounced in IoT contexts. The
study highlights that blockchain peers often use a random neighbor selection mechanism
to decide which peers to exchange data with, which can lead to suboptimal communication
links.

DistBlockNet [288] and Blockchain Security over SDN (BSS) [37] lack an evaluation
of energy consumption. This gap could potentially introduce security challenges within
the architecture. The authors of [346] perform an energy comparison between different
routing protocols. However, the consensus protocol was offloaded from the IoT devices,
leading to a significant reduction in actual energy consumption.

In [87], the energy consumption of blockchain systems is analyzed through a model
that also accounts for network-related aspects, i.e., the number of messages exchanged
per transaction. However, it was not possible to test networks of varying sizes due to
resource constraints. This practical approach involved the use of a dedicated testbed
and monitoring devices to measure energy consumption during the experiments. The
study found that in Ripple [74] and Stellar [225] the majority of energy costs are due
to packet transmission rather than the consensus mechanism itself. In contrast, for
PoW-based systems, the consensus mechanism was identified as the primary source of
energy consumption.

In [279] the focus is on the evaluation of applications implemented via smart contracts.
It highlights that the highest energy consumption stems from call replications across the
entire network. This underscores the importance of accounting for network variations
in this context. However, despite leveraging tools like EnosLib [80] using Linux TC [57]
for network modeling, the framework is unable to fully emulate or replicate a complete
network topology.

2.4.3 Economic Indicators

Besides technical metrics (TPS, latency, energy), there are economic indicators that cap-
ture ecosystem balance and health such as TVL, wealth concentration via Gini/Nakamoto-
style measures [40, 276], participation and circulation proxies (active addresses, veloc-
ity) [31, 103, 213, 233], and dormancy-based metrics (Bitcoin Days Destroyed, average
dormancy) [19,139,294]. In practice, economic assessment relies on complementary families
of indices and methods, each highlighting a distinct facet of the on-chain economy:

• Capital lock-in and credit capacity. TVL is a proxy for the amount of capital
committed to protocols and thus for collateralization and credit creation potential
within DeFi ecosystems. It contextualizes throughput-oriented benchmarks with a
measure of financial depth.

• Distributional concentration. Inequality measures (e.g., Gini) and security-
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oriented concentration metrics (e.g., Nakamoto-style indices based on the minimum
set controlling a target share of stake, mining, or governance power) quantify how
ownership and control are distributed among participants [40,276]. These indicators
are typically computed over address/entity distributions and can be tracked over
time to study concentration dynamics.

• Participation and network usage. Activity metrics such as active addresses,
transaction counts, and retained vs. returning users capture user engagement and
the breadth of economic participation [31, 213, 233, 337]. Graph-based rankings
and flow-based centrality may be used to weight participants by their transactional
role [337].

• Circulation and monetary velocity. Velocity-style measures operationalize
how quickly units of value change hands, linking transactional activity to the
effective utilization of supply [103]. Variants include turnover ratios computed over
rolling windows, supply-segmented velocities (e.g., excluding illiquid tranches), and
protocol-specific adjustments.

• Dormancy and coin-age dynamics. Metrics based on holding time – e.g., Bitcoin
Days Destroyed and average dormancy – weight flows by the age of moved coins
to reveal reactivation of idle balances and shifts between saving and spending
regimes [19, 139,294]. These indicators help distinguish bursts of speculative churn
from structurally renewed circulation.

• Production-oriented efficiency. Building on notions from economics, technical
and scale efficiency separate input utilization from returns to scale, enabling com-
parisons of output per unit input and identification of (dis)economies of scale in
protocol operations [36, 115]. Such analyses can be paired with resource-cost lenses,
including energy expenditure per unit of economic output [68].

• Market microstructure and price dynamics. Price-based indices add a com-
plementary view on volatility regimes, liquidity conditions, and trend efficiency,
informing how market states co-vary with on-chain activity and participation [187].

• Resource utilization and slack. Concepts such as unused capacity can be adapted
to blockchain settings to reason about underutilized throughput, idle liquidity, or
latent collateral that could support more economic activity without additional
resource input [223,283].

2.5 Open Challenges

Despite ongoing efforts, blockchain benchmarking remains a young and fragmented
area. The community has built a spectrum of simulators, emulators, and orchestration
frameworks, yet credible comparisons among blockchains and deployments are still hard to
achieve. The difficulties are not merely technical; they arise from the interaction between
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system design, execution environments, network dynamics, and economic behavior. Below
we illustrate the main open challenges, highlighting where current practice falls short and
what capabilities are needed going forward.

2.5.1 Protocol Claims and Evidence-Based Validation

Many blockchain systems publicly advertise ambitious performance and scalability claims
that are often not representative of real-world deployment scenarios. These claims
typically assume ideal network conditions, overlook the impact of network dynamics, and
underestimate the consequences of validator centralization, security vulnerabilities, and
fundamental trade-offs. As a result, the promised throughput and latency numbers rarely
translate to production environments. Examples are:

• EOSIO. Claimed throughput of over 4,000 TPS using a Delegated Proof of Stake
(DPoS) consensus with low latency and high scalability. However, empirical studies
conducted on public deployments demonstrate significantly lower sustained through-
put – often in the low hundreds of TPS – and limited decentralization, as the
network is controlled by a small number of block producers [208,209].

• Solana. Advertised to support up to 200,000 TPS with low transaction fees and fast
finality. In practice, Solana has experienced multiple network outages in 2021 and
2022 triggered by congestion from spam transactions and bot activity, revealing the
fragility of the network under stress. Moreover, the high hardware requirements for
validators have led to centralization pressures, reducing the effective decentralization
of the network. Independent researchers report a peak of approximately 60,000 TPS
with a finality time of around 12 seconds under controlled testing conditions [154].

Benchmarks should explicitly state the assumptions behind claims and reproduce them
under transparent, instrumented setups with matched workloads and network policies;
otherwise, comparisons risk rewarding tuning for synthetic cases rather than robust
performance.

2.5.2 Standardization and Comparability

There is neither an agreed-upon benchmark suite, metric taxonomy, or reporting template
that captures the core dimensions of blockchain operation – throughput and latency
distributions, energy per transaction, failure behavior and recovery, and economic activity
signals – under well-defined workloads and network topologies, nor one that integrates
a heterogeneous mix of economic indicators into a coherent framework. The field is
still relatively young and lacks standardization in both methodology and tooling [203].
Existing benchmarking tools are often fragmented, blockchain specific, and not designed
for extensibility or cross-platform portability: some abstract away client execution and
data structures, others run full binaries but expose limited control over the network layer
or resource reservation [26,113,123,131,137,146,154,173,252,262,278,324,334,339]. Most
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Figure (2.3) Latency (ms) and throughput (Mbps) heatmaps for 2024 measurements (upper
colored triangles); % difference 2024 vs. 2023 (lower gray triangles). AWS regions: af-s-1
(Cape Town), ap-ne-1 (Tokyo), ap-s-1 (Mumbai), ap-se-2 (Sydney), eu-n-1 (Stockholm),
eu-s-1 (Milan), me-s-1 (Bahrain), sa-e-1 (Sao Paulo), us-e-2 (Ohio), and us-w-2 (Oregon).

studies prioritize isolated performance metrics over performance predictability, leaving
execution variability and experimental repeatability underexamined [108,154].

2.5.3 Variability and Cost of Uncontrolled Deployment Environments

Blockchain benchmarks primarily faces the inherent complexities of the execution environ-
ment. On the one hand, network emulators and VMs can reproduce network conditions
on a single local machine (e.g., Netlab [256]); however, such setups remain inadequate for
blockchain benchmarking. Blockchain networks typically involve hundreds or thousands
of concurrent nodes, exhibiting complex interactions, diverse latency profiles, and resource
contention patterns that local environments cannot realistically capture. Furthermore,
attempting to emulate large-scale distributed behavior on a single machine often results in
oversimplification, ultimately collapsing into a mere simulation. On the other hand, cloud
infrastructures are common in blockchain benchmarking for scalability and geolocation
support. Yet they introduce substantial variability and cost.

First, cloud networks are dynamic and opaque. While cloud platforms offer scalability
and high-performance nodes, their infrastructures are continuously evolving and fluctuating
network conditions introduce significant variability. We analyzed cross-region AWS RTT
traces (Apr. 2023–Jan. 2025) of which we report in Figure 2.4 the temporal standard
deviation of daily-mean RTTs, confirming sizable and time-varying latency dispersion in
public clouds, consistent with prior work [201]. We focused on 10 AWS regions across
different continents: af-s-1 (Cape Town), ap-ne-1 (Tokyo), ap-s-1 (Mumbai), ap-se-2
(Sydney), eu-n-1 (Stockholm), eu-s-1 (Milan), me-s-1 (Bahrain), sa-e-1 (Sao Paulo),
us-e-2 (Ohio), and us-w-2 (Oregon). Figure 2.4 shows how latency standard deviation (in
milliseconds) evolves over time, revealing clear temporal instability in cloud networking.
For instance, the Milan (eu-s-1 ) to Bahrain (me-s-1 ) latency deviation ranged from 20
ms (April 2023) to 5 ms (July 2023), rising again in later months. While often reflecting
service improvements, such fluctuations undermine the repeatability of experimental
results.

Second, cloud providers offer limited control over low-level network parameters. Users
cannot configure packet loss, link delays, or custom topologies without workarounds.
Network structures evolve behind the scenes and resource contention can arise from other
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Figure (2.4) Long-term standard deviation of daily-mean RTTs (Apr. ’23–Jan. ’25) across
10 AWS regions (see Figure 2.3). Each panel shows one source region against all destination
regions; measurements use one Amazon Elastic Compute Cloud (EC2) virtual machine
per region and cover all region pairs.

tenants.
Third, cloud-based experimentation is expensive. Large-scale experiments necessitate

deploying a significant number of instances (physical nodes or VMs) to accurately replicate
blockchain networks, sometimes consisting of thousands of nodes [254]. Our cost evaluation
study in Table 2.6 reports high costs for running several nodes continuously for a week,
e.g., operating 40 nodes incur costs of 2,800 USD, excluding extra charges for network
services and data transfer. This demonstrates the high cost associated with cloud-based
measurements at scale.

These factors underscore the need for controlled environments – especially full-stack
emulation with well-defined, instrumented, and repeatable infrastructure and topology.

2.5.4 Network Variability and Controllability

A particularly underexplored dimension is the network. Blockchains operate in inherently
dynamic network environments, subject to a wide variety of unpredictable conditions that
significantly impact performance and reliability, including but not limited to: node failures
and crashes, packet loss and retransmissions, network congestion and fluctuating latency,
link interruptions and network partitions. In blockchain systems, performance is influenced
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Table (2.6) Weekly cloud cost comparison for three scenarios: (i) 10 nodes, 30/60 vCPUs,
64/120 GB RAM; (ii) 200 nodes, 4 vCPUs, 8 GB RAM; (iii) 200 nodes, 8 vCPUs, 16 GB
RAM.

Cloud provider (instance types) (i) (ii) (iii)

Alibaba (i: ecs.c5.8xlarge/ecs.hfc6.10xlarge; ii: ecs.c5.xlarge; iii: ecs.c5.2xlarge.) 1,900 USD 7,500 USD 11,500 USD
AWS (i: c5.9xlarge; ii: c5.xlarge; iii: c5.2xlarge.) 2,000 USD 8,000 USD 14,000 USD
Azure (i: f32sv2-standard/f48sv2-standard; ii: f4sv2-standard; iii: f8sv2-standard.) 2,200 USD 8,500 USD 12,800 USD
Google Cloud Platform (i: c2-standard-30/c2-standard-60; ii: c2-standard-4; iii: c2-standard-8.) 2,500 USD 9,000 USD 13,500 USD

not only by the consensus mechanism – coordinating agreement under failures – but also by
topological factors – including the number of nodes, their interconnection layout, and the
latency distribution across links. Performance and energy hinge on overlay connectivity
and dissemination. Small changes in degree, diameter, and RTT distributions can alter
block propagation time, fork rates, leader timeouts, and tail latency; they can also shift the
balance between compute and communication costs [25,108,110,158]. Yet only a minority of
frameworks provide programmable topologies with per-link latency/bandwidth/jitter/loss
and fixed routing/queuing. These factors contribute to strong variability in operating
conditions, which challenge the applicability of idealized benchmarks and complicate
consistent performance evaluation.

2.5.5 Adversarial Dynamics

Real networks exhibit node churn, packet loss, congestion, and partitions; validators may
fail or misbehave; traffic patterns may be adversarial (spam, bot surges). Benchmarks
often assume benign steady-state conditions and omit structured stress testing. Yet public
history shows that congestion and bot activity can degrade liveness or finality in otherwise
high-throughput designs, revealing brittle failure modes that clean-room setups miss.
Incorporating fault injections (crash/restart, link drops, partitions), churn processes, and
adversarial traffic into standard scenarios remains a gap.

2.5.6 Resource Management and Measurement Fidelity

Accurate benchmarking requires modeling CPU contention, I/O pressure, cryptographic
verification pipelines, and storage behavior – together with network scheduling. Frame-
works that do not execute real clients, or that lack resource reservation and introspection,
struggle to capture these interactions [123, 131, 173, 262]. Even when real binaries are
used, the absence of deterministic orchestration (boot order/timing, pinned images/con-
figurations, CPU/memory affinities) reduces reproducibility and complicates root-cause
analysis [162,201].

2.5.7 Missing a Unified Index

In traditional economies, metrics like the Gini coefficient [40, 276] – which quantifies
wealth distribution – and Pareto efficiency [217] – which describes an optimal allocation of
resources where no individual’s well-being can improve without negatively affecting another
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– are used to identify economic inefficiencies and potential resource underutilization.
Furthermore, it is interesting that resource allocation analyses often incorporate concepts
such as the cost of unused capacity [283].

As for the research gap in relation to economic efficiency within blockchain and
cryptocurrency ecosystems, we identify numerous studies that examine supply distribution,
active user participation, and idle resources within these ecosystems.

Supply distribution impacts fairness, decentralization, and network stability [185].
Consensus mechanisms and other aspects impact cryptocurrency distribution, where wealth
concentration can affect security and exchange rates [194,276]. Actually, cryptocurrencies
exhibit high inequality patterns similar to traditional economies (e.g., DOGE [220] Gini
coefficient – 0.82 – is similar to US one – 0.84 [276]).

User participation affects liquidity and network value. In [337], an improved version
of the PageRank algorithm – a Google technology for ranking web pages based on their
importance – is used to evaluate Bitcoin user participation by taking into account both the
consistency and the variability of transaction patterns. Key metrics like active addresses,
transaction volume, and circulation frequency strongly correlate with price trends and
economic activity [31,213,233].

Idle assets signal inefficiencies in resource use [19, 139, 294]. A key metric here is
“Bitcoin Days Destroyed”, which measures transaction volume while accounting for how
long bitcoins have remained unused – highlighting the economic impact of previously
dormant coins becoming active again [294]. Another useful metric is average dormancy,
which tracks the duration that bitcoins remain inactive before reuse thus providing insights
into circulation patterns, although it does not directly measure monetary velocity or
account for the full money supply and price levels [19,139].

Together, these elements highlight the need for an integrated framework to evaluate
uniformly economic efficiency in blockchain systems [223].

Addressing these problems is essential for advancing blockchain research and enabling
the design of more robust, efficient, and trustworthy blockchain systems. Credible
blockchain benchmarking must bring methodological discipline and multi-dimensional
measurement into a single, controllable, and reproducible process. Only then can we
relate protocol design and deployment choices to their real effects on performance, energy,
and economic aspects.





Chapter 3

Lilith: A New Blockchain
Benchmarking Framework

This chapter presents Lilith as the methodological bridge between the benchmarking
challenges identified in Chapter 2 and a network-controlled solution for repeatable
blockchain evaluation. It first motivates the framework and clarifies its role in the
dissertation methodology (§3.1), then introduces the two main building blocks on which
it relies: the Diablo benchmark suite (§3.2) and the Kollaps network emulator (§3.3).
The chapter next describes how Lilith generates and instantiates logical overlay
topologies from measured network data (§3.4), the built-in workload profiles it bundles
(§3.5), and the blockchain backends considered in the study (§3.6). It subsequently
details the benchmark execution workflow (§3.7), the metrics gathering pipeline (§3.8),
and the testing configurations adopted throughout the evaluation (§3.9). Overall,
Lilith provides the experimental backbone for the comparative studies developed in
the forthcoming chapters, including the configuration, measurement, and reporting
choices that support repeatable and dispersion-aware analysis across heterogeneous
blockchain systems.

3.1 Lilith Overview

The motivation behind this dissertation arises from a fundamental yet insufficiently
addressed observation: evaluations of blockchain technologies often fail to reflect the
conditions under which these systems are designed to operate. Performance benchmarks
are often run in idealized lab settings; energy models overlook deployment heterogeneity;
economic analyses rarely account for structural asymmetries; and experimental repeata-
bility and prediction are more aspirational than achieved. In contrast, this work adopts a
grounded methodology that actively introduces and controls variability, while emphasizing
transparency and experimental repeatability. In doing so, this dissertation challenges con-
ventional benchmarking practices and offers a methodological approach that exemplifies a
multidimensional framework for evaluating blockchain efficiency under more representative
conditions. The findings expose latent system behaviors that often remain hidden in
standard setups and suggest new directions for both future research and protocol design.

45
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Figure (3.1) Architecture and execution flow of a Lilith experiment (dashed contour
lines represent existing components).

The previous chapter (see in particular §2.5) highlighted how current blockchain
benchmarking practices remain fragmented: results often rely on point estimates rather
than dispersion-aware reporting; workloads and overlays are coupled in ad-hoc ways that
hinder comparability; and, most critically, the network is treated as background noise
rather than a first-class experimental input. In this setting, even identical protocol stacks
can exhibit markedly different tail latencies and recovery behaviors when evaluated under
different, uncontrolled overlays. The consequence is a literature rich in numbers but poor
in like-for-like comparisons and limited in experimental repeatability.

This chapter introduces Lilith, our proposal to turn those gaps into design require-
ments for a practical blockchain benchmarking framework. The central idea is simple: if
performance and liveness hinge on dissemination paths and transport conditions, then
a benchmark must control the overlay and make its parameters explicit. Lilith imple-
ments this idea by combining a programmable, topology-aware network substrate with a
blockchain workload runner, so that experiments specify not only what transactions are
issued and when, but also who hears which message under what link conditions. Rather
than seeking Internet-scale fidelity, the framework targets controlled variability: per-run
conditions are fixed and inspectable; runs are scripted to reduce incidental nondeterminism;
and reports foreground distributions and run-to-run offsets, not just averages.

Lilith is system-agnostic at the orchestration and emulation layers, supports both
clusters and large-scale emulation, and integrates new backends through thin adapters
without changing the orchestrator. Its novelty is to benchmark real blockchain clients
under controlled emulation, making topology and link constraints explicit and reproducible.
This enables topology-aware analysis of performance, energy, and run-to-run variability
under fixed configurations without relying on opaque cloud networking. It integrates,
extends, and coordinates Diablo’s workflow and Kollaps’s network emulation capabilities.
It features a topology generator that creates ad-hoc network topologies, which are then fed
into the Kollaps module for precise emulation. Additionally, Lilith can enforce arbitrary
resource constraints, similar to selecting a specific instance in the cloud. Figure 3.1
illustrates the execution flow of Lilith.

In the integrated setting of Lilith, Diablo [154] provides the experiment scaffolding
and cross-chain workload execution, while Kollaps [17] offers an emulator for overlay
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topologies with configurable latency, bandwidth, jitter, and packet loss, among others.
Their combination lets us treat the network as an input knob and package full experimental
artifacts – scripts, seeds, topology specifications, and analysis notebooks – aligned with
community expectations for reproducibility and artifact badging [4, 176]. In turn, this
enables a clearer mapping from research questions to experimental conditions: we can
ask how overlay structure shapes throughput and tail latency under the same consensus,
whether dispersion tightens when conditions are controlled, and how results observed under
emulator control should be contextualized against the variance of multi-tenant clouds.
The entire experiment lifecycle is automated by using containerized services to improve
reproducibility and traceability, in the spirit of general-purpose evaluation frameworks such
as Fex [248], but specialized here to blockchain workloads and geo-emulated networking.

Lilith is not tied to a single physical deployment model. It can run on a local cluster,
on cloud-provisioned hosts, or on hybrid infrastructures, provided that the execution
units used by the benchmark – containers, VMs, or native processes – can be orchestrated
and monitored. In a cloud setting, Lilith interacts with the infrastructure at two levels.
First, the cloud provider supplies the physical hosts, regions, and instance types on which
blockchain nodes, workload generators, and monitoring services are deployed. Second,
Lilith and Kollaps impose an explicit experimental network on top of that substrate, by
configuring the overlay topology and its link properties, such as latency, bandwidth, jitter,
and packet loss. In this sense, Lilith does not assume that the cloud network is naturally
homogeneous. Rather, it uniformizes the effective network conditions experienced by the
blockchain nodes by fixing the experimental topology, resource limits, software versions,
deployment order, and workload profile. This distinction is important for public-cloud
experiments. Multi-region clouds expose realistic wide-area effects, but they also introduce
uncontrolled variability due to multi-tenancy, routing changes, heterogeneous instance
generations, and time-varying background traffic. Lilith can use cloud measurements as
input datasets or run directly on cloud instances while enforcing a reproducible overlay
through Kollaps. The result is not a claim that the underlying cloud network is identical
across runs; instead, the goal is to make the benchmarked communication layer explicit,
measurable, and repeatable enough to support controlled comparison across blockchains.

This chapter serves as a conceptual bridge from the challenges of Chapter 2 to
a concrete solution path. We do not present an exhaustive system description here;
instead, we motivate why Lilith is necessary and what role it plays in the dissertation’s
methodology. The subsequent sections detail the architecture and execution model,
formalize the notion of benchmark profiles, the metric and reporting schema, and the
artifact layout used throughout our case studies. The guiding premise remains constant:
by making the overlay explicit and reproducible, benchmarking becomes more comparable
across heterogeneous blockchains and more honest about uncertainty – turning variability
from a confounder into an object of study.
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3.2 The Diablo Benchmark Suite

We selected Diablo [154] as a building block since it is the one matching most of the features
in Table 2.5 and supports the different blockchain types discussed in §2.1.4. An experiment
coordinator called primary manages a distributed workload generation mechanism between
secondary nodes interacting with the specific blockchain via a dedicated client interface,
ensuring synchronized evaluations. Unlike many other tools that require an existing
blockchain infrastructure, along with the addresses of its nodes, the latest version of
Diablo introduces a set of Perl scripts called Minion [155], which automate the process of
building the infrastructure. Diablo can inject realistic workloads, e.g., smart contracts and
transfer transactions, with varying volumes and complexities, and supports multi-region
AWS deployments.

3.3 The Kollaps Network Emulator

To assess the impact of network properties on blockchain systems we leveraged Kollaps [17],
a decentralized network emulator for large-scale applications that models end-to-end
properties (e.g., latency, bandwidth, and packet loss). Its fully distributed model ensures
scalability while supporting dynamic changes to the topology, e.g., link or node removals,
service disruptions, etc. The routing paths of user-level data flows on the emulated
topologies can be dynamically determined – as in the link-state protocol Open Shortest
Path First (OSPF) that calculates routes on the shortest path tree – based on criteria
such as latency or hop count. Kollaps supports native processes as well as VMs and can
directly integrate with container orchestrators like Docker Swarm and Kubernetes. Its
network modeling features make it ideal for, though not limited to, cluster environments.

3.4 Network Topology Generation

The first step (Figure 3.1-➊) is to define the experiment parameters, including (i) the
network dataset, (ii) the target topology (Figure 3.1-➋), and (iii) additional experiment
parameters, e.g., the number of blockchain nodes or the characteristics of the workload.

The network dataset consists of experimental measurements of the network properties
related to nodes and regions. By specifying the network dataset structure (a CSV file
with columns src-region, dst-region, latency, throughput, hops), users can conduct
experiments and replicate network scenarios captured from various sources. This provides
a method to replicate existing deployments such as a cloud environment. Additionally,
users should provide the target topology shape that defines how nodes are connected.
When the input dataset is collected from a cloud provider, the CSV file represents
a measured view of the physical or virtualized underlay, for example region-to-region
latency, available throughput, and hop-related information. Lilith then maps these
measurements onto the selected logical overlay and lets Kollaps enforce the corresponding
link properties during the benchmark. Conversely, when the goal is to compare systems
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under a synthetic but controlled cloud-like scenario, the same CSV schema can encode
a target profile rather than a passive measurement. This makes cloud benchmarking
repeatable at the level that matters for the experiment: the blockchain nodes observe the
same configured communication constraints, even if the physical cloud substrate remains
externally managed and potentially variable.

In this dissertation, the term network topology primarily refers to the logical commu-
nication topology imposed among blockchain nodes by Lilith, i.e., the application-level
overlay through which transactions, blocks, and consensus messages are propagated. This
topology should not be conflated with the physical Internet or datacenter underlay. The
physical underlay may exhibit heavy-tailed or scale-free-like properties at some aggregation
levels, especially in wide-area settings, but blockchain protocols do not communicate over
a single fixed physical graph. Instead, they construct peer-to-peer overlays, relay layers,
validator committees, or permissioned connectivity patterns on top of the underlying
infrastructure. Therefore, the selected topologies are not intended to claim that the phys-
ical network takes five different shapes. Rather, they let us isolate how different overlay
properties – degree distribution, diameter, path redundancy, and hub dependence – affect
performance and energy under the same measured latency and bandwidth conditions.

Topologies alter propagation diameter, path diversity, and hub contention, so small
timing jitter can shift queueing/backpressure and timeout/commit schedules, shaping
tails and failures even under fixed network conditions. In our experiments, we evaluate
diverse logical network topologies – fat-tree, full mesh, hypercube, scale-free, and torus
– as proxies for common communication patterns observed in blockchain deployments.
Dynamic or hybrid overlays may change exact rankings, but not the structural dimensions
compared here. Scale-free is included because open wide-area systems may naturally
produce heterogeneous degree distributions, where a few well-connected peers or relays
act as hubs. The other topologies are included because blockchain deployments are not
limited to open public networks: permissioned systems, cloud-hosted validator sets, relay
backbones, and committee-based protocols may impose more structured, denser, or more
regular communication patterns. Under our emulator, each topology is exercised with
geo-latency and bandwidth conditions derived from measured network data, allowing us to
test structured fan-out (e.g., fat-tree/torus), dense committee communication (full mesh),
and heterogeneous peer connectivity (scale-free) in a controlled manner. Lilith supports
the five topologies in Figure 2.2 with nodes as validators, end users as Diablo entities,
and gateways as cloud regions connected by the defined topology. Additionally, it utilizes
the 10 AWS regions listed in Figure 2.3. Table 3.1(a) summarizes qualitative overlay
properties for interpretation. We evaluate all five topologies to avoid cherry-picking and
regard topology as a dispersion modulator.

A fat-tree topology, often used in data centers, consists of multiple gateways organized
in layers. For our emulated network of 10 AWS regions, we allocate 20% (2 gateways per
region) at the first level and 50% (5 regions) at the second level. Gateways for the first
and second levels are selected based on the lowest latencies in the dataset, while links
between gateways at these levels are assigned randomly to limit dynamic routing paths
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and promote information flow throughout the topology. Blockchain nodes connect to the
gateways at the second level.

In a full mesh topology each node is directly connected to every other node, reflecting
the connectivity of cloud-based deployments. In such topologies, high-latency links
simulate long intercontinental connections. This topology is easy to construct, with
all gateways interconnected, simplifying the scan of the network dataset to capture
region/gateway pairs and latency information.

A hypercube topology connects nodes via binary-based adjacency, forming a multi-
dimensional structure common in parallel and IoT systems. We encode each of the 10
AWS regions as 4-bit binary vectors representing numbers between 0 and 9 and generate
links by toggling one bit at a time, accepting only valid region indices.

In a scale-free topology few nodes have significantly more connections than others [77].
For our 10-AWS-region setting, we map each region to one gateway/node in the topology
and then generate the inter-region links through the preferential attachment algorithm [77],
so that nodes with higher degrees are more likely to be selected as new connections. Thus,
the 10 regions are encoded as the 10 nodes of the scale-free graph, while measured RTTs
are assigned to the corresponding inter-region links. This topology resembles Internet-like
(WAN) networks [77].

A torus topology connects nodes in a wrap-around grid, enabling efficient data
transfer, and is often used in supercomputing [323]. We construct a 2D torus (2 rows
and 5 columns) for 10 AWS regions, placing one gateway per slot. Starting with the
lowest-latency region pair in the first column, we iteratively add columns by selecting new
region pairs linked to the most recently added gateways, prioritizing low latency. Each
gateway connects to its previous column and adjacent row gateway.

Table 3.1 summarizes their structural properties, as well as aggregated statistics over
the imposed throughput and latency properties. Specifically, we report: degree, the
average number of neighbors per gateway; links, the total number of links; and average
latency and average throughput, computed from the respective network datasets used to
define each topology.

By incorporating latency and throughput into the structure of the network dataset,
evaluators can construct customized topologies that prioritize specific performance goals,
such as low latency over high throughput. Organizing the dataset accordingly and
selecting regions based on these metrics enable more targeted and meaningful performance
assessments. Furthermore, with Kollaps’s routing selection mechanism, we can determine
whether to optimize for the best latency or the fewest hops in the link selection.

3.5 Built-in Workloads

Lilith ships with a set of ready-to-use configurations that cover both the demand side
(workloads) and the supply side (blockchain backends), including setups that reproduce
configurations from prior work [154]. The goal is to enable immediate, comparable
experiments without bespoke setup, while still allowing users to tailor profiles to their
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own questions. §2.3 already introduced the workload families and their semantics (pay-
ments, market/exchange bursts, gaming telemetry, and stress/abuse). Here we focus on
what Lilith bundles as executable configurations, with explicit provenance and default
parameters for reproducibility.

Unless stated otherwise, the workloads DDoS, FIFA, GAFAM, Gaming, and VISA are
integrated from the Diablo benchmark suite [154]. In Lilith, we preserve their application
semantics (transaction mix and contract logic, when applicable) and expose them through
our declarative configuration interface. This thesis contributes one additional bundled
workload (PayPal) and introduces two explicit parameter updates with respect to Diablo:
(i) VISA is recalibrated to publicly reported throughput figures (order-of-magnitude
calibration) and (ii) FIFA is executed at an approximately 10 times higher injection
rate to probe peak-load behavior. They span (i) payment-style transfer workloads at
moderate and high transaction rates (PayPal and VISA), (ii) bursty and contention-heavy
smart-contract workloads derived from application traces (FIFA, GAFAM, and Gaming),
and (iii) stress-oriented overload conditions (DDoS). Accordingly, the injected TPS values
are controlled benchmarking inputs rather than claims that all profiles mirror current
production traffic. We keep offered-load intensity identical across systems to expose
both stable and near-saturation regimes. Overload outcomes are treated as informative
saturation/near-collapse outcomes (variance/failures).

The workload interface is not limited to single transfer transactions or isolated single-
contract invocations. In principle, Lilith can support more realistic application-level
patterns, including nested smart-contract requests, whenever the target blockchain and
its client adapter expose the required deployment and invocation primitives. A nested
smart-contract workload can be represented as a parameterized call graph, where one entry
transaction triggers a sequence of contract-to-contract calls, cross-module invocations,
or state-dependent execution paths. Such a profile would let the benchmark control
additional dimensions, including call depth, fan-out, read/write set overlap, state hot-
spots, gas or fee limits, and the probability of conditional branches. In the experiments of
this dissertation, we focus on the bundled workload portfolio – transfer-only workloads and
compact smart-contract workloads – because they provide reproducible, cross-system stress
profiles and keep the comparison tractable across heterogeneous execution environments.
Nested smart-contract requests are therefore not part of the reported measurements,
but they are compatible with the framework’s design: they would require extending
the workload generator and the blockchain-specific adapter, rather than changing the
network-emulation or orchestration pipeline.

DDoS. (Diablo workload, unchanged defaults.) A transfer-only, high, flat injection over
a short horizon (constant open-loop pacing), used to stress robustness under sustained
overload regimes [97,145,154]. The default bundled profile injects 10,000 TPS for 120 s
(Table 3.1b).
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FIFA. (Diablo workload, modified rate.) FIFA models a ticketing-style flash crowd
inspired by the FIFA 1998 World Cup website workload [27]. It targets a compact, highly
contended counter-like smart contract (hot-spot keys). Compared to the default Diablo
configuration [154], Lilith runs FIFA at an approximately 10 times higher injection rate
(45,000 TPS for 100 s by default) while keeping the contract logic and access hot-spots
unchanged.

GAFAM. (Diablo workload, unchanged defaults.) GAFAM represents a bursty mar-
ket/exchange scenario over a compact state, with buy/check actions defined on a fixed set
of stock keeping units (SKUs), derived from trace-inspired dynamics (an initial short-lived
peak followed by a low steady regime) [154]. In Lilith, we bundle the same GAFAM
application/workload profile as implemented in Diablo [154]; the default configuration
peaks at 20,000 TPS and then stabilizes around 100 TPS (Table 3.1b).

Gaming. (Diablo workload, unchanged defaults.) Gaming replays a high-frequency
update trace inspired by an online battle arena game (Dota2 ) [154,304]. We bundle the
same Diablo Gaming profile [154]: 276 s at an almost constant 13,000 injected TPS by
default.

PayPal. (Novel contribution, new bundled workload.) PayPal is a steady-regime,
transfer-only payment stream at low-to-mid intensity (stationary, diffuse access). Its
profile is derived from the 193 TPS average in [229]. For simplicity, it is implemented as a
constant-rate transfer-only profile (200 TPS for 300 s by default), reusing only the generic
transaction-submission path available in Lilith (i.e., no third-party smart-contract code).

VISA. (Diablo workload, recalibrated rate.) VISA is a higher-intensity transfer-only
payment proxy still below overload, useful to probe steady-regime latency/throughput
under open-loop pacing. The workload logic itself is integrated from Diablo [154]. Starting
from the 1,770 TPS figure reported in [154], we recalibrate the injection rate to 1,800
injected TPS for 300 s (Table 3.1b).

Extensibility is supported by allowing new workloads to be added through the same
declarative interface used by the bundled profiles (rate functions or trace replay, payload
encoders, and optional contract stubs), without changing the orchestrator.

3.6 Blockchains under Test

The default backend set covers heterogeneous blockchain designs in consensus, execution,
and networking so that comparisons are not bound to a single family. We include a public
PoS chain with fast finality (Algorand), a permissioned BFT design (Diem with HotStuff),
two EVM-based stacks with distinct finality models (Ethereum Clique and Quorum IBFT),
and a high-throughput PoS+BFT system with a parallel runtime (Solana). To ensure
consistency, we used the blockchain configurations from [154], with each blockchain
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Table (3.1) Selected topologies (a), workloads (b), and blockchains (c).

Topology Degree Links Avg. Lat. Avg. TPut Degree profile Graph diameter Path diversity Centralization
(ms) (Mbps)

fat-tree (k=4, l=2) k kl/2 102 712 structured low high low
full mesh (N nodes) N − 1 N(N − 1)/2 194 600 uniform very low high low
hypercube (n=4) n n · 2(n−1) 208 560 uniform low medium low
scale-free (N nodes) (Based on Power Law) 218 432 hub-heavy medium medium high
torus (N=5, n=2) 2n n · Nn 197 728 uniform high low low

(a) Topologies integrated in Lilith.

Workload Type Scenario Duration Injected
(s) (TPS)

DDoS Transfer transaction Constant rate 120 10,000
FIFA Smart contract High sending rate 100 45,000

GAFAM Smart contract Burst 180 20,000
down to 100

Gaming Smart contract Intensive 276 13,000
PayPal Transfer transaction Constant rate 300 200
VISA Transfer transaction Constant rate 300 1,800

(b) Workloads integrated in Lilith.

Blockchain Consensus VM DApp Block
Finality (s)

Claimed TPut
(TPS)

Algorand BBA∗ [76, 147] AVM PyTeal [11] 3.3 [12] 7.5K [12]
Diem HotStuff [347] MoveVM Move 100 [258] 60–1K [350]
Ethereum Clique [308] geth Solidity 10–20 [221] 10–15 [282]
Quorum IBFT [280] geth Solidity 2–15 [228] 0.7K–2.5K [98]
Solana TowerBFT [340] Sealevel Solang 12 [154] 65K [84]

(c) Blockchains integrated in Lilith.

version specified by the respective repository commits. We pin commits for stability
and comparability with prior work [108, 110], avoiding confounding version drift with
dispersion; the methodology is version-agnostic and can be rerun on newer releases. Their
high-level traits are reported in Table 3.1 and detailed in §2.1; here we summarize the
rationale for their inclusion.

Algorand [76,147] uses a pure PoS consensus algorithm, selecting nodes via sortition
to propose blocks. Transactions are finalized immediately upon inclusion, minimizing
fork risks. The platform provides a blocking API for transaction confirmation and uses
WebSockets over HTTP (TCP) for node communication, leveraging a gossip protocol [91].
Nodes validate messages to avoid duplicates, with default settings allowing up to 15
connections per IP and 2,400 incoming connections per port. During our experiments, we
focused on detecting transaction commits by polling the blockchain only after blocks were
added, which significantly boosted performance. Tests were conducted using Algorand at
commit 116c06e.

Diem [38] uses an adapted version of HotStuff [347] for deterministic finality with low
communication overhead. Its nodes limit memory pools to 100 transactions per signer,
addressed in tests by submitting transactions from 2,000 accounts. Our testing was based
on Diem’s testnet branch at commit 4b3bd1e. Though no longer active, Diem provides
valuable insights into permissioned infrastructures.

Ethereum [331] is a public blockchain platform for decentralized applications (DApps)
and smart contracts. In our experiments, the Clique PoA variant [308] was used, with
blocks added at 1-second intervals by validators in a round-robin manner. Dynamic fee
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adjustments were configured to handle gas variability introduced by the London update
(August 2021). Our benchmarks employ the Go implementation of the Ethereum protocol,
specifically at commit 72c2c0a.

Quorum [117] is a permissioned, enterprise Ethereum client that preserves Ethereum
JSON-RPC while adding permissioning and optional private transactions via an external
transaction manager. Following previous studies [39], we configured it with IBFT [280] at
commit 919800f to address message delays and vulnerabilities in PoA systems [308].

Solana [342] faces forks like Ethereum and requires 30 confirmations to finalize
transactions [301]. Blocks are added every 400 milliseconds, with a simplified data
structure and EdDSA signature replacing ECDSA. Solana’s API supports commitment
levels and block monitoring, with our evaluation periodically fetching block hashes within
typical DApp time constraints. We used commit 0d36961.

For each backend, Lilith bundles minimal adapters (RPC/ABI, transaction encoders,
confirmation/finality probes) and default node/client configurations aligned with prior
work [154]. This makes Lilith system-agnostic at the orchestration and emulation layers:
new blockchains can be integrated by implementing the thin adapter interface (submit,
poll/confirm, encode/decode, deploy), without modifying the orchestrator or the workload
engines.

3.7 Benchmark Execution

Lilith manages the installation of Docker daemons and Kollaps on the cluster nodes,
deploys the necessary experiment images, and sets up a network to distribute the ex-
periment among the machines (Figure 3.1-➌). The initialization phases can also enforce
resource limits (Figure 3.1-➍) to mimic specific computing or networking constraints
(leveraging cgroup’s container properties). The architecture integrates with Docker con-
tainers, though a similar approach can be used with other execution units (e.g., VMs,
native processes) with additional engineering efforts. Once all steps are completed, the
services can be initiated (Figure 3.1-➎).

The Lilith builder interacts (Figure 3.1-➏) with Diablo’s Minion so that the launcher
(Figure 3.1-➐) triggers Diablo’s mechanics to start its benchmark suite. Diablo’s Min-
ion [155] component is in charge of installing and bootstrapping the blockchain network
(Figure 3.1-➑). This process includes installing both Diablo and the blockchains depen-
dencies on the designated machines. The primary node coordinates the experiment
(Figure 3.1-➒): it orchestrates the execution of the various secondary nodes. To ensure a
ready blockchain environment where validators are aware of the current blockchain state
and clients can actively send transaction requests, the primary coordinates the blockchain
configuration by creating accounts and the genesis block, which is then distributed to all
blockchain nodes.

A given workload effectively starts when the secondaries inject the workload transac-
tions into the blockchain network (Figure 3.1-➓). Once finished, they collect and transmit
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the results back to the primary. The Lilith architecture includes a modular monitoring
component, which is in charge of collecting network usage with the vnstat tool [312]. Also,
an exporter module enables further refinements of both benchmark results and execution
trace during post-processing. The exporter gathers network monitoring data, validator
logs from the blockchain nodes, and benchmark execution records from the primary node.
A script plots the results as shown in the next chapters, allowing performance and network
metrics to be checked.

State initialization and seeding. In the current Lilith workflow, blockchain
networks are executed in a fresh-start regime inherited from Diablo/Minion: hosts are reset
between experiments and each run starts from a clean chain data directory and a newly
generated genesis configuration. Before traffic injection, the bootstrap phase performs only
minimal state seeding required by the benchmark portfolio, namely resource generation
such as funded account creation and, for smart-contract workloads, deployment of the
benchmark contracts (and their initial parameters) so that secondaries can immediately
invoke them. This matches Diablo’s execution model, where the primary performs
resource generation, including contract deployment, before distributing executable work
to secondaries.

Importantly, Lilith does not preload large historical snapshots (e.g., mainnet-like
states) by default. Therefore, in this dissertation the measurements primarily characterize
protocol behavior under controlled overlays and workloads with a small, benchmark-
initialized state, rather than long-term storage maintenance under multi-year chain
growth.

Implications of large state. In production, validators maintain a large and evolving
state in a key-value store (e.g., LevelDB in Geth and Ethereum-derived clients such as
GoQuorum, as well as RocksDB in Diem and Solana), which can exceed memory and shift
bottlenecks toward cache behavior and disk I/O. Such effects can significantly impact
throughput and latency compared to an empty or small-state deployment. Extending
Lilith to benchmark this regime would require explicit snapshot/state preloading mecha-
nisms per client; this is orthogonal to the overlay emulation pipeline and is left as future
work.

3.8 Metrics Gathering

Lilith measurement pipeline combines client-side traces, node/validator logs, overlay
counters, host-level resource monitors, and (when available) energy probes. Time is aligned
by the orchestrator so that per-source timestamps can be merged without post-hoc drift
correction.

We report five primary signals. First, the commit ratio quantifies the fraction of
submitted transactions that are durably committed (committed/submitted), making
admission failures visible under overload or churn. Second, throughput counts committed
TPS over sliding windows, with both sustained and peak values. Third, latency to
confirmation (often called block finality in prior work [154]) measures end-to-end time
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from issuance to first confirmation at the chain’s finality layer. Fourth, network load
captures per-interface throughput in Mbps and effective overlay utilization. Fifth, energy
probes based on Intel RAPL provide host-level processor/package energy indicators and
cumulative consumption (kWh), normalized as energy per committed transaction for
cross-run comparability. These values are a controlled proxy for computational energy,
not a full whole-system estimate.

Besides these primaries, Lilith collects host metrics (CPU, memory, disk I/O) to
assist diagnosis. All raw signals are exported as CSV/JSON with an explicit schema and
are bundled with plotting notebooks to reproduce figures as in the next chapters. To
preserve comparability, we mandate dispersion-aware reporting (run-to-run offsets under
identical seeds) rather than point estimates alone.

3.9 Testing Configurations

Lilith can run experiments on different testbeds (e.g., single machine, clusters, cloud
platforms). By using Kollaps, Lilith deterministically emulates WAN topologies (in-
cluding externally defined ones) with per-link controls (e.g., latency/bandwidth) and
latency-aware routing. We deploy clients in Docker Swarm with host networking, fixed
cgroup caps (8 vCPUs, 16 GB of RAM), and host-mounted volumes for state/logs; the
container stack is identical across runs, so it does not confound within-configuration
dispersion [133]. Unless noted, nodes run inside Docker with pinned images and CPU
affinities; an analogous setup with virtual machines or native processes is feasible but not
required. The setup comprises:

• Deployment & isolation. All nodes run on one on-premises cluster; services are
containerized with fixed CPU/RAM (pinned) to avoid cross-run interference.

• Network emulation. Kollaps enforces per-link latency/capacity (and time evo-
lution) on overlay edges for the selected topology; validators are not physically
geo-distributed.

• Run protocol. For each configuration, we run 10 independent trials; each resets
state (restart + fresh ledger), reapplies emulation, replays the trace, then tears
down.

• Measurement window. Metrics use a fixed post-warm-up steady-state window
whose bounds are detailed in the related scripts.

We vary three classes of factors:

• Topology and placement. We instantiate the families in Table 3.1(a) and assign
validators, seed nodes, and clients to regions/gateways according to the target graph;
per-link latency, bandwidth, jitter, and packet loss are taken from the selected
network dataset and enforced by Kollaps.
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• System scale and resources. We tune the number of validators per region and
the client fan-out, then we bound host resources (CPU cores, memory limits, and
per-container I/O) to emulate different instance classes.

• Demand and resilience. We execute the bundled workloads in open- or closed-loop
mode and inject controlled perturbations – packet drops, bandwidth caps, latency
spikes, link and node failures, and temporary partitions – to observe admission,
backlog growth, and recovery.

Fault injections are scripted with absolute times or event triggers (e.g., “after backlog
exceeds threshold”) and their effects are reflected in both performance and overlay traces.
This design allows us to answer like-for-like questions – e.g., how a change in overlay
diameter affects tail latency under the same workload and resource envelope – without
confounding cloud variance.





Chapter 4

Performance Efficiency:
Impact of Network Topologies

This chapter, which builds upon the article [108] that received the ACM Artifact Eval-
uation Badge v1.1 and the Best Student Paper Award, uses the Lilith benchmarking
framework to present an extensive evaluation of five blockchain systems under diverse
network topologies and workload types. We start by recalling the issue of performance
evaluation (§4.1) and defining our evaluation setup (§4.2). The results show that key
performance metrics such as throughput and latency are highly sensitive to network
structure, exposing critical bottlenecks and performance variabilities often overlooked
in previous benchmarking efforts (§4.3). We finally discuss outcomes and limitations
of our approach (§4.4).

4.1 Performance Evaluation of Blockchains

As discussed in Chapter 2, systematic and reproducible benchmarking of blockchains re-
mains an open problem. An essential aspect of benchmarking blockchains is to control the
communication topology experienced by blockchain nodes, namely the application-level
overlay together with the latency, bandwidth, loss, and routing properties inherited from
the physical underlay [17,205]. This distinction is important because the same physical
infrastructure can host different blockchain overlays and the same overlay can behave
differently when mapped onto different wide-area latency and bandwidth conditions.
Despite the significant impact of network dynamics (e.g., changes in link properties, node
failures, etc.), few studies have examined their influence on blockchain performance, with
notable examples including the effect of network latency on key parameters (e.g., block
size, frequency, or propagation [104,240]) as well as node failures and network contrac-
tion (e.g., China’s 2021 ban on Bitcoin mining [267]) and their consequences on the
network [272].

Our research aims to validate cluster as a cost-effective, reproducible environment for
the study of the impact of network topologies on blockchain performance. Aside from
prior work on hypercube topology benefits for Bitcoin [313], to the best of our knowledge
our work is the first in-depth experimental study across multiple real-world blockchains.

59
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In this chapter we measure the performance of five industry-grade blockchain systems –
Algorand [76,147], Diem [38], Ethereum [331], Quorum [117], and Solana [342] – across five
network topologies – fat-tree, full mesh, hypercube, scale-free, and torus – under different
workloads – smart contract requests and transfer transactions. Although blockchains
often adopt topologies suited to their design, such as fat-tree or hypercube for private ones
like Diem and scale-free for public systems like Ethereum, this study explores blockchain
topology reconfigurations to improve efficiency without altering their public or private
nature. Here are our key contributions:

• We release a 12-month-long network trace of cloud performance monitoring (available
at https://zenodo.org/records/11457020) that captures variability and challeng-
ing network conditions observed in cloud-based deployments.

• We release several ready-to-use network topologies and traces, enabling practitioners
to experiment with distributed systems beyond our blockchain measurement study.

• The main observations are: (i) Algorand and Diem show consistent performance
across various network topologies; (ii) Ethereum has the lowest TPS rate but
remains resilient to network issues, i.e., packet loss, link congestion, node crash, and
increasing latency; (iii) full mesh and hypercube topologies improve performance
across all tested blockchains; (iv) torus topology excels under heavy workloads;
(v) increasing the number of nodes reduces commit rate and raises block latency,
while higher network bandwidth has no effect on latency; (vi) Quorum is the
blockchain more affected by network dynamics.

For our measurements we use Lilith, the benchmarking framework previously pre-
sented in Chapter 3. The goal is to achieve reproducibility by having control over the
network topology.

4.2 Evaluation Setup

This section presents our experimental setup by detailing the experiment configurations.
Specifically, we analyze the impact of five distinct topologies on five blockchains running
six different workloads. We focus on four key performance metrics integrated in Lilith:
(i) commit ratio, i.e., the ratio of submitted to committed transactions; (ii) throughput,
measured in terms of TPS; (iii) block latency, i.e., the average time required to finalize
transactions, also referred to as block finality [154]; and (iv) network load, measured in
Mbps.

Our evaluation intends to provide insights into the following specific research questions:

RQ1 How do topologies affect blockchain performance and which is the optimal topology
for each blockchain?

RQ2 What is the impact of network perturbations on performance, such as packet loss,
congestion, node failures, and increased latency, and which blockchain is most
affected?

https://zenodo.org/records/11457020


4.3 Measurement Results 61

4.2.1 Experimental Assets

Recalling the definitions introduced in Chapter 2 and refined in Chapter 3, our experiments
combine five canonical network topologies – fat-tree, full mesh, hypercube, scale-free, and
2D torus – with six workloads that span transfer-only and smart-contract activity (DDoS
10,000 injected TPS; FIFA 45,000; GAFAM burst 20,000→100; Gaming 13,000; PayPal
200; VISA 1,800). We exercise five representative blockchains – Algorand (BBA∗/AVM),
Diem (HotStuff/MoveVM), Ethereum in its Clique PoA variant (geth/Solidity), Quorum
with IBFT (geth/Solidity), and Solana (TowerBFT/Sealevel) – using the configurations
and client-side submission/confirmation discipline established in [154]. For comparability
and reproducibility, we pin repository commits for each client (see §3.6) and reuse the
same API-level confirmation policy per chain.

4.2.2 Testing Configurations

Our cluster is composed of seven Dell PowerEdge R630 server machines, each equipped
with two 16-core/32-thread Intel Xeon E5-2683v4 clocked at 2.10 GHz CPU and 128 GB
of RAM, connected by a Dell S6010-ON 40 GbE switch. The nodes run Linux Ubuntu
22.04 LTS, kernel v5.15.0-107-generic.

We evaluate the impact of topologies by using different configurations, taking into
account (i) the number of nodes per region, (ii) varying link latencies, and (iii) the
bandwidth capacity for each blockchain node. We also study how the blockchains are
affected by faults happening in the network, i.e., emulating packet drop, congestion,
node failures, and increased latency, to observe failures in the reception/transmission of
messages between nodes during the workload execution. We present our results in the
next section.

4.3 Measurement Results

We study the impact of topologies on the various blockchains by focusing on the three
key performance metrics established at the beginning of §4.2. To ensure statistical
validity, results are averaged over ten independent runs; an exception is made for dynamic
experiments (see §4.3.4), for which – due to their length and time constraints – we average
over three runs.

4.3.1 Small Deployment

We begin by deploying one node per region, for a total of 10 nodes. The results are
depicted, for each topology, on the left side of Figure 4.1. For less demanding workloads
(GAFAM and PayPal), Algorand and Diem achieve a commit ratio greater than 80%,
which is close to 100% for PayPal, with Diem slightly outperforming the former. Although
the results are consistent across different topologies, we observe that Algorand experiences
a 50% drop in TPS (to 78 TPS) on a scale-free topology with the GAFAM workload.
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Quorum achieves a commit rate above 90% for the PayPal workload in hypercube
(Figure 4.1e) and torus (Figure 4.1i) topologies, due to low congestion in the torus and the
high connectivity of hypercube, which ease transaction retrieval. Solana exceeds 75% in
full mesh (Figure 4.1c) and hypercube (Figure 4.1e), whereas congestion in the remaining
topologies reduces the rate to below 50%.

Under heavy workloads Algorand performs better with a rate below 8% for transfer
transactions (DDoS, see Figure 4.1c) and below 3% for smart contract transactions
(Gaming and FIFA, see Figure 4.1a). This is explained by Algorand’s high capacity
transaction pool, which can handle up to 75,000 transactions [10].

As noted in prior works [154], Quorum fails to show commits for the most demanding
workloads. We ascribe this to the leader bottleneck in the BFT consensus used in Quorum,
which can saturate memory pools or network queues under high workloads.

Ethereum maintains a commit rate below 7% (see Figure 4.1a). It achieves higher block
latency (≥148 ms) for PayPal and VISA (less demanding transfer workloads) compared
to latency below 90 ms for high-demanding workloads (DDoS, FIFA, Gaming). This
is mainly due to the period between its consecutive blocks regardless of the network
bandwidth.

Algorand and Diem obtain the best results with the PayPal workload independent
from the topology. Interestingly, VISA is too demanding for all blockchains, with a commit
rate always below 32%. Algorand achieves the best results with the DDoS workload (up
to 8% commit rate over 10,000 injected TPS). Regarding smart contract executions, we
observe the best results with Algorand and Diem (achieving 100 TPS for FIFA, up to
150 TPS for GAFAM, and around 200 TPS for Gaming). Quorum and Solana obtain up
to 85 TPS for non-intensive smart contracts. Finally, benchmarks show poor results for
all intensive smart contract workloads (FIFA and Gaming).

4.3.2 Scaling the Network

We now focus on larger networks, deploying four nodes per region for a total of 40 nodes,
limited by our cluster resources to avoid overload. The results for each topology are
shown on the right side of Figure 4.1. As expected, a higher number of nodes per region
results in more links contending for the region gateway capacity. Even with a larger
set of available nodes, Quorum fails to handle high workloads. This is expected since
the consensus protocol used by Quorum has a quadratic cost with the number of nodes.
Solana commits only for the GAFAM workload for all the topologies, while PayPal and
VISA just with torus (see Figure 4.1i), failing for all others. We explain this behavior with
network congestion: Solana may drop newly submitted transactions if the outstanding
rebroadcast queue of an RPC node exceeds 10,000 transactions [298], preventing them
from being forwarded to the leader. Additionally, validators can become unresponsive
during periods of high load [219,299].

Ethereum achieves a low TPS regardless of the number of nodes in the network.
Algorand is the least affected by network size or by the additional network congestion.
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Notably, credential messages (e.g., used to authenticate participants within Algorand)
are significantly smaller in size (between 100 and 200 bytes) compared to block proposals
(5 MB). Their smaller size allows them to propagate more swiftly through the network.
This faster propagation helps peer nodes prioritize block proposals more effectively, thereby
alleviating network congestion.

4.3.3 Network Load

We study how the topology affects network traffic among the blockchain nodes. Figure 4.2
depicts these results. We notice that workloads with transfer transactions are lighter
compared to smart-contract-based ones. For instance, by looking at benchmarks with one
node per region (see Figure 4.2 left side), the PayPal workload consumes up to 270 Mbps
on hypercube topology, while FIFA consumes up to 2,948 Mbps on the same topology.
Moving towards four nodes per region (see Figure 4.2 right side), we notice a general
increase of network data along the GAFAM workload. In this case, the PayPal workload
consumes up to 470 Mbps across all the tested topologies, while FIFA consumes up to
4,405 Mbps on every topology. With a configuration of one node per region Solana shows
the highest network throughput, followed by Algorand and then Diem. But with four
nodes per region Algorand shows a higher network throughput, followed by Solana and
Quorum. On the other hand, Ethereum typically has the lowest bandwidth utilization,
followed by Quorum with one node per region and Diem with four nodes per region.

4.3.4 Network Dynamics

We now examine the effects of network degradation – packet loss, congestion, node failures,
and increasing latency – on blockchain performance. These experiments used a full mesh
topology and one node per region. For the packet loss, congestion, and node failure
experiments, we employed the PayPal workload (200 injected TPS for 300 seconds) to
test on a simple and sustained workload. Dynamic events were triggered 60 seconds into
the workload, with normal conditions restored after another 60 seconds.

In the packet loss experiments (see Figure 4.3a), we applied discrete packet drop
percentages (0%, 10%, 20%, 30%) to 1/3 of the links, selected at random according to a
uniform distribution. As expected, the performance of all systems degraded substantially
with higher packet loss. Algorand and Solana remained robust at 10% loss. Interestingly,
Quorum’s throughput sometimes improved, likely due to random link selection allowing
more efficient transaction distribution or isolating non-congested nodes.

During the bandwidth congestion experiments (see Figure 4.3b), we selected 10%, 20%,
and 30% of the links at random according to a uniform distribution and reduced their
bandwidth to 20% of their original capacity. Blockchains showed consistent performance
under increased congestion, with Solana being the most resilient.

Node crash experiments (with 10%, 20%, and 30% of total nodes crashed) revealed
that Algorand struggled significantly with 30% crashes (see Figure 4.3c), while Ethereum,
despite lower performance, was the most resilient. Diem, Quorum, and Solana exhibited
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(a) Fat-tree, one node/region.
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(b) Fat-tree, four nodes/region.
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(c) Full mesh, one node/region.
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(d) Full mesh, four nodes/region.
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(e) Hypercube, one node/region.
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(i) Torus, one node/region.
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Figure (4.1) Blockchain performance across various workloads using the 2023 AWS dataset
( Algorand , Diem , Ethereum , Quorum , Solana ).
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Figure (4.2) Network load (Mbps) during workload execution ( Algorand , Diem ,
Ethereum , Quorum , Solana ).

predictable, gradual performance drops as crashes increased.
For the increased latency experiments (see Figures 4.4 and 4.5), we extracted mini-

mum and maximum latency values for region pairs from the network dataset, ranging
approximately from 30 ms to 500 ms. We employed adapted and extended workloads:
for the PayPal workload, we conducted a 20-minute experiment where latencies began
to increase at the 10-minute mark (N1), gradually peaking over 200 seconds (N2) and
maintaining that level for an additional 60 seconds (N3) before returning to baseline
for the last 6 minutes; in the GAFAM workload, we performed a 5-minute experiment
where latencies rose after the first minute (S1), peaked after another minute (S2), and
remained at the maximum until the third minute (S3), gradually reverting to initial levels
thereafter. These scenarios were repeated starting with a baseline factor of 1×, followed
by incremental factors of 10×, simulating real-world conditions such as peak transaction
periods or network congestion during significant market changes [157]. As can be seen
from Figures 4.4 and 4.5, blockchains utilizing traditional consensus mechanisms, like Quo-
rum, exhibited longer recovery times as latencies increase. Algorand also demonstrated
repercussions with the PayPal workload due to rising latency, while Diem, Ethereum, and
Solana showed more robust behavior as latencies increase.

4.4 Discussion and Limitations

Among the blockchains presented in §4.2 and used in our experiments of §4.3, Algorand
and Diem are the most performant ones, exhibiting more consistent results (e.g., higher
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Figure (4.3) Network dynamics, one node per region, full mesh topology ( Algorand ,
Diem , Ethereum , Quorum , Solana ).
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Figure (4.4) Benchmark with
increasing latencies (PayPal workload).
Red lines mark latency variation events
(see §4.3.4).

Figure (4.5) Benchmark with
increasing latencies (GAFAM
workload). Red lines mark latency
variation events (see §4.3.4).
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TPS) across different topologies. Note that the results from Algorand are remarkable, as
it is a public blockchain with a decentralized consensus mechanism.

As the number of nodes per region/gateway in the network increases, the blockchains
exhibit a reduced commit rate while their average block latency augments. This is
expected since most blockchains (and in particular the ones under test) are known to scale
poorly with the number of nodes due to the inefficiencies of the underlying consensus
protocol [239].

In the light of our experimental results, we are now able to answer the research
questions posed in §4.2:

RQ1 Torus generally allows for better results with more demanding workloads. We
achieve the best overall results, across the five tested blockchains, atop full mesh
and hypercube, due to their high degree and link capacity.

RQ2 Our results demonstrate that Diem and Solana are the most affected by packet loss,
followed by Quorum and Algorand. Classical consensus mechanism, as in Quorum,
are less reactive to increasing latencies. Despite consistently exhibiting lower TPS
compared to the others, Ethereum is the least affected by these dynamic network
events.

These results should not be interpreted as a one-to-one mapping between blockchain
type and physical network topology. Public blockchains often run over open peer-to-peer
overlays deployed on top of a heterogeneous Internet underlay, and such overlays may
exhibit scale-free-like or heavy-tailed connectivity patterns. Permissioned or consortium
systems, instead, may deliberately impose more structured overlays because membership,
validator placement, and relay infrastructure are easier to control. The contribution of
our experiments is therefore comparative rather than descriptive: by keeping the physical
testbed and workload fixed while changing the logical overlay, we quantify how different
overlay properties – density, diameter, path diversity, and hub concentration – affect
throughput, latency, and robustness. In this sense, topology is treated as a controllable
design dimension rather than as a claim that real deployments always instantiate one
specific graph family.

Limitations. Lilith turns out to be resource-intensive for large-scale blockchain
simulations, especially with thousands of nodes. For instance, Solana requires 8 GB of
RAM and 16 threads per node, limiting scalability. Our experiments were limited to a
40-node network, sufficient to capture behaviors representative of real-world blockchains.
While larger networks could offer deeper insights, some studies show that performance
indices like consensus efficiency, throughput, and latency stabilize with relatively few
nodes [154,198]. Our setup, though smaller than public blockchains, enables controlled
experiments on performance trends. Manual adjustments addressed deployment variations,
limiting Lilith flexibility. A full mesh topology ensured comparability; decentralized
topologies will be explored by using Lilith. Besides networking, factors like consensus
and block size also affect performance and will be studied.
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Reproducibility. We release our dataset at https://doi.org/10.5281/

zenodo.11409100 with variance data showing Algorand and Diem as stable and Quorum
and Solana more sensitive. Findings inform resilient designs for permissioned systems.

https://doi.org/10.5281/zenodo.11409100
https://doi.org/10.5281/zenodo.11409100


Chapter 5

Energy Efficiency:
Impact of Network Topologies

This chapter, which is based on the article [110], investigates how network topology
and workload composition affect the energy efficiency of blockchain protocols. We
start by recalling the issue of energy consumption (§5.1) and defining our evaluation
methodology (§5.2). By capturing resource utilization under controlled conditions, we
discover non-obvious energy-performance trade-offs, showing that certain topologies,
while performant, are less energy-efficient and offering new insights for the design
of energy-aware blockchain infrastructures (§5.3). We finally discuss outcomes and
limitations of our approach (§5.4).

5.1 Energy Consumption of Blockchains

To achieve decentralization, a self-governing and computationally intensive validation
process executed by participating nodes, the consensus protocol [335], is necessary. Val-
idator nodes rely on high-performance hardware such as GPUs, FPGAs, and ASICs
to solve mathematical proofs for block validation and rewards. Despite their efficiency,
these devices incur significant economic and environmental costs. Consequently, the
rapid adoption of blockchain has driven energy demands, with Bitcoin mining in 2021
consuming nearly six times the amount of energy it consumed in 2017 and matching
the annual energy consumption of countries like Finland and Argentina [182]. This has
sparked global concern and efforts to mitigate blockchain environmental impact. Key
contributors to energy inefficiency include the consensus protocol in use and the hardware
employed by participating nodes. While research has focused on optimizing these factors
– such as transitioning from PoW to PoS [244] or developing energy-efficient hardware like
ASICs – other approaches have considered the adoption of renewable energy sources to
mitigate carbon emissions and methods for data optimization (e.g., data sharding) [316].
Additionally, a range of tools is available for analyzing blockchain energy consumption,
using both predictive evaluations (e.g., via testbed and benchmarking frameworks) and
post-deployment analysis (e.g., by means of visualization tools and measures [67]).

Despite such significant efforts and proposals to address excessive energy consumption,

69
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the role of network topology – affecting workload distribution, communication latency,
and overall blockchain efficiency [154] – remains largely overlooked. This limitation
hinders the development of holistic strategies to enhance blockchain sustainability. To
address this gap, we provide a systematic and comprehensive analysis of how network
topologies impact blockchain energy consumption under varying workloads, including
both transaction processing and smart contract execution. Specifically, we evaluate
five distinct network topologies – fat-tree, full mesh, hypercube, scale-free, and torus
– which represent different real-world blockchain network configurations, ranging from
public Internet networks to private data center infrastructures [313]. We investigate their
impact on the energy consumption of five public/private blockchains: Algorand [76,147],
Diem [38], Ethereum Clique [331], Quorum IBFT [117], and Solana [342]. We show
how the choice of the network topology plays a critical role in determining the energy
consumption of blockchain protocols. Specifically:

• Fat-tree and full mesh are generally the most energy-efficient topologies among all
blockchains, particularly in handling intensive workloads.

• Hypercube performs well for transaction processing workloads, especially for Algo-
rand and Diem, while scale-free and torus topologies show inefficiencies with certain
types of transactions.

• Torus underperforms in energy efficiency, particularly in Ethereum and Solana, due
to conflicts with increasing network size.

• Algorand and Diem benefit significantly from topologies like full mesh and hypercube,
maintaining a low energy consumption per transaction.

• Ethereum Clique shows the highest energy consumption per transaction, regardless
of the underlying topology.

• Quorum IBFT experiences increased energy consumption with more demanding
workloads, especially under fat-tree, hypercube, and torus topologies.

• Solana demonstrates high energy demands and operational failures in larger node
setups.

For our experiments, we extended Lilith, the blockchain benchmarking framework
presented in Chapter 3, by including Intel Running Average Power Limit (RAPL) energy
indicators to measure energy consumption. This integration enabled the generation of
custom network topologies, to emulate realistic communication patterns and measure
energy consumption under varying conditions. Rather than redefining workloads (intro-
duced in Chapter 2), here we select a subset: we use PayPal and VISA as steady transfer
workloads and GAFAM as a burst-then-settle smart-contract workload (see Chapter 2
and §3.5 for full definitions and provenance). We include neither extreme stress tests
such as DDoS and FIFA, nor high-frequency telemetry (Gaming), because the goal here
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is to study energy and networking effects in representative operating regimes rather than
overload collapse behavior.

Blockchain networks, especially those using PoW, face criticism for high energy
demands driven by competitive mining and resource-intensive cryptographic puzzles. Key
factors influencing energy consumption include hash functions, which are computationally
intensive tasks [182]. Despite the millions of participants racing to solve the puzzle,
only one is ultimately successful, leaving the others’ computational efforts effectively
wasted [182]. While validating a transaction in any blockchain network involves two main
energy components – local computation by a node and communication energy for packet
transmission between nodes – the computational demands of PoW are so high that the
energy costs of communication become negligible [87].

While Bitcoin’s PoW consumes between 200 and 950 kWh per transaction, Ethereum,
before transitioning to PoS, required approximately 75 kWh per transaction [87], highlight-
ing the need for more energy-efficient consensus mechanisms. These figures are not used as
direct baselines for our controlled experiments, because they refer to production networks
with Internet-scale participation, heterogeneous hardware, and background activity that
are absent from our testbed. They nevertheless provide an order-of-magnitude context for
interpreting the much smaller values measured under controlled, non-mining experimental
conditions. One of the most impactful solutions to address PoW inefficiencies is the
adoption of PoS consensus, which can reduce energy consumption by up to 99.5% [182].

By integrating RAPL energy counters in Lilith, we are able to emulate comprehensive
and configurable topologies with respect to various properties (e.g., latency, bandwidth,
packet drop, jitter, etc.) with greater accuracy than other similar tools, as demon-
strated in [17], and obtain energy measurements without the need for external or manual
instrumentation.

5.2 Evaluation Methodology

This section describes the experimental evaluation with details on the emulated environ-
ment as well as experiment configurations.

5.2.1 Framework

We conducted our experiments by using Lilith, the blockchain benchmark suite presented
in Chapter 3. To collect energy data, we leveraged Lilith’s extensibility to integrate
RAPL counters [190]. This hardware feature allows us to monitor energy consumption
across various domains of the CPU package and its components, as well as the DRAM
memory managed by the CPU. These are incremental energy counters that provide
measurements in microjoules. In our cluster setup, the machines are equipped with two
sockets (each with 16 cores/32 threads), so the recorded values represent the cumulative
energy consumption across both sockets. Specifically, we queried the available energy
counters by using the sysfs/powercap interface. To convert the energy consumption
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from microjoules to kWh, we first divide the values by 1, 000, 000 to obtain joules and
then use the conversion factor 1J = 2.7778 × 10−7 kWh.

5.2.2 Experimental Settings

Unless stated otherwise, this chapter reuses the same experimental setup introduced in
Chapter 3, including the cluster infrastructure and OS stack, the pinned blockchain client
versions and configurations, the five network topologies (fat-tree, full mesh, hypercube,
scale-free, and 2D torus), and the client-side submission/confirmation discipline.

5.3 Measurement Results

We investigate the impact of the five considered topologies on the energy consumption of the
five examined blockchains under the three aforementioned workloads. To ensure robustness,
each experiment was repeated ten times. The average energy consumption across these
runs is reported in Figures 5.1 to 5.6. In Figures 5.1 to 5.5 we present a multifaceted
analysis for each blockchain, including the total network energy consumption (left), the
average energy consumption per node (middle), and the average energy consumption
per committed transaction (right). We include the specific TPS for each experiment in
the bar plot, as this is essential for energy consumption analyses. Furthermore, for the
average energy consumption per node, we account for energy variability as the network
size increases (denoted by average · 10/40 in the legends of Figures 5.1 to 5.5).

Specifically, we illustrate the energy variation between the observed values for the
40 nodes configuration and the 10 nodes configuration, comparing these results to the
expected linear trend. For example, assuming linear scalability, a consumption of 2
kWh per node with 10 nodes would translate to 0.5 kWh per node with 40 nodes. In
Figure 5.6, we focus on the same topology for all blockchains. We examine the average
energy consumption per transaction, comparing it across all blockchains for the three
workloads and each topology.
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Figure (5.1) Algorand energy consumption (kWh): total over all nodes (A), average per
node (B), average per transaction (C).
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fat-tree full mesh hypercube scale-free torus
(A) - Network topologies - Total kWh over all nodes
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fat-tree full mesh hypercube scale-free torus
(B) - Network topologies - Average kWh per node
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fat-tree full mesh hypercube scale-free torus
(C) - Network topologies - Average kWh per transaction
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Figure (5.2) Diem energy consumption (kWh): total over all nodes (A), average per node
(B), average per transaction (C).
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fat-tree full mesh hypercube scale-free torus
(B) - Network topologies - Average kWh per node
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fat-tree full mesh hypercube scale-free torus
(C) - Network topologies - Average kWh per transaction
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Figure (5.3) Ethereum Clique energy consumption (kWh): total over all nodes (A), average
per node (B), average per transaction (C).
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(B) - Network topologies - Average kWh per node
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fat-tree full mesh hypercube scale-free torus
(C) - Network topologies - Average kWh per transaction
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Figure (5.4) Quorum IBFT energy consumption (kWh): total over all nodes (A), average
per node (B), average per transaction (C).
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(B) - Network topologies - Average kWh per node
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(C) - Network topologies - Average kWh per transaction
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Figure (5.5) Solana energy consumption (kWh): total over all nodes (A), average per
node (B), average per transaction (C).

5.3.1 Energy Variability as the Network Expands

Let us analyze how energy consumption varies as the system scales in size. Interestingly,
the data show that increasing the number of nodes in a network does not necessarily lead
to a proportional rise in the overall energy consumption. In many cases, the network
topology significantly and positively impacts the blockchain energy efficiency, although
its effectiveness varies depending on the workload being analyzed. For Algorand (see
Figure 5.1 A and B), the full mesh topology stands out for its ability to reduce energy
consumption (−17%) as the network grows, across all workloads, followed by the fat-tree
topology. However, fat-tree reacts poorly to smart-contract-based workloads, with energy
consumption per node increasing by over 20%. Similarly, hypercube and torus also exhibit
inefficiencies under transaction processing workloads. In the case of Diem (see Figure 5.2
A and B), the fat-tree topology is, on average, the most efficient across all workloads,
with energy savings up to 35%. Hypercube also performs well for transaction processing
workloads, reducing energy consumption by 40%, a trend that echoes the behavior observed
in Algorand. However, the scale-free topology excels under smart contract workloads
(−50%) but shows high consumption (+45%) for less intensive transaction processing
workloads, such as those resembling PayPal. Ethereum (see Figure 5.3 A and B), on the
other hand, struggles to achieve energy efficiency improvements as the network grows,
regardless of the used topology. Scale-free and torus perform poorly across all three
workloads, while hypercube and fat-tree are the least efficient for intensive transaction
processing workloads like VISA (+40%). For smart contract workloads, all topologies
contribute to a consumption increasing between 10% and 20%. For Quorum (see Figure 5.4
A and B), the fat-tree topology proves to be the most energy efficient across all three
workloads, particularly for transaction processing workloads (−10% to −20%), followed by
full mesh, which does not bring significant improvements or losses in energy consumption.
Conversely, torus is the least efficient, with consumption increases ranging from 15%
to 25%. Hypercube performs well with smart contract workloads (+20%) but struggles
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Figure (5.6) Comparison of average energy consumption (kWh) per transaction across
blockchains, stratified by topology ( 10 nodes , 40 nodes ).

with intensive transaction processing workloads like VISA, showing a +15% increase in
energy consumption. Finally, Solana (see Figure 5.5 A and B) faces severe scalability
issues, with committed transactions dropping to zero in many 40-node configurations,
which makes energy consumption irrelevant in most practical applications. However, for
transaction processing workloads, the torus topology still emerges as inefficient (+20%).
A broader analysis highlights some common trends among these blockchains. Full mesh
and fat-tree topologies tend to be the most energy efficient overall, adapting well to a
variety of workloads. In contrast, topologies like torus and scale-free, while occasionally
offering advantages in specific scenarios, are generally less reliable and often responsible for
higher energy consumption, particularly in extended network configurations or intensive
transaction processing workloads.

5.3.2 Network Topology Impact on Energy per Transaction

The relationship between energy consumption and committed transactions reveals that
higher energy usage does not necessarily translate into greater transactional throughput.
Instead, there is a clear negative correlation between energy per transaction (kWh/commit)
and the number of committed transactions (see Figures 5.1 to 5.5), which suggests that
protocols capable of handling higher transaction volumes tend to achieve greater energy
efficiency on a per-transaction basis. This highlights the importance of designing scalable
network topologies that optimize energy use as the network grows. Additionally, Figure 5.6
allows us to individually analyze each topology across all blockchains. Protocols like
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Algorand and Diem exemplify this efficiency, maintaining low energy consumption per
transaction (in the 10−4 order) under topologies such as hypercube and full mesh (see
Figures 5.1 and 5.2 C). These topologies enable both blockchains to process significant
transaction volumes with minimal energy overhead. However, torus is less efficient in
comparison, highlighting how the choice of a topology can influence energy dynamics
even within otherwise efficient systems. Ethereum, in stark contrast, exhibits the highest
energy consumption per transaction (ranging from the 10−3 to 10−2 order) among the
analyzed blockchains, regardless of the used network topology. This uniform inefficiency
across all topologies points to inherent limitations in Ethereum’s protocol design that
restrict energy efficiency, especially as transaction volumes grow. Quorum, while generally
more adaptable, experiences significant increases in energy consumption as workloads
intensify, particularly when transitioning from simpler PayPal-like workloads to more
demanding scenarios. This trend becomes even more pronounced under smart contract
workloads, with topologies such as fat-tree, hypercube, and torus demonstrating energy
consumption values in the 10−1 order range. As the network scales, Quorum’s energy
costs escalate further, indicating potential inefficiencies in adapting to high-demand
workloads. Solana, on the other hand, shows energy costs per transaction comparable
to those of Algorand and Diem under similar conditions, positioning it among the most
energy-efficient protocols. However, network size issues within Solana hinder accurate
quantification of its energy consumption as the network grows. Observations about the
torus topology suggest that network conflicts in larger configurations would likely lead
to increased energy consumption per transaction, undermining its otherwise competitive
energy efficiency.

5.3.3 Workload-Specific Insights

The impact of network topology on energy efficiency becomes even more apparent when
analyzing workload-specific behaviors across different blockchain protocols.

The PayPal workload, characterized by 200 TPS distributed over 300 seconds, is
relatively low in intensity compared to the other two workloads. Under this workload,
both Algorand and Diem maintain low energy consumption per transaction, with topologies
such as full mesh and hypercube performing well. On the other hand, topologies like
torus show slight inefficiencies, particularly for Ethereum and Quorum, where energy
consumption rises moderately. For PayPal-like workloads, fat-tree and full mesh topologies
are typically the most energy efficient.

The VISA workload, featuring 1,800 TPS for 300 seconds, significantly increases the
demand on the system. Here, Algorand and Diem again show superior efficiency, with
hypercube and full mesh ensuring energy efficiency even under high transaction volumes.
In contrast, Ethereum faces substantial energy inefficiencies, with energy consumption
rising across all topologies. Fat-tree and hypercube emerge as the least efficient under this
workload, especially for Ethereum, where consumption can rise by over 40%. Similarly,
Quorum exhibits an increase in energy usage under transaction processing workloads like
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VISA, especially with fat-tree and torus topologies, as the network scales.
The GAFAM workload, which executes smart contract calls over 180 seconds, presents

a unique challenge due to its burst nature – initially reaching 20,000 TPS and then
stabilizing at 100 TPS. For this workload, Algorand and Diem continue to demonstrate
low energy consumption per transaction, particularly under hypercube and full mesh
topologies. Torus again shows inefficiencies, especially with Ethereum, where energy
usage rises sharply as the burst phase of the GAFAM workload demands high throughput.
Fat-tree shows moderate efficiency for this workload, but its energy efficiency suffers
compared to other topologies when dealing with high bursts of transactions.

5.4 Discussion and Limitations

Network topology assumes a fundamental role in determining blockchain energy efficiency,
with fat-tree and full mesh topologies emerging as the most efficient for increasing
workloads. Algorand and Diem demonstrate superior efficiency, achieving low energy
consumption per transaction, particularly under full mesh and hypercube configurations.
However, the differences between Algorand and Diem are noteworthy. Algorand, as
a fully decentralized blockchain, must overcome the complexity of consensus without
central authority. Instead, Diem, with its centralized governance, inherently operates
with reduced energy requirements. While Diem’s efficiency is expected given its design,
Algorand’s ability to rival it highlights its advanced protocol optimization.

In stark contrast, Ethereum Clique features high energy consumption across all
topologies and workloads, particularly under intensive scenarios like VISA and GAFAM.

Quorum faces scalability challenges, with rising energy costs under demanding work-
loads, especially in fat-tree, hypercube, and torus topologies. Solana’s scalability issues
obscure accurate energy consumption assessments, as the torus topology amplifies ineffi-
ciencies with network growth.

Workload-specific analyses further emphasize that full mesh and hypercube topologies
perform best under lighter workloads (i.e., PayPal), while Algorand and Diem remain
efficient even under high-throughput tasks (i.e., VISA). However, burst-heavy workloads
(i.e., GAFAM) challenge all networks, exposing Ethereum’s inefficiencies and reinforcing
the robustness of Algorand and Diem.

Overall, our results highlight that blockchain design must align with optimal topologies
to enhance energy efficiency. While some public blockchains, like Ethereum, naturally
align with scale-free structures and private ones, like Diem, with fat-tree or hypercube,
our study suggests that node reconfigurations could further optimize efficiency while
preserving their fundamental characteristics.

Limitations. We conducted experiments on a 40-node blockchain network, offering
insights into small-scale benchmarking [198]. While we did not explore large-scale
dynamics, prior research [154] supports the representativeness of a 40-node setup.

We collected data from all ten runs, allowing variance and confidence interval calcula-
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tions, though these were omitted from figures for readability. Energy consumption was
measured at the machine level for practicality, but finer-grain container-level analysis is
possible [325]. Kollaps deploys containers based on resource availability, with minimal
overhead from additional processes. While containerization and emulation (Docker and
Kollaps) introduce differences from real-world deployments, they enable energy-efficient
evaluations while capturing topology impact.

Our measurements should be interpreted as controlled, testbed-level energy measure-
ments rather than as direct estimates of the energy footprint of the corresponding public
mainnets. We compare them with real-world figures reported in the literature only as
contextual anchors and order-of-magnitude sanity checks. The much lower values observed
in our controlled experiments are expected because our setup excludes Internet-wide node
populations, heterogeneous hardware, non-experimental background activity, and global
mining races. Therefore, this comparison is not an apples-to-apples validation against
production networks. The contribution of this chapter is comparative: under the same
hardware, workload, instrumentation, and emulated topology, it quantifies how topology
changes the relative energy efficiency of the tested blockchain implementations.

Electricity costs vary by region, so we report results in kWh, providing a basis for
cost-effective topology selection and environmental impact assessment. Though this study
focuses on static networks, our framework supports dynamic simulations of real-world
events (e.g., node churn, connectivity changes).

To ensure reproducibility, we analyzed blockchain platforms with distinct characteris-
tics (§3.6), aligning with Diablo [154], but additional blockchains, topologies, and complex
workloads can be considered.

Reproducibility. We support the reproducibility of our experiments by providing
the repository link https://doi.org/10.5281/zenodo.11409100 along with instructions
(file README_ICBC25.md) and datasets to replicate all experiments and results in this
chapter.

https://doi.org/10.5281/zenodo.11409100


Chapter 6

Experimental Repeatability
and Performance Predictability:
A Network-Controlled Approach

This chapter, which relies on the work [111], presents a multi-run, network-controlled
measurement campaign and a public dataset that quantify run-to-run variability and
performance predictability across blockchains, topologies, workloads, and node-set sizes.
We start by recalling the issue of repeatability and predictability (§6.1) and defining
our methodology (§6.2). Using dispersion metrics (e.g., worst-case deviation) together
with analysis of variance and intraclass correlation, we disentangle configuration
effects from exogenous noise and identify both stable and volatile blockchain-topology
pairs under geographically emulated network conditions (§6.3). The study highlights
how uncontrolled infrastructures such as public clouds can hide or distort these effects
and advocates controlled benchmarking frameworks like Lilith in order to support
thorough, repeatable comparative evaluations (§6.4).

6.1 Repeatability and Predictability

This chapter targets two critical aspects of experimental rigor in blockchain benchmarking:
experimental repeatability, that is the ability to reproduce outcomes under identical
experimental conditions [4], and performance predictability, the ability of the system to
guarantee consistent performance (e.g., latency, throughput) that are not easily degraded
by adverse conditions, in line with [307].

This raises several issues. Given a fixed blockchain-topology-workload configuration,
how stable are results across independent runs? And how much of the variance stems from
network topology and system design as opposed to infrastructure noise? To achieve a
dependable performance evaluation, conclusions must be robust across repeated controlled
runs, not just single point estimates.

We address these gaps with a variance-centric benchmarking methodology that fore-
grounds execution variability and treat intra-configuration dispersion – i.e., how outcomes
spread across independent runs under the same configuration – as a primary evaluation

79
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target rather than incidental noise. By variance-centric we mean that we quantify both
typical dispersion around the mean and behavior in the tails: we pair robust dispersion
indices like interquartile range (IQR) and normalized standard deviation (Std) with
worst-case deviation (WCD) indices that capture how far individual runs drift from
their configuration mean, in absolute units and as a percentage. We complement these
per-configuration views with factorial ANOVA and intraclass correlation coefficient (ICC),
which decompose variance across experimental factors and quantify run-to-run consistency.

To concretize this vision, we build on recent benchmarking frameworks [17,108,154] to
construct a controlled, geo-emulated testbed and obtain a public dataset of ten independent
runs per configuration. We focus on a single cluster to study experimental repeatability
under deterministic conditions. This is a prerequisite baseline for later cross-infrastructure
reproducibility and replicability studies, which we leave as future work. Wide-area
effects are preserved and reproduced logically at the network layer via deterministic
geo-emulation of latency, link throughput, and topology dynamics derived from measured
WAN traces (Figure 2.4), decoupling networking causes from infrastructure noise. In this
way, all validators physically run on the same controlled cluster (with a validator being
a blockchain node). We implement this environment with Lilith (Chapter 3), which
automates deployment and workload generation while providing repeatable, controlled
network emulation on a fixed computing substrate.

Our experiments span five industry-grade blockchains (Algorand [147], Diem [38],
Ethereum Clique [308], Quorum IBFT [117], and Solana [342]), five network topologies
(fat-tree, full mesh, hypercube, scale-free, torus), and three workloads (GAFAM, PayPal,
VISA). These dimensions cover realistic heterogeneity in consensus, architecture, and
use cases and reproduce configurations studied in prior performance- and energy-centric
work [108,110,154], including legacy systems (e.g., Diem). For each blockchain-topology-
workload configuration, we collect ten independent runs under identical software versions
and deterministic network conditions, together with per-run metrics. The resulting
dataset (available at https://doi.org/10.5281/zenodo.17681717) is a new, variance-
centric release. For each configuration we characterize dispersion via IQR and Std as
well as tail behavior via WCD, defined as the maximum deviation of any run from
the configuration mean and reported both in absolute units (TPS, Lat, kWh) and as
a percentage [315]. Factorial ANOVA [183] decomposes variance across blockchains,
topologies, workloads, and validator-set size, while ICC [192] quantifies how much of the
observed variability is systematic as opposed to pure noise. While we reuse the same
systems/topologies/workloads of recent geo-emulated studies [108, 110] for comparability,
we ask a different question: not which configuration is fastest on average, but how
predictable results are under controlled geo-emulated WAN conditions. Accordingly, we
report dispersion and tail risk anchored to the configuration mean (absolute units and %),
separate failures from successful runs, and attribute systematic drivers via ANOVA/ICC.
Our findings include:

• Throughput and latency exhibit substantial run-to-run variability: typical dispersion

https://doi.org/10.5281/zenodo.17681717
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(IQR%, normalized Std%) stays moderate for Algorand, Diem, and Ethereum Clique,
yet single-run deviations can reach 1, 200%, with absolute ranges up to 684.80 TPS
and 247.86 s. Energy is steadier and workload-driven, with ranges within 14–19 kWh,
in line with prior energy measurements [110].

• Factorial ANOVA shows that the blockchain and its interaction with the workload
explain most throughput and latency variance, while topology and validator-set size
have a smaller impact; high ICC values indicate that most dispersion is systematic
and rooted in design choices rather than uncontrolled infrastructure noise.

• Topology, workload, and validator-set size mainly modulate variability: torus tends
to concentrate the most stable configurations, PayPal and VISA workloads amplify
swings while GAFAM workload sits in between. Scaling from 10 to 40 validators can
reduce some extremes, yet increase relative sensitivity in already fragile blockchains.

In addition to consolidating what has been presented in Chapters 4 and 5, this work
makes the following contributions: (i) a four-level predictability taxonomy (P0–P3);
(ii) a variance-first evaluation methodology for geo-emulated blockchain experiments that
reports typical dispersion (IQR%, Std%) and tail risk (WCD/WCD%) anchored to per-
configuration means and explicit failure regimes; (iii) a public dataset of 10 independent
runs per configuration under pinned commits and deterministic network conditions
(vs. 3 runs in recent geo-emulated studies [108, 110]); (iv) a dataset-wide statistical
attribution (ANOVA/ICC) that ranks dominant dispersion drivers and quantifies run-to-
run consistency.

6.2 Methodology

Benchmarking distributed systems such as blockchains requires minimizing external
variability to ensure meaningful performance comparisons, particularly when assessing
the impact of network topology or workload dynamics. To this end, all experiments
were conducted by using Lilith so as to ensure deterministic, repeatable runs under
programmable network conditions.

6.2.1 P0–P3 Labels, Predictability, and Network Isolation

We use P0–P3 as a maturity-reporting label for evidence quality, grounded in repeata-
bility/reproducibility/replicability notions (see end of §2.4.1) and whether dispersion is
measured under controlled repetitions: P0 means uncontrolled observations (e.g., mainnet
traces) [251]; P1 means controlled but mean/point-estimate-centric testbeds [108,110,154];
P2 means controlled studies quantifying run-to-run dispersion (this work); P3 means
validated models predicting performance distributions ex ante. This ladder is only context
for variance-aware reporting, not a novelty claim. This perspective echoes earlier work
on dependability benchmarking and measurement theory, which argued that meaningful
claims require controlled fault and load models together with well-defined metrics [56,317].
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Table (6.1) Representative blockchain performance studies and their position in the P0–P3
ladder. Legend: ✓ variance reporting; H# some distributional analysis (e.g., percentiles)
but not under controlled repeated setups; � data unavailable; ✗ single-run or averages
only. B × T × W × S = Blockchains × Topologies × Workloads × Scales (validator-set
sizes).

Work Year Environment Variance
focus Level B × T × W × S Runs

[113] 2017 Local testbed, multi-platform ✗ P1 3 × 1 × 6 × 7 5
[173] 2018 Cloud/local, cross-platform ✗ P1 3 × 1 × 3 × 1 1
[278] 2020 Energy-centric testbed H# P1 � �
[268] 2023 Single-machine multi-node testbed ✗ P1 2 × 1 × 2 × 3 3
[146] 2023 Latency benchmarking H# P1 7 × 1 × 6 × 4 �
[251] 2023 Ethereum mainnet ✓ P0 1 × 1 × 1 × 1 1
[218] 2023 Bitcoin traces + queueing model ✓ P0 1 × 1 × 1 × 1 1
[154] 2023 Cloud, cross-platform ✗ P1 6 × 1 × 5 × 2 �
[156] 2024 Tail-latency analysis on testbed H# P1/P2 5 × 1 × 1 × 1 �
[319] 2024 Cloud testbed ✗ P1 4 × 1 × 1 × 1 3
[260] 2025 Parallel/distributed simulator ✗ P1 1 × 1 × 2 × 4 5
[108] 2025 Geo-emulated testbed ✗ P1 5 × 5 × 5 × 2 3
[110] 2025 Geo-emulated testbed ✗ P1 5 × 5 × 3 × 2 3

This work 2026 Geo-emulated testbed ✓ P2 5 × 5 × 3 × 2 10

Table 6.1 maps representative performance studies, not tools per se, within this ladder,
distinguishing between control over the execution environment (mainnet vs. testbed, where
we treat testbeds as environment classes such as cloud, local clusters, and emulation-based
platforms) and whether variability is explicitly measured and reported. Mainnet-oriented
studies [218,251] explicitly analyze distributions of confirmation times and related signals,
but operate in evolving, uncontrolled environments and therefore remain at P0. Testbed-
based tools such as BlockBench, Caliper, and Diablo move to P1 by providing controlled
execution environments, yet typically report single-run averages or coarse percentiles
without systematic multi-run analysis. Recent geo-emulated studies [108, 110] further
strengthen control by enforcing deterministic wide-area topologies and network conditions,
but still emphasize point estimates and remain silent about run-to-run dispersion.

Bridging this gap from P0/P1 to P2 requires explicit control over the execution
conditions that drive variability, in particular the network layer and the orchestration
of nodes and workloads. Blockchain performance arises from system logic, execution
engines, and network dynamics. In practice, performance predictability depends on strong
network isolation [162, 201] and requires: (i) deterministic orchestration of nodes and
services (i.e., fixed boot order and timing, pinned images and configurations, CPU and
memory affinities); (ii) explicit network topology and link properties (i.e., per-link latency,
bandwidth, packet loss; fixed routing and queueing); (iii) controlled workload injection
(i.e., predefined open- or closed-loop modes, fixed inter-arrivals or traces, warm-up and
steady-state windows); (iv) minimization of external variability via automation and
emulation (i.e., scripted builds, identical environments, network emulation, background
noise disabled).

Most existing tools only partially satisfy these requirements (Table 2.5), which helps
explain why the state of the art largely stops at P0/P1. Prior works using Lilith reported
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mainly mean-centric outcomes [108,110] with 3 repetitions per configuration. We extend
them with a 10-run, variance-centric P2 design focused on predictability (see §3.1). We do
not pursue a cross-system leaderboard; cross-system comparisons serve only to disentangle
the roles of network topology and system design in driving variability.

6.2.2 Controlled Testbed and Experimental Design

All experiments run on an on-premises cluster of 7 dual-socket servers, each with two 16-
core Intel Xeon CPUs (32 hardware threads in total) and 128 GB of RAM, interconnected
via a non-blocking 40 GbE switch and running Ubuntu 22.04 LTS with kernel 5.15. This
setup avoids the unpredictability of shared or virtualized public clouds while giving full
control over the logical network: network conditions derived from geo-latency traces
and time-varying network conditions are enforced by the emulator across nodes that
physically reside in a single cluster. The cluster thus serves as a stable execution substrate,
while geo-distribution is realized logically at the network layer, reducing cost, enabling
deterministic orchestration (deployment timing, CPU isolation, topology enforcement),
and providing a clean baseline for experimental repeatability analysis.

We evaluate the five network topologies of §3.4 and the five blockchains of §3.6 under
the three workload configurations of §3.5 and two validator-set sizes (10, 40) on a single
cluster, then apply variance-centric statistical metrics. Blockchains are run with specific
Git commits – the exact source snapshot – and literature-based configs [108, 110, 154];
seeded, pre-scheduled topologies/workloads ensure experimental repeatability.

6.2.3 Statistical Treatment of Variability

Our experimental campaign executes multiple independent runs for each configuration
c = (B, T, W, S), where B is the blockchain, T the network topology, W the workload,
and S the validator-set size (10 or 40 validators). For each run we record throughput
(TPS), block latency, and total cluster energy (kWh). Let y

(k)
c,r be the value of metric

k ∈ {TPS, Lat, En} for configuration c at run r, r = 1, . . . , nc with nc = 10. To lighten
notation we omit (k) and write yc,r, with the understanding that all quantities are
computed per metric. For each configuration c we compute the sample mean m and
sample variance σ2:

mc = 1
nc

nc∑
r=1

yc,r (6.1) σ2
c = 1

nc

nc∑
r=1

(
yc,r − mc

)2 (6.2)

with standard deviation σc =
√

σ2
c , the minimum and maximum values:

ymin
c = min

r
yc,r, ymax

c = max
r

yc,r (6.3)

and the empirical 25th and 75th percentiles Q1,c and Q3,c of {yc,r}r. The interquartile
range (IQR) is given by:

IQRc = Q3,c − Q1,c (6.4)

capturing the width of the central 50% of the runs and offering robustness to occasional
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extremes [315]. To compare spreads across configurations with different scales, we
normalize both IQR and standard deviation by the mean:

IQR%c = 100 · IQRc

mc
(6.5) Std%c = 100 · σc

mc
(6.6)

so that IQR%c and Std%c provide complementary views of typical dispersion around the
mean (robust quantile-based vs. moment-based).

To characterize tail behavior we also measure how far the most unstable runs can
drift from the configuration mean. We first define the downward and upward deviations
from mc as ∆↓

c = mc − ymin
c and ∆↑

c = ymax
c − mc, respectively. The worst-case deviation

(WCD) is then the largest of these two one-sided excursions:

WCDc = max
{
∆↓

c , ∆↑
c

}
= max

{
|ymin

c − mc|, |ymax
c − mc|

}
(6.7)

with normalized form:
WCD%c = 100 · WCDc

mc
(6.8)

which measures the worst single-run deviation as a percentage of the configuration mean.
For interpretability in the original units we also track the absolute range:

∆abs,c = ymax
c − ymin

c = ∆↓
c + ∆↑

c (6.9)

which quantifies the full peak-to-peak excursion across runs (TPS, seconds, kWh). We
retain extreme outcomes in WCD/WCD%: they are part of the distribution and expose
tail risk under a fixed configuration. In summary, we use five variability metrics per
configuration: two to capture typical dispersion around the mean (IQR%c and Std%c)
and three to capture worst-case behavior in the tails (WCDc, WCD%c, and ∆abs,c), with
the former driving our “typical variability” analysis and the latter our worst-case and
fragility analysis.

While these indices quantify how much variability each configuration exhibits, they do
not explain where variability originates. Even under deterministic orchestration, intrinsic
protocol/implementation nondeterminism and threshold effects (mempool/backpressure,
batching, timeouts) can amplify small jitters into divergent commit paths. To attribute
variance to design choices, we perform a factorial ANOVA on per-run metrics [183]. Let
yi denote an observation from run i with associated factors blockchain B, topology T ,
workload W , and size S. For each metric we fit the fixed-effects model:

yi = µ + αB + βT + γW + δS + (αβ)B×T + (αγ)B×W + ε (6.10)

where µ is the overall mean (i.e., the grand mean across all observations yi), αB, βT ,
γW , and δS are the main effects of B, T , W , and S, and (αβ)B×T and (αγ)B×W are
two-way interactions capturing how topology and workload sensitivity depend on the
system design. Higher-order interactions and residual noise are absorbed by ε.

Finally, we quantify the experimental repeatability of runs within the same configura-
tion via the intraclass correlation coefficient (ICC), a standard run-to-run consistency
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index in repeated-measures studies [192]. Treating each configuration c = (B, T, W, S) as
a group in the statistical ANOVA sense, we consider the one-way random-effects model:

yc,r = µ + Ac + εc,r (6.11)

where Ac is the random effect of configuration c with variance σ2
between and εc,r captures

run-to-run noise with variance σ2
within. Following the ICC(1,1) convention of Koo and

Li [192], we estimate these variances from a one-way ANOVA across configurations and
define:

ICC = σ2
between

σ2
between + σ2

within
(6.12)

Intuitively, ICC is the fraction of total variance explained by differences between config-
urations rather than by run-to-run noise; values below 0.5 indicate poor experimental
repeatability, 0.5–0.75 moderate, 0.75–0.9 good, and above 0.9 excellent [192].

Our factorial ANOVA (Eq. 6.10) is a descriptive variance decomposition (shares/-
effect sizes in Table 6.4), not a p-value-driven hypothesis test. The design is bal-
anced with (nc=10) independent runs under deterministic orchestration and fixed
network conditions; under such designs ANOVA is robust to moderate residual non-
normality/heteroscedasticity and we rely on ranked factor/interaction dominance. For
ICC, we use the one-way random-effects ICC(1,1) (Eq. 6.11–6.12) as a run-to-run con-
sistency index: variance due to configuration differences vs. within-configuration run
noise [192].

6.3 Experimental Results

We now evaluate experimental repeatability and performance predictability under fully
controlled, geo-emulated conditions. The results below come from executed experiments
on our on-premises geo-emulated cluster. For each configuration, we instantiate the
selected topology, dataset, workload, and resource constraints; deploy and bootstrap
the backend through Minion; inject the workload; collect performance, network, and
energy measurements; and export logs for post-processing and repeated-run analysis. This
workflow is repeated independently for every blockchain/topology/workload configura-
tion. All results are labelled P2 in our P0–P3 evidence ladder: for each configuration
c = (B, T, W, S), we execute 10 independent runs under identical software and network
conditions. Ten runs are a practical compromise between statistical depth and campaign
breadth. Given the large factorial space and the cost of each geo-emulated execution,
this budget supports comparative P2-level repeatability analysis and variance attribution,
focusing on intra-testbed variability, while finer distributional and tail characterization as
well as cross-infrastructure reproducibility and replicability is left to future work.

Each workload is run on every blockchain (§3.6), across all topologies (§3.4) and two
validator-set sizes (10 and 40 validators, capturing how a 4-times increase in validator
count affects performance at validator scale rather than Internet-wide overlays), with
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Table (6.2) Overall blockchain-level variability. For each metric we report IQR% and Std%.
Percentages are with respect to the per-configuration mean; absolute magnitudes are in
Figures 6.1–6.3 (left). The most stable blockchains (minimum values) are highlighted in

, the least stable ones in . Highlights select best/worst stability over all T, W, S per
blockchain; generating configurations appear in the per-factor breakdown (Figures 6.1–6.3,
Tables 6.5–6.7).

TPS Lat kWh
Blockchain IQR% Std% IQR% Std% IQR% Std%
Algorand 6.11 6.73 5.91 11.73 14.75 12.91
Diem 5.44 6.02 10.61 10.53 15.96 12.11
Ethereum Clique 11.68 11.61 7.40 7.14 15.86 13.93
Quorum IBFT 44.59 56.60 28.91 121.47 18.00 13.68
Solana 34.71 59.58 17.47 44.51 16.21 12.99

homogeneous nodes (8 vCPUs, 16 GB RAM). This diversity of workloads, connectivity
patterns, and blockchains lets us observe how experimental repeatability evolves under flat
vs. bursty traffic and across network structures. We track three metrics: (i) throughput
(TPS), measuring the number of transactions successfully processed per second; (ii) block
latency (seconds), i.e., the time between the submission of a transaction and its inclusion
in a committed block; (iii) total energy consumption (kWh) among nodes. We include
energy as a provisioning metric to contrast stability across metrics, since it is steadier
than TPS/latency under the same controlled conditions.

Tables 6.2, 6.5, 6.6, and 6.7 summarize typical dispersion around configuration means
via IQR% and Std% (§6.2.3), refining the view along blockchain, topology, workload,
and validator-set size. Best and worst values are highlighted in and . Table 6.4
reports factorial ANOVA and ICC, decomposing variance across design factors and
quantifying run-to-run consistency. We also report the fraction of unexplained variability,
the share of variance attributed to ε. Table 6.3 and Figures 6.1–6.3 expose worst-case run
behavior. For each configuration, we analyze distributions by anchoring deviations to the
per-configuration mean m and reporting them in absolute units (∆TPS/∆Lat/∆kWh;
left) and as % of m (right), since the same % can imply very different absolute impacts
(e.g., 30% is ±3 TPS for Clique vs. ±30 TPS for Algorand). Per-configuration means
are in the released dataset. Right-hand axes are clipped at ±100%, with out-of-range
values explicitly labeled (e.g., “+1, 200%”). We distinguish two failure modes: (i) NO
(non-operational) for deployments or workload executions that fail entirely; (ii) mean
= 0 when nodes receive the workload but fail to commit blocks, typically due to system
limitations or network congestion. NO denotes a failure regime in all 10 runs and should
be read as non-operational, not “high variance”; variability metrics are reported only for
10/10 successful configurations.
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Table (6.3) Worst-case run-to-run blockchain swings. For each metric we report: the
maximum observed range (∆abs), the largest absolute drop below the mean (∆↓), the
largest absolute increase above the mean (∆↑), and their percentage counterparts (∆↓%,
∆↑%) relative to the configuration mean. The least stable values (WCD and WCD%,
depending on the column) are highlighted in . All WCD metrics are computed over
10/10 successful runs; failure regimes (NO or m=0) are excluded.

TPS Lat (s) En (kWh)
Blockchain ∆abs ∆↓ ∆↑ ∆↓% ∆↑% ∆abs ∆↓ ∆↑ ∆↓% ∆↑% ∆abs ∆↓ ∆↑ ∆↓% ∆↑%
Algorand 169.40 96.03 94.28 85.57 84.45 42.03 13.69 29.01 36.16 91.18 19.00 6.65 12.86 31.03 54.99
Diem 396.50 232.03 164.47 79.32 56.22 90.90 67.62 39.67 72.29 108.56 13.95 8.48 7.67 39.24 51.73
Ethereum Clique 11.90 7.22 8.22 65.52 76.18 99.48 29.91 79.51 20.66 53.55 16.85 8.23 9.63 37.13 44.17
Quorum IBFT 171.90 135.50 103.65 94.43 1094.52 247.86 79.35 202.99 85.03 928.83 14.18 7.66 9.16 36.79 41.83
Solana 684.80 444.45 320.40 70.29 1200.00 242.40 101.43 171.16 39.46 1200.00 14.22 6.19 8.13 43.06 36.46

6.3.1 Typical Dispersion around the Mean

Table 6.2 shows that throughput and latency are markedly more volatile than energy, even
when we restrict our attention to the central part of the distribution. For TPS, Diem and
Algorand are the most stable (IQR% around 5–6%), Ethereum Clique sits in the middle
(≈ 12%), and Solana and Quorum IBFT show much larger spreads (above 30% and 40%).
Latency follows the same ordering, with Algorand, Diem, and Ethereum Clique below 11%
IQR% and Quorum IBFT and Solana markedly higher. Energy is comparatively steadier
across all chains: IQR% is in a narrow 15–18% band and Std% around 12–14%. Table 6.2
reports dispersion (IQR%/Std%) around configuration means, not mean TPS/latency;
absolute magnitudes are in the ∆ (unit) panels of Figures 6.1–6.3.

Tables 6.5–6.7 refine this picture along topology, workload, and validator-set size.
Topology primarily acts as a selector of better and worse regimes rather than a dominant
variance source: within each blockchain, specific topologies systematically host minima and
maxima of IQR% and Std%. As discussed in §3.4, topology amplifies timing jitter and can
separate stable/unstable regimes within a blockchain-workload pair (Tables 6.3–6.5), yet
it contributes less to aggregate variance than the blockchain and its workload interaction
(Table 6.4). Across blockchains, torus and full mesh frequently concentrate the most
stable configurations, especially for Diem and Ethereum Clique, while fat-tree, hypercube,
and scale-free more often expose larger spreads for Solana and Quorum IBFT (Table 6.5).
Workload choice is similarly impactful: low-rate, steady workloads (PayPal) are typically
benign; bursty GAFAM traces increase dispersion; VISA, with high sustained load,
most often amplifies queuing and variability, particularly on Solana and Quorum IBFT
(Table 6.6). Overall, typical spread is largely driven by the blockchain-workload pair, with
topology and validator-set size acting as secondary modulators.

6.3.2 Worst-Case Behavior

While IQR% and Std% capture typical behavior, operators also need to understand
operational tails. Table 6.3 collapses worst-case swings per blockchain. For TPS, Solana
exhibits the most dramatic excursions, with ∆abs above 680 TPS and ∆↑% reaching
1, 200% in at least one configuration; Quorum IBFT reaches similar extreme relative spikes
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Table (6.4) Variance decomposition and run-to-run reliability. Each entry reports the
percentage of variance explained by the corresponding factor or interaction in the factorial
ANOVA; ε denotes the residual term (higher-order interactions and unexplained noise).
The last column reports the intraclass correlation coefficient (ICC) for per-configuration
runs. B: Blockchains; T : Topologies; W : Workloads; S Scales (validator-set sizes).

Metric B T W S B×T B×W ε ICC
TPS 42.7 1.0 10.4 3.1 1.1 22.2 19.5 0.911
Lat 42.9 0.4 6.1 0.3 0.7 22.0 27.6 0.804
En 0.0 0.0 64.3 0.0 0.1 0.1 35.5 0.632

despite smaller absolute ranges. Diem and Algorand occupy an intermediate regime, while
Ethereum Clique is the most predictable in absolute terms (worst-case range 11.90 TPS).

Latency tails are even more revealing: both Quorum IBFT and Solana reach ranges
above 240 s and relative spikes close to or exceeding 900–1, 200%, indicating that isolated
runs can experience order-of-magnitude slowdowns compared to their configuration
averages. Algorand and Ethereum Clique, instead, show smaller ranges and lower relative
swings. Energy again remains the least extreme metric: even when ranges are nontrivial,
percentage deviations are much smaller than those seen for TPS and latency. The run-level
plots in Figures 6.1–6.3 confirm that the tallest bars and 1200% labels are concentrated in
Solana and Quorum IBFT under high-load workloads and unfavorable topologies, whereas
Algorand, Diem, and Ethereum Clique form tighter bands around their means. We do
not discard extreme WCD% as outliers: when runs are successful, these large deviations
are repeatable in specific blockchain-topology-workload regimes and quantify tail risk
that mean-centric reporting can hide. We treat failures as a separate regime (NO, m=0),
distinct from operational configurations that exhibit extreme yet valid WCD% tails.

6.3.3 Variability Sources

We separate controlled factors (hardware, versions, orchestration, topology, deterministic
network) from intrinsic ones: run-to-run dispersion can still arise from protocol/imple-
mentation nondeterminism and threshold effects (queueing, batching, timeouts), amplified
by topology and load. Table 6.4 clarifies the sources of variability. For throughput,
the blockchain factor B alone explains 42.7% of the variance, with its interaction with
workload B×W adding 22.2%; workload W itself contributes 10.4%, while topology T

and size S explain only a few percent each. Latency exhibits a similar decomposition,
with B and B×W together accounting for almost two thirds of the variance. Energy is
qualitatively different: W alone explains more than 64% of the variability, while B and T

are negligible, confirming that energy is primarily determined by workload rather than
topology or scale. The residual term ε absorbs the remaining variance, upper-bounding
measurement noise and higher-order interactions.

The ICC values 0.911 for TPS, 0.804 for latency, and 0.632 for energy indicate that
runs within the same configuration are generally consistent and that most dispersion
is systematic across configurations rather than pure noise. Combined with the typical
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Figure (6.1) Throughput deviation across workloads. For each panel and configuration,
deviations (∆) are computed against the mean m over the 10 runs: left = absolute
swing (TPS); right: relative swing (% from mean). Right axis clipped at ±100%, with
out-of-scale values explicitly labeled. Panels show (a) 10 nodes and (b) 40 nodes. Failure
regimes are explicitly labeled: NO denotes 10/10 non-operational runs, while m=0 denotes
10/10 runs where the workload was delivered but no blocks were committed.
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Figure (6.2) Latency deviation (same conventions as Figure 6.1).

and worst-case indices, this suggests that heavy tails are driven by specific blockchain-
workload combinations: for a fixed configuration, runs usually cluster tightly around the
mean, but certain regimes repeatedly trigger large swings that are relevant for service-
level guarantees. Overall, blockchain type is the main driver of performance variability;
workload amplifies/attenuates that variability depending on the platform, with topology
remaining a secondary but operationally relevant factor.
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Figure (6.3) Energy deviation (same conventions as Figure 6.1).

6.4 Discussion and Limitations

In this section we interpret the variability patterns through blockchain and network
design, extracting practice-oriented guidance for system designers and benchmark authors.
Where attribution is uncertain, we mark it as informed, data-driven inference. From
a dependability viewpoint, dispersion and failures are first-class outcomes that can
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Table (6.5) Experimental repeatability for each blockchain-topology pair (same conventions
as Table 6.2).

Blockchain Topology IQR% TPS Std% TPS IQR% Lat Std% Lat IQR% En Std% En
Algorand fat-tree 11.34 7.61 5.78 7.71 16.01 13.83
Algorand full mesh 3.43 6.54 4.79 14.32 20.51 14.92
Algorand hypercube 8.48 7.99 8.10 13.98 14.79 12.37
Algorand scale-free 7.66 7.65 12.93 11.59 12.42 12.69
Algorand torus 8.07 5.55 3.01 10.41 14.58 13.46
Diem fat-tree 11.01 11.00 19.19 13.83 16.12 12.89
Diem full mesh 6.70 6.71 10.91 8.47 12.02 10.49
Diem hypercube 5.41 4.25 12.22 11.26 13.38 10.87
Diem scale-free 5.54 5.22 9.33 9.62 18.44 14.62
Diem torus 2.52 5.87 9.37 7.54 19.41 14.88
Ethereum Clique fat-tree 11.68 15.12 7.09 7.21 23.13 17.17
Ethereum Clique full mesh 7.68 8.07 8.40 6.82 14.58 12.21
Ethereum Clique hypercube 10.77 10.47 6.04 6.03 13.79 14.54
Ethereum Clique scale-free 15.79 14.42 8.24 8.28 13.22 12.51
Ethereum Clique torus 13.23 11.61 10.73 8.07 21.30 14.72
Quorum IBFT fat-tree 49.72 70.88 47.60 118.83 18.00 13.40
Quorum IBFT full mesh 44.57 67.09 17.16 148.37 15.31 13.44
Quorum IBFT hypercube 28.75 64.47 32.52 95.11 19.33 14.79
Quorum IBFT scale-free 91.74 101.71 99.89 138.98 14.38 13.36
Quorum IBFT torus 11.28 47.22 12.95 60.35 18.99 13.77
Solana fat-tree 108.53 103.71 27.87 73.70 17.84 12.71
Solana full mesh 12.13 35.88 12.50 20.25 16.28 11.89
Solana hypercube 28.30 43.04 21.15 41.55 13.82 10.96
Solana scale-free 100.98 141.68 85.15 129.74 16.98 12.34
Solana torus 39.88 58.30 7.75 42.64 16.34 14.98

undermine service guarantees; thus we treat performance as a distribution and report
stability and tails rather than one-shot means, even in controlled setups.

6.4.1 Positioning the Dataset and Study Scope

As shown in Table 6.1, earlier work targeted P1 in the predictability taxonomy (mean-
centric performance or energy with respect to topology) and used only 3 repetitions per
configuration. Here we move to P2 and treat dispersion as a first-class output: each
configuration is run 10 times, enabling both typical-dispersion metrics (IQR%, Std%)
and worst-case-deviation metrics (∆abs, ∆↓/∆↑, ∆↓%, ∆↑%), as well as ANOVA and
ICC over the full dataset. Mean trends match prior mean-centric reports [108,110] under
comparable configurations, by design. We show that dispersion, tails, and failures can
overturn interpretation: “best on average” may still be brittle, as exposed by WCD/WCD%
(Table 6.3) and run-level deviations (Figures 6.1–6.3). The statistical treatment in §6.2.3
and the results in §6.3 support a coherent picture. First, throughput and latency exhibit
substantially higher dispersion than energy: typical spread (IQR%, Std%) is moderate
for several systems, but can become large under adverse blockchain-topology-workload
combinations, whereas energy is confined to a narrower band and is primarily shaped by
workload. Second, factorial ANOVA attributes most TPS and latency variance to the
blockchain factor and its interaction with the workload, with topology and validator-set
size acting as secondary modulators on average. Third, ICC values above 0.8 for TPS
and latency indicate that runs of the same configuration are internally consistent: most
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Table (6.6) Experimental repeatability for each blockchain-workload pair (same conventions
as Table 6.2).

Blockchain Workload IQR% TPS Std% TPS IQR% Lat Std% Lat IQR% En Std% En
Algorand GAFAM 24.36 30.70 15.37 19.48 19.98 14.31
Algorand PayPal 0.50 0.37 0.76 0.72 11.64 12.19
Algorand VISA 7.66 6.73 11.33 12.59 14.67 13.18
Diem GAFAM 9.03 11.65 11.50 10.20 18.44 15.53
Diem PayPal 1.68 1.25 15.81 16.40 17.02 12.08
Diem VISA 9.30 6.39 3.06 3.07 13.31 10.58
Ethereum Clique GAFAM 17.63 16.79 7.13 6.69 15.86 13.30
Ethereum Clique PayPal 5.24 4.89 5.70 7.33 13.63 12.64
Ethereum Clique VISA 9.50 9.58 9.04 8.16 21.79 14.46
Quorum IBFT GAFAM 53.70 125.66 61.68 114.29 16.39 14.13
Quorum IBFT PayPal 0.84 4.75 4.51 15.73 18.56 13.04
Quorum IBFT VISA 67.57 155.40 33.46 172.59 17.01 14.06
Solana GAFAM 34.71 35.34 13.49 20.91 17.34 15.30
Solana PayPal 3.48 136.95 16.48 131.36 15.46 12.32
Solana VISA 67.08 81.69 22.98 60.59 15.24 10.51

Table (6.7) Experimental repeatability for each blockchain with 10- and 40-node scaling
(same conventions as Table 6.2).

TPS Lat (s) En (kWh)
Blockchain IQR% 10n Std% 10n IQR% 40n Std% 40n IQR% 10n Std% 10n IQR% 40n Std% 40n IQR% 10n Std% 10n IQR% 40n Std% 40n
Algorand 2.08 2.32 13.94 11.02 3.07 8.34 19.55 17.64 13.46 13.73 17.01 12.64
Diem 6.02 5.71 5.06 6.34 9.46 7.34 16.11 13.87 13.53 10.70 18.71 14.36
Ethereum Clique 15.49 15.62 5.18 4.65 10.12 10.40 5.73 4.88 14.82 14.68 19.27 13.67
Quorum IBFT 55.61 56.20 43.84 56.99 29.83 149.69 27.22 95.68 18.09 13.89 16.11 12.96
Solana 65.04 59.68 16.22 59.48 27.63 47.48 3.53 32.18 16.60 14.58 15.67 12.45

variability is systematic across configurations rather than dominated by uncontrolled
noise. The worst-case metrics in Table 6.3 then quantify how far individual runs can
deviate from their configuration averages in absolute and relative terms. Even with
deterministic networking and fixed software/hardware, run-to-run dispersion can arise from
intrinsic nondeterminism in (i) protocols (leader/committee rotation, timeout-driven phase
changes), (ii) implementation/runtime (asynchronous scheduling, batching thresholds, lock
contention, garbage-collection pauses), and (iii) workload-induced queueing/backpressure
near saturation; topology can amplify it via diameter/path diversity and contention.
Thus extreme WCD% captures legitimate tails near congestion/failure boundaries (not
removable Internet noise) and can be inflated when the mean is small.

6.4.2 System/Topology-Level Variance Interpretation

Following Laprie’s dependability terminology [195], a root-cause analysis (RCA) traces
deviations at the service boundary back along the fault-error-failure chain to specific
internal faults. We do not claim such a full RCA; we only correlate the observed typical and
worst-case variability with system and topology design choices to qualitatively position the
studied blockchains. Topology can multiply intrinsic nondeterminism: large-diameter/low-
diversity overlays turn small jitter into propagation skew, while dense or hub-heavy
overlays reduce depth but increase contention/queueing. Thus fragilities may be exposed
or masked by the blockchain-workload interaction (Table 6.4), with the most fragile
topology being not known a priori. Recurring tail channels include fat-tree (multipath
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vs. burst/queue synchronization), full mesh (all-to-all contention, especially multi-round
BFT), hypercube (multi-hop jitter compounding across rounds/timeouts), scale-free (hub
hotspots, backpressure, uneven queueing), and torus (long paths/low fan-out stressing
dissemination and amplifying bursts). We observe consistent signatures (Figures 6.1–6.3,
Table 6.3): (i) latency upward tails from multi-round commit/round changes; (ii) high peak
TPS with heavy tails from pipelining+backpressure near thresholds; (iii) moderate typical
dispersion but asymmetric extremes from committee churn/stragglers and path-sensitive
propagation/verification; (iv) low dispersion from bounded pacing and conservative
admission/block sizing; (v) frequent NO or m=0 indicating near-collapse, non-operational
regimes.

Ethereum Clique consistently falls in a “stable to moderately stable” regime under our
emulated overlays. Its PoA-style commit path with fixed block interval, conservative gas
targets, and devp2p gossip [191,308] keeps coordination overhead relatively modest. This
matches low IQR% and Std% for both TPS and latency (Table 6.2) and comparatively
small worst-case swings in Table 6.3 (limited ∆abs, ∆↓/∆↑), making Clique the most
predictable system overall in our campaign.

Diem shows mid-to-low dispersion, consistent with a HotStuff-family commit path
driven by a pacemaker that bounds progress [38,347]. Typical spread around the mean
remains limited for TPS and latency and worst-case deviations (∆↓/∆↑, ∆↓%, ∆↑%) are
generally moderate. Instability mainly appears when quorum paths lengthen or bursts
increase coordination work rather than in the baseline regime, which aligns with the
ANOVA shares and with Diem’s design as a tightly controlled, permissioned platform.

Algorand’s committee-based BBA∗ with VRF-based selection [147] yields IQR% and
Std% for TPS and latency comparable to Diem, indicating reasonably tight typical
behavior. However, committee churn and stragglers along unfavorable paths can produce
asymmetric tails: the worst-case metrics show non-negligible ∆↓ and ∆↑ excursions and
higher energy dispersion, reflecting the extra verification and committee work. This
suggests a profile where day-to-day behavior is stable but extreme runs can still drift
significantly when the committee interacts poorly with overlay and workload.

Quorum IBFT is markedly sensitive to delay skew and head-of-line blocking, par-
ticularly on dense overlays [117]. A multi-round BFT path with proposer rotation and
round changes can accumulate stalled rounds under skewed RTTs or backpressure. This
is reflected in both typical dispersion (large IQR% and Std% for TPS and especially
latency) and in the worst-case metrics, where Quorum IBFT attains some of the largest
∆abs and ∆↑ values for latency, with ∆↑% approaching the highest levels in the dataset.
These patterns are compatible with an “unpredictable under stress” profile: acceptable
typical behavior, but long and volatile tails when the network or workload pushes the
system close to saturation.

Solana’s aggressive pipelining, precomputed leader schedule, and Turbine-style fan-
out [296,297,342] enable high peaks but expose the system to pronounced backpressure
and propagation gaps when overlays deepen or workloads approach saturation. Leader-
based scheduling plus tree-structured dissemination can amplify local slowdowns into a
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large variance. This is visible in both the typical metrics (high TPS IQR% and Std%)
and the worst-case ones, where Solana records the largest ∆abs for throughput and some
of the highest ∆↑% values (including the 1,200% outliers). The resulting profile is “high-
performance but variance-prone”: excellent peak throughput, but substantial sensitivity
to topology and workload stress.

Across blockchains, dispersion is shaped by a small set of interacting design levers:
commit-path pacing (round structure, leader or committee churn, timeout adapta-
tion) [117,147,308,347]; admission and slot sizing relative to propagation-and-verify condi-
tions; overlay and dissemination strategy (diameter, fan-out, randomness vs. trees) [297];
workload saturation and backpressure; implementation/runtime choices such as batching,
verification, and buffering [222]. The ANOVA results align with this view: the blockchain
factor aggregates many of these levers, while workload and B×W capture how close each
system operates to saturation; topology and size mainly act as multipliers that either
expose or mask fragilities, especially in the tails highlighted by the worst-case metrics.

6.4.3 Implications for Practice and Benchmark Design

In addition to comparative results, Lilith acts as a decision-support framework for
multiple stakeholders. For protocol developers, it enables controlled sensitivity analyses
of blockchain behavior under topology changes, resource constraints, and adverse network
conditions, clarifying trade-offs among throughput, latency, robustness, and energy
efficiency.

For system designers, our results point to a small set of concrete levers. Admission
control and block/gas sizing should be delay-aware, adjusting to observed propagation
and backlog (as in target-utilization mechanisms like EIP-1559 [66]) so that both typical
dispersion (IQR%, Std%) and worst-case swings (∆↑/∆↓, ∆↑%, ∆↓%) stay bounded.
Pacemakers, leader schedules, and committees should adapt to RTT variance and con-
gestion [347], while overlays should favor randomized or multipath gossip over brittle
trees [297] to avoid single-branch slowdowns. Finally, signature aggregation and parallel
verification [222], combined with operating away from saturation, help keep both average
behavior and tails under control.

For network operators and consortium deployers, topology should be treated as an
explicit deployment parameter: connectivity-rich topologies may favor peak performance,
while structured alternatives such as fat-tree can improve energy efficiency in several
regimes. Lilith therefore supports what-if analyses for topology selection, validator
placement, and reconfiguration.

For benchmark designers and researchers, Lilith integrates topology control, workload
injection, monitoring, and repeated execution in one pipeline, enabling reproduction of
prior studies, fairer assessment of performance claims, and clearer separation between
network-substrate and protocol-level effects. Experimental repeatability should be a pre-
requisite for performance claims. Means alone are insufficient: aggregate key performance
indicators should be accompanied by dispersion around the mean (IQR%, Std%) and
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worst-case deviations (per-configuration ∆abs, ∆↓/∆↑, ∆↓%, ∆↑%). Experiments should
target level P2 with enough repeated configurations to support per-configuration indices,
ANOVA, and ICC. Topologies should span degree/diameter/path-diversity extremes and
include at least one delay-sensitive stress workload (e.g., VISA) to expose variance-prone
regimes. Head-to-head differences smaller than intra-configuration dispersion should
be treated as inconclusive and emphasis should be placed on trends that persist across
topologies and workloads rather than on single favorable configurations.

6.4.4 Experimental Limitations

This evaluation has explicit scope and boundaries. We fix a single controlled cluster as
computing substrate and emulate geo-distribution at the network layer. This isolates
experimental repeatability but does not claim cross-infrastructure reproducibility/repli-
cability. The cluster scale is limited to tens of nodes; larger deployments may surface
additional effects (e.g., long-tail congestion or queuing). Our node counts (10-40) tar-
get the size of validator committees/quorums common in permissioned deployments
(e.g., IBFT production networks commonly running with 4-8 validators [174]) and in
per-epoch committees of some public chains (e.g., EOSIO-based networks with 21 elected
block producers per round [209]). Our claims therefore speak to the execution unit that
actually runs consensus, not to the global population of nodes. Claims are therefore scoped
to committee-scale deployments (10-40 nodes) under identical software and emulated
network conditions; no extrapolation is made to Internet-scale overlays with hundreds
or thousands of nodes, heterogeneous validator populations, or time-varying/adversarial
networks.

The five topologies are archetypes chosen to span degree/diameter/path-diversity
extremes: full mesh as an idealized upper bound (typical of small committees), fat-tree
approximating leaf-spine cloud fabrics, scale-free capturing heterogeneous overlays, and
torus/hypercube as regular stressors. We do not claim these mirror any single production
layout; they are controlled extremes to probe sensitivity. Containerization details are
in §6.2; since the container stack is fixed across runs (host networking, host-mounted
volumes), it does not confound within-configuration dispersion [133]. Ten runs per
configuration improve robustness but may still under-sample tails; e.g., a 1% failure
probability has 1 − (0.99)10 ≈ 9.6% chance of appearing at least once. Space limits
preclude cumulative distribution function (CDF) and confidence interval (CI) plots; we
therefore report robust dispersion and tail metrics (IQR%, Std%, WCD/WCD%) and
release per-run data to support downstream CDF, CI, and Kolmogorov-Smirnov analyses.
With n=10, statistical power is limited for small effects and higher-order interactions;
exhaustive distribution-level analyses across all configurations would be bulky and would
also require multiple-comparison control. We therefore keep the thesis variance-first and
leave confidence-interval or quantile bands, together with representative distribution-level
analyses, to future work.

While Lilith (via Kollaps) can deterministically emulate network impairments (latency,
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loss, partitions/topology changes) [108], we assume benign validators running reference im-
plementations and do not inject protocol-level Byzantine actions (e.g., equivocation/invalid
votes); thus we do not quantify malicious behavior. Network-level adversarial patterns are
feasible within Lilith’s control layer, whereas protocol-specific Byzantine fault injection
requires system-specific hooks and is left to future work. As blockchain software evolves
and ledger state grows, future work should run long-lived controlled experiments that
track version drift and state size to assess their impact on predictability.

These constraints do not weaken the main message: even in favorable and controlled
setups, achieving experimental repeatability is challenging. Performance-evaluation
conclusions should be drawn from trends that persist across topologies and runs, after
pinning network parameters and software versions; head-to-head differences smaller than
intra-setup variability (P2 configuration) should be treated as inconclusive. Extending
the parameter space (more nodes, richer workloads, adversarial networks, Byzantine
faults, longitudinal runs) and coordinating experiments across multiple clusters with
consistent network characteristics are natural next steps toward reproducible and predictive
blockchain performance evaluation.





Chapter 7

Economic Efficiency:
An Entropy-Based Approach

This chapter, which is based on the article [109], introduces the Entropy Balance
index (EB-index), a novel metric for quantifying economic efficiency in blockchain
ecosystems. After introducing the issue of economic efficiency (§7.1) and surveying the
existing literature (§7.2), we define the EB-index by aggregating multiple heterogeneous
indicators – such as transaction volume, address activity, and wealth distribution –
into a single entropy-derived score (§7.3). When applied to real data from six major
cryptocurrencies, it highlights systemic differences in economic dynamics and resource
concentration (§7.4).

7.1 Economic Efficiency

With the expansion of applications of cryptocurrencies and blockchains, attention has
increasingly turned to assessing their properties, especially in terms of efficiency. Despite
the various possible interpretations of this word – such as performance efficiency based
on transactions per second [108, 144], energy consumption in blockchain networks [68,
110], or price trends in crypto markets [187] – its use in the realm of cryptocurrencies
introduces new dimensions. This is due to the unique features associated with blockchain
technology, characterized by decentralized governance, peer-to-peer interactions, and a
heterogeneous structure and range of use cases for digital assets. For instance, to the
best of our knowledge, no study has thoroughly explored the economic efficiency of
cryptocurrencies by considering key factors such as supply distribution, user participation,
and exchange activity; all of these are dimensions in which wealth concentration [185,276],
low engagement [213, 337], and asset dormancy [19, 139, 294] can undermine network
economic vitality. Table 7.1 shows these issues with regard to various cryptocurrencies up
to April 2025. Notably, Bitcoin has a high asset dormancy (up to 99.56%), while Ripple
exhibits a low engagement (4.4%). Moreover, the lack of a clear conceptual framework
for analyzing economic efficiency in this context underscores the need to define it through
measurable links between network behavior and core economic indicators.

This study examines the concept of economic efficiency for the class of cryptocurrencies

99
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Table (7.1) Wealth concentration, engagement, and asset dormancy of major cryptoassets
from July 2010 up to April 2025. For wealth concentration we use a Gini coefficient
adapted to average balances over class intervals. Engagement is defined as the share of
addresses with positive balance over the total. Asset dormancy is calculated as one minus
the ratio of active supply to circulating supply. Source: Coin Metrics [86].

Asset Wealth Concetration Engagement Asset Dormancy
(Gini coeff.) (%) (%)

Min Max Min Max Min Max
Bitcoin (BTC) [235] 0.31 0.97 0.33 24.73 84.69 99.56
Ethereum coin (ETH) [331] 0.84 0.89 0.41 30.49 63.03 98.32
Ripple coin (XRP) [74] 0.94 0.98 0.08 4.40 36.74 99.79
USD Coin (USDC) [82] 0.93 0.99 0.86 90.34 5.21 89.29
Dogecoin (DOGE) [220] 0.82 0.98 0.70 90.78 64.78 99.54
Cardano coin (ADA) [170] 0.46 0.97 0.07 29.07 78.03 98.25

that use public distributed ledgers to record transfers, offer accessible data, and leverage
blockchain for transparency, traceability, and consistency [210]. It is worth noting
that similar analyses in traditional economies are hindered by limited access to raw
data – controlled by centralized authorities – and inconsistencies in reporting across
sources, such as variable monetary aggregates calculated by central banks [126]. Since
data accessibility is ensured within blockchains, the problem to tackle is the lack of a
unifying index expressing economic efficiency that enables a comprehensive comparison of
cryptocurrencies instead of proceeding parameter by parameter.

We propose a theoretical framework that uses Shannon entropy [287] – a foundational
concept in information theory, originally introduced by Claude Shannon in 1948 – to
define the Entropy Balance index (EB-index), an economic index capable of aggregating a
set of parameters describing economic qualities of a cryptocurrency. Our method follows
these guiding principles: (i) rest on a solid theoretical foundation, (ii) remain adaptable
to changes in parameters, (iii) reward cryptocurrencies exhibiting well-balanced values
for the chosen parameters, and (iv) support parameter weighting without compromising
the theoretical foundation.

Claude Shannon’s seminal paper “A Mathematical Theory of Communication” [287]
introduced a rigorous, axiomatic framework for quantifying information in communication
systems. Entropy has subsequently found extensive use in diverse fields – from linguistics
and neurobiology to machine learning and medical diagnostics – underscoring its flexible
role as an index of exchanged information, the degree of fragmentation of a set, or the
balance in the distribution of resources in both natural and engineered systems [28,70,73,
112,129,132,148,171,184,326]. Its role as a measure of economic (in-)equality was already
formalized by Theil [311], who proposed entropy-based and divergence-based indices
as alternatives to the Gini index, highlighting their decomposability across population
subgroups. There are some applications also in the context of blockchain, for example to
quantify the degrees of decentralization [150,333], to measure the stability in blockchain
consensus dynamics [21], and to express portfolio diversification [270].
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To illustrate the robustness of our approach, we apply the entropy framework by using
two distinct sets of economic qualities, Set1 and Set2, each representing structural and
behavioral aspects of cryptocurrency economies. Set1 focuses on a minimal combination
of basic financial activity metrics, while Set2 adopts a richer, more granular perspective
on network dynamics and internal economic organization. These attributes guide the
selection of corresponding on-chain parameters, which we retrieve from the Coin Metrics®

platform [86], ensuring an empirical and data-driven rooting. The entropy based on these
two sets of features is then employed to evaluate six major cryptocurrencies with high
market capitalization, spanning various economic roles and use cases (payments, smart
contracts, stablecoins, and memecoins): Bitcoin (BTC) [235], Ethereum coin (ETH) [331],
Ripple coin (XRP) [74], USD Coin (USDC) [82], Dogecoin (DOGE) [220], Cardano coin
(ADA) [170].

This study paves the way to a foundational and flexible methodology for evaluating
economic efficiency in cryptoassets and offering insights to investors, policymakers, and
researchers navigating the evolving landscape of blockchain-based economies. As part
of this work, we release our refined dataset (available at https://doi.org/10.5281/

zenodo.15221823) for result reproducibility as well as independent analysis execution.

7.2 Efficiency of Cryptocurrencies: A Literature Review

The literature review reveals the absence of a universally accepted definition of efficiency
in this setting. Among the various interpretations, some focus on energy consumption and
expenditure [68], while others emphasize market price trends by analyzing fluctuations in
cryptocurrency prices and their implications for economic stability and efficiency [187].
Still others assess efficiency based on the production objectives of the considered economy,
including the presence or absence of technological components [36]. In [115], the discussion
centers on technical and scale efficiency, which differ in scope. The former measures
how effectively resources are allocated to maximize output, so as to ensure the optimal
utilization of inputs, while the latter examines the relationship between input growth and
output expansion, in order to identify whether economies of scale are being achieved [115].
Additionally, in [115], efficiency is evaluated both qualitatively – by comparing actual
delivery times with planned schedules – and quantitatively – by analyzing the ratio of
actual versus expected outputs relative to expenditures.

7.3 The Quest for an Aggregated Economic Efficiency Index

A possible way to address the divergent interpretations of economic efficiency recalled in
§7.2 is to define this concept in cryptocurrencies by linking transfer dynamics with basic
economic parameters, thus enabling a more structured and comprehensive analysis. In
particular, it is necessary to aggregate parameters in a coherent way, with an index able
to satisfy the guiding principles mentioned in §7.1. We propose using Shannon entropy
to define a theoretical framework that measures economic efficiency in cryptocurrency

https://doi.org/10.5281/zenodo.15221823
https://doi.org/10.5281/zenodo.15221823
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ecosystems through the Entropy Balance index (EB-index), aligning with established
standards for reliability [226,227,246] and leveraging the transparency of blockchain data.
Starting from a probability distribution associated with a set of events or parameters chosen
to represent the qualities that determine the economic efficiency of a cryptocurrency, we
employ Shannon entropy to measure how good the balance is within this set. The EB-index
captures the complex internal structure of cryptoassets without relying on arbitrary single
metrics. By aggregating heterogeneous dimensions – such as user activity, transactions,
and supply – it reveals patterns that univariate analyses may miss. For instance, two assets
may look similarly “successful” under a headline indicator (e.g., market capitalization
or transferred value), yet differ radically in their internal economic organization: one
may exhibit broad participation and high active supply, while the other is sustained
by a narrow set of heavy holders with low engagement and high dormancy. A balance-
aware aggregation is designed to discriminate precisely these cases by penalizing profiles
where economic activity concentrates in one (or few) dimensions while the others remain
weak. We make this intuition concrete in §7.4, where the entropy-based construction
is instantiated on real on-chain series (via Coin Metrics) and the resulting trajectories
highlight how different parameter sets (Set1 vs. Set2 ) can lead to materially different
efficiency rankings and interpretations.

In this section we recall the basics of the entropy measure (§7.3.1) and then we discuss
a number of economic parameters among which to select the ones to be used in the
entropy formula (§7.3.2).

7.3.1 The Entropy Measure

Let q1, q2, . . . , qk be a set of k quality parameters, with li ≤ qi ≤ ui, where li and ui

represent, respectively, the lower and upper bounds of the interval of variability for the
corresponding parameter. We assume that each qi can be oriented either as benefit-type
(higher values indicate higher economic efficiency) or cost-type (lower values indicate
higher economic efficiency). Before aggregation, we transform cost-type parameters so
that all normalized scores follow a common direction, i.e., larger normalized values always
represent better economic efficiency. The idea behind our economic efficiency index for a
cryptocurrency is to combine these parameters in a way that rewards cryptocurrencies
exhibiting a well-balanced set of parameters with good performance. We interpret
the resulting score as a proxy for the system’s overall economic “health” and longer-run
development potential, rather than as a mechanistic or causal driver of future growth. This
interpretation follows the broader use of composite indicators in economics and finance:
multidimensional summary measures are routinely constructed to capture latent conditions
(e.g., activity, robustness, efficiency) and are often used as leading indicators of subsequent
outcomes, such as turning points and medium-term dynamics in economic activity.
Similarly, in corporate finance, composite scores derived from multiple fundamentals are
empirically linked to later outcomes (e.g., distress and survival), illustrating how cross-
sectional “health” summaries can carry predictive content. In the cryptocurrency domain,
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a growing empirical literature finds that fundamentals related to adoption and network
activity are value-relevant and can help predict returns, supporting the use of multi-
parameter indicators as forward-looking proxies when interpreted cautiously. Importantly,
we do not claim causality: the index provides a principled aggregation of contemporaneous
conditions; any link with subsequent “development” should be understood as an empirical
association to be tested (e.g., with lagged regressions on future adoption, liquidity, or
valuation proxies). This composition must allow for changes in the number of parameters
without affecting the nature or compromising the coherence of the index.

The first step is to normalize each qi within the interval [0, 1], thereby obtaining the
set R = {r1, r2, . . . , rk} with 0 ≤ ri ≤ 1. This normalization is necessary because we
cannot compare quantities with different scales, e.g., one parameter varying within [0, 1]
and another varying within [0, u], where u is an unbounded real number.

The economic efficiency index should intuitively reach its maximum value when all
ri attain the upper bound of the interval [0, 1], i.e., when they are all equal to 1. When
ri = 1, we can assume the maximum economic efficiency for the single parameter i, as
opposed to an economic inefficiency of 0. Conversely, as ri approaches 0, it is customary
to assume that inefficiency grows to infinity. From this perspective, we need to introduce
an analytic function1 I satisfying the following constraints:

when ri = 1 we have I(ri) = 0
when ri → 0 we have I(ri) → +∞

(7.1)

It is well known that there exist infinitely many functions satisfying these constraints;
among all the possible ones, we choose:

I(ri) = − logb ri (7.2)

This choice immediately leads to the Shannon entropy defined by using base-2 loga-
rithm [287]:

H2(P ) = −
k∑

i=1
pi log2 pi (7.3)

after the normalization:
pi = ri∑k

i=1 ri

(7.4)

so as to derive a probability distribution (p.d.) P = {p1, p2, ..., pk} from the set R =
{r1, r2, ..., rk} of parameters in the interval [0, 1]. Recall that:

0 ≤ H2(P ) ≤ log2 k where H2(P ) =
{

0 iff P is degenerate
log2 k iff P is uniform

(7.5)

P degenerate means it is in the form 0, . . . , 1, . . . , 0, while P uniform corresponds to
1An analytic function is a function that (i) is locally representable by a convergent power series, hence

it can be expressed as a sum of terms based on powers of the variable, and (ii) is differentiable at every
point in its domain.
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pi = 1/k ∀i [96, 287]. By taking the logarithms to the base k, we obtain a normalization
of the entropy:

0 ≤ H(P ) ≤ 1 (7.6)

The motivation for choosing the Shannon entropy lies in the fact that it can be proven,
through a theorem, that Shannon entropy is the unique function, among infinitely many
possible ones, that satisfies a specific set of postulates outlining the natural properties an
information measure should reasonably possess [6, 100,287].

The distinguishing postulate is the so-called branching property, expressed as follows
in the case of k events:

H(p1, p2, . . . , pk) = H(p1 + p2, p3, . . . , pk) + (p1 + p2)H
(

p1
p1 + p2

,
p2

p1 + p2

)
(7.7)

that describes how entropy behaves when a p.d. is broken down into successive steps.
The relation expresses the average information loss incurred when two events are grouped
together and made indistinguishable; this loss is given by the entropy of the two events,
weighted by the sum of their probabilities. Furthermore, it should be noted that this
branching property can be generalized to a partition { Ji | 1 ≤ i ≤ m }, m < k, of
{1, 2, . . . , k} with p.d. S = {s1, s2, . . . , sm}:

H(p1, p2, . . . , p
k
) = H(s1, s2, . . . , sm) +

m∑
i=1

siH
(i) (7.8)

where H(i) = −
∑

j∈Ji

(
pj

si

)
log

(
pj

si

)
is the entropy associated with Ji and ∑

j∈Ji

pj

si
= 1

so that pj/si is effectively a p.d. In this last case, the relation expresses the average
information loss incurred when some subsets of events are grouped together and made
indistinguishable; this loss is given by the sum of the entropies related to the subsets,
weighted by their probabilities [6]. These equations provide the theoretical foundation
underpinning entropy and our approach.

Another important advantage of the Shannon entropy is that it is possible to associate
a set of weights or utilities with the p.d. P , say W = {w1, w2, . . . , wk}, wi ≥ 0, without
losing the branching property. This leads to the definition of the Beliş-Guiaşu weighted
entropy [39]:

H(P ; W) = −
k∑

i=1
wi · pi log2 pi (7.9)

It is simple to check that the branching property still holds as soon as we correctly define
the weight of the composition of two events e1 and e2 as a weighted sum of the utilities
of the single events:

Weight(e1, e2) = w12 = p1
p1 + p2

w1 + p2
p1 + p2

w2 (7.10)
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The branching property can then be expressed in the following way (p12 = p1 + p2):

H(p1, . . . , pk; w1, . . . , wk) = H(p12, p3, . . . , pk; w12, w3, . . . , wk)+p12 ·H
(

p1
p12

,
p2
p12

; w1, w2

)
(7.11)

The presence of the weights wi in the weighted entropy (7.9) causes the function to be
zero when wi = 0, for all i. Moreover, it is also reduced to zero when the useful events
are impossible or the possible events are useless. The last case occurs also when P is
degenerate.

7.3.2 Economic Parameters

Among the most commonly used methods to measure complex socio-economic phenomena
– such as Gross Domestic Product (GDP) or Human Poverty Index (HPI) – composite
indices play a central role. They are widely used due to their adherence to established
theoretical and functional requirements that ensure their reliability [227, 246]. According
to [226, 227, 246], guidelines and steps to summarize a set of economic indicators and
construct a composite index are the following:

1. Phenomenon definition, i.e., the theoretical framework to achieve a clear conceptu-
alization of what is being measured and establish selection criteria for determining
whether an indicator should be included.

2. Data modeling, i.e., the selection of relevant, timely, and accessible data sources,
considering their correlation to minimize redundancy.

3. Data processing, composed by (i) normalization, which ensures comparability be-
tween indicators, (ii) weighting, which assigns priority to indicators based on their
relevance, and (iii) aggregation, which combines the normalized indicators into a
unified framework.

As discussed in §7.3.1, our entropy-based approach adheres to all these phases,
providing a solid foundation for evaluations. In the following, we illustrate how each
phase contributes to the construction of our framework for assessing economic efficiency.

Phenomenon definition. The economic efficiency analysis we aim to conduct goes be-
yond purely economic parameters measured in some currency. It also considers additional
aspects, such as the intensity and frequency of transfers, as well as user participation.
To establish a solid foundation for this study on economic efficiency, we introduce in
Table 7.2 several basic cryptocurrency parameters. Throughout this chapter, the unit
of observation is the address rather than a real-world user/entity, consistent with the
granularity of the public on-chain series provided by Coin Metrics. We therefore do not
assume a one-to-one mapping between users and addresses: a single user may control
many addresses (especially in UTXO systems due to address rotation and change outputs),
while custodial services and exchanges can aggregate the activity of many users into
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Table (7.2) Basic parameters.

Attribute Acronym Definition

Digital Asset Supply S The total amount of a digital asset (coin or token) available within the tokenomics
of a cryptocurrency.

Current Supply Scurrent The number of coins or tokens that have been minted or mined to date.
Transfer Set T The set of all transfers t executed within the network during a given period.
Transfer t A single on-chain value movement. In account-based ledgers, a transfer involves

one sender and one receiver address; in UTXO ledgers, a transaction may consume
multiple inputs and create multiple outputs (including change), thus inducing multiple
address-level transfers.

Sender of a Transfer sender(t) The sending address (account-based) or the set of input addresses spending UTXOs
(UTXO-based).

Receiver of a Transfer receiver(t) The receiving address (account-based) or the set of output addresses created by a
UTXO transaction (UTXO-based).

Transfer Amount amount(t) The value in coins or tokens associated with a transfer t.
Address Set A The set of all addresses a.
Funded Address Set Afunded The set of addresses holding at least 1 USD during a given period.
Active Address Sent Set Aactive The set of unique addresses, counted only once, that are involved in sending transfers

over a given period. It refers to all activities leading to a change in the ledger,
excluding the null address used for issuance purposes.

Address a A pseudonymous identifier used to send/receive digital assets (not a unique real-world
user). An entity may control multiple addresses and custodians/exchanges may pool
many users into few addresses.

Address Balance balance(a) The value in coins or tokens associated with the address a.
Address Sent sent(a, t) The value in coins or tokens sent from address a during a transfer t.

a small set of hot/cold addresses. As a consequence, address-count-based indicators
(e.g., engagement, participation) should be interpreted as proxies for adoption rather than
exact user counts, which can be influenced by privacy practices and by Sybil behavior,
since pseudonymous identifiers can be created at negligible cost. For UTXO-based net-
works, a single entity can also be associated with many distinct UTXOs across multiple
transactions/addresses, which further reinforces the need to interpret “user activity”
metrics at address level. We report these limitations explicitly and leave entity-level
robustness checks (e.g., wallet/entity clustering) as future work; such clustering requires
additional assumptions and can be unreliable in the presence of mixing protocols.

We use these basic parameters to clearly define and formalize the set of key economic
quality attributes that characterize these digital economic systems. In particular, we
identify primitive quality (PQ) attributes, which are defined by a single parameter,
and derived quality (DQ) attributes, which result from a mathematical combination of
multiple PQs. These are presented in Table 7.3 along with their definitions, formulas,
units, and range intervals. When applicable, we explicitly indicate the use of the native
cryptocurrency unit (marked as “Ntv”) rather than USD.

Data modeling. Having properly defined the quality attributes, we can now identify
the on-chain parameters to be measured for each quality, based on a selection criterion
that reflects their relevance to the corresponding attribute. To achieve this, we can exploit
blockchain data intelligence platforms that provide several on-chain data in user-friendly
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Table (7.3) Key economic quality attributes.

Economic Attribute Acronym Definition Formula Unit Interval

PQ1 - Transferred Value Tvalue The total Ntv value exchanged within the
system over a given period, excluding issuance
account transfers, which record asset creation
(e.g., Bitcoin coinbase transactions).

Tvalue = ∑
t∈T amount(t) Ntv [0, +∞)

PQ2 - Transfer Count Tcount The total number of transfers t executed
within the network during a given period.

Tcount = |T | Count [0, +∞)

PQ3 - Number of Funded Addresses NAfunded The number of addresses continuously holding
at least 1 USD during a given period.

NAfunded = |Afunded| Count [0, +∞)

PQ4 - Number of Active Addresses Sent NAactive The total number of unique addresses,
counted only once, that are involved in send-
ing transfers over a given period.

NAactive = |Aactive| Count [0, +∞)

PQ5 - Active Supply Sactive The amount of coins/tokens that have been
moved at least once within a given time period,
excluding double counting of the same units
being recycled.

Ntv [0, +∞)

PQ6 - Daily Digital Asset to USD Price Rate USDprice The price in USD per native unit of the coin
or token at the close of the day.

USD (0, +∞)

PQ7 - Market Capitalization Cap The total value of a cryptocurrency in USD,
calculated by multiplying its current price by
the total circulating supply of coins.

Cap = S · USDprice USD (0, +∞)

DQ1 - Participation Aparticipation The proportion of active addresses relative to
the total addresses holding at least 1 USD. A
higher ratio suggests a more engaged user base
and a healthy level of participation within the
cryptocurrency ecosystem.

Aparticipation = NAactive/NAfunded Count [0, 1]

DQ2 - Mean Transfer Size MTS The mean size of a transfer, measured in Ntv.
It is calculated by dividing the total value
transferred by the number of transfers be-
tween distinct addresses during a given pe-
riod.

MTS = Tvalue/Tcount Ntv [0, +∞)

DQ3 - Mean Transfers per Active Address MTAactive The mean number of transfers per active ad-
dress. It is calculated by dividing the total
number of transfers by the number of active
addresses during a given period. This metric
provides insights into the intensity of usage
per user.

MTAactive = Tcount/NAactive Count [0, +∞)

DQ4 - Active Supply Turnover Rate TR The ratio between the total value transferred
and the active supply over a given period. A
higher TR indicates more frequent economic
activity and greater liquidity.

TR = Tvalue/Sactive Count [0, +∞)

DQ5 - Active Supply Ratio ASR The proportion of the current supply that
is actively participating in transactions. A
higher ASR signifies that a larger portion of
the available cryptocurrency is being used
rather than held passively.

ASR = Sactive/Scurrent Count [0, 1]

DQ6 - Wealth Distribution WD The degree to which wealth is distributed
across the network participants, where: I is a
set of balance intervals each of which repre-
sents a range of account balances; NAfunded(i)
is the number of accounts whose balance
falls within interval i; Scurrent(i) is the
total supply in interval i; avgbal(i) =
Scurrent(i)/NAfunded(i) is the average balance
per address in interval i.

WD =
∑

k∈I

∑
h∈I NAfunded(k)·NAfunded(h)·|avgbal(k)−avgbal(h)|

2·NAfunded·
∑

i∈I Scurrent(i) Count [0, 1]

DQ7 - Mean Transfer per Market Cap MTMC The mean size of a transfer over a specific
period relative to the cryptocurrency’s market
capitalization.

MTMC = (Tvalue · USDprice)/Cap USD [0, +∞)

Table (7.4) Blockchain data intelligence platforms comparison.

Name Assets and Protocols API Access Metrics

Bitquery [51] 40+ 3-months as researcher Blocks and transactions related
Glassnode [149] 600+ Limited free plan 400+
Blockdaemon [54] 23+ Limited free plan Balances, blocks, fee estimator, transactions
Blockchair [53] 14 1-year 100K requests as student Raw stats metrics per blockchain
Coin Metrics [86] 200+ 2-year as researcher ∼ 300

formats. Table 7.4 compares some of these platforms with respect to the available metrics,
the number of accessible assets and protocols, and the type of API access.

We rely on Coin Metrics [86] as its indicators categorization aids us in identifying
both blockchain and cryptocurrency components from economic and technological per-
spectives. Additionally, it offers a wide range of protocols and provides researchers with
the opportunity to access premium data for free up to 2 years (upon request). In Table 7.5
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Table (7.5) Coin Metrics parameters selection.

PQ Coin Metrics Parameter Description Unit

PQ1 Xfer’d Val The sum of Ntv transferred (i.e., the aggregate "size" of all transfers) in a given
period.

Ntv

PQ2 Xfer Cnt The count of transfers in a given period, including all user-initiated actions recorded
on the chain, excluding protocol-mandated changes like coinbase transactions or new
issuance.

Count

PQ3 Addresses Count with Balance ≥ 1 USD The total count of unique addresses holding at least 1 USD by the end of a given
period.

Count

PQ4 Active Addresses (Sent) The total count of unique sending addresses active in the network in a given period,
excluding duplicates from previous activity.

Count

PQ5 1-Day Active Supply The sum of unique native units that transacted at least once within a single day.
Native units that transacted more than once are only counted once.

Ntv

PQ6 USD Denominated Closing Price The price of the asset denominated in USD. USD
PQ7 Market Cap The value of the current supply in USD. Also referred to as network value or market

capitalization.
USD

- Current Supply The sum of all native units ever created and currently visible on the ledger (i.e., issued)
in a given period.

Ntv

- Val in Addrs w/ Bal ≥ X Ntv The total of native units held in addresses with a balance of X Ntv or more at the
end of a given period, excluding non-native tokens.

Ntv

we present the on-chain parameters from Coin Metrics that best represent the previously
defined quality attributes, enabling a comprehensive study focused on economic efficiency
within cryptocurrency networks [31, 223]. We use Coin Metrics to download this data
with a daily granularity.

Data processing. The data processing stage is essential to ensure that economic effi-
ciency is grounded in solid theoretical principles. To meet the methodological requirements
of normalization, weighting, and aggregation, we adopt the rigorous framework of Shannon
entropy [287].

After downloading the relevant metrics from Coin Metrics, we align all datasets
to a common time reference, using the earliest available timestamp (2010-07-18) for
PQ6 as the baseline (USD Denominated Closing Price). Next, we convert into USD
all metrics originally expressed in native units. This applies to the following metrics
from Table 7.5: Xfer’d_Val (PQ1), 1-Day_Active_Supply (PQ5), Current_Supply,
Val_in_Addrs_w/Bal≥X_Ntv. Particular attention should be paid to the calculation of
DQ6 (Wealth Distribution), which considers balance class intervals rather than individual
address balances as in the original Gini formula. These intervals range from 0.001 units of
the native currency up to 100K. Furthermore, we operate at the address-level granularity
provided by Coin Metrics and do not attempt to de-anonymize or map addresses to unique
entities. Accordingly, all address-based quantities are interpreted as proxies for user-
level behavior; assessing sensitivity under entity-level clustering (and under alternative
heuristics) is left as future work.

We then normalize data because normalization ensures that each metric contributes
equally, independent of scale differences (e.g., market cap or address count). While metrics
may reflect protocol-specific factors, the entropy-based approach remains agnostic to
context, focusing on internal distributions. For fairer comparisons, assets should ideally
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Table (7.6) Selected cryptocurrencies and their financial and technical characteristics as
of April 2025. Source: Coin Metrics.

Asset Category Coin Metrics Capitalization Max Supply Avg. Network Size Underlying Blockchain Consensus Mechanism

Bitcoin (BTC) [235] Payment $1,653.3 billions 21 millions Bitcoin (BTC) 21.886 [49] Bitcoin PoW
Ethereum coin (ETH) [331] Smart Contract $217.6 billions No fixed supply 13.347 [48] Ethereum PoS
Ripple coin (XRP) [74] Payment $214 billions 100 billions Ripple coin (XRP) 150+ [269] Ripple coin (XRP) Ledger Consensus Protocol
USD Coin (USDC) [82] Stablecoin $40 billions No fixed supply Depends on the blockchain Operates on multiple blockchains Depends on the blockchain
Dogecoin (DOGE) [220] Memecoin/Payment $25.1 billions No fixed supply 315 [291] Dogecoin PoW
Cardano coin (ADA) [170] Payment/Smart Contract $23.3 billions 45 billions Cardano coin (ADA) N.A. Cardano PoS

belong to the same category. For each metric and asset (except PQ7), we use min-max
normalization [226,227,246] based on the individual asset’s range, taken within the entire
lifetime of the cryptocurrency. For PQ7 (Market Capitalization), we apply a global
normalization by using the min and max values across all assets to preserve comparability.
To handle DQ6 (WD), where lower values indicate greater efficiency, we use the specific
transformation 1 − norm_val to reflect this inverse relationship. This adjustment ensures
that all metrics behave consistently – higher normalized values always reflect greater
economic efficiency – while remaining within the [0, 1] range.

Finally, we compute the EB-index derived from the chosen parameters for an illustrative
example by using both the standard formulation (7.3) and its weighted variant (7.9). Our
analysis, encompassing all data and resulting output, is conducted on a daily granularity.
The corresponding results are presented in §7.4.

7.4 An Illustrative Example

In this section, we present a case study to illustrate the application of our EB-index to
evaluate economic efficiency in cryptocurrencies. Our intention is not to provide any
conclusive assessment of the performance or quality of the selected cryptocurrencies, but
rather to demonstrate the practical implementation of the proposed theoretical framework
within a real-world financial context.

We conduct a comparative analysis of the entropies obtained by the six major cryp-
tocurrencies cited in §7.1 – BTC, ETH, XRP, USDC, DOGE, and ADA – over the period
from 2010 to 2025; their main financial and technical characteristics, such as capitalization,
max supply, underlying blockchain, and consensus mechanism, are briefly summarized in
Table 7.6. The choice of the aforementioned cryptocurrencies also takes into account the
fact that not all cryptocurrencies have the desired parameters available on Coin Metrics.

The analysis is based on two distinct sets of derived quality attributes, constructed
from selected parameters available on Coin Metrics (see §7.3.2): Set1 and Set2, each
designed to capture different layers of cryptocurrency economic behavior. Set1 is composed
of a minimal combination of fundamental financial activity metrics – such as market
capitalization – primarily reflecting broader macroeconomic sentiment. In contrast, Set2
offers a more granular view, incorporating a richer selection of attributes that describe
structural network dynamics and internal economic organization, thereby capturing slower-
moving, user-driven behavioral trends. The composition of these two sets is detailed in
Table 7.7.
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Table (7.7) Derived quality attributes chosen for the two sets Set1 and Set2.

Set Qualities Description

Set1 It combines user activity metrics with market financial indicators.

DQ1 Participation (Aparticipation)
DQ3 Mean Transfers per Active Address (MTAactive)
DQ7 Mean Transfer per Market Cap (MTMC )
PQ7 Market Capitalization (Cap)

Set2 It comprises six dynamic qualities, with a focus on user engagement,
transaction characteristics, and the distribution of wealth within the
network.

DQ1 Participation (Aparticipation)
DQ2 Mean Transfer Size (MTS)
DQ3 Mean Transfers per Active Address (MTAactive)
DQ4 Active Supply Turnover Rate (TR)
DQ5 Active Supply Ratio (ASR)
DQ6 Wealth Distribution (WD)
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(b) Weighted entropy variations for Set1
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(c) Entropy variations for Set2
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(d) Weighted entropy variations for Set2

Figure (7.1) Comparison between unweighted and weighted entropy for (a-b) Set1 (DQ1,
DQ3, DQ7, PQ7) and (c-d) Set2 (DQ1, DQ2, DQ3, DQ4, DQ5, DQ6). For the weighted
entropy the chosen weights are wi = ri.

7.4.1 EB-index Based on Unweighted Entropy: Good Balance

The entropy variations for the chosen cryptocurrencies, computed by using the standard
formula (7.3), are illustrated in Figure 7.1.

The comparison across different attribute sets highlights how the selection of metrics
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can substantially affect the observed performance and behavior of cryptoassets.
In Set1, which combines user activity with financial metrics, most assets exhibit a

gradual growth with peak values between 0.85 and 0.9 – particularly Dogecoin (DOGE),
Cardano coin (ADA) and Ethereum coin (ETH), which display the highest levels of
entropy for the entire period. This suggests a peak in homogeneity and well-balanced
development during that period. After 2020, ETH stabilizes and becomes the most
consistent asset across the entire set, maintaining values steadily above 0.6 – a sign of
structural resilience. Bitcoin (BTC), on the other hand, undergoes a temporary recovery
between 2022 and 2023, followed by another sharp decline. The dynamics of the entropy
values are generally well pronounced (0.25–0.9), with a lot of sharp peaks and bottoms,
highlighting that the index is capable of capturing key aspects associated with variations
in the economic parameters.

Set2, built on dynamic, interaction-based features such as transaction size, turnover
rate, and wealth distribution, reveals higher and less dispersed values, with only the
period of time from 2023 to mid 2024 characterized by some steep declines in value.

Ethereum exhibits the highest entropy, reflecting a well-balanced and resilient ecosys-
tem, especially during market stress. As represented in Figure 7.2, in Set1 a drop in DQ3
offset by rising Market Cap preserved balance, while in Set2 opposing shifts in DQ5 and
DQ6 had a compensatory effect.

It is worth noting that some assets can perform differently when using different sets of
parameters. For example Ripple coin (XRP) ranks as the least efficient asset in Set2, with
values averaging near 0.6 for the majority of the period, reflecting poorer distribution and
transactional engagement. On the contrary, it can be considered average compared to the
others in Set1. This underlines again the importance of carefully selecting parameters
based on the characteristics of the cryptocurrency one aims to highlight.

While some global events – such as market crashes, regulatory changes, or liquidity
shocks – may coincide with entropy shifts, their causal impact on the distributional
structure of the parameters is not addressed in this work. Our primary goal remains the
introduction of a well-founded economic index, flexible in both composition and number
of parameters, capable of expressing the balanced integration of economic qualities as
an indicator of systemic efficiency – irrespective of exogenous causes. It remains the
responsibility of the researcher to choose the set of parameters and economic qualities
that best suit her/his research.

7.4.2 EB-index Based on Weighted Entropy: Performance or Impor-
tance

The proposed EB-index assumes equal relevance for all selected economic qualities.
However, this approach has a limitation: it rewards only the good balance among
qualities, regardless of their absolute value. As an example, consider two cryptocurrencies:
the first one with all normalized qualities reaching the maximum value ri = 1, ∀i; the
second one with ri = 0.5, ∀i. From (7.4) it is clear that both the two corresponding p.d.’s
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Figure (7.2) Probability distribution of the selected attributes within each set, computed
for each asset.
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are uniform and correspond to the maximum value of normalized entropy, i.e., H(P ) = 1
with k the base of the logarithm. But the first cryptocurrency has all absolute values
greater than that of the second one. To overcome this limitation we can use the weighted
entropy (7.9) and set wi = ri, so each quality contributes proportionally to its normalized
absolute value. In this way, the entropy metric becomes sensitive not only to a good
balance of the qualities, but also to the absolute performance of the system, thus better
capturing the economic efficiency of the evaluated blockchain protocol. Note, however,
that when we use the term “absolute”, we are always comparing the value of the given
quality to its own highest value over the historical series, within the context of the same
cryptocurrency.

In Figure 7.1, the unweighted entropy calculation is shown alongside its weighted
counterpart with wi = ri for each quality qi. This highlights a significant shift in
the interpretation of the results, particularly for Set2, where interestingly the USD
Coin (USDC) stablecoin emerges as the most balanced and highly entropic representation.
Moreover, it is worth noting that the entropy score drops significantly below 0.3, indicating
that a full balance among the selected economic features has not yet been achieved within
the sets.

Another possibility offered by the weighted entropy is that of increasing the importance
of some qualities to the detriment of others, by assigning wi = ui, where ui is the utility
(upper bound) of the corresponding quality. Note that in any case we can consider the
last two weighting principles in a joint manner by setting wi = ri · ui, without losing the
formal properties satisfied by the Shannon entropy.





Chapter 8

Conclusions

This chapter summarizes the dissertation’s main results on blockchain efficiency,
enabled by Lilith and the EB-index as documented by artifact availability, in terms
of performance, energy, experimental repeatability plus performance predictability, and
economic balance (§8.1). It then outlines future work toward scalable, topology-aware,
and sustainable benchmarking (§8.2).

8.1 Summary of Results

This dissertation set out to compare and understand blockchains along four complementary
axes – performance efficiency, energy efficiency, experimental repeatability plus perfor-
mance predictability, and economic balance – under controlled yet realistic conditions.

To this end, we developed and used Lilith, a benchmarking framework described in
Chapter 3 that (i) exposes network topology as a first-class parameter, (ii) orchestrates
workloads deterministically, (iii) supports geo-distributed latency emulation derived from
public cloud measurements, and (iv) enforces strict software versioning and rigorous
experimental controls. In Chapters 4, 5, and 6, Lilith enabled a systematic exploration
that connects architectural choices (consensus, deployment, and overlay structure) to
observable outcomes (throughput, latency, energy per transaction, and stability of those
measures).

In addition, in Chapter 7 we formalized the EB-index, an entropy-driven metric that
aggregates multiple on-chain economic signals (e.g., user activity, token distribution, and
valuation proxies) into a single interpretable score that rewards balanced, system-wide
improvements and remains coherent even as the set of tracked parameters evolves (via
weighted or unweighted formulations).

We now recall our findings in more detail along with the related artifacts.

Performance (Chapter 4). We evaluated blockchain performance under diverse
network topologies and AWS-informed geo-distributions, addressing research questions
RQ1 and RQ2. Our results show that topology is not merely an environmental factor
but a primary driver of end-to-end behavior: it shapes path lengths, queuing, and
concurrency, hence it directly affects throughput and confirmation latency. The on-premise,
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controlled setup made the experiments reproducible while remaining realistic, thanks to the
integration of empirically observed inter-region network characteristics. Beyond answering
RQ1 and RQ2, Lilith proved effective at managing complex infrastructures, reproducing
cloud-like configurations, and exercising dynamic network setups in a principled manner.

Energy (Chapter 5). At a high level, energy efficiency emerges from the interaction
among network topology, workload profile, and protocol design rather than from any
single component. Denser overlays that shorten end-to-end paths tend to reduce energy
per transaction at moderate load, while heavy or burst-driven traffic expose coordination
costs and engineering limits across systems. Differences among blockchains reflect design
choices – consensus mechanisms, degree of centralization, and implementation maturity –
so no universal ranking holds across contexts. The most stable takeaway is prescriptive:
align deployment and topology with the expected workload to reduce avoidable waste,
as mismatches amplify inefficiencies. Finally, energy results should be read with their
operating envelope (topology, load, software version) rather than as context-free point
estimates, especially as public overlays evolve over time.

Experimental repeatability and performance predictability (Chapter 6). Us-
ing a tightly controlled, geo-emulated, multi-run dataset, we examined experimental
repeatability and performance predictability in blockchain performance evaluation un-
der nominally identical conditions. A variance-centric analysis based on 10 runs per
configuration, combining typical-dispersion metrics (e.g., IQR% and Std%), worst-case
deviation indicators, factorial ANOVA, and intraclass correlation, shows that throughput
and latency can still exhibit substantial and heterogeneous variability even when software
and network settings are fixed, whereas energy remains comparatively steadier and is
driven mostly by workload. Most of the observed variance in throughput and latency is
explained by the blockchain–workload pair, while topology and validator-set size mainly
act as secondary modulators that expose or attenuate existing fragilities. Balanced topolo-
gies such as torus, and in some cases full mesh, tend to host more stable configurations;
VISA-like workloads consistently stress systems; and scaling from 10 to 40 nodes can
reduce some absolute extremes while increasing relative sensitivity for certain blockchains.
In the campaign, Ethereum Clique emerges as the most predictable system, Algorand and
Diem occupy an intermediate regime, and Solana and Quorum IBFT show the largest
tails. Lilith’s contribution is therefore not to claim absolute reproducibility, but to make
variability explicit, measurable, and attributable, so that blockchain performance claims
are framed within quantified dispersion envelopes rather than reduced to simple point
estimates.

Economic balance (Chapter 7). We introduced and applied the EB-index, an entropy-
based metric – grounded in the axiomatic framework of Shannon entropy – designed to
capture systemic balance across multiple economic parameters of a crypto-asset. The index
rewards coherent, well-distributed progress across attributes and is robust to changes in the
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number of tracked parameters. Empirical analyses over multiple attribute sets and time
windows revealed that structural and valuation-driven components leave distinct signatures
in the index, enabling a compact view of a system’s internal economic organization. At the
same time, the study clarified important practicalities: (i) the index’s quality depends on
the granularity and availability of on-chain data; (ii) certain proxies (e.g., Gini via balance
classes or Active Addresses Sent conflating economic and non-economic state updates such
as approvals and contract interactions) can introduce noise; and (iii) the equal-weight
assumption, while transparent, may misrepresent parameter salience in specific contexts.
To address (iii), we discussed the Beliş-Guiaşu weighted-entropy formulation and outlined
paths to data-driven or expert-elicited weights – all while preserving the index’s axiomatic
coherence. Overall, the EB-index offers a flexible lens for assessing structural balance
without prescribing a universal metric set; efficiency is context-dependent and sensitivity
analyses are an essential companion for deployment.

Availability and reproducibility. To support verification and follow-on work, we
released all artifacts used in this dissertation:

• Lilith code and experiments: https://doi.org/10.5281/zenodo.11409100.

• Cloud latency dataset (16 months, 34 AWS regions, JSON schema on Zenodo):
https://doi.org/10.5281/zenodo.11457019.

• EB-index datasets: https://doi.org/10.5281/zenodo.15221823.

• Repeatability dataset and artifacts: https://doi.org/10.5281/zenodo.17681717.

These releases include topology files, workload configurations, and step-by-step instructions
to reproduce the figures and tables in this thesis.

8.2 Future Work

While the dissertation advanced the state of the art in controlled benchmarking and
offered new economic instrumentation, several avenues remain open.

Scale, heterogeneity, and duration. Our experiments targeted up to 40 nodes
on homogeneous clusters. Scaling to hundreds of nodes across multiple clusters and
heterogeneous machines is a natural extension. This will illuminate cross-hardware effects
(CPU micro-architectures, storage, network interface cards) and emergent behaviors under
higher fan-out and deeper pipelines. Long-lived campaigns (days to weeks) should track
version drift, state growth, and schema upgrades, connecting software evolution to stability
regressions and shifts in energy/performance envelopes.

Richer network dynamics and adversarial settings. Lilith already supports
dynamic network changes. Future studies should incorporate real fault traces, time-
varying latency/jitter/loss, node churn, and adversarial scenarios (e.g., network partitions,

https://doi.org/10.5281/zenodo.11409100
https://doi.org/10.5281/zenodo.11457019
https://doi.org/10.5281/zenodo.15221823
https://doi.org/10.5281/zenodo.17681717
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equivocation, censorship at edges). Such campaigns would quantify robustness and
recovery costs across topologies, including the interplay between overlay selection and
Byzantine-tolerant mechanisms.

Broader protocol and workload coverage. Adding platforms such as Avalanche and
expanding workload families (stateful contracts with storage-heavy patterns, MEV-like
bursts, DeFi-specific order flows, L2 rollup traffic) will stress additional parts of the stack.
Synthetic-to-trace pipelines that replay real incidents (fee spikes, congestion waves) can
bridge the gap between lab and field.

Energy measurement granularity and modeling. Machine-level energy was a
pragmatic choice for breadth and comparability. Future work should pursue container- or
process-level energy attribution (where feasible) and couple power telemetry with CPU,
memory, and I/O profiling to explain phase behavior. Reporting energy consumption in
kWh remains appropriate for portability, but mapping to regional electricity mixes would
enable lifecycle carbon assessments. With larger clusters, statistical reporting (variance,
confidence intervals) can be shown alongside medians without overwhelming readability
(e.g., via violin plots or uncertainty bands).

Continuous, topology-aware benchmarking. Instituting continuous integration
for performance/energy – with fixed topologies and signed workload manifests – would
surface stability regressions earlier. Standardized reporting templates, metadata schemas
(software versions, commit hashes, topology configurations), and badgeable checklists
(open artifacts, seeds, manifests) can help normalize expectations across studies and
facilitate fairer comparisons.

Toward benchmark standardization. Lilith is not proposed in this dissertation
as an officially certified or standardized benchmark. However, its design deliberately
follows principles that would make such a process possible: explicit workload profiles,
reproducible deployment artifacts, fixed software versions, declared network conditions,
documented metrics, and public datasets. A natural future direction is therefore to align
Lilith’s benchmark profiles and reporting schema with ongoing performance-assessment
and standardization efforts for distributed ledger technologies. Relevant directions include
DLT-specific performance-assessment recommendations, such as ITU-T F.751.6 and ITU-
T F.751.11, blockchain/DLT standardization activities such as ISO/TC 307, and general
benchmark-governance models inspired by organizations such as SPEC, TPC, or STAC.
This would upgrade Lilith from a research benchmarking framework toward a community-
validated benchmark suite with standardized workloads, measurement procedures, and
reporting requirements.
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Advancing the EB-index. Three directions stand out:

1. Weighted formulations: adopt Beliş-Guiaşu weighted entropy with domain-informed
or data-driven weights (e.g., via expert elicitation, feature importance, or causal
relevance) while preserving axiomatic guarantees.

2. Causal inference: move beyond correlation by modeling how exogenous shocks (policy,
listings, outages) propagate through on-chain parameters and testing hypotheses
about stability and recovery.

3. Sensitivity and scope: conduct formal sensitivity analyses of metric sets and windows
and refine proxies that conflate economic and non-economic activity (e.g., separate
actor classes, use transfer-typed disaggregation). Furthermore, extending coverage
to more assets, segments, and market regimes would improve external validity.

Overlay–underlay co-design. A natural extension of this work is to model the
interaction between dynamic blockchain overlays and the physical underlay more explicitly.
In the present dissertation, the overlay is fixed within each experiment so that its impact
can be isolated and compared across systems. In real deployments, however, peer
selection, relay usage, validator churn, and routing changes may continuously reshape
the effective communication graph. Future versions of Lilith could therefore combine
measured physical underlay traces with dynamic overlay-rewiring policies, making it
possible to study when a scale-free-like underlay dominates the observed behavior and
when application-level overlay design can mitigate, amplify, or bypass those physical
constraints.

From measurement to guidance. Finally, combining the four axes – performance,
energy, experimental repeatability/performance predictability, and economic balance
– into decision aids for operators and designers is an actionable path to: recommend
topology-aware deployments; forecast energy costs under expected traffic; flag instability
envelopes after software upgrades; and track EB-index trajectories as health indicators.
Such tools would close the loop from measurement to operations, supporting both public
and permissioned ecosystems.
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