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Abstract

This thesis explores reversibility in process algebra along with behavioral-equivalence-based noninterference analysis
applied to reversible systems, thus presenting advances in theoretical foundations as well as practical applications.
Reversibility is the capability of a system of undoing its own actions starting from the last performed one, in such
a way that a consistent state is reached. This is not trivial to achieve in the case of concurrent systems, as the
last performed action may not be uniquely identifiable and causality should be respected while going backward.
Noninterference analysis supports the execution of secure computations in multi-level security systems by avoiding
information leakage. This guarantees that low-level agents cannot infer, from their observations or through covert
channels, the confidential behavior of high-level agents.

Building on previous works by De Nicola-Montanari-Vaandrager, Boudol-Castellani, Danos-Krivine, and
Phillips-Ulidowski, in the first part of the thesis we introduce a lighter process algebraic language for reversible
systems, which allows for both forward and backward computations without relying on communication keys or
stack-based memories to support reversibility. The focus is on bisimulation semantics in the strong and weak cases,
for which we define a forward version, which adheres to the interleaving style, as well as a reverse version and a
forward-reverse version, which are truly concurrent instead. Key contributions include congruence results, modal
logic characterizations, and sound and complete axiomatizations uniformly developed by following the proved trees
approach of Degano-Priami. We also establish connections with other behavioral equivalences. Over sequential pro-
cesses, reverse bisimilarities coincide with reverse trace equivalences while weak forward-reverse bisimilarity coin-
cides with Van Glabbeek-Weijland’s branching bisimilarity. Moreover, strong forward-reverse bisimilarity extended
with backward ready multisets equality corresponds to Bednarczyk’s hereditary history-preserving bisimilarity, thus
providing for the latter a simpler alternative characterization valid also in the presence of autoconcurrency.

In the second part, we address Goguen-Meseguer’s noninterference for reversible systems by relying on branch-
ing bisimilarity due to its connection with De Nicola-Montanari-Vaandrager’s weak back-and-forth bisimilarity.
We start by extending to the reversible setting Focardi-Gorrieri’s classical taxonomy based on Milner’s weak
bisimilarity over nondeterministic processes, then we highlight the preservation and compositionality features of
the resulting noninterference properties based on branching bisimilarity. We show the effectiveness in detecting
covert channels arising in a reversible framework through some examples about database management system
authentication. The same approach is subsequently applied to reversible processes exhibiting nondeterminism and
probabilities expressed in the strictly alternating model of Hansson-Jonsson. We recast all the noninterference
properties of interest by using weak and branching probabilistic bisimilarities, study their characteristics, establish
a new taxonomy along with its relationships with the nondeterministic one, and illustrate their adequacy on a prob-
abilistic smart contract lottery. Lastly, we consider reversible processes featuring nondeterminism and stochastic
time expressed as Hermanns’ interactive Markov chains. We define noninterference properties based on weak and
branching stochastic bisimilarities, study their characteristics, further extend the aforementioned taxonomies, and
provide some examples about obfuscation and permission mechanisms in database management systems.
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Chapter 1

Introduction

Reversibility [101, [I7] and noninterference [82] are fundamental concepts in computer science. The former refers
to the capability of undoing computations in a causally consistent manner and brings with it the promise of lower
energy consumption. The latter deals with the absence of unintended information leaks that may take place along
covert channels, thus safeguarding the integrity of multi-level security systems.

Both concepts will be studied from a process algebraic perspective. The reason is that process calculi, which
include examples such as CCS [I12], CSP [45], ACP [18], and LOTOS [38] along with the tool support provided
by CADP [72] and mCRL2 [84], constitute a foundational theory for concurrent and distributed systems. They
comprise observable and unobservable actions as well as operators like sequential, alternative, and parallel com-
positions whereby building complex system descriptions from simpler ones. A central role is played by behavioral
equivalences [20], which identify syntactically different process terms that exhibit the same observable behavior.

1.1 Reversible Computing

Reversibility is a well established concept in mathematics, physics, chemistry, and biology, where we find notions
such as inverse operations, formulas, laws, and reactions. Formally speaking, given a function from an input set
to an output set, reversibility has to do with the capability of each output to uniquely define the corresponding
input, i.e., the invertibility of the function. As a consequence, irreversibility can be described via non-invertible
functions; for example, conjunctions and disjunctions computed inside circuits are not reversible, while negation
is reversible. In computing, especially in the case of concurrent and distributed systems, a dual phenomenon is
nondeterminism, where it is the input that does not uniquely define the corresponding output.

Reversibility started to receive attention in computing only a few decades ago with the seminal work of Lan-
dauer [101] and Bennett [I7]. It was observed that irreversible computations cause heat dissipation into circuits.
More precisely, Landauer’s principle states that any logically irreversible manipulation of information, such as the
erasure of bits or the merging of computation paths, must be accompanied by a corresponding entropy increase in
non-information-bearing degrees of freedom of the information processing apparatus or its environment. In partic-
ular, there is a minimal heat generation due to extra work for standardizing signals and making them independent
of their history, so that it becomes impossible to determine input signals from output ones. According to this
principle — which has been later verified in [36] and given a physical foundation in [70] — any logically reversible
computation, in which no information is lost, may be potentially carried out without releasing any heat. In other
words, the logical irreversibility of a function implies the physical irreversibility of computing that function and
the consequent dissipative effects.
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In addition to low energy consumption, reversible computing has applications in many areas nowadays, among
which we mention the following:

e Robotics [108], wireless communications [137], and fault-tolerant systems [54] 141}, 102} [139], where reversibil-
ity supports backtrack or rollback operations when encountering obstacles or malfunctionings.

e Parallel discrete-event simulation [I19] [I32], where it is necessary to go back whenever an inconsistent state
is reached by the optimistic approach followed to speed up the simulation itself.

e Distributed algorithms [143] [3T], where it is vital for individual participants to be able to escape from
situations in which resources cannot be acquired or consensus cannot be achieved.

e Program debugging [73, [105], where reversibility helps avoiding to reproduce situations in which errors
occurred, especially in the presence of concurrency as nondeterminism hinders reproducibility.

e Biochemical system modeling [125, 126], for a faithful representation of phenomena that are reversible
in nature.

A reversible computing system features two directions of computation. The forward one coincides with the
normal way of computing. The backward one undoes the effects of the forward one so as to return to a consistent
state, i.e., a state that can be encountered while moving in the forward direction. Returning to a consistent state
is not an easy task to accomplish in a concurrent system, because the undo procedure necessarily starts from the
last performed action and this may not be uniquely identifiable due to concurrency. The strategy to adopt should
respect causality, i.e., an action can be undone provided that all the actions it subsequently caused, if any, have
been undone beforehand [53].

1.1.1 Reversible Process Calculi

In this thesis we address reversibility in a process algebraic framework, for which we refer the reader to [112] 45
18] 38, 201 (72, [84] and the references therein. Process calculi were not natively equipped with inverse operators,
hence do not directly support reversibility. To make them reversible, two approaches have been developed that
keep track of executed actions and are able to revert computations in a causally consistent manner. The two
approaches have been shown to be equivalent in [I03] and the common properties they exploit to ensure causal
reversibility have been systematically classified in [107].

The dynamic approach of [53], [I00] is represented by RCCS (R for reversible) and its mobile variants [104} 52].
RCCS is an extension of CCS [112] that uses stack-based memories attached to processes so as to store all executed
actions and all subprocesses discarded upon choices. A single transition relation is defined, while actions are divided
into forward and backward thereby resulting in forward and backward transitions respectively. This approach is
adequate in the case of very expressive calculi as well as programming languages.

The static approach of [I21] proposes instead a general method to reverse calculi, of which CCSK (K for keys)
and its quantitative variants [32], 37, [33], 34] are a result. The idea is to make all process algebraic operators static
— in particular action prefix and choice — so that executed actions and discarded alternative subprocesses are kept
within the syntax. A forward transition relation and a backward transition relation are defined separately. Their
labels are actions extended with communication keys so as to know, upon generating backward transitions, which
actions synchronized with each other in the forward direction. This approach is very handy when dealing with
basic process calculi.



1.1 Reversible Computing 3

a.0||gb.-0 ~FB a.b.0+b.a.0
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Figure 1.1: Comparing forward, reverse, and forward-reverse bisimilarities: interleaving vs. true concurrency

1.1.2 Bisimulation Semantics for Reversible Processes

Syntactically different process terms that denote the same behavior can be identified by means of behavioral
equivalences. Among the many relations proposed in the literature [76], bisimilarity [117), [112] plays a central role.
It represents the capability of mimicking each other’s behavior stepwise. Given two bisimilar processes, whenever
either process can perform a certain action, then the other process can respond with the same action and after the
execution of that action the two processes are still related, so that this game can go ahead endlessly. In [121] the
definition of bisimilarity was adapted to reversible processes by matching forward transitions on the one hand and
backward transitions on the other hand. In a reversible setting with a single transition relation, it can be further
adapted by matching outgoing transitions when going forward and incoming transitions when going backward [57].

Let us denote by ~pgrp the resulting forward-reverse bisimilarity and by ~gg and ~gp its two components, i.e.,
forward bisimilarity — which considers only outgoing transitions — and reverse bisimilarity — which considers only
incoming transitions. Unlike ~pp, which corresponds to classical bisimilarity [117, 112], as noted in [I21] it turns
out that ~prp — and also ~rp — does not satisfy the expansion law of parallel composition into a nondeterministic
choice among all possible action sequencings. In Figure [I.I] we depict two labeled transition systems respectively
representing a process that can perform action a in parallel with action b —1i.e., a.0|/pb.0 using a CSP-like parallel
composition [45] — and a process that can perform either a followed by b or b followed by a —i.e., a.b.0+b.a.0
with + denoting a CCS-like nondeterministic choice [I12] — where a # b and t decorates executed actions.

The forward bisimulation game yields the usual interleaving setting by relating the two top states, the two left
intermediate states, the two right intermediate states, and the three bottom states. However, the three bottom
states are no longer related if we play the reverse bisimulation game, as the bottom state in the first system has two
differently labeled incoming transitions while either bottom state in the second system has only one. The remaining
pairs of states are related by reverse bisimilarity as they have identically labeled incoming transitions, whereas they
are told apart by forward-reverse bisimilarity due to the failure of the interplay between outgoing and incoming
transitions matching. More precisely, any two corresponding intermediate states are not forward-reverse bisimilar
because their identically labeled outgoing transitions reach the aforementioned inequivalent bottom states. In turn,
the two initial states are not forward-reverse bisimilar either, because their identically labeled outgoing transitions
reach the aforementioned inequivalent intermediate states. In summary, reverse and forward-reverse bisimilarities
are truly concurrent.
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For the sake of completeness, we recall that an interleaving view of parallel composition can be restored under
the forward-reverse bisimulation game by considering computation paths (instead of states) like in the back-
and-forth bisimilarity of [57]. Besides causality, this approach additionally preserves history, in the sense that
backward moves are constrained to take place along the path followed in the forward direction even in the presence
of concurrency. For instance, in the labeled transition system on the left, after performing a and then b it is not
possible to undo a before b — as the forward computation is a b and we have to backtrack — although there are no
causality constraints between actions a and b.

1.2 Noninterference in Multi-Level Security Systems

Noninterference was introduced by Goguen and Meseguer [82] to reason about the way in which illegitimate
information flows can occur in multi-level security systems due to covert channels from high-level agents to low-
level ones. Since the first definition, conceived for deterministic systems, a lot of work has been done leading to
a variety of extensions to nondeterministic or quantitative domains, in multiple frameworks going from language-
based security to concurrency theory; see, e.g., [67), [4, 110, 87, 140, 130, 15l [7, 5, 04] and the references therein.
Analogously, to verify information-flow security properties based on noninterference, several different approaches
have been proposed ranging from the application of type theory [144] and abstract interpretation [74] to control
flow and equivalence or model checking [68], T11], [6].

Noninterference guarantees that low-level agents cannot infer from their observations what high-level ones are
doing. Regardless of its specific definition, noninterference is closely tied to the notion of behavioral equivalence [76]
because, given a multi-level security system, the idea is to compare the system behavior with high-level actions
being prevented and the system behavior with the same actions being hidden. A natural framework in which to
study system behavior is given by process algebra. In this setting, weak bisimilarity [I12] has been employed in [67]
to reason formally about covert channels and illegitimate information flows as well as to study a classification of
noninterference properties for nondeterministic systems.

1.2.1 Noninterference Properties

One of the first and most intuitive proposals of noninterference property has been Bisimulation-based Strong
Nondeterministic Non-Interference (BSNNI) [67]. Given a process P and denoting by Ay the set of all possible
high-level actions, the property is satisfied if P with its high-level actions being prevented — modeled by P \ Ay
where \ is a CCS-like restriction operator [I12] — behaves the same as P with its high-level actions being hidden
— modeled by P /Ay where / is a CSP-like hiding operator [45]. The equivalence between these two low-level
views of P means that a low-level agent cannot infer the high-level behavior of the system. For instance, in the
process 1.0+ h.l.0, which can either perform the low-level action [ alone or the high-level action h followed by
the low-level action [, a low-level agent that observes the execution of [ cannot infer anything about the execution
of h. Indeed, (I.0+h.1.0)\ {h} and (1.0 + h.1.0) /{h} are equivalent because the former process behaves as
1.0, the latter process behaves as [.0+ 7.[.0 with 7 representing the unobservable action, and /.0~ [.0+7.7.0
with &~ being any 7-abstracting equivalence in the bisimulation style.

BSNNI is not powerful enough to detect information leakages that derive from the behavior of a high-level
agent interacting with the system. For instance, [.0+ hy.ho.l.0 is BSNNI for the same reason discussed above.
However, a high-level agent like hy . 0 enables hy and then disables ho, thus yielding the low-level view of the system
1.0+ 7.0, which is clearly distinguishable from [.0 as only in the former a low-level agent may not observe I.
To avoid such a limitation, the most obvious solution consists of checking explicitly the interaction on any action
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set included in Ay between the system and every possible high-level agent ). The resulting property is called
Bisimulation-based Non-Deducibility on Composition (BNDC) [67].

To circumvent the verification problems related to the universal quantification over (), several properties have
been proposed that are stronger than BNDC. They all express some persistency conditions, stating that the security
checks have to be extended to all the processes reachable from a secure one. Three of the most representative
ones among such properties are the variant of BSNNI that requires every reachable process to satisfy BSNNI itself,
called Strong BSNNI (SBSNNI) [67], the variant of BNDC that requires every reachable process to satisfy BNDC
itself, called Persistent BNDC (P_BNDC) [69], and Strong BNDC (SBNDC) [67], which requires the low-level
view of every reachable process to be the same before and after the execution of any high-level action, meaning
that the execution of high-level actions must be completely transparent to low-level agents.

1.2.2 Nondeterministic Systems

The foundational work on noninterference for nondeterministic systems in a process algebraic framework has been
carried out in [67] by employing weak bisimilarity [I12]. The aforementioned properties have been studied in
terms of their preservation under weak bisimilarity — meaning that, whenever a process is secure under any of
such properties, then every other equivalent process is secure too according to the same property — as well as
their compositionality with respect to typical process algebraic operators — the composition of processes enjoying
the same persistent property possess that property too. Furthemore, a taxonomy of those properties has been
developed that explicitly highlights the inclusion relationships.

1.2.3 Probabilistic Systems

Noninterference in probabilistic systems extends classical security analysis by accounting for scenarios where ad-
versaries may exploit probabilistic behavior to infer confidential information. In this setting, security properties
must ensure that high-level actions do not affect the probability distribution of observable behaviors, thus pre-
venting probabilistic covert channels. Unlike purely nondeterministic models, probabilistic models require a more
fine-grained analysis to capture leakages.

In [7] a combination of the generative and reactive probabilistic models of [79] is considered. On top of it,
a probabilistic process calculus is built, where not only choice but also parallel composition and hiding are deco-
rated with a probabilistic parameter, so that the selection among all the actions executable by a process is fully
probabilistic. Using a behavioral equivalence akin to the weak probabilistic bisimilarity of [13], probabilistic vari-
ants of BSNNI, BNDC, and SBNDC are investigated with respect to preservation and compositionality features.
Their taxonomy is also developed and compared with the nondeterministic one of [67].

1.2.4 Stochastically Timed Systems

Noninterference in stochastically timed systems further extends information flow analysis as time-related informa-
tion can be exploited to infer high-level activities or alter the steady-state behavior of the system. Based on process
algebraic frameworks inspired by [93] — where every action is enriched with a positive real number expressing the
rate of the exponential distribution quantifying the duration of the action — together with stochastic variants of
weak bisimilarity, in [5] stochastic variants of BSNNI and SBNDC are considered whilst in [94] a stochastic variant
of P_ BNDC is examined.
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1.3 Contributions and Organization of the Thesis

In this thesis we present a fully fledged process algebraic theory of reversible concurrent systems (Part [I) and
we extend noninterference analysis to reversible multi-level security systems (Part .

The first contribution of this thesis is a lighter approach to the definition of reversible process calculi, which
avoids both stack-based memories [53, [I00] and communication keys with the related infinite branching [121].
Like in [121], we keep in the process syntax all the information needed to support reversibility, in particular
executed actions and discarded subprocesses. Similar to [53, [100], the operational semantics generates a la-
beled transition system based on a single transition relation. Following [57], we deem the transition relation
to be symmetric: each transition is viewed as an outgoing transition of its source state when going forward or
an incoming transition of its target state when going backward. Consequently, as in [42] we can mark all executed
actions with the same symbol, which we choose to be 1 (Chapter [2)).

The second contribution is a systematic study of the properties of ~grp and its two components ~gg and ~grg,
of which we consider both the strong variants, treating all the actions in the same way, and the weak variants,
capable of abstracting from unobservable actions (Chapter . In particular:

e We compare the discriminating power of the considered bisimilarities and investigate whether they are con-
gruences with respect to the operators of our reversible process calculus to support compositional reasoning

(Chapter [4)).

e We provide modal logic characterizations of the considered bisimilarities, which illustrate what properties are
preserved by each of them and offer diagnostic information to explain why two processes are not equivalent

(Chapter [3)).

e We exhibit sound and complete axiomatizations of the considered bisimilarities, which elucidate the fun-
damental equational laws behind those equivalences. Since forward bisimilarities are interleaving whereas
reverse and forward-reverse bisimilarities are truly concurrent, to uniformly derive expansion laws of parallel
composition for all of them we use encodings based on the proved trees approach of [59] (Chapter @

e We show alternative characterizations of reverse and forward-reverse bisimilarities, so as to establish con-
nections with other behavioral equivalences such as trace equivalences [45], branching bisimilarity [80], and
hereditary history-preserving bisimilarity [16] (Chapter [7]).

The third contribution is recognizing that, while weak bisimilarity is appropriate for the noninterfence analysis
of standard forward-only systems [67], to study information flow in reversible systems a more discriminating weak
equivalence is needed, as witnessed by a number of examples. One possibility is to resort to weak forward-reverse
bisimilarity. However, given its truly concurrent nature, it may turn out to be too discriminating. From this
viewpoint a better option is branching bisimilarity [80], because it coincides with weak forward-reverse bisimilarity
over sequential processes as well as weak back-and-forth bisimilarity [57], which works under the assumption that
backward moves are constrained to stick to the same path undertaken in the forward direction.

The fourth contribution is recasting the noninterference properties of [67, 69] by using branching bisimilarity,
investigating their preservation and compositionality features, and establishing a taxonomy for them to be compared
with the one based on weak bisimilarity. This is done not only in the case of nondeterministic systems (Chapter ,
but also in the case of nondeterministic systems extended with probabilities according to the strictly alternating
model of [86] (Chapter [J) as well as in the case of nondeterministic systems extended with stochastic time based
on the interactive Markov chain model of [90] (Chapter [10)).

The thesis concludes by summarizing our findings and indicating future work (Chapter [L1)).



Part 1

Reversible Process Algebra
without Memories and Keys






Chapter 2

A Lighter Calculus for Reversible Concurrent
Systems

In this chapter, whose contents have appeared in [27, 29], we present the syntax (Section and the seman-
tics (Section of a process algebraic language for expressing reversible concurrent systems in a compositional
way. Although inspired by CCSK [121] and RCCS [53], [100], our calculus is lighter because there are neither

communication keys nor stack-based memories.

2.1 Syntax of Reversible Concurrent Processes

In the representation of a system, we are used to describe only its future behavior. In order to support reversibility
according to [I12I], we have to enrich the syntax with information about the past, in particular which actions have
already been executed. Unlike [I2I], we do not need to add distinct communication keys to non-synchronizing
executed actions because the operational semantics will be based on a single transition relation like in [53] [100].
Similar to [42], it thus suffices to mark all executed actions with the same symbol, which we choose to be f.
Given a countable set A of actions including an unobservable action that we denote by 7, our language PRPC
(Proved Reversible Process Calculus) has the following syntax inspired by those of CCS [112] and CSP [45]:
P:=0|a.P|lal.P|PLp"|P+P|P|LP
where a € A, p: A — A such that p(t) =7, L C A\ {7}, and:

e ( is the terminated process.

e a.P is a process that can execute action a and whose forward continuation is P (unexecuted action prefix).

e af. Pis a process that executed action a and whose forward continuation is inside P, which can undo action a
after all executed actions within P have been undone (executed action prefix).

e PLp'is a process in which all actions executed by P are renamed according to function p — expressed for
short as a set of elements of the form a — b with a # b — where 7 is left unchanged whilst observable actions
can be modified and even hidden, i.e., turned into 7 (renaming).

e P + P, expresses a nondeterministic choice between P, and P» as far as neither has executed any action yet,
otherwise only the one that was selected in the past can move (past-sensitive alternative composition).

e P |1 P; expresses that P; and P, proceed independently of each other on actions in L = A\ L while they
have to synchronize on every action in L (parallel composition).
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We can characterize two important classes of processes via as many predicates defined by induction on the
syntactical structure of a process P. Firstly, we define initial processes, in which all actions are unexecuted and
hence no 1 appears:

initial(0)
initial(a . P) iff initial( P")
initial(P'Lp™) iff initial( P")
initial( Py + Po) iff initial(Py) A initial( Py)
ingtial( Py || P2) iff indtial(Py) A initial( Py)

Secondly, we define well-formed processes, whose set we denote by P, in which both unexecuted and executed

actions can occur in certain circumstances:

wf(0)

) iff dnitial( P)

) it wf(P')
wf(P'Lp7) I wf(P)

) iff (wf(P1) A initial( P2)) V (initial(Py) A wf( Ps))

wf(Py || Po) it wf(Py) A wf(P2)
Well formedness not only imposes that every unexecuted action is followed by an initial process, but also that
in every alternative composition at least one subprocess is initial. Multiple paths arise in the presence of both
alternative and parallel compositions. However, at each occurrence of the former, only the subprocess chosen for
execution can move. Although not selected, the other subprocess is kept as an initial subprocess within the overall
process in the same way as executed actions are kept inside the syntax [42] [121], so as to support reversibility. For
example, in a’.b.0+ ¢.d.0 the subprocess ¢.d.0 cannot move as a was selected in the choice between a and c.
It is worth noting that:

e (0 is both initial and well-formed.
e Any initial process is well-formed too.

P also contains processes that are not initial like, e.g., a’.b.0, which can either do b or undo a.

In P the relative positions of already executed actions and actions to be executed matter. More precisely,
an action of the former kind can never occur after one of the latter kind. For instance, a.b.0 € P whereas

b.at.0 ¢ P.

In P the subprocesses of an alternative composition can be both initial, but cannot be both non-initial.
As an example, a.0+b.0 € P whilst a0+ 7.0 ¢ P.

2.2 Proved Structural Operational Semantics

According to [121], dynamic operators such as action prefix and alternative composition have to be made static
in the operational semantic rules, so as to keep in the syntax all the information needed to support reversibility.
Unlike [121], we do not generate a forward transition relation and a backward one, but a single transition relation
that, like in [57], we deem to be symmetric in order to enforce the loop property [53]: every executed action can be
undone and every undone action can be redone. In our setting a backward transition from P’ to P is subsumed by
the corresponding forward transition ¢ from P to P’. As we will see in Chapter [3| following [57] we view ¢ as an
outgoing transition of P when going forward, while we view ¢ as an incoming transition of P’ when going backward.
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0
initial(P) pP— P
(Acty) ——F———— (ACTp) —F———
a.P%sqt. P at. P ot P!
Pt p
(REN)

0
PLp? =P Lp”

P -5 Pl initial(Py) © P, -2 Py initial(Py)

(Cuo) ) r 9
P1+P2;>P{+P2 P1+P2;>P1+Pé
PPl act(0) ¢ L P25 P act(6) ¢ L
(PARl) I (PARr) .6
Pyl Pr== P | P, Pyl Pr== P1|L Py
PPl PP act(0)) = act(fs) € L
(SYN)

,0
Pl ||LP2 <01, 2>L

P Py

Table 2.1: Proved operational semantic rules for reversible concurrent processes

To enable the uniform derivation of expansion laws for parallel composition (see Chapter @ under the various
bisimilarities that we will consider, we provide an operational semantics based on [59], which is very concrete as
every transition is labeled with a proof term [41], 42]. This is an action preceded by the sequence of operator
symbols in the scope of which the action occurs inside the source process of the transition. In the case of a binary
operator, the corresponding symbol also specifies whether the action occurs to the left or to the right. The syntax
that we adopt for the set © of proof terms is as follows:

O = al..0|0|+0|+0]|0]|0](0,0)L
where a, p, L are added as subscripts as they may turn out to be useful (see, e.g., the forthcoming function act).

The proved operational semantic rules are in Table and generate the proved labeled transition system
(P,©,—) where — C P x © x P is the proved transition relation. We denote by P C P the set of processes that
are reachable from an initial one via —». Not all well-formed processes are reachable; for example, af.0 ||{a} 0is
not reachable from a .0 ||{a} 0 as action a on the left cannot synchronize with any action on the right. From now on
we consider only P and denote by Pi,;; the set of initial processes as they are all reachable.

The first rule for action prefix (ACT; where f stands for forward) applies only if P is initial and retains the
executed action in the target process of the generated forward transition by decorating the action itself with f.
The second rule (AcT,, where p stands for propagation) propagates actions of inner initial subprocesses by putting
an a-dot before them in the transition label for each outer executed a-action prefix that is encountered.

In the only rule for renaming (REN), the transition label is changed according to the 7-preserving renaming
function p by placing a p-corner pair at the beginning of the proof term.

In both rules for alternative composition (CHO; and CHO, where | stands for left and r stands for right),
the subprocess that has not been selected for execution is retained as an initial subprocess in the target process of
the generated transition. When both subprocesses are initial, both rules for alternative composition are applicable,
otherwise only one of them can be applied and in that case it is the non-initial subprocess that can move, because
the other one has been discarded at the moment of the selection. The symbol + or + is added at the beginning of
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the proof term.

The three rules for parallel composition use partial function act : © — A to extract an action from a proof
term 6. This function, which will be used throughout the first part of the thesis, is defined by induction on the
syntactical structure of 6 as follows:

act(a) = a
act(.q0) = act(d)
act(p0") = p(act(d))

act(+0") = act(+0") = act(d)
act(|r0") = act(|[0)) = act(d')
act(61 if act(61) = act(6s
act((61,02)r) = { un(geﬁ)ned otherivis)e (%)
In the first two rules (PAR; and PAR, ), a single subprocess proceeds by performing an action not belonging to L, with
|l or || being placed at the beginning of the proof term. In the third rule (SYN), both subprocesses synchronize
on an action in L and the resulting proof term contains both individual proof terms. If L = () or L = A\ {7},
then the two subprocesses are fully independent or fully synchronized, respectively, on observable actions.

Example 2.1. The proved labeled transition systems generated by the rules in Table for the two initial
processes a.0|[pb.0 and a.b.0+ b.a.0 are shown in Figure even though each of their transitions is labeled
with act(f) instead of 0, e.g., on the left label a should be |ga and label b should be ||gb. As another example,
the proved labeled transition systems for the two initial processes a.0+ a.0 and a .0 are depicted below:

a.0+a.0 a.0

+a +a la

an+a.Q a.Q+an , an
In the case of a forward-only process calculus like CCS [112], a single a-transition would be generated from a.0+a .0
to 0 due to the absence of decorated actions within processes. [ |

Every process may have several outgoing transitions and, if it is not initial, has at least one incoming transition.
Let Pseq be the set of sequential processes of P, in which there are no occurrences of parallel composition. Due to
the decoration of executed actions inside the process syntax, over Py, it holds that every non-initial process has
exactly one incoming transition, the underlying labeled transition systems turn out to be trees, and well formedness
coincides with reachability.

Proposition 2.1. Let P € Pyey:

1. If P is not initial then it has exactly one incoming transition.

2. If P is initial then its underlying labeled transition system is a tree.
Proof. For the first property we proceed by induction on the syntactical structure of P € Pyoq with —initial(P):
o If Pis al. P’ there are two cases:

— If 4ndtial(P’) then af. P’ has exactly one incoming transition, which is labeled with a, by virtue of rule
AcT¢ in Table
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— If —indtial(P") then by the induction hypothesis P’ has exactly one incoming transition and hence so
does af. P' by virtue of rule AcT,, in Table

e If P is P'Lp" then by the induction hypothesis P’ has exactly one incoming transition and hence so does
P’ _p7 by virtue of rule REN in Table

e If Pis P + P, there are two cases:

— If —initial(P;) then by the induction hypothesis P; has exactly one incoming transition and hence so
does P; + P, by virtue of rule CHOy in Table and the fact that, if the source process of the transition
to P; + P, is initial, then its outgoing transitions have target processes that pairwise differ for the action
that is decorated with { inside each of them.

— If —initial( Py) then the proof is similar with CHO, in lieu of CHO;.

The second property is a consequence of the first one. [ |
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Chapter 3

Forward, Reverse, and Forward-Reverse
Bisimilarities

In this chapter, whose contents have appeared in [27), 25, 29], we define forward, reverse, and forward-reverse
bisimilarities over the set P of reachable processes introduced in the previous chapter, both in the strong case
(Section and in the weak one (Section [3.2). They will allow us to identify syntactically different processes that
exhibit the same behavior.

3.1 Strong Bisimilarities

When defining bisimilarity in a reversible setting, one can consider only the forward direction like in [I17) 112],
only the backward direction, or both directions like in [I2I]. In the specific reversible setting of PRPC, in which
there is a single transition relation viewed as being symmetric [57], the bisimulation game compares only outgoing
transitions in the first case, only incoming transitions in the second case, or both kinds of transitions in the
third case. Below we present the strong versions of the three bisimilarities, i.e., the versions that treat 7-actions
as if they were observable. In the definitions of bisimilarities we abstract from operator symbols inside transition
labels by using function act.

Definition 3.1. We say that Py, P, € P are forward bisimilar, written Py ~wpg P, iff (P1,P2) € B for some
forward bisimulation B. A symmetric relation B over P is a forward bisimulation iff, whenever (P1, Py) € B, then:

o For cach P, 2% P| there exists Py BZN P} such that act(61) = act(62) and (Py, P}) € B. [ |

Definition 3.2. We say that P, P> € P are reverse bisimilar, written Py ~grp Ps, iff (P1, P2) € B for some reverse
bisimulation B. A symmetric relation B over PP is a reverse bisimulation iff, whenever (P, Py) € B, then:

e For each P| O Py there exists P} b2, Py such that act(61) = act(f2) and (P{, Py) € B. [ |

Definition 3.3. We say that Py, P, € P are forward-reverse bisimilar, written Py ~prp Po, iff (P1,P2) € B
for some forward-reverse bisimulation B. A symmetric relation B over P is a forward-reverse bisimulation iff,
whenever (Py, P») € B, then:
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o For each P, 2% P| there exists Py BEN P} such that act(61) = act(62) and (P, P}) € B.
e For each P| O Py there exists P} 2, P, such that act(by) = act(62) and (P{, Py) € B. |

Proposition 3.1. Let ~ € {~pp, ~rB, ~FrB}. Then ~ is an equivalence relation.

Proof. ~ is reflexive because the identity relation over P, ie., {(P,P) | P € P} is a ~-bisimulation. ~ is
symmetric because so is every ~-bisimulation. ~ is transitive because the composition of two ~-bisimulations,

ie,BioBy={(P1,P) e PxP|3IPeP.(P,P)ec B N(P,P) € By} is still a ~-bisimulation. |

Example 3.1. The first two processes in Example are identified only by ~pp and trivially ~grp as they are
initial (see Figure , while the last two processes are identified by all the three equivalences as witnessed by any
bisimulation that contains the pairs (a.0 4 a.0,a.0), (af.0+a.0,a.0), and (a.0 + a'.0,al.0). [ ]

It is easy to establish two necessary conditions for the three bisimilarities considered so far. Following the
terminology of [116], [19], the two conditions respectively make use of the forward ready set in the forward direction
and the backward ready set in the backward direction; the latter condition will be exploited in Chapter [6] when
developing the expansion laws for parallel composition under reverse and forward-reverse semantics.

We proceed by induction on the syntactical structure of P € P to define its forward ready set frs(P) C A,
i.e., the set of actions that P can immediately execute (labels of its outgoing transitions), as well as its backward
ready set brs(P) C A, i.e., the set of actions whose execution led to P (labels of its incoming transitions), where
we use p(A) to denote {p(a) | a € A}:

frs(0) = 0 brs(0) = 0
frs(a.P") = {a} brs(a.P") = 0
=) iy = {9, E,
frs(P'cp™) = p(frs(P")) brs(P'p™) = p(brs(P’) )
frs(P1) U frs(Py) if z'm'tzal(Pl) A initial( Ps)
frs(Pr+ Py) = < frs(Py) if —initial(Pr) A initial( Ps)
frs(Ps) if inatial(Py) A —initial( Py)
0 if initial(Py) A initial( Py)
brs(Py + Py) = brs(Py) if —initial(Py) A initial( Py)

brs(Py) if initial(Py) A —initial( Pa)
frs(Py || P2) = (frs(P1) N @ (frs(P2) N L) U (frs(Py) N frs(P,) N L)
brs(Py || Py) = (brs(Py) N L) U (brs(P2) N L) U (brs(Py) N brs(P2) N L)

Proposition 3.2. Let P, Py, € P. Then:

1. If Py ~ Py for ~ € {~pB, ~FrB}, then frs(Py) = frs(P).

2. If P~ P f07’ ~ {NRBa NFRB}; then bTS(Pl) = bTS(PQ).

Proof. A straightforward consequence of the definitions of the considered equivalences. [ |
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3.2 Weak Bisimilarities

We now introduce weak variants [I12] of forward, reverse, and forward-reverse bisimilarities, i.e., variants capable
of abstracting from 7-actions. In the following definitions, P == P’ means that P’ = P or there exists a nonempty
sequence of finitely many 7-transitions such that the target of each of them coincides with the source of the subse-

quent one, with the source of the first one being P and the target of the last one being P’. Moreover, = LN
stands for an act(f)-transition possibly preceded and followed by finitely many 7-transitions. Following [112],
for the three weak variants we also provide three alternative definitions, which will be exploited in the proofs of
the forthcoming Theorem Theorem [7.2] Lemma [7.1] Theorem [7.3, and Theorem [7.4]

Definition 3.4. We say that P1, P» € P are weakly forward bisimilar, written P; ~pp P, iff (P, P2) € B for
some weak forward bisimulation B. A symmetric relation B over P is a weak forward bisimulation iff, whenever

(Pl, PQ) € B, then:
o For each P, -2 P with act(01) = 7 there exists Py=—> P} such that (P, P}) € B.

e For each Pleﬁlpi with act(6h) # 7 there exists P2:>9H2:>Pé such that act(61) = act(f2) and
(P{,P;) € B. ]

Proposition 3.3. A symmetric relation B over P is a weak forward bisimulation iff, whenever (P, Py) € B, then:
e For each Py = P there exists Py => Py such that (P|, P}) € B.

e For each P, = SZIGEN P with act(01) # T there exists Py, —> SETEN P} such that act(01) = act(02) and
(P{,P3) € B.

Proof. The proof is divided into two parts:
e Assume that B is a weak forward bisimulation and consider (Py, P») € B. There are three cases:

— If Py= P| where the sequence of 7-transitions is empty, i.e., P, = P, then P, stays idle, i.e
P, = P», with the two target processes being related by B.

— If P = P{ where the sequence of 7-transitions is not empty, then each such transition is matched
according to B on the side of P, hence there exists Po = P such that (P[, P}) € B.
- IfP= ZIEN P with act(01) # 7, then each transition in the sequence is matched according to B

on the side of P, hence there exists Py == 25 = P} such that act(61) = act(f2) and (P], Py) € B.

e Assume that B satisfies the property stated in the proposition and consider (P, P;) € B. There are two cases:

- If P LI P| with act(f;) = 7, which can be rewritten as P, = P{, then there exists Py =—> P} such
that (Py, Py) € B.

- If P BN P| with act(61) # 7, which can be rewritten as P, =— P, LI P/ = PJ, then there exists
Py=— 2 — P} such that act(61) = act(f2) and (P], P}) € B. ]
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Definition 3.5. We say that Py, P, € P are weakly reverse bisimilar, written Py ~grp P», iff (P1,P2) € B for
some weak reverse bisimulation B. A symmetric relation B over P is a weak reverse bisimulation iff, whenever

(PI,PQ) € B, then:
e For each P| O Py with act(61) = T there exists Py = Py such that (P], P}) € B.

e For each P{LPl with act(61) # T there exists Pé=>0$=>P2 such that act(61) = act(f2) and
(P{,P;) € B. ]

Proposition 3.4. A symmetric relation B over P is a weak reverse bisimulation iff, whenever (Py, P2) € B, then:

e For each P = P there exists Py == P, such that (P|, Pj) € B.

e For each P — Oy — Py owith act(01) # T there exists Py —> b2y — Py such that act(61) = act(62) and
(Pl P} € B.

Proof. The proof is divided into two parts:

e Assume that B is a weak reverse bisimulation and consider (P;, P») € B. There are three cases:

— If Pl= P} where the sequence of 7-transitions is empty, i.e., Py = Pj, then P» stays idle, i.e.,
P, = P», with the two target processes being related by B.

— If P{= P, where the sequence of 7-transitions is not empty, then each such transition is matched
according to B on the side of P, hence there exists Py == P» such that (P], P}) € B.

— If P = I = P with act(6; 7, then each transition in the sequence is matched according to BB
1

on the side of P, hence there exists Py —> 2, — P, such that act(61) = act(f2) and (Py, P) € B.

e Assume that B satisfies the property stated in the proposition and consider (Pi, P») € B. There are two cases:

- If P b, Py with act(f;) = 7, which can be rewritten as P{ = P;, then there exists Py = P} such
that (P{, P}) € B.

- If P/ b, Py with act(f1) # 7, which can be rewritten as P{ =— P| N P, = Py, then there exists

P)= 2, — P, such that act(61) = act(f2) and (P{, Py) € B. ]

Definition 3.6. We say that Py, P» € P are weakly forward-reverse bisimilar, written Py, ~yrp P2, iff (P1,P2) € B
for some weak forward-reverse bisimulation B. A symmetric relation B over P is a weak forward-reverse bisimu-
lation iff, whenever (Py, Py) € B, then:

o For each P, -2 P[ with act(01) = 7 there exists Po == Pj such that (P{, P}) € B.

o For each P1i>P{ with act(01) # T there exists P2:>ﬁ>:>Pé such that act(01) = act(f2) and
(P, P}) € B.
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e For each P| 2 Py with act(by) = T there exists Py == P such that (P], Py) € B.

e [or each P{&Pl with act(01) # T there exists P£=>9H2=>P2 such that act(61) = act(f2) and
(P{,P;) € B. ]

Proposition 3.5. A symmetric relation B over P is a weak forward-reverse bisimulation iff, whenever (P, P) € B,
then:

For each Py = P there exists Po== P} such that (P;, P}) € B.

For each P, => 24 — P with act(01) # T there exists Py =—> NN P} such that act(01) = act(02) and
(P{,Py) € B.

For each P{ = P there exists Py== P» such that (P], P}) € B.

For each P| = Dy — Py with act(by) # T there exists Py —> Y2, — Py such that act(01) = act(b2) and
(P, Py) € B.

Proof. It stems from the combination of all the cases in the proofs of Propositions and [ ]

Proposition 3.6. Let ~ € {~pp,~pp,~prB}. Then = is an equivalence relation.

Proof. See the proof of Proposition [3.1] where Propositions and are exploited to show transitivity via
bisimulation composition. [ |

Like in the strong case, it is easy to establish two necessary conditions for the three weak bisimilarities con-
sidered so far, which respectively make use of weak variants of the forward ready set and the backward ready set;
the latter condition will be exploited in Chapter [6] when dealing with expansion laws for parallel composition under
weak reverse and forward-reverse semantics. The two sets frs,(P) C A\ {7} and brsy(P) C A\ {7} are defined
as follows for P € P:

frsg(P) = {ae A\{r} | P— L — P' A act(§) = a}

brsy(P) = {a€ A\ {7} | P = e PA act(0) = a}
Note that frs,(P) = frs(P) (resp. brsy(P) = brs(P)) when P has no unexecuted (resp. executed) actions named 7
or changed to 7 by some renaming function.

Proposition 3.7. Let P;, P, € P. Then:

1. If Py = P, for ~ € {~pp, ~prB}, then frs,(P1) = frs,(Ps).

2. If Py = P, for ~ € {~RgB, ~rrB}, then brsy(P1) = brsy(Ps).

Proof. A straightforward consequence of the alternative characterizations of the considered equivalences. ]
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We observe that brsy(P) can be characterized syntactically. We start by defining over P a weak variant of
predicate initial in which executed 7T-actions are admitted at the beginning of a process:
initialy (0)
initialy (a. P") iff initial(P")
initialy (7. P') iff initialy, (P")
initialy (P' Lp™) iff initialy(pl(P'))
initialy (Py + Py) iff (initialy(P1) A initial(P2)) V (initial(Py) A initialy (Ps))
initialy (P1 || P2) it initialy, (Pr) A initialy (Py)
where pjrr(P) is the process obtained from P € P by changing to 7 all of its executed actions renamed 7 by p
(below symbol o denotes the composition of renaming functions):

pLO) = 0
pl(a.P) = a.pi(PT')
; N _
T(at Py — Thopr(PY) if pla) =7
pT(a P) - an;r_(Pl) lfP(a)%T

pH(P'p) = (po p)H(P)
PP+ P2) = Pi(Pl) +Pi(P2)
pH(PuL Pa) = pH(P) ||z pH(P2)
so that initialy, ((a’.0) La — 77), i.e., initial, (77.0), and initialw(((ai.g) Lay = a’||{a) (a;.Q) Lag— al)La— 1),
i.e., initialy (77.0|p 1. 0), are true. Note that initial(P) implies initial,(P). Then brsy(P) C A\ {r} can be

inductively characterized as follows:
brsy(0) =

brsy(a. P’

) =
brsy(al. P') =
) =

0
0

{a} if a # 7 A initialy (P’)
{ brsw(P') if a = 7V —initialy, (P")
p(

brsy (P Lp™ (brsw (p( P’)))
0 if initial(Py) A initial( Py)
brsw(P1 + P2) brsw Py) if —initial(Py) A initial( Py)
brsw(Py) if initial(Py) A —initial( Py)
brsw (Py||L P2) = (brsy(P1) N L) U (brsy(Py) N L) U (brsy(P) N brsy,(P2) N L)

We point out that initialy, is used in place of initial only in the clause of brs, for executed action prefix. In this
way brsy (al.71.0) = {a} because initialy, (77.0), otherwise we would have erroneously obtained §) as —initial(7T. 0).
We also emphasize the use of pl in the clause for renaming, thanks to which we derive brsy((al. bf.0)Lb s 77) =
brsy(at. 71.0) = {a} as expected.

We finally observe that a similar characterization for frs,(P) is not possible. For instance, if we defined p,(P)
as the process obtained from P by changing to 7 all of its unexecuted actions renamed 7 by p, then the deadlocked
process (a.c|/{apyb-d)ra— 7,0 77 would become (7. c |4} 7 d), which can move instead.



Chapter 4

Discriminating Power and Congruence Property

In this chapter, whose contents have appeared in [27, 25, 29], we compare the discriminating power of the six
bisimilarities defined in the previous chapter and investigate whether they are congruences with respect to the
operators of PRPC so as to support compositional reasoning, both in the strong case (Section 4.1)) and in the weak

one (Section [4.2).

4.1 Strong Bisimilarities

It holds that ~prp € ~rFp N ~grp. The inclusion is strict because for example the two processes at.0and af.04¢.0
are identified by ~pp — as there are no outgoing transitions on both sides — and ~gp — as there is only one incoming
a-transition on both sides — but distinguished by ~prp — as in the latter process c is enabled again after undoing a
and hence there is one outgoing c-transition in addition to one outgoing a-transition. Moreover, ~yp and ~gp are
incomparable because for instance:

a’.0 ~pg 0 but a'.0%gp0

a.0~rg0 but a.0#rp0
Note that that ~yrrp = ~rp over initial sequential processes, with ~rp being strictly coarser as it relates all initial
processes, whilst ~prp 7# ~grp over processes with no outgoing transitions (which we may call final) because, after
going backward, previously discarded subprocesses come into play again in the forward direction.

In principle, it makes sense that ~ppg identifies processes with a different past and that ~rp identifies processes
with a different future, in particular with 0 that has neither past nor future. However, for ~gp this results in a
compositionality violation with respect to alternative composition. As an example:

at.b.0 ~pg b.0 but al.b.04¢.0 #pg b.04¢.0
because in al.b.0+ c.0 action ¢ is disabled by virtue of the already executed action a', while in .0+ ¢.0 action
c is enabled as there are no past actions preventing it from occurring. Note that a similar phenomenon does not
happen with ~gg as a'.b.0 #gp b.0 due to the incoming a-transition of a’.b.0. In other words, the insensitivity
to the presence of the past breaks the compositionality of ~gg, while the insensitivity to the presence of the future
does not violate the compositionality of ~grg.

This problem, which does not show up for ~grp and ~grp because these two equivalences cannot identify an
initial process with a non-initial one, leads to the following variant of ~gp that is sensitive to the presence of
the past.
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Definition 4.1. We say that Py, P, € P are past-sensitive forward bisimilar, written Py ~pp.ps P2, iff (P1,P) € B
for some past-sensitive forward bisimulation B. A symmetric relation B over P is a past-sensitive forward bisim-
ulation iff it is a forward bisimulation such that initial( Py) <= initial(P) for all (P, P) € B. [ ]

Proposition 4.1. ~pg.ps 95 an equivalence relation.

Proof. See the proof of Proposition where the initiality constraint is trivially satisfied by the identity relation
as well as bisimulation composition. [ |

Since ~pg.ps is sensitive to the presence of the past, we have that at.b.0 #FB:ps 0.0, but non-initial processes
having a different past can still be identified as we will see in a moment. It holds that ~prp & ~FB:ps N ~RB,
with ~prB = ~FB:ps Over initial sequential processes as well as ~pp.ps and ~rp being incomparable because, e.g.,
for a1 # ao:

aI.P ~FB:ps a;.P but aI.P LRB a;.P
a1.P ~rp a2. P but ai1.P Appps a2.P

We show that all the four strong bisimilarities are congruences with respect to action prefix, renaming, and
parallel composition, while only ~pp.ps, ~rB, and ~prp are congruences with respect to alternative composition
too. Moreover, ~pB.ps turns out to be the coarsest congruence with respect to + contained in ~pg.

Theorem 4.1. Let ~ € {~FB, ~FB:ps, ~¥RB, ~FRB}; ~ € {~FB:ps, ~RB; ~FRB}, and Pi, P, € P:
1. If Py ~ Py then for all a € A:

e a.P ~ a.P; provided that initial(Py) A initial( Ps).
[ CLT.Pl ~ (IT.PQ,

2. If Py ~ Py then for all p: A — A such that p(T) = T:

e PLip'~Pyp
3. If P ~' Py then for all P € P:

e PP+ P~ P,+P and P+ P, ~' P+ P, provided that initial(P) V (initial(Py) A initial( Py)).
4. Py ~pBps P iff Py + P ~pp Po+ P for all P € P such that initial(P) V (initial(P1) A initial( Ps)).
5. If Py ~ Py then for all P € P and L C A\ {7}:

e P||LP~ Py||p P and P||p P1 ~ P||p P> provided that Py ||p P, P2 || P,P| L P, P | P> € P.

Proof. Let Py, P, € P:
1. Let P, ~ Py and a € A and consider a ~-bisimulation B containing the pair (P;, P»). Then:
B = {(a.Q1,a.Q2) | (Q1,Q2) € B Ainitial(Q1) A initial(Q2)} U {(a’. Q1,at. Qo) | (Q1,Q2) € B}

is a ~-bisimulation too (note that B does not need to be included in B’ as action prefix is a static operator
in our reversible setting) because:
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e If ~ considers moving forward, then both a.Q; and a.Qo with initial(Q1) and initial(Q2) turn out
to have a single outgoing a-transition and these two a-transitions respectively reach a'. Q; and af. Q,
which form a pair of B’.

e Moving backward is not allowed from a.Q; and a. Q2 with initial(Q1) and initial(Q2) as they are both
initial and hence have no incoming transitions.

e a'.Q; and af. Qs have ~-matching outgoing/incoming transitions — depending on whether ~ considers
moving forward/backward — respectively determined by the two ~-equivalent processes @1 and Qs.
In particular, if Q; and Q9 are initial and ~ considers moving backward, then a'. Q and af. Qs turn
out to have a single incoming a-transition and these two a-transitions respectively depart from a. Q1
and a.Q2, which form a pair of B'.

Therefore a . P; ~ a. Py, provided that initial(Py) A initial(Py), as well as al. P; ~ af. P;.

2. Let PL ~ Py and p : A — A be such that p(7) = 7 and consider a ~-bisimulation B containing the pair
(P1, Py). Then:
B = {(Qiep™,Qarp™) | (Q1,Q2) € B}
is a ~-bisimulation too because the ~-matching transitions of ()1 and Q9 are trivially preserved by p.
Therefore Py ip'~ Pyip.

3. Let P, ~' Py and P € P and consider a ~'-bisimulation B containing the pair (P;, Py). Then:
B = {(Q1+Q,Q2+ Q) | (Q1,Q2) € BA (initial(Q) V (initial(Q1) A initial(Q2)))}

is a ~/-bisimulation too (note that B does not need to be included in B’ as alternative composition is a
static operator in our reversible setting) because Q1 + @ and Q2 + @ have ~'-matching outgoing/incoming
transitions — depending on whether ~' considers moving forward/backward — determined by the two
~'-equivalent processes @1 and Q2 when initial(Q) or by Q when initial(Q1) A initial(Q2). Note that in the
forward case, since from (Q1,Q2) € B it follows that initial(Q1) < initial(Q2), when initial(Q) all the
initial actions of @ are enabled both in Q1 + @ and in Q2 + @ if initial(Q1) A initial(Q2) or in neither of
them if —initial(Q1) A —initial(Q2).
Therefore P; + P ~' P, + P provided that initial(P) V (initial(P1) A initial( Pz)).
The proof that P + P, ~' P + P, is similar because the two operational semantic rules for alternative
composition in Table 2.1] are symmetric.

4. If Pi ~pp.ps P2 then, based on what we have proved above, P; + P ~pp.ps P» + P for all P € P such that
initial( P) V (initial(Py) A initial(Py)) — so that initial(P; + P) <= initial( P> + P) is satisfied — and hence
Py + P ~pp P> + P because ~pB.ps & ~FB-

As for the reverse implication, we reason on the contrapositive. If P; #pp.ps P2 there are two cases:

e If P and P, have no matching outgoing transitions, then P; + 0 and P» + 0, where initial(0), have no
matching outgoing transitions either, hence P; + 0 o« P> + 0.

o If initial(P1) <= initial(P;) does not hold, say —initial(P) and initial( P2), then, even if P and P
have matching outgoing transitions, it turns out that P; + ¢.0 g P» + ¢.0, where initial(c.0) and
¢ is an action occurring neither in P; nor in Ps, because P, + ¢.0 has an outgoing c-transition whilst
P; 4+ ¢.0 has not.
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5. Let Py ~ P, PP, and L C A\ {7} and consider a ~-bisimulation B containing the pair (P;, P»). Then:
B = {(@Q]LQQ20.Q) | (Q1,Q2) € BAQ1[|LQ, Q2L Q € P}

is a ~-bisimulation too because Q1 ||z @ and Q3 || @ have ~-matching outgoing/incoming transitions —
depending on whether ~ considers moving forward/backward — determined by the two ~-equivalent
processes (1 and Q2 or by @, both when moving independent of each other and when synchronizing on an
action in L. Note that if initial(Q1) <= initial(Q2), then initial(Q1 |1 Q) <= nitial(Q2 || L Q).

Therefore P || P ~ P2 || P provided that Py || P, Py || P € P.

The proof that P || Pi ~ Pl P is similar because the three operational semantic rules for parallel
composition in Table are symmetric. [ ]

4.2 Weak Bisimilarities

Each of the three weak bisimilarities is strictly coarser than the corresponding strong one. Similar to the strong
case, ~pr & ~pp N ~pp with ~pp and ~rp being incomparable. Unlike the strong case, ~prp # ~pp over
initial sequential processes. For instance, 7.a.04+a.0+ 5.0 and 7.a.0 + b.0 are identified by ~rp but told
apart by ~pgrp: if the former performs a, the latter responds with 7 followed by a and if it subsequently undoes a
thus becoming 77.a .0+ b.0 in which only a is enabled, the latter can only respond by undoing a thus becoming
7.a.04+a.0+b.0 in which both a and b are enabled. An analogous counterexample with non-initial m-actions is
given by ¢. (7.a.0+a.0+b.0)and ¢.(7.a.0+b.0).

As for compositionality, we observe that ~pp suffers from the same problem with respect to alternative com-
position as ~pg. Moreover, ~pg and =~prp feature the same problem as weak bisimilarity for forward-only
processes [112], i.e., for ~ € {~pp, ~prp} it holds that:

7.a.0~ a.0 but 7.¢.0+b.0% a.04+5.0
because if 7.a.0 4+ b.0 performs 7 thereby evolving to T.a.0 4+ b.0 where only a is enabled in the forward
direction, then a.0 + b.0 can neither idle nor move in the attempt to match .a.04+b.0.

To solve both problems it is sufficient to redefine the two equivalences by making them sensitive to the presence
of the past, exactly like in the strong case for forward bisimilarity. By so doing, 7.a .0 is no longer identified with
a .0: if the former performs 7 thereby evolving to 7T.a.0 and the latter idles, then 7f.a.0 and @ .0 are told apart
because the latter is initial while the former is not.

Definition 4.2. We say that P, P, € P are weakly past-sensitive forward bisimilar, written Pi ~pp.ps P2, iff
(P1, Py) € B for some weak past-sensitive forward bisimulation B. A symmetric relation B over P is a weak
past-sensitive forward bisimulation iff it is a weak forward bisimulation such that initial(P1) <= initial(P2) for all

(Pl,Pz) € B. [ |

Definition 4.3. We say that Py, P» € P are weakly past-sensitive forward-reverse bisimilar, written P ®rrB:ps F2,
iff (P1,P2) € B for some weak past-sensitive forward-reverse bisimulation B. A symmetric relation B over P
is a weak past-sensitive forward-reverse bisimulation iff it is a weak forward-reverse bisimulation such that
initial( Py) <= initial(Py) for all (P, P) € B. |

Proposition 4.2. Let = € {XpB.ps, ©FRB:ps}- 1hen ~ is an equivalence relation.

Proof. See the proof of Propositions and [4.1] [ |
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Note that ~prp € ~FRB:ps as the former naturally satisfies the initiality condition, while ~pg and ~pp.s are
incomparable because a’.0 and 0 are identified by ~rp and told apart by ~gp.ps but a.7.0 and a.0 are identified
by ~FB.ps and told apart by ~pp. Like in the non-past-sensitive case, ~rrB.ps 7 ~FB:ps Over initial sequential
processes, as shown by 7.a.0+ a.0 and 7.a.0: if the former performs a, the latter responds with 7 followed
by a and if it subsequently undoes a thus becoming the non-initial process 71. a .0, the latter can only respond by
undoing a thus becoming the initial process 7.a.0+a.0. An analogous counterexample with non-initial T-actions
is given again by ¢. (7.a.04+a.0+b.0) and c.(7.a.0+b.0).

We show that all the five weak bisimilarities are congruences with respect to action prefix, renaming, and
parallel composition, while only ~gp.ps, ®RB, and ~pRrB:ps are congruences with respect to alternative composition
too. Moreover, ~pp.ps and ~pRrB:ps turn out to be the coarsest congruences with respect to + respectively contained
in ~pp and ~FRB.

Theorem 4.2. Let & € {XFB, ®FB:ps, ¥RB, SFRB; ~FRBips } X € {~FB:ps; ¥RB; XFRBps |, and Py, Py € P:
1. If P, = P then for all a € A:

e a.P, =~ a.P, provided that initial(Py) A initial( Py).
e al. P ~al. P.

2. If Py = Py then for all p: A — A such that p(1) = 7:
e Plip'= Pyp
3. If Py &' Py then for all P € P:
e PP+ P~ P+ P and P+ P, &' P+ P, provided that initial(P) V (initial(Py) A initial( Py)).
4. Py =ypips P iff Pr + P ~pp P>+ P for all P € P such that initial(P) V (initial(Py) A initial( Py)).
5. Py =prB:ps P2 iff P1 + P ~yrB P2 + P for all P € P such that initial(P) V (initial(Py) A initial( Ps)).

6. If Py = P, then for all P € P and L C A\ {7}:
e P ||LP~ Py, P and P || P, = P |1 Py provided that Py || P, P2 || P, P || P1, P||L P2 € P.
Proof. See the proof of Theorem [£.1] where:

e In the case of the renaming operator, ~-matching transitions of ()1 and @)o are preserved by p even when
their labels are turned into 7.

e In the proof of the two coarsest congruence results, we take ¢ # 7. [ |
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We conclude by noting that the aforementioned compositionality problems with respect to alternative com-
position may not be solved, in our reversible setting, by employing the construction of [I12] for building a weak
bisimulation congruence on top of weak bisimilarity over forward-only processes. In particular, if we introduced a
variant &~ of ~pp such that, given two processes related by ~pp, a 7-transition on either side must be matched by
a T-transition on the other side with the two reached processes being related by ~pg, then again a'.b.0 ~pg 0.0
but at.b.0+¢.0 #pg 0.0+ c.0. Tt is therefore essential to keep initial processes separate from non-initial ones
to achieve compositionality.

However, the construction of [112] can be adapted to our reversible setting, a fact that will be exploited in the
proof of the forthcoming Theorem In the case of two initial processes, every transition of either process must
be matched by a transition of the other process labeled with the same action, with the two reached non-initial
processes being related by ~p for B € {FB,FRB}. In the case of two non-initial processes, in addition to requiring
them to be ~p-equivalent, we may have to make sure that their initial versions are equivalent in the sense above.
Let us define function to_initial : P — Piyi by induction on the syntactical structure of P € P as follows:

to_initial(P) = P if initial( P)
to_initial(a’. P') = a.to_initial( P')
to_initial(P' Lp™) = to_initial(P")Lp” if —inatial( P")
to_initial( Py + Py) = to_initial(Py) + to_initial(Py) if —initial(Py) V —initial( Py)
to_initial(Py || P2) = to_initial(P1) ||L to_initial(P2) if —indtial(Py) V —initial( Py)

For instance, the two non-initial processes 71.af.0 and a'.0 are identified by ~prp, but to initial(TT.aT.Q) =
T.a.0ZFRBps .0 = to_ mitial(aT.Q), hence 7. at.0 ZFRB:ps a’.0 either. On the other hand, it is not enough to
guarantee that their initial versions are equivalent. For example, to_initial(a’.b.0) = a.b.0 = to_initial(a’. b'.0)
but al. b.0 %rRrB al. bT.Q.

Definition 4.4. We say that Py, P> € P are weakly forward (resp. forward-reverse) bisimulation congruent, written
Py =p.. Py for B € {FB,FRB}, iff one of the following two clauses holds:

e P and Py are both initial and for all Py i>P1’ there exists P 2>PQ’ such that act(61) = act(f2) and
P| =p Py, and vice versa.

e P, and Py are both non-initial, Py =~p P>, and — when B = FRB — to_initial(Py) ~p.c to_ initial( Ps). [ ]
Theorem 4.3. Let P, P € P and B € {FB,FRB}. Then P\ =p.c P iff P ®p.ps Pa.
Proof. The proof is divided into two parts:

e Suppose that P; ~p.. P». There are two cases:

— If P, and P, are initial, then for all P BN P] there exists P» LN P} such that act(61) = act(f2) and
P| ~p Pj, and vice versa. For B = FB this is enough to conclude that P; ~p.,s P, while for B = FRB it
stems from all those P{ and Pj being ~p-equivalent non-initial processes whose only incoming transitions
are labeled with the same action and respectively depart from the two initial processes P, and P, (hence
P| ~p.ps Py for all those pairs).

— If P, and P, are not initial, then P, =g P, and to_initial(P1) ~p.. to_initial(P»). While stepwise
mimicking each other’s behavior in the forward direction, P, and P, can only encounter pairs of non-
initial processes related by ~p. For B = FRB, by virtue of to_initial(P;) ~p.. to_initial( P;), while
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stepwise mimicking each other’s behavior in the backward direction, there is a way for P; and P> not
to respectively end up in an initial process and a non-initial process. In conclusion, P; ~p.ps Ps.

e Suppose that P ~p.,s P». There are two cases:

— If P, and P, are initial, whenever P; has a 7-transition to a non-initial process that is ~pg-equivalent
to P, then P, must have a 7-transition to a non-initial process that is ~p-equivalent to P;, and vice

versa, otherwise P, ~p.,s P» could not hold. Therefore, for all P, ﬁ) P/ there exists P, ﬁ) P} such
that act(61) = act(f2) and P| ~p Pj, and vice versa, i.e., P| ~p. P,.

— Let Py and P, be not initial. On the one hand, we have that P ~p.,s P> implies Pi ~p P>. On
the other hand, when B = FRB, from P; ~pg.,s P> it follows that, while stepwise mimicking each
other’s behavior in the backward direction, there is a way for P; and P, not to respectively end up
in an initial process and a non-initial process. Therefore to_initial(Py) ~p.ps to_initial(P>) and hence
to_initial(Py) ~p.. to initial(Py) due to what we have shown in the previous case. In conclusion,
P =p.. Ps. ]
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Chapter 5

Modal Logic Characterizations

In this chapter, whose contents have appeared in [26, 29], after introducing a general modal logic with forward
and backward modalities (Section [5.1]), we exhibit fragments of that modal logic (see the forthcoming Table
that characterize the three strong bisimilarities ~ggp, ~rpB, ~FRB, the three weak bisimilarities ~rp, ~rB, ~FRB,
and the three past-sensitive variants ~gB.ps, ~FB:ps; ~FRB:ps (Section . These characterizations show what
properties are preserved by each bisimilarity and are useful to provide diagnostic information, in the form of
distinguishing formulas, that explains why two processes are not bisimilar.

5.1 A Modal Logic with Forward and Backward Modalities

We start by presenting a general modal logic £ from which we will take nine fragments to characterize the nine
aforementioned bisimilarities. It consists of Hennessy-Milner logic [88] — which includes true, negation, conjunction,
and modality (a) representing the possibility of performing a — extended with the proposition init, the strong
backward modality (a'), the two weak forward modalities (7)) and {{a)), and the two weak backward modalities
(1) and ((a'), where a # 7 within weak modalities. The syntax of its formulas is the following:
b = true | init |~ | 6 A6 | (0} | @D | ()6 | (ahe | (7)o | (aT)o

The satisfaction relation = C P x £ is defined by induction on the syntactical structure of ¢ € L as follows:
= true
E init iff initial( P)
= g iff PR
): P1 A o iff P'qu)l andP’:qbg
(a)y¢'  iff there exists P %, P’ such that act(f) = a and P’ = ¢’
aty¢' iff there exists P’ %5 P such that act(f) = a and P’ = ¢/
()¢ iff there exists P == P’ such that P’ = ¢'
(a)) ¢’ iff there exists P = ¥ — P’ such that act(f) = a and P’ = ¢’
(1) ¢’ iff there exists P’ == P such that P’ |= ¢'

P {aty) ¢’ iff there exists P/ = %, — P such that act(f) = a and P’ = ¢/
Derived operators can be considered too, like false defined as —true, ¢1 V ¢ defined as =(—¢1 A —2), [a]¢ defined
as —{a)—¢, and so on. Note that every P € P is image finite, i.e., it has finitely many outgoing transitions labeled
with proof terms containing the same action.

a~JiacAiav v Aav B vilaciiac Biav

T mm m
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true | init | = | A [ (@) [ (af) [ (=) | {a)) [ (7T [ Ca))
Log v Vv
Lrpes | Y | Y [V V|V
Jo v Vv v
Lrrs | ¥ IV vV
T v N v |V
oo | Y |V |V |V VRV
T v Vv VRV
Lins | ¥ Vv VR VN AV I
Thbes | Y |V |V |V VR IV IV IV

Table 5.1: Fragments of £ characterizing the nine bisimilarities

The use of backward operators is not new in the definition of properties of programs through temporal log-
ics [109] or modal logics [89]. In particular, in the latter work a logic with a past operator was introduced to capture
interesting properties of generalized labeled transition systems where only observable actions are considered. In
that setting it was proven that the equivalence induced by the considered logic coincides with a generalization of
the strong bisimilarity of [I12]. This result was later confirmed in [58] by showing that the addition of a strong
backward modality — interpreted over computation paths instead of states — provides no additional discriminating
power with respect to Hennessy-Milner logic, i.e., the induced equivalence is again the strong bisimilarity of [112].

In contrast, we have seen that the strong forward bisimilarities ~pp and ~pp.ps do not coincide with the strong
forward-reverse bisimilarity ~prp and this extends to their weak counterparts. Therefore, in our context — in which
all the equivalences are defined over states — the presence of backward modalities matters. It is worth noting that
our two weak backward modalities are similar to the ones considered in [57, 58] to characterize weak back-and-forth
bisimilarity defined over computation paths.

5.2 Fragments Characterizing the Nine Bisimilarities

We can characterize all the nine bisimilarities defined in the two previous chapters by taking suitable fragments of L.
For each of the four strong bisimilarities ~p, where B € {FB, FB:ps, RB, FRB}, we denote the corresponding logic
by L. We proceed similarly for each of the five weak bisimilarities ~p, where B € {FB, FB:ps, RB, FRB, FRB:ps},
to obtain the corresponding logic £L%. The nine fragments are listed in Table which indicates that true, negation,
and conjunction are common to all fragments, while the proposition init is needed only for the three past-sensitive
bisimilarities. We now show that each such fragment induces the intended bisimilarity, in the sense that two
processes are bisimilar iff they satisfy the same set of formulas in the corresponding fragment.

The proof technique that we use is inspired by the one employed in [2] to demonstrate that Hennessy-Milner
logic characterizes the strong bisimilarity for forward-only processes of [I12]. To prove that any two bisimilar
processes Py and P, satisfy the same formulas of the considered fragment, we assume that P; = ¢ for an arbitrary
formula ¢ and then we show that P, = ¢ too by induction on the depth of ¢, where the depth of ¢ € £ — intended
as an upper bound to the depth of the syntax tree of the formula — is defined by induction on the syntactical
structure of ¢ as follows:
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=0
= 1+ depth(¢)
depth(pr A ¢2) = 1+ max(depth(¢y), depth(¢ps))
depth((a)¢') = depth({al)¢/) = 1+ depth(¢')

depth((T)¢) = depth((a)¢') = depth((rT)¢') = depth({a')¢/) = 1+ depth(¢')
As for the reverse implication, we show that the relation B formed by all pairs of processes (Pi, Py) that satisfy
the same formulas of the considered fragment is a bisimulation. More specifically, starting from (Py, P;) € B we
assume by contradiction that, whenever P has a strong/weak a-transition to/from Py, then there is no Pj such
that P5 has a strong/weak a-transition to/from Pj with (P, P3) € B, i.e., satisfying the same formulas as P;.
This entails that, for every P,; forward/backward reachable from P, via a strong/weak a-transition, by definition
of B there exists some formula ¢; such that P| = ¢; and PQ’J- ¥~ ¢;, which leads to a formula with a strong/weak
forward /backward modality on a followed by A, ¢; that is satisfied by P; but not by P, thereby contradicting
(P, ) €B.

depth(true) = depth(init
depth(—¢'

— — N

Theorem 5.1. Let Py, P> € P and B € {FB,FB:ps, RB,FRB}. Then Py ~p P» iff Vo € Lp. P = ¢ <= P, = ¢.

Proof. We consider each of the four strong bisimilarities in turn:
e Let B = FB. The proof is divided into two parts:

— Assuming that P, ~pp P, and P; | ¢ for an arbitrary formula ¢ € Lyp, we prove that P, = ¢ too
by proceeding by induction on k = depth(¢):
x If k=0 then ¢ must be true, which is trivially satisfied by P too.
x If k > 1 there are three cases:
- If ¢ is ¢’ then from P; = —¢' we derive that Py }= ¢'. If it were Py = ¢’ then by the induction
hypothesis it would hold that P; = ¢/, which is not the case. Therefore P, [~ ¢’ and hence
Py = —¢' too.
- If ¢ is 1 A g then from Py |= ¢y A ¢ we derive that P; = ¢1 and P; = ¢9. From the induction
hypothesis it follows that P, = ¢1 and P» = ¢ and hence Py = ¢1 A ¢2 too.

- If ¢ is (a)¢’ then from P; |= (a)¢’ we derive that there exists P N P| such that act(61) = a

and P| = ¢'. From P; ~pp P; it then follows that there exists P, BN P} such that act(f2) = a
and P{ ~pp Pj. By applying the induction hypothesis we derive that P) = ¢’ and hence
Py E (a)¢' too.

— Assuming that P; and P» satisfy the same formulas in Lrp, we prove that the symmetric relation
B={(Q1,Q2) € PxP| Q) and @, satisfy the same formulas in Lpp} is a forward bisimulation.
Given (Q1,Q2) € B such that @ b, @', suppose by contradiction that there is no Q) satisfying the
same formulas as @] such that Qg b, Q) and act(61) = act(q), i.e., (Q}, Q%) € B for no Q% act(by)-
reachable from Q2. Since ()2 has finitely many outgoing transitions, the set of processes that QJ2 can

reach by performing an act(6;)-transition is finite, say {Q'le, R Q'Qn} with n > 0. Since none of the
processes in the set satisfies the same formulas as @, for each 1 < i < n there exists ¢; € Lpp such

that Q,l E ¢; but QIQ,z b& b;.
We can then construct the formula (act(61)) /\ ¢; that is satisfied by )1 but not by Q2; if n = 0 then it
=1

)
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is sufficient to take (act(6))true. This formula violates (Q1,Q2) € B, hence there must exist at least one
Q) satisfying the same formulas as Q)] such that Q2 b, Q) and act(f1) = act(2), so that (Q}, Q%) € B.

e Let B = FB:ps. The proof is divided into two parts:

— Assuming that P; ~pp.ps I and P; |= ¢ for an arbitrary formula ¢ € Lpp.ps, we prove that P |= ¢ too
by proceeding by induction on k = depth(¢):

x If k=0 then either ¢ = true or ¢ = init. In the former case, true is trivially satisfied by P5 too. In
the latter case, since from P; |= init it follows that initial(P;) and from Py ~pp.ps P> it follows that
initial( Py) <= initial(Py), we derive that initial(P;) and hence P = init too.

x If k> 1 then we proceed like in the case B = FB.

— Assuming that P; and P, satisfy the same formulas in Lgp.ps, we prove that the symmetric relation
B = {(Q1,Q2) € PxP | Q and Q3 satisfy the same formulas in Lrp.ps} is a past-sensitive forward
bisimulation.

Given (Q1,Q2) € B, first of all we observe that @1 |= init <= Q2 |= init and hence initial(Q1) <

initial(Q2). If Q1 LI Q) then we proceed like in the case B = FB.
e Let B = RB. The proof is divided into two parts:

— Assuming that P, ~gp P» and P} | ¢ for an arbitrary formula ¢ € Lgp, we prove that P, = ¢ too
by proceeding by induction on k = depth(¢):
x If k =0 then we proceed like in the case B = FB.
x If k > 1 there are three cases:
- If ¢ is ¢’ then we proceed like in the case B = FB.
- If ¢ is ¢1 A ¢o then we proceed like in the case B = FB.

- If ¢ is {a') ¢’ then from P; = (a)¢’ we derive that there exists P 1, Py such that act(f1) = a
and P| E ¢'. From P, ~gp P2 it then follows that there exists P BN P, such that act(f2) = a
and P ~gp Pj. By applying the induction hypothesis we derive that Pj = ¢’ and hence
P, |= (al) ¢’ too.
— Assuming that P; and P» satisfy the same formulas in Lgp, we prove that the symmetric relation
B={(Q1,Q2) € PxP|Q; and Q3 satisfy the same formulas in Lrp} is a reverse bisimulation.
Given (Q1,Q2) € B such that Q] N Q1, suppose by contradiction that there is no Q) satisfying the
same formulas as Q) such that QY b2, Q2 and act(61) = act(bs), i.e., (Q},Q%) € B for no QY act(b)-
reaching ()2. Since ()2 has finitely many incoming transitions, the set of processes that can reach Qs by
performing an act(f)-transition is finite, say {Q51,...,Q3,} with n > 0. Since none of the processes
in the set satisfies the same formulas as @), for each 1 < i < n there exists ¢; € Lgp such that Q) = ¢;
but Q; ¥ .
n
We can then construct the formula (act(f;)?) A\ ¢; that is satisfied by Q1 but not by Qq; if n = 0
i=1
then it is sufficient to take (act(d;)!)true. This formula violates (Q1,@2) € B, hence there must exist
at least one @, satisfying the same formulas as @)} such that Q5 b, Q2 and act(01) = act(hs), so that
(Q1,@3) € B.
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e Let B = FRB. The proof is divided into two parts:

— Assuming that P, ~prp P2 and P; |= ¢ for an arbitrary formula ¢ € Lrrp, we prove that Ps = ¢ too
by proceeding by induction on k = depth(¢):

x If k=0 then we proceed like in the case B = FB.

* If £k > 1 there are four cases:
- If ¢ is —¢’ then we proceed like in the case B — FB.
- If ¢ is ¢1 N ¢o then we proceed like in the case B = FB.
- If ¢ is (a)¢’ then we proceed like in the case B = FB.
- If ¢ is (a') ¢ then we proceed like in the case B = RB.

— Assuming that P; and P» satisfy the same formulas in Lrgrp, we prove that the symmetric relation B =
{(Q1,Q2) € P x P | Q1 and Q2 satisfy the same formulas in Lrrp} is a forward-reverse bisimulation.

Given (Q1,Q2) € B:
* If Qq BN Q' then we proceed like in the case B = FB.
« If Q) LN (1 then we proceed like in the case B = RB. [ |

Theorem 5.2. Let P, P, € P and B € {FB,FB:ps,RB,FRB,FRB:ps}. Then P, ~p P iff V¢ € L},. P |= ¢ <=
P 6.

Proof. We consider each of the five weak bisimilarities in turn:
e Let B = FB. The proof is divided into two parts:

— Assuming that P, ~gp P and P; |= ¢ for an arbitrary formula ¢ € Lfy, we prove that P, |= ¢ too
by proceeding by induction on k = depth(¢):

x If k=0 then ¢ must be true, which is trivially satisfied by P too.
x If k > 1 there are four cases:

- If ¢ is ¢’ then from P; = —¢' we derive that Py [~ ¢'. If it were Py = ¢’ then by the induction
hypothesis it would hold that P; = ¢/, which is not the case. Therefore P, [~ ¢’ and hence
Py = —¢' too.

- If ¢ is @1 A o then from P = ¢1 A ¢p2 we derive that Py |= ¢1 and P = ¢2. From the induction
hypothesis it follows that P» |= ¢1 and Py = ¢2 and hence Py = ¢1 A ¢2 too.

- If ¢ is ()¢ then from Py = (7))@’ we derive that there exists P, = Pj such that P| = ¢'.
From P; ~yp P> and Proposition it then follows that there exists P» = Pj such that
P| =pp Pj. By applying the induction hypothesis we derive that Py = ¢’ and hence P, = (7)) ¢/
too.

- If ¢ is {(a))¢’ then from P; = ((a)¢’ we derive that there exists Pj =— RN P| such that
act(f1) = a and P| = ¢'. From P, ~pp P» and Proposition [3.3|it then follows that there exists
Py= by P} such that act(62) = a and P{ ~pp Pj. By applying the induction hypothesis
we derive that Pj = ¢ and hence P2 = ((a)) ¢’ too.
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— Assuming that P; and P, satisfy the same formulas in Ly, we prove that the symmetric relation
B={(Q1,Q2) € PxP|Q and Q2 satisfy the same formulas in Lf} is a weak forward bisimulation.

Given (Q1,Q2) € B such that Q; b, @', there are two cases:

« If act(f1) = 7 suppose by contradiction that there is no Q) satisfying the same formulas as Q)
such that Q2 = @4, i.e., (Q},Q)) € B for no Q) 7*-reachable from Q2. Since Q2 and the finitely
many processes 7*-reachable from it have finitely many outgoing transitions, the set of processes
that Q)2 can reach by performing a possibly empty sequence of finitely many 7-transitions is finite,
say {Q51,---,Q3,} with n > 0. Since none of the processes in the set satisfies the same formulas
as @, for each 1 <4 < n there exists ¢; € LLg such that Q) = ¢; but Q5 ; = ¢i.

We can then construct the formula (7)) /\ ¢; that is satisfied by 1 but not by Q2; if n = 0 then

it is sufficient to take ((7))true. This formula violates (@1, @Q2) € B, hence there must exist at least
one @ satisfying the same formulas as @} such that Q2 = @Y, so that (Q}, Q5) € B.

« If act(01) # T suppose by contradiction that there is no Q) satisfying the same formulas as @} such
that Qg == 25 = Q5 and act(6q) = act(bs), i.e., (Q}, Q%) € B for no Q4 7*act(f1)7*-reachable
from Q2. Since @2 and the finitely many processes 7*act(01)7*-reachable from it have finitely many
outgoing transitions, the set of processes that Q2 can reach by performing an act(6)-transition
preceded and followed by a possibly empty sequence of finitely many 7-transitions is finite, say

{Q2 1 "Q/Z,n} with n > 0. Since none of the processes in the set satisfies the same formulas
as @, for each 1 < i < n there exists ¢; € ETB such that Q) = &; but Q5 ; = ¢i.

We can then construct the formula ((act(6;)) /\ ¢; that is satisfied by @1 but not by Q2; if n = 0 then

it is sufficient to take ((act(f;))true. This formula violates (Q1, Qg) € B, hence there must exist at

least one Q) satisfying the same formulas as Q) such that Q2 —> NN Q) and act(61) = act(62),
so that (Q}, Q%) € B.

e Let B = FB:ps. The proof is divided into two parts:

— Assuming that P, ~pp.ps P> and P; |= ¢ for an arbitrary formula ¢ € LER.ps: We prove that Py E ¢ too
by proceeding by induction on k = depth(¢):

x If kK = 0 then either ¢ = true or ¢ = init. In the former case, true is trivially satisfied by P, too. In
the latter case, since from P; |= init it follows that initial(P;) and from P; ~pp.ps P it follows that
initial( Py) <= initial(Py), we derive that initial(P;) and hence P = init too.

x If k> 1 then we proceed like in the case B = FB.

— Assuming that P, and P, satisfy the same formulas in EIT;B:pS, we prove that the symmetric relation
B ={(Q1,Q2) € PxP | Q; and Qs satisfy the same formulas in EgB:ps} is a weak past-sensitive forward
bisimulation.

Given (Q1,Q2) € B first of all we observe that Q1 = init <= Q2 = init and hence nitial(Q1) <

initial(Q2). If Ql —% Q) then we proceed like in the case B = FB.
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e Let B = RB. The proof is divided into two parts:

— Assuming that P, ~gp P» and P; |= ¢ for an arbitrary formula ¢ € L}, we prove that P = ¢ too
by proceeding by induction on k = depth(¢):
x If k = 0 then we proceed like in the case B = FB.
x If k > 1 there are four cases:
- If ¢ is =¢' then we proceed like in the case B — FB.
- If ¢ is ¢1 A ¢2 then we proceed like in the case B = FB.
- If ¢ is (7T) ¢’ then from Py |= ((77) ¢’ we derive that there exists P{ == P; such that P |= ¢'.
From P; ~grp P» and Proposition it then follows that there exists P, == P, such that
P] =rp Pj. By applying the induction hypothesis we derive that Pj = ¢’ and hence P, =
(1) ¢’ too.

- If ¢ is ({(aT) ¢’ then from Py |= ((a')@' we derive that there exists P| = 1, — Py such that
act(61) = a and P| = ¢'. From P; ~grp P, and Proposition it then follows that there exists
P, — 2, — P, such that act(61) = act(f2) and P ~gp Pj. By applying the induction
hypothesis we derive that P} = ¢’ and hence Py = ((aT)¢' too.

— Assuming that P; and P, satisfy the same formulas in Lz, we prove that the symmetric relation
B={(Q1,Q2) € PxP|Q and Q7 satisfy the same formulas in LE5} is a weak reverse bisimulation.

Given (Q1,Q2) € B such that @} b, Q1, there are two cases:

« If act(f1) = 7 suppose by contradiction that there is no Q) satisfying the same formulas as Q]
such that Q)= Q2, ie., (Q],Q5) € B for no Q) 7*-reaching (2. Since Q2 and the finitely
many processes T*-reaching it have finitely many incoming transitions, the set of processes that
can reach Q2 by performing a possibly empty sequence of finitely many 7-transitions is finite, say
{Q/2,17 ey Ql?’n} with n > 0. Since none of the processes in the set satisfies the same formulas
as @, for each 1 <i < n there exists ¢; € LT such that Q| = ¢; but Q5 ; = ¢i.

n
We can then construct the formula (77) A ¢; that is satisfied by Q; but not by Qo; if n = 0 then
i=1
it is sufficient to take ((77))true. This formula violates (Q1,Q2) € B, hence there must exist at least
one @), satisfying the same formulas as @} such that Q) = Q2, so that (Q}, Q%) € B.
« If act(61) # 7 suppose by contradiction that there is no Q) satisfying the same formulas as @) such
that Q) — LI Q2 and act(f1) = act(f2), i.e., (Q}, Q%) € B for no Q) 7*act(6,)m*-reaching Qs.
Since ()2 and the finitely many processes 7*act(0;)7*-reaching it have finitely many incoming tran-
sitions, the set of processes that can reach @2 by performing an act(6;)-transition preceded and
followed by a possibly empty sequence of finitely many 7-transitions is finite, say {Q/2,17 ey QIQ,n}
with n > 0. Since none of the processes in the set satisfies the same formulas as @, for each
1 <i < n there exists ¢; € L} such that @) = &; but Q5 ; = ¢:.
n

We can then construct the formula ((act(f1)T) A ¢; that is satisfied by Q; but not by Qg;
i=1

if n = 0 then it is sufficient to take ((act(f;)")true. This formula violates (Q1,Q2) € B, hence

there must exist at least one @, satisfying the same formulas as @) such that Q) — L2y Q2
and act(61) = act(f2), so that (Q}, Q%) € B.
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e Let B = FRB. The proof is divided into two parts:

— Assuming that Py ~prp P» and P; |= ¢ for an arbitrary formula ¢ € Lfyp, we prove that P |= ¢ too
by proceeding by induction on k = depth(¢):
x If k =0 then we proceed like in the case B = FB.
x If k > 1 there are six cases:
- If ¢ is ¢’ then we proceed like in the case B = FB.
- If ¢ is @1 N 2 then we proceed like in the case B = FB.
- If ¢ is (1)) ¢ then we proceed like in the case B = FB by using Proposition
- If ¢ is {(a)) ¢’ then we proceed like in the case B = FB by using Proposition
- If ¢ is ((71) ¢’ then we proceed like in the case B = RB by using Proposition
- If ¢ is {(at) ¢’ then we proceed like in the case B = RB by using Proposition
— Assuming that P; and P satisfy the same formulas in LLgg, we prove that the symmetric relation
B = {(Q1,Q2) € PxP | Qi and Q2 satisfy the same formulas in LLzp} is a weak forward-reverse

bisimulation.

Given (Q1,Q2) € B:

x If Qq LI Q' then we proceed like in the case B = FB.

« If Q) b, Q1 then we proceed like in the case B = RB.

e Let B = FRB:ps. The proof is divided into two parts:

— Assuming that P} RprB.ps P2 and P, = ¢ for an arbitrary formula ¢ € ‘C%RB:pS’ we prove that Py = ¢
too by proceeding by induction on k = depth(¢):

x If k =0 then we proceed like in the case B = FB:ps.
x If k > 1 then we proceed like in the case B = FRB.

— Assuming that Py and P, satisfy the same formulas in Ligp. o, we prove that the symmetric relation
B = {(Q1,Q2) € P xP [ Q1 and Qs satisfy the same formulas in LLgp } is a weak past-sensitive
forward-reverse bisimulation.

Given (Q1,Q2) € B, first of all we observe that @1 = init <= Q2 |= init and hence initial(Q1) <
initial(Q2). Then we proceed like in the case B = FRB. |
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We conclude with the following remarks:

e The fragments that characterize the four forward bisimilarities ~rB, ~FB.ps, =FB, ~FB:ps are essentially
identical to the Hennessy-Milner logic — first two bisimilarities — and its weak variant — last two bisimilarities.
The only difference is the possible presence of proposition init, which is necessary to distinguish between initial
and non-initial processes in the past-sensitive cases.

e The fragments that characterize the two reverse bisimilarities ~gp and ~grp over sequential processes need
only true and the backward modalities (a') — first bisimilarity — or {71)) and {(a')) — second bisimilarity — due
to the forthcoming Theorems and showing that reverse bisimulation semantics coincides with reverse
trace semantics over those processes. As for the counterexample about concurrent processes preceding those
two theorems, a distinguishing formula with respect to ~gp is (cl)=((af)true A (bT)true A (c)true).

e The fragments that characterize the three forward-reverse bisimilarities ~rrB, ~FRB, ~FRB:ps are akin to
the logic Lpp introduced in [57] to characterize weak back-and-forth bisimilarity and branching bisimilarity.
A crucial distinction between our three fragments and L is that the former are interpreted over states while
Lpr is interpreted over computation paths. Moreover, as already mentioned, defining a strong variant of Lpp
would yield a logic that characterizes the strong bisimilarity of [I12], whereas in our setting forward-only
bisimilarities are different from forward-reverse ones and hence different logics are needed.

e According to the logical characterizations of branching bisimilarity in [58], the forthcoming Theorem [7.3
which shows that branching bisimilarity and weak forward-reverse bisimilarity coincide over initial sequential
processes, opens the way to two further logical characterizations of ~pgrp over those processes:

— The first additional characterization replaces the two backward modalities with an until operator
o1{(a) p2. This is satisfied by a process P iff either @ = 7 and P satisfies ¢, or there exists

P— P2 P’ such that every process along P == P satisfies ¢1, act(f) = a, and P’ satisfies ¢s.
— The second additional characterization is given by the temporal logic CTL* without the next operator,
thanks to a revisitation of the stuttering equivalence of [46] and the bridge between Kripke structures

(in which states are decorated with propositions) and labeled transition systems (in which transitions
are decorated with actions) established in [58].

As for the first counterexample about concurrent processes preceding the forthcoming Theorem
a distinguishing formula with respect to ~pgp is (@) (b)) ({(a')true A (b)) true).
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Chapter 6

Sound and Complete Axiomatizations

In this chapter, whose contents have appeared in [27, 25|, 29], we start by recalling some notions about deduction
systems (Section as well as observation functions and process encodings for deriving expansion laws of parallel
composition (Section . Then we develop sound and complete axiomatizations for the two forward bisimulation
congruences ~gB:ps and Rpp.ps (Section and, after providing process encodings based on backward ready
sets (Section , for the two reverse bisimulation congruences ~gp and ~grp (Section and the two forward-
reverse bisimulation congruences ~prp and ~pRrB.ps (Section . These axiomatizations (see the forthcoming

Tables , , elucidate the fundamental equational laws characterizing the aforementioned

bisimilarities and can also be exploited as bisimilarity-preserving rewriting rules for manipulating processes.

6.1 Deduction Systems

The deduction systems that we will consider are sets comprising the general axioms and inference rules below
for = on P, each enriched with a set A of additional bisimilarity-specific axioms. They correspond to the

fact that ~pB.ps, ~FB:ps, ~RB; ~RB, ~FRB, ~FRB:ps are equivalence relations (Propositions , 4.2)
as well as congruences with respect to all PRPC operators (Theorems and [4.2)):

e Reflexivity: P = P.

P =P
e Symmetry: ———.
P=P
P=P P=P
e Transitivity: ! 2 2 i3
P =P
L P=5 mitial(Pl) VAN initial(Pg) P=5P
e -substitutivity: , )
a.Pr=a.P aT.PlzaT.Pg
e P =P
e [lsubstitutivity:

P1 |_p—' = P2 Lp—'.

Py =Py, initial(P) V (initial(P1) A initial( Pz))
P+P=P+P P+P=P+P

+-substitutivity:
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Pr=P, P |tP,P||LP,P|LP,P|llrPeP
PiloP=PR|LP PlLP=PlLP

e ||-substitutivity:

The deducibility relation will be denoted by k. Given ~ € {~FB.ps, ©FB:ps; ~“RB;, ~RB; ~FRB> ~FRB:ps }
the deduction system enriched with A~ is sound (resp. complete) for ~ iff for all P;, P, € P it holds that
if A H P, = P, then P, ~ P, (resp. if P, ~ P then A~ = P, = P»). To be precise, we should say ground
complete due to the absence of variables within processes.

Some of the proofs related to completeness will proceed by induction on the size of a process, intended as an
upper bound to the depth of the proved labeled transition system starting from the initial process obtained from
the original one by eliminating all action decorations. It is defined by induction on the syntactical structure of
P € P as follows:

size(0) = 0
size(a.P') = size(al. P') = 1+ size(P)
size(P'Lp”

size(Py + Py
size(Py ||z P2

)

)

) = size(P')
) = max(size(Py), size(Py))
) = size(Py) + size(Py)

6.2 Expansion Laws via Observation Functions and Process Encodings

Expansion laws are among the most important bisimilarity-specific axioms. They are useful to relate sequential
specifications of systems with their concurrent implementations [112]. In the interleaving setting they can be
obtained quite naturally, whereas this is not the case under true concurrency.

More precisely, the usual technique for axiomatizing bisimilarity consists of introducing normal forms, in which
only action prefix and alternative composition occur, along with expansion laws, through which occurrences of
parallel composition are progressively eliminated. Although this originated in the interleaving setting for forward-
only calculi [88] to identify processes such as a.0||pb.0and a.b.0+b.a.0, it was later exploited also in the truly
concurrent spectrum [77, [66] to distinguish processes like the aforementioned two. This requires an extension of
the process calculus syntax to add suitable discriminating information within action prefixes. For example:

e Causal bisimilarity [55) 56] (corresponding to history-preserving bisimilarity [129]): every action is enriched
with the set of its causing actions, each of which is expressed as a numeric backward pointer, so that
the former process is expanded to <a,(>.<b,0>.0 + <b,0>.<a,d>.0 while the latter process becomes
<a,0>.<b,{1}>.0+ <b,0>.<a, {1}>.0.

e Location bisimilarity [43] (corresponding to local history-preserving bisimilarity [48]): every action is
enriched with the name of the location in which it is executed, so that the former process is ex-
panded to <a,l,>.<b,l>.0+ <b, > . <a,l,>.0 while the latter process becomes <a,l,>.<b,l,lp>.0+
<b,lp>.<a,lply> . 0.

e Pomset bisimilarity [40]: instead of a single action, a prefix may contain a partially ordered multiset of
actions that are either independent of each other or causally related, so that the former process is expanded
toa.b.0+b.a.0+ (a| b).0 while the latter process is left unchanged.

Thanks to the proved operational semantics in Table by following the proved trees approach of [59]
we can uniformly derive expansion laws for the two interleaving bisimulation congruences ~pp.ps and ~pp.ps
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and the four truly concurrent bisimulation congruences ~rp, ~RB, ~FRB, ~FRB:ps- 1he first step consists of
introducing six observation functions lx, Iy, {R, {R,w, {FR, {FR,w that respectively transform the proof terms
labeling proved transitions into suitable observations according to ~gB.ps, ®FB:ps, ~RB, ~RB: ~FRB; ~FRB:ps-
In the interleaving case proof terms are simply reduced to the actions they contain, while in the truly concurrent
case they are transformed into actions extended with discriminating information as exemplified above.

In addition to a specific proof term 6, as shown in [59] each such function, say ¢, may depend on other possible
parameters in the proved labeled transition system generated by the semantic rules in Table[2.1 Moreover, it must
preserve actions, i.e., if £(01) = £(62) then act(61) = act(f2). Based on the corresponding ¢, from each of the six
aforementioned congruences we can thus derive a bisimilarity in which, whenever (P;, P») € B, the strong forward

clause requires that:

for each Py RGN P/ there exists Py A02), P} such that £(61) = £(62) and (P[, Py) € B

while the strong backward clause requires that:

for each Pj RGN P there exists Pj “2), P, such that £(61) = £(62) and (P{, Py) € B

and similarly for the weak clauses. We indicate with ~FB.ps:tp: RFBipsitp o> ~RBilg> ~RBilg o> ~FRB:lpr:
AFRB:ps:(pp the six resulting bisimilarities. 7 ‘

The second step — left implicit in [59] — consists of lifting ¢ to processes so as to encode observations within action
prefixes of new processes in which only action prefix and alternative composition occur. For P € Py the idea is
to proceed inductively as follows where o € O, for Ogeq = {.a, h+,+ | a € A,p: A — Asuch that p(7) = 7}:

seq
7(0) = 0
“(a.P) = loa). L7 (P
7 (at. P") = {(ca)l.(o«(P")
0° (P/ ij) — gaDp(P/)
EU(Pl + PQ) = KU'JF(Pl) + KUJF(PQ)
Every sequential process P will thus be encoded as ¢¢(P), so for example a.b.0+b.a.0 will become:
(a.b.0) +LF(0b.a.0) = L(xa). lra(b.0) + £(+b) . £Ft(a.0) = l(+a).l(+.4b) .0 + £(+b) . £(+.pa) .0
Then, given two initial sequential processes encoded as follows due to the commutativity and associativity of
alternative composition (where any summation over an empty index set is 0 and every 6; is of the form o;a;):

P1 = Z 5(0172‘).]317,‘ and PQ = Z 5(9271').]3272'

i€l i€ls
the idea is to encode their parallel composition through the following expansion law (where 0|1 0 yields 0):
PP = > £([]201) - (Pri || P2) + > ([ 202:) - (P || P2i) +
iEI1,aCt(91,i)€L iEIQ,aCt(OQ,i)eL
2 > (((01,0:02,5) 1) - (Pri ||z Pr,j)

i€ly,act(01,,)EL jElz,act(f2 5)=act(61,;)
For instance, a.0||gb.0, represented as £(a).0]|g ¢(b) .0, will be expanded as follows:

(a).0lg £(b) .0 = £(llpa) - (Olp£(b)-0) + £(|lpb) - (€(a) . Ol O) = £(lpa) - £(|lpb) -0 + £([lgD) - £(pa) - O
where, compared to the encoding of a.b.0+b.a.0, in general {(4a) # £(||pa) # £(+.pa) and £(+.4b) # £(|pb) #
0(+b). The expansion laws for the cases in which the two sequential processes are not both initial — which
are specific to reversible processes and hence not addressed in [59] — can be derived similarly. We will see that
care must be taken when both processes are non-initial because for example af.0 ||y b".0 cannot be expanded to
£(Jlga)T. £([pb)T. 0 + £(|gb)T. £(Jpa)T. O as the latter is not even well-formed due to the presence of executed actions
on both sides of +.

In the subsequent sections we will investigate how to define the six observation functions in such a way that
the six bisimilarities ~FB.ps:tp, ~FBupsitp s ~RB:lrs ~RBifgy> ~FRB:lpr> ~FRB:ps:lpr.,, respectively coincide with
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the six congruences ~FgB.ps, ~FB:ps, ~RB: ~RB; ~FRB, ~FRB:ps- As far as true concurrency is concerned, we point
out that the observation functions developed in [59] for causal semantics and location semantics were inspired by
additional information already present in the labels of the original semantics, i.e., backward pointers sets [55] and
localities [43| respectively. In our case, instead, the original semantics in Table features labels that contain
only actions (and localities in the case of parallel composition), hence for reverse and forward-reverse congruences
we have to find out the additional information necessary to discriminate, e.g., the processes associated with the
three bottom states in Figure|1.1

6.3 Axiomatizations of Forward Bisimulation Congruences

Strong and weak forward bisimilarities respectively coincide with the strong and weak bisimilarities over forward-
only processes of [I112] and hence comply with the interleaving view of concurrency. Therefore, we can exploit the
same observation function for interleaving semantics used in [59], which we express as ¢p(6) = lrw(0) = act(d)
and immediately implies that ~pp.ps.¢p and ~pp.ps.y ,, respectively coincide with ~pp.ps and ~pp.ps. Moreover,
no additional information has to be inserted into action prefixes, i.e., the lifting to processes of the observation
function is the identity over processes.

The axioms for ~pp.ps are presented in Section while the additional ones for ~pp.ps are discussed in

Section [6.3.2

6.3.1 Axiomatization of ~gg.ps

The set Ar of axioms for ~pp.ps is shown in Table (where-clauses ensure P-membership). Axioms Ap; to Ap 4
express associativity, commutativity, neutral element, and idempotency of alternative composition, while axioms
Ar5 to Apg represent the application of renaming and its distributivity with respect to alternative composition.
These axioms basically coincide with those for forward-only processes [88].

The subsequent axioms are specific to our reversible setting. Axioms Ap g and A 1o together establish that the
presence of the past cannot be ignored, but the specific past can be neglected when moving only forward. Likewise,
axiom A 11 states that a previously non-selected alternative process can be discarded when moving only forward;
note that it does not subsume axioms A 3 and Ap 4 because P has to be non-initial in Ag 1.

Since due to axioms Apg and Ar 19 we only need to remember whether some action has been executed in the
past, axiom Ap 12 is the only expansion law needed for ~pg.ps. Notation [aT.} stands for the possible presence of
an executed action prefix, with a' being present at the beginning of the expansion iff at least one of ai and ag
is present at the beginning of P; and P» respectively. In P; and P», as well as on the righthand side of the
expansion, summations are allowed by axioms Ap; and Apo and represent 0 when their index sets are empty
(so that Ap F 0|0 =040+0 = 0 due to axiom Ag 3, substitutivity with respect to alternative composition, and
transitivity).

Following [88], to show the soundness and ground completeness of Ap for ~pp.ps we introduce a suitable normal
form to which every process can be reduced. The only operators that can occur in such a normal form are action
prefix and alternative composition, hence all processes in normal form are sequential and renaming free.

Definition 6.1. We say that P € P is in forward normal form, written F-nf, iff it is equal to [al.] Y ier@i- b
where the executed action prefiz al.  is optional, I is a finite index set (with the summation being 0 when I =0),
and each P; is initial and in F-nf. [ |

Lemma 6.1. For all (initial) P € P there exists (an initial) Q € P in F-nf such that Ap - P = Q.
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(Ar1) (P+@Q)+R = P+(Q+R) where at least two among P, @, R are initial
(Ar2) P+Q = Q+P where initial( P) V initial(Q)
(Ap3) P+0 =P
(Ap.4) P+P =P where initial(P)
(Ars) Op?' =0
(Ars) (a.P)Lp? = pla).(PrpT) where initial( P)
(Ar7)  (al.P)ip? = pla)l.(PLpT)
(Ars) (P+Q)p? = (Pup)+(Qup?) where initial( P) V initial(Q)
(Ar9) at.P = bh.P if initial(P)
(Ar.10) al.P = P if —initial(P)
(Ap11) P+@Q =P if —initial(P), where initial(Q)
(Ar.12) PPy = [al] ( > - (PuilL P +

i€li,a1,;¢L

o azi (Pl Pyi) +
i€lz,a2 ;¢ L
> ari-(Prillz Pz,;‘))
’L‘GIl,alt,EL jGIQ,(lg_jialJ
with P, = [(LL]P,Q, P, =Y ag;. Py, in Fof for k € {1,2} and a' being present iff so is aJ{ or al
i€l

Table 6.1: Axioms characterizing ~pp:ps

Proof. We proceed by induction on the syntactical structure of P € P:

e If P is 0 then the result follows by taking @) equal to 0 due to reflexivity.

e If Pis a.P’ where P’ is initial, then by the induction hypothesis there exists @’ initial and in F-nf such that
Ap = P' = @Q'. The result follows by taking @ equal to a.Q’ — which is in F-nf because )’ is initial and in
F-nf — due to substitutivity with respect to action prefix.

e If P is al. P’ then by the induction hypothesis there exists @’ in F-nf such that Ap = P’ = Q. There are
two cases:

— If P and @’ are both initial, then the result follows by taking @ equal to af.@Q’ — which is in F-nf
because @’ is initial and in F-nf — due to substitutivity with respect to executed action prefix.

— Let P’ and @’ be both non-initial. Since @’ is in F-nf and hence features a single executed action prefix
at the beginning, i.e., Q' is b'.Q"” with Q" initial and in F-nf, the result follows by taking Q equal
to Q' by virtue of Ap F af. P’ = a'. Q' due to substitutivity with respect to executed action prefix,
Ar Fal. Q' = Q' due to axiom Ap 19, and transitivity.

e If Pis P'Lp” then by the induction hypothesis there exists Q" in F-nf - say @' = [a.]>;c; a;. Q; — such
that Ap = P’ = @', hence Ap = P Lp? = Q' Lp" due to substitutivity with respect to renaming. The result
follows after possibly repeated applications of axioms Aps to Apg to Q' Lp™ due to transitivity.
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o If Pis P, + P» then by the induction hypothesis there exist ()1 and )2 in F-nf such that Ap - P = ()1 and
Ap F Py, = @9, hence Ap F P; + P, = Q1 + Q2 due to substitutivity with respect to alternative composition.
There are three cases:

— If P, and P, are both initial, then @)1 and @2 are both initial too and hence the result follows by taking
@ equal to Q1 + @2, up to an application of axiom Ag 3 in the case that Q1 4+ @2 is not in F-nf because
(1 and Q2 are not different from 0 (possibly preceded by an application of axiom Ap 2 to move the 0
subprocess to the right of +) and transitivity.

— If only P; is initial, then only @2 is initial too and hence the result follows by taking @ equal to Q1
by virtue of Ap = Q1 + Q2 = @1 due to axiom Ar 11 and transitivity.

— If only P is initial, then only @ is initial too and hence the result follows by taking @ equal to Q2
by virtue of Ap - Q1 + Q2 = Q2 + Q1 due to axiom Apa, Ap F Q2 + Q1 = Q2 due to axiom Ay 1,
and transitivity.

o If P is P ||z P> then by the induction hypothesis there exist @); and @2 in F-nf — say Q1 = [aJ{.]Q’l
with Ql = Zieh al,i'Ql,i and Qo = [a;]QIQ with Q’2 = Ziefz aQ,i.Q2,i — such that Ap F P, = Q1 and
Ar B P, = @2, hence Ap - Py ||z P = Q1|1 Q2 due to substitutivity with respect to parallel composi-
tion. As a consequence Ap - P || P = [aT'](Zz‘eh,al,#L ai;.(QuillLQb) + Z’ielg,agyiilz az; . (Q1 ||z Q2:) +
D ichaiiel Dojclyan —ar, Ali-(Q1illL Q2;5)) due to axiom Ap iz and transitivity. We recall that Q}, Qh,
and every Q1,; and Q)2 are all initial and in F-nf. Moreover, thanks to axiom Ar g we can assume that either
ai,az ¢ L or a; = ay € L so as to ensure that Q1 ||, Q2 € P.

We now prove that, if O1, Oy € P are (initial and) in F-nf and such that O || Oz € P, then there exists O € P
(initial and) in F-nf such that Ap = O; || O2 = O, from which the result will follow due to substitutivity
with respect to action prefix, alternative composition, and executed action prefix if any. Since the parallel
processes that we will encounter are not subprocesses of Oy ||z, O2, we proceed by induction on size(O1 || O2):

— If size(Oq || O2) = 0 then Oy || Oz is 0]/ 0 where Ap = 0[|L0 = 0+ 0+ 0 due to axiom Ag ;2.
The result follows by taking O equal to 0 due to axiom Ap 3 applied twice, substitutivity with respect
to alternative composition, and transitivity.

— If Siz€(01 HL 02) > 0 then 01 = [bJ{]Oll with Oll = Zieh bl,i . 01’1‘ and 02 = [b;]Oé with
Oy = > Jo 02,0 O2, where at least one of the following holds: bJ{ present, J; # 0, b; present,
Jo # 0. Thus Ap = O1l|LOs = b1 ,c ) by e bri- (OnillL O5) + Yic s s, .¢n b2 - (07 |l O2,) +

1,b1,:¢ 2,b2,i¢
ZieJl,bl,ieL Zjejmbz‘j:bl,i bii.(O1]lz Oz ) due to axiom Ap 12. The result follows by applying the
induction hypothesis to every O, || O, O} ||z O2,i, O1,l/r O2,; due to substitutivity with respect to
action prefix, alternative composition, and executed action prefix if any, with possible applications of
axiom Ap 3 (each possibly preceded by an application of axiom Ap 2 to move the 0 subprocess to the
right of +). ]

Theorem 6.1. Let P1, P, € P. Then Py ~pp.ps P iff Ap = P = P.

Proof. Soundness, i.e., Ap = Py = P, = P ~pB.ps P>, is a straightforward consequence of the general axioms and
inference rules behind - (see Section [6.1)) together with ~pp.,s being an equivalence relation (see Proposition {4.1))
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and a congruence (see Theorem , plus the fact that the lefthand side process of each additional axiom in
Table is ~pR.ps-equivalent to the righthand side process of the same axiom.

Let us address ground completeness, i.e., P| ~pB.ps > = Ap - Pi = P». We suppose that P and P are both
in F-nf and proceed by induction on the syntactical structure of P;:

e If P is 0 then from P ~pp.ps P» and P, in F-nf we derive that P, can only be 0, from which the result
follows by reflexivity.

o If P is [a“ Zz‘eh ai;. P ; with ai present or I; # (), then from Py ~pp.ps P> and P, in F-nf we derive that
P; can only be [ag.] Zieb ag; . Pp; with ag present iff aI present and Iy # () iff I; # (). We recall that every
Py ; and every P»; is initial and in F-nf.

Since Py ~pp.ps P2, for each i1 € I there exists io € I3 such that a1;, = a2, and Py ;, ~FB.ps F2,,, and vice
versa. From the induction hypothesis we obtain that Ap = P;;, = P ;,. It then follows that:

Ar Fai;, - P, = a2, - P2y, due to substitutivity with respect to action prefix.

Ap F > rai-Pi= Yic 1, @2,i - P2 due to substitutivity with respect to alternative composition as
well as axiom Apy and transitivity in the presence of identical summands on the same side that are
absent on the other side (possibly preceded by applications of axioms Ap; and Ap s to move identical
summands next to each other).

— Ap [a;] Zieh ai;. P = [a];.] ZiEIz az; . Py due to substitutivity with respect to executed action
prefix.

— Ap [aJ{.] Zieh ai;. Pri= [a;] Ziefz az; . P ; due to axiom Apg and transitivity if as # a;.

If P, and P, are not both in F-nf, thanks to Lemma [6.1| we can find 1 and )2 in F-nf, each of which is initial
iff so is its corresponding original process, such that Ap - P, = @1 and Arp - P> = 2, hence Ap - Q2 = P» by
symmetry. Due to soundness, we get Pi ~pp.ps @1, hence Q1 ~rp.ps P1 as ~pB.ps is symmetric, and P> ~pp.ps Q2.
Since P; ~FB.ps [2, we also get Q1 ~pB.ps 2 as ~FR.ps is transitive. By virtue of what has been shown above,
from Q1 ~¥B.ps @2 With Q1 and Q2 in F-nf it follows that Ap - 1 = Q2 and hence Ar - Py = P> by transitivity.

| |

6.3.2 Axiomatization of Xgp.ps

To equationally characterize ~pg.ps, in addition to the axioms in Table we have to consider the 7-laws in
Table Axioms Ap; to Ap g coincide with those for the weak bisimulation congruence over forward-only
processes of [I12]. A variant of Ap; with a being decorated on both sides, i.e., axiom Af,, is also needed for
achieving ground completeness in our reversible setting. We denote by Af the set of axioms in Tables and

Note that a.7t. P = af. P can instead be derived from axiom Arg or Ap 1o depending on whether P is
initial or not (TT. P =al. P) and axiom Ag ;o applied only to the lefthand side, along with transitivity. Likewise,
P' 4+ 7.P = 7t P where P’ is not initial and P + 71. P’ = 7t. P’ where P’ may not be initial, as well as
af . (P+7.Q)+a.Q=a'. (P +7.Q),a.(P+7.Q)+a.Q=0a".(P+71.Q),and a.(P+7.Q) +a'.Q =
al. (P +77.Q"), where P’ and Q' may not be initial, can be derived by exploiting axiom A 11 too.
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(A% 1) a.7.P =a.P where initial( P)
(AF2) P+7.P=r1.P where initial( P)
(Af3) a.(P+7.Q)+a.Q = a. (P+7.Q) where initial(P) A initial(Q)
(AR 4) al.7.P = a'. P where initial( P)

Table 6.2: Additional T-axioms for ~pg.ps

Lemma 6.2. For all (initial) P € P there exists (an initial) Q € P in F-nf such that Ap = P = Q.

Proof. See the proof of Lemma as in the considered normal form 7-actions do not play a role different from
the one of observable actions. In particular, unexecuted 7-actions are not abstracted away unless they are inside
non-selected alternative subprocesses. [ |

In addition to the forward normal form of Definition 6.1} we use a function that extracts the forward behavior
from a process by eliminating executed actions and non-selected alternative subprocesses. Function to forward :

P — Pyt is defined by induction on the syntactical structure of P € P as follows:
to_forward(P) = P if initial(P)

to_ forward(a®. P') = to_ forward(P")

to_forward(P' _p™) = to_ forward(P') p” if —initial(P’)
to_ forward(P) + P») = to_ forward(Py) if =initial(Py) A initial( Ps)
to_ forward(Py + P3) = to_ forward(Ps) if =initial( Py) A initial( Py)

to_forward(Py || P2) = to_forward(Py) ||r to_ forward(Py) if —initial(Py) V —initial( Ps)
The resulting initial process preserves the forward behavior of the original process in the following sense.

Proposition 6.1. Let P,P',P".Q € P and ¢',0" € ©. Then:
1. to_forward(P) = P when initial( P) while to_ forward(P) ~pp P when —initial( P).
2. to_ forward(P) o pr iff P s P with act(0') = act(0”) and P" ~pg.ps P".

3. If P =pp.ps Q then to_forward(P) ~pp.ps to_forward(Q) when P and Q are initial or cannot execute
T-actions, otherwise to_forward(P) ~pp to_ forward(Q).

Proof. The first property is a straightforward consequence of the definition of to_ forward and the fact that ~pp
considers only the forward behavior of processes, as to_ forward(P) is obtained from P by removing all decorated
(i.e., executed) actions as well as all non-selected alternative subprocesses, which are all the parts of P from which
an outgoing transition cannot be generated. Note that to_ forward(P) ~pp.ps P does not hold when P is not initial
because to_forward(P) is initial.

The second property is a consequence of the first one, with P’ (resp. #') not coinciding with P” (resp. §”) when
P is not initial because in that case P” contains decorated actions along with possible non-selected alternative
subprocesses that cannot be present in P’. However P’ ~pg.ps P” (in lieu of P’ ~pg P” only) because both P’
and P” are not initial.
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As for the third property, we consider the following two cases:
e If both P and () are initial, then to_ forward(P) = P ~gp.ps Q = to_ forward(Q).

e If both P and ) are not initial, then to forward(P) # P and to forward(Q) # Q.

Suppose that to_ forward(P) % P'. Then, due to the second property, P % P with act(0") = act(0") and
P' ~pB.ps P, hence P’ ~pp.ps P” because ~pp.ps is contained in ~pp.ps. There are two subcases:

— If act(¢”) = 7 then from P =pp.ps @ it follows that Q@ = Q" with P” ~ppps Q". By repeatedly
applying the second property along Q = Q" we get to_ forward(Q) = Q' with Q' ~pp Q" (instead
of Q" ~pp.ps Q") as Q" is not initial while ' may be initial (this is the case when no 7 is performed by
to_ forward(Q)). Since ~pp.ps is contained in ~pp, the result stems from P’ ~pg P’ ~pp Q" ~rp Q'
as ~pp is symmetric and transitive.

— If act(0”) # 7 then from P =pp.ps Q it follows that Q:>i>:>Q” with act(0”) = act(0)
and P” ~pp.ps Q”. By repeatedly applying the second property along Q= i>:>Q” we get

to_ forward(Q) = 2 — @' with act(0") = act(0) and Q' ~pp.ps Q" (as neither Q' nor Q" is initial).
The result stems from P’ ~pg.ps P ~pp.ps Q" ~rB:ps Q' as ~pB.ps Is symmetric and transitive. [ |

Furthermore, following the approach used for the weak bisimulation congruence over forward-only processes
of [I12], we introduce a saturated forward normal form where, for every transition sequence in which a transition
labeled with a certain action is preceded or followed by finitely many 7-transitions, a direct transition labeled with
that action is present too. Unlike [112], where both the transition sequence and the direct transition have the same
target process, here two distinct ~pp.ps-equivalent target processes P’ (for the transition sequence) and P” (for the
direct transition) come into play due to the presence of decorated actions within processes.

Definition 6.2. We say that P € P is in saturated forward normal form, written sat-F-nf, iff it is equal to
[bf.] > icr @i - Pi where the executed action prefiz bt is optional, I is a finite index set (with the summation being 0
when I =10), each P; is initial and in sat-F-nf, and if P = Ly — P’ then P-L5 P with act(0) = act(0") and
P ~RFB:ps P, |

This leads to the so-called saturation lemma below, which is instrumental to reduce in sat-F-nf every process
in F-nf. Unlike [I12], it features to_ forward(P’) in place of P’ in the final part of its statement otherwise we would
have the unexecuted action act(#) followed by the non-initial process P’, which does not yield a well-formed process.

Lemma 6.3. Let P,P' € P and 6 € ©. If P 1is initial and P:>i>=:>P’, then A - P = P +
act() . to_ forward(P").

Proof. Suppose that the initial process P € P is in F-nf. Should this not be the case, thanks to Lemma [6.2
we could find @ initial and in F-nf such that AL = P = @, hence proving the result for () would entail the validity
of the result for P by substitutivity. In particular:

o If P— %5 — P’ then Q= %5 = @’ with act(§) = act(¢') and P' ~pp.ps @ due to Af H P = Q
implying P ~pp.ps @ by soundness (forthcoming Theorem and the fact that @ cannot idle when act(0) =7
because P and @ are both initial and hence P’ and @’ must be both non-initial as P’ RFB:ps Q.
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e AL + to_forward(P") = to_forward(Q'") because, observing that to_forward(Q') is in F-nf given that so
is @, O-summands and replicated summands possibly occurring in to_forward(P’) can be eliminated via
axioms Ap3 and Apgy, respectively, as well as renamings and parallel compositions possibly occurring in
to_ forward(P’) can be eliminated via axioms Ap 5 to Apg and Ap 12, respectively, and @ is a F-nf for P so
that Q' cannot abstract from unexecuted T-actions unless they are inside non-selected alternative subprocesses
(which by the way can occur neither in to_ forward(P’) nor in to_forward(Q') as they are both initial).

We thus proceed by induction on the syntactical structure of the initial process P in F-nf such that

Pp— Y —p (note that P cannot be 0 and cannot feature any executed action at the beginning), where
in the following any summation is meant to disappear when the corresponding finite index set I is empty:

e If Pis> . _;a;. P+ act(d).P and P'is Y

or following the act(f)-transition in P =— %, — P’ — where we note that P is initial and in F-nf because
so is P, then AL F P = P + act(d) . P by axiom Ap 4 applied to act(f). P and substitutivity inside P, with

P = to_ forward(P").

il ier @i - P+ act(0)t. P — i.e., there are no 7-transitions preceding

o If Pis Y ,c;a;. P + act(f).Q and >, ;a;. P + act(G)T.Q:LzP’ with act(f') = 7 — i.e., no

T-transition precedes but at least one 7-transition follows the act(#)-transition in P =—> %y — P’ then:

— Since Y, ai. P 4 act(9).Q = Y — P’ comes from Q= AN Q" with act(¢”) = T,
to_forward(P") = to_ forward(Q’), and @ initial and in F-nf, by the induction hypothesis Af F Q =
Q + 7. to_ forward(P’).

— AL E P =P+ act(f).to_forward(P') because:

* AR P =P+ act(f).Q by axiom Ap 4 applied to act(f).Q and substitutivity inside P.

x AL P =P+ act(d).(Q+ 7.to_forward(P')) by substitutivity and transitivity.

* AL F P = Pact(0) . (Q+T . to_ forward(P'))+act() . to_ forward(P') by axiom Af 5, substitutivity,
and transitivity.

x AL E P =P+ act(f).Q + act() . to_ forward(P’) by substitutivity and transitivity.

x AR E P =P+ act(d).to_forward(P") by axiom Ap4 as P contains act(f) . Q as summand, substi-
tutivity, and transitivity.

e IfPis) ,c;a;. P,+7.Qand ), ;a;. P+ T.Q= b p i.e., at least one 7-transition precedes
the act(#)-transition in P =— %y — P’ — then:

— Since Y ai. P + m1.Q= =P comes from Q= -"+=Q' with act(d) = act(¢),
to_forward(P") = to_ forward(Q’), and @ initial and in F-nf, by the induction hypothesis Af F Q =
Q + act(f) . to_ forward(P'").

— AR F P =P+ act(f) . to_ forward(P’) because:

* A F P =P+ 7.Q by axiom Ar 4 applied to 7.(Q and substitutivity inside P.
* AR P=P+7.Q+Q by axiom Af 5, symmetry, substitutivity, and transitivity.
x AbFP=P+7.Q+Q+ act().to_forward(P’) by substitutivity and transitivity.
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* AR = P =P+7.Q+ act(f) . to_ forward(P') by symmetry, axiom Af o, substitutivity, and transi-

tivity.
* AR F P = P+act(f) . to_ forward(P') by axiom A 4 as P contains 7. () as summand, substitutivity,
and transitivity. n

Lemma 6.4. For all (initial) P € P in F-nf there exists (an initial) Q € P in sat-F-nf such that AR - P = Q.

Proof. We proceed by induction on the syntactical structure of P € P in F-nf:

e If P is 0 then the result follows by taking @) equal to 0 due to reflexivity.

o If Pis ), ;a;.P; with I # (), then from the induction hypothesis it follows that for all i € I there exists
Q; in sat-F-nf such that Ap = P; = @Q;, hence AL = P = ). a;.(Q; by substitutivity with respect to action
prefix and alternative composition.

Suppose that >, ; ai.Qi:i)jQ’ and — to avoid trivial cases — there is no Q" such that

Yicr i- Qi LN Q" with act(¢') = act(0”) and Q" ~pp.ps Q". Since Y, ;a;.Q; is initial, from Lemma
we get AR F > irai.Qi = Y icrai-Qi + act(0). to_forward(Q'), hence AR = P = 3, ;a;.Q; +
act(0') . to_ forward(Q') by transitivity, where each @Q; and to_ forward(Q’) are initial and in sat-F-nf.

From ), ;a;. Qi == NN Q' it follows that Y, ; a;. Q; + act(#’) . to_ forward(Q") = o Q" with
act(§") = act(¢') and Q" ~pp.ps Q'. Moreover Y . ;a;.Q; + act(d') . to_ forward(Q") LA Y ier @i - Qi +
act(0)F. to_forward(Q') with act(6"") = act(d), hence act(d”) = act(§""). From the fact that @’ and
act(0')1. to_ forward(Q') are both non-initial and Proposition [6.1| we get Q' ~pp.ps act(0)t. to_ forward(Q’),
at which point we exploit the soundness of axiom Ap i (forthcoming Theorem on the righthand side
and the fact that ~pp.ps is transitive to obtain that Q" ~pp.ps Y ;c7 @i - Qi + act(9)'. to_ forward(Q").

e If Pisbl. P then from the induction hypothesis it follows that there exists Q in sat-F-nf such that A} - P = Q,
hence AL - P = bf. Q by substitutivity with respect to executed action prefix.
Suppose that b7.Q = AN = Q' and — to avoid trivial cases — there is no Q" such that bT.QO—N> Q"
with act(0') = act(0”) and Q' ~pp.ps Q. Since @ is initial, from Lemma and substitutivity with
respect to executed action prefix we get AL F b1.Q = bl (Q + act(') . to_forward(Q')), hence AL - P =
bl (Q + act() . to_ forward(Q")) by transitivity, where Q and to_ forward(Q') are initial and in sat-F-nf.
From bf. Q = = Q' it follows that bT. (Q + act(8') . to_forward(Q')) = AN Q" with act(9") =
act(9’) and Q" ~pp.ps Q'. Moreover bl. (Q + act(#') . to_forward(Q")) O bt (Q + act(0"). to_ forward(Q"))
with act(0"") = act(0’), hence act(0"") = act(9""). From the fact that Q' and act(')!.to_forward(Q') are
both non-initial and Proposition we get Q' ~ppps act(0)1. to_forward(Q'), at which point we exploit
the soundness of axioms A 11 and A 1o (forthcoming Theorem on the righthand side and the fact that
AFB:ps 1S transitive to obtain that Q" ~pg.ps bt (Q + act(0)1. to_ forward(Q")). [ |
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Theorem 6.2. Let P1, P, € P. Then Py ~pp.ps P iff Ap = P = Ps.

Proof. Soundness, i.e., Ap = P = P, = Pj ~pB.ps P, is a straightforward consequence of the general axioms and
inference rules behind F (see Section together with ~pp.ps being an equivalence relation (see Proposition
and a congruence (see Theorem , plus the fact that the lefthand side process of each additional axiom in
Tables (recall that ~pp.ps is included in ~pp.s) and is ~pB.ps-equivalent to the righthand side process of
the same axiom.

Let us address ground completeness, i.e., Pi ~pp.ps P» = Ap = Pi = P,. We suppose that P; and P, are both
in sat-F-nf. Given that some of the processes that we will encounter are not subprocesses of P, or P, due to the
application of axiom Af ; or AL 4, we proceed by induction on k = size(Py) + size(P2):

o If £ = 0 then from P, =pp.ps I» and P; and P> in sat-F-nf we derive that P; and P are both equal to 0,
from which the result follows by reflexivity.

e Let £ > 2 with P, being Zieh ai;.P1; and P being EiEIz ag;.Pa;, where I # () # Iy and every
Pyi; and every P»; is initial and in sat-F-nf. Since Py ~pp.ps [», whenever for some a1;, = a we have

P Oy ot P, + Zieh\{il} ai;.Pr; with act(61) = a, then for some ag;, = a we have P EN Py, +
ZiGIQ\{iQ} CL27Z‘.P27Z' with act(ag) = a as P, is in sat-F-nf, where CLT.PLil + Ziell\{h} al,i'PLi ~RFB:ps
aJ’.PQ,Z-2 + Zieh\{iQ} az;.Ps;, and vice versa. Since toifm"ward(cf'.Pu1 + Zieh\{il} ai;.Pi;) = P

and to_ forward(a'. Py, + Zié]z\{iz as;. P i) = Py ,, from al. P, + Ziell\{il} ai;.P1i XrBups al. Py, +
Zielg\{iz} az;. P>, and Propositionh(i&) two cases arise:

— If Pi;, ~¥B:ps P2, then from the induction hypothesis we obtain Ap = Pi; = Pa,,, hence Af F
a1, - P1i, = a2, . P>, by substitutivity with respect to action prefix.

— If P i, =rB P, but Py i, #rB.ps P2, — as is the case, e.g., when a1 4, . P1j; isa.7.0 and ag;, . Pa, is
a.0 — then Py ; can execute T-actions (thus reaching non-initial processes) to which P»;, can respond
only by idling (thus remaining in an initial process), or vice versa. If the considered summand of Pj is
aig, - T. P{,il, we exploit the soundness of axiom Af; to obtain aj;, . 7. Pl’ﬂ»1 RFBips 01, .Pl”ﬂ»1 where

1” i, 18 a subprocess of P] ; that is initial, in sat-F-nf, and not executing 7-actions, so that P1” i1 ~FBups
P, i, and we can then proceed like in the previous case by additionally applying axiom Af ;.
More generally, the considered summand of Pi may be of the form a1, . (7. P[; +...), but then P; ; ,
after executing possible T-actions, must offer all the alternative observable actions enabled by P ;, and
only those actions, otherwise P ;, ~pp F%, cannot hold given that P ;, can only idle whenever P ;,

executes a T-action. As a consequence, for every subprocess alternative to 7. Pl’ i
b

x If it starts with a 7-action, then for the same reason it must offer all the alternative observable
actions enabled by P ;, and only those actions, hence it must be ~pp.ps-equivalent to 7. PLZ- , and
can be absorbed by 7. P{,il by exploiting the soundness of axiom Ap 4.

* If it starts with an observable action, then that action must be enabled by P ;, in order for
Py, =¥ P2, to hold and the considered subprocess can be absorbed within 7. Pl”il as follows
by exploiting the soundness of axioms Ap 4 and Ap

. 7'.P1’7i1 is expanded to P, + 7'~P1,,z‘1 via axiom Af,, with its application being repeated
in the case that Pl’yi1 starts with a 7-action and so on, until the considered subprocess appears
in the expansion.
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- The original occurrence of the considered subprocess and the new one inside the expansion are
merged into a single one via axiom Ap 4.

- The resulting process is contracted back to 7. P i, Via as many applications of axiom Af .

The result finally follows by substitutivity with respect to alternative composition and, in the presence of
identical summands on the same side, axiom A 4 possibly preceded by applications of axioms Ar; and Ar 2
to move identical summands next to each other.

e Let k> 2 with P; being a]i. P and P, being a; P}, where P| and P} are both initial and in sat-F-nf. Since
to_ forward(Py) = Pj and to_ forward(P,) = Py, from P ~pp.ps P» and Proposition (3) two cases arise:

— If P| ~pp.ps P} then from the induction hypothesis we obtain AL - P] = Pj, hence AL I- al. P = af. P}
by substitutivity with respect to executed action prefix. Thanks to axiom Ar g we derive Af - aJ{. P =
al. P/ and AL b af. P} = al. P}, from which AL F al. P/ = al. P} follows by transitivity.

— If P{ =pp P3 but P| #ppps Py — as is the case, e.g., when aI. P/ is aI.T.Q and a;PQ’ is a;Q — then
P| can execute 7-actions (thus reaching non-initial processes) to which Pj can respond only by idling
(thus remaining in an initial process), or vice versa. If Pj is CLJ{.T. ', we exploit the soundness of
axiom AL, to obtain Py ~pp.ps al. P/” where P is a subprocess of P/’ that is initial, in sat-F-nf,
and not executing 7-actions, so that P/” ~pp.ps P5 and we can then proceed like in the previous case
by additionally applying axiom Agf 4.

More generally, the considered summand of P; may be of the form aL-l (. Pll,i . +...), but then every
subprocess alternative to 7. Pl/J1 can be suitably absorbed as shown earlier.

o Note that the case in which Py is ), 1, 01,i - P1i with Iy possibly empty and P is a;. P}, or vice versa, cannot
occur because the former is initial while the latter is not. Likewise, the case in which P is Zz‘e 1, 01, Py ; with
I # () and P, is 0, or vice versa, cannot occur either because the former has at least one outgoing transition
while the latter has not (should the former process be able to execute only sequences of 7-transitions, after
which non-initial processes are reached, the latter process could respond only by idling thus remaining in an
initial process). In other words, both cases would contradict Py ~pp.ps Po.

If P, and P, are not both in sat-F-nf, thanks to Lemmas and we can find @)1 and @) in sat-F-nf, each
of which is initial iff so is its corresponding original process, such that Ap = P, = @1 and A F P> = )2, hence
A% F Q2 = P, by symmetry. Due to soundness, we get P; ~rp.ps @1, hence Q1 ~rp.ps P1 as RFp:ps s symmetric,
and P ~FB.ps Q2. Since P ~pp.ps P2, we also get Q1 ~FB.ps Q2 as Ry is transitive. By virtue of what
has been shown above, from Q1 ~rp.ps @2 With @1 and @2 in sat-F-nf it follows that AL - Q1 = @2 and hence
AL P = P by transitivity. ]
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initial(U) UL, U
(ACTbrs,f) a3 t (ACTbrS,P) + t ,
<a,3>.U s <a',3>.U <a',3>. U—>brs<a,21>.U
UL 220 UL initial(Us) U P25 UL imitial(Uy)
(CHObrs,l) 16, 3 (CHobrs,r) 10, =
Ul-l-UQ ——)brSUl—l-UQ U1+U2 _>brsUl+U2

Table 6.3: Proved operational semantic rules for Py, (3,77 € 24)

6.4 Process Encodings Based on Backward Ready Sets

Since reverse and forward-reverse bisimilarities are truly concurrent, before developing their axiomatizations —
in particular their expansion laws — we have to provide process encodings that insert suitable additional discrim-
inating information into action prefixes. We show that this information is the same for both semantics and is

constituted by backward ready sets. Precisely, for every proved transition P O P we let lr(0)pr = lpr(0)pr =
<act(0), brs(P')> £ lys(0) pr and g (0) pr = lrr.w(0) pr = <act(0), brsy(P')> £ lyys w(0) pr, where in the afore-
mentioned observation functions we have indicated their primary argument # in parentheses and their secondary
argument P’ as a subscript. The intuition behind resorting to backward ready sets comes from Figure where
the reverse- and forward-reverse-inequivalent processes associated with the three bottom states have three different
backward ready sets: {b,a}, {b},{a}.

By virtue of Proposition (2), the distinguishing power of ~grp and ~prp does not change if, in the related
definitions of bisimulation, we additionally require that brs(Py) = brs(P,) for all (P, P») € B. Likewise, thanks
to Proposition (2), the discriminating power of ~rp and ~prp.ps does not vary if, in the related definitions of
bisimulation, we additionally require that brsy(Py) = brsy (P2) for all (Py, P») € B. Thus, it is immediate to realize
that ~RB.¢,..» ~“FRB:(,e RRB: e v 1 TFRB:ps: e w (see page respectively coincide with ~RrB, ~FRB, ®RB, ~FRB:ps-

The former four bisimilarities also apply to the encoding target Py, i.e., the set of renaming-free processes
obtained from Py by extending every action prefix with a subset of 4. The syntax of Py, is defined as follows
where 3 € 24:

U:=0]|<ad>U|<ad,2J>.U|U+U
The proved operational semantic rules for Py, shown in Table generate the proved labeled transition system
(Phyrs, Opys X 2A —brs) Where O is a variant of © in which only the operators of Py, are considered. With
respect to those in Table the rules in Table additionally label the produced transitions with the action
sets occurring in the action prefixes inside the source processes. Given a symmetric relation B over Py, and
(U1,Us) € B, the forward clause of ~prB.s,,, can be rephrased as:

for each Uy —>brs U; there exists Us E}brs Ul such that act(6,) = act(6;) and (U], UL) € B

while the backward clauses of ~rp., . and ~FrB.s,,, can be rephrased as:

for each Uj Mbrs Uy there exists U) %brs Us such that act(61) = act(62) and (Uj,US) € B

and similarly for the weak clauses of ~gp.,,, ,, and ~FRB:ps:f,,,, 0 Which ==, is used to represent a possibly
empty sequence of finitely many 7-brs-transitions.

Following the proved trees approach described in Section we have to lift f1,zs/lbrsw S0 as to encode P into
Phrs- The objective is to extend each action prefix with the strong/weak backward ready set of the reached process.
For processes in Pgeq it is just a matter of extending any action prefix with a singleton containing the action itself
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or, in the weak case, the action itself if different from 7, the closest preceding observable action otherwise. In
contrast, backward ready sets may contain several actions when handling processes not in Ps4. To account for
this, the lifting of f1,;5/lprs w has to make use of a secondary argument, which we call environment process and will
be written as a subscript of the lifting function by analogy with the secondary argument of the observation function.

The environment process is progressively updated as prefixes are turned into pairs so as to represent the process
reached so far, i.e., the process yielding the backward ready set. The environment process E for P embodies P,
in the sense that it is initially P and then its forward behavior is updated upon each action prefix extension by
decorating the action as executed, where the action is located within E by a proof term. To correctly handle
the extension of prefixes containing already executed actions like af. P/, (part of) E has to be brought back by
replacing af. P inside E with the process to_initial(a’. P') obtained from a'. P’ by removing all f-decorations
(see page [26| for the definition of function to initial : P — Piyst).

In Sections and we respectively provide the liftings of fp,s and lpys v -

6.4.1 Process Encoding Based on Strong Backward Ready Sets for ~rp and ~grp

In Definitions and we develop the lifting of £, and denote by P the result of its application to P.

We recall that l,.5(0)pr = <act(8), brs(P’)> for P %5 P’ and we let ebrs(e);, = <act()T, brs(P')>. We further
recall that Ogeq = {.a, )+, + |a € A, p: A — Asuch that p(1) = 7}.

Definition 6.3. The (p-encoding of P € P is P = b (P)p where £7 i P X P — Py for o € O, is defined by
induction on the syntactical structure of its primary argument P which is a subprocess of its secondary argument E:
Fe(Qr = 0

Egrs(a P/)E = gbrS(Ua) d(E,oa) - brs (P/>upd(E,oa)
glo)-rs(aT PI)E = Kbrs(o—a)upd E,ca)’ gr’sl (P/>E
G (P ope = GU(P)E
@ (Pr+ P)p = fgg(Pflv)E + 005 (P)E

Ebrs(Pl HLP2) = ezbrs(PhPQyL)
with function ely . being defined later on, E being obtained from E by replacing at. P with to_initial(at. P'), and

function upd : P x © — P being defined by induction on the syntactical structure of its first argument E as follows:
upd(0,6) =

T g =
upd(a.E',0) = {a BT =a

a.E  otherwise
al.upd(E',0") if 0 =

at. E' otherwise
upd(E',0") Lp™ if 6 = L0
E' p” otherwise

{
VE T e
{ upd(E1,0") + Ey  if 0 =40

upd(a’. E',0)

upd(E' Lp™,0) =

upd(E1 + EQ, (9) = El + upd(EQ, 9,) if@ = 479/

Ei+ Es otherwise

upd(E1,0") || B if 0 =6

Eq || upd(Es,0") if 0= .0
upd(Eth) HL upd(EQ,QQ) if9 = <61,92>L

E1||L B otherwise ]

upd(E1 HL EQ, 0) =
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Example 6.1. Let us encode some sequential processes (for them function efy . does not come into play):

e Let P be the initial sequential process a.b.0+b.a.0. Then:
P = girs(P)P = Fgrs<a-b-Q)a.b.Qer.a.Q_i‘g]-;S(b-a-Q)a.b.Q+b.a.Q
= Ebrs(*a)af.b.g-i—b.a. gijrr.g(b'g)af.b.g—kb.a.g =+
Cors(+0)a.b. 0161 .. gb'r'sb(@@)a.b.gjbf.a.g
= <a,{a}> Llors(+-ab)at bt 04b.a.0 - Cors " (Qat bt.04b.a.0 T

<b, {b}> . gbrs(—k‘ba’)a‘b.QerT.aT.Q : E‘:r‘sb.a (Q)a.b.QerT.aT.Q
= <a,{a}>.<b,{b}>.0+ <b,{b}>.<a,{a}>.0

0-
0-

e Let @ be the non-initial sequential process at.bf. 0. Then:
Q = 6@ = @)}y, - O 0)t 11
= <af {a}> lors(ad)] i o - Gt (0)at b
= <af, {a}>.<b!, {b}>.0
Note that Definition vields a.b.0 as () after the second = (before it, @ is a subprocess of the environment
Q) and a.b.0 as Q after the third = (before it, b'.0 is a subprocess of the environment Q).

e Let R be the sequential process with renaming (a.b.0)Lp" where Lp" = La +—> ¢,b+ d. Then:

R =6 (R)r = 4.,(a.b.0)r ]

= Lors(ha)atb.0) - b’ (0- 0 at.b.0) 0
<e, {e}> s (Cp-ab) (at.v1.0) o - boms Q) (at. 110y Lp
= <¢ {c}>.<d,{d}>.0

Note that the presence of U}, inside the primary argument of the occurrences of /s — i.e., the argument
of act — and the presence of Lp ' inside the secondary argument of the occurrences of f,s — i.e., the argument
of brs — determine the renaming of all actions in both components of both extended prefixes. [

While for sequential processes the backward ready set added to every action prefix is a singleton containing
the action itself, this is no longer the case when dealing with processes of the form P || P». We thus complete
the encoding by providing the definition of efy .. When P and P, are not both initial, in the expansion we have
to reconstruct all possible alternative action sequencings that have not been undertaken — which yield as many
initial subprocesses — because under the forward-reverse semantics each of them could be selected after a rollback.
In the subcase in which both P; and P» are non-initial and their executed actions are not in L — e.g., at. 0 lo b0
— care must be taken because executed actions cannot appear on both sides of an alternative composition — e.g.,
the expansion cannot be of the form at. bt .0+ 0. af. 0 in that not well-formed. To overcome this, based on a total
order <; over © induced by the trace of actions executed so far, the expansion builds the corresponding sequencing
of already executed actions plus all the aforementioned unexecuted action sequencings — e.g., something of the
form a'.b7.0+b.a.0 or bf.a’.0+ a.b.0 depending on whether |ga <;|lgh or ||gb <t |[[ga respectively.

Definition 6.4. Let Py, P, € P, L C A\ {7}, E1, E2, E € P be such that Py ||, P2, E1 || E2 € P, Py is a subprocess
of Ev, Py is a subprocess of E, and E1 || Ey is a subprocess of E. Then el : Py X Phys X AT X P — Py for
o € Of, is inductively defined as follows, where square brackets enclose optional subprocesses as already done in
Section and every summation over an empty index set is taken to be O (and for simplicity is omitted within a
choice unless all alternative subprocesses inside that choice are 0, in which case the whole choice boils down to 0):
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o If Py and Py are both initial, say P, = Zz’elk Ebrs(ehi)upd(pk’gk’i) .ﬁk’i for k € {1,2}, let eﬂgrs(]sl, ]32, L)g =

Z fbrs(O‘JJLel,i)upd(E’gﬂLel’i) . efgrs(Pl,i, Py, L)upd(E,aJJLGM) +
ie[l,act(91’¢)¢L

> Cors (0] 2.02,i) upd(B,0(] 1 02.1) - ety (P, Py, L) wpd(B,0(102.) T+
ieIQ,aCt(QQVi)gL

Z Z Ebrs(a—<01,i762,j>L)upd(E,O’<01,i,92,j>L) : eegrs(PLi’ P2vj’ L))uPd(Eval,iva?yﬁL)
i€l act(01,;)€L jelz,act(f2,;)=act(61,;)
where each of the three summation-shaped subprocesses to the right of = is an initial process.

o If P, is not iiw'tial while Py is Nmitial, say P, = gbrs(el)Lpd(toiigitial(Pl)ﬁk)v' P! [+ P! where act(6) ¢ L imd
the optional P is initial, say Py = Y el gbrs(el,i)upd(P{/ﬂl’i) . P{’,i, and Py =3 e, gbrs(ezi)upd(p%gg’i) Py,
for E obtained from E by replacing Py with to_ initial(Py) let el] (P1, P, L) =

EbrS(UJJLel)Tupd(E,UJjLﬁ) ) eggrs(P{’ Py, L)g + o
[ieh actz(91 L EbrS(UJJLel’i)upd(EJUL@l,i) .eﬁgrS(P{fi, P, L)uPd(E7UJ_|91,i) +]
— actz(:ﬁg VL gbrs(GuLe2yi)upd(E,0uL92,i) : eégrs(to_ ZTLZtZCLl(Pl), P2,i> L)uPd(E:UH_LGQ,i) +

Y > Cors(0001,6:02.3) L) w01 .00 11 - €0 (Pris Po.is L)) and Bor (01 1,009 1)
iEIl,aCt(elyi)EL jEIQ,aCt(ezyj)ZaCt(elyi) P ( 70( L 2’]>L) " " up ( 7C"< L 2’J>L)
where each of the last three summation-shaped subprocesses on the right is an initial process needed by the
forward-reverse semantics, with the presence of the first one and the third one depending on the presence

of P/

o The case in which ]51 18 wnitial while ﬁg 18 not initial is like the previous one.

o If Py and Py are both nmon-initial, say P, = zbrs(ek)zpd(to initial( Py).6x) 15,2 [+ ﬁ,g’] where the optional ﬁ,;’ is
initial, say ﬁ,;’ = el ebrs(ek,i)upd(P];’,Gk ) ]5,;’1, for k € {1,2}, for E obtained from E by replacing each Py
with to_initial(Py) there are three subcases:

— If act(6y) ¢ L A (act(fs) € LV 0101 <; ol 182), let efZ (P, Py, L)g =
Cors (0 £00) i i5.0 1) - €C00s (PL P2 L) + N
[gbrs(a-uL92)upd(E,ouL92) .elf (to_initial(Py), to_initial( Py), L)upd(EﬂuL%) +]

el actz(el . gbrS(O-MLQLi)upd(E,UJJLel,i) ’ eggrs(P{,,i’ to_initial(Py), L)upd(E',O'JJLOLi) +]

o % )¢L ebrs(UHL02vi)upd(E,a\_\_L627i) . eﬁgrs(to_ imtial(Pl), P2”71, L)upd(E,UH_LGQ,i) +]
1el2,act{U2 4

[ X > Cous(0(01,6:02,0) L) B0 61.1.02.) 1) - s (PLits Pojs L)) (B0 61.00.501)
i€lr,act(61,;)€L jela,act(f2 ;)=act(61,;) upd(E.o (01,1:82,)1) " v 7 upd(E.o (B1,1.02,5)1)
where each of the last four subprocesses on the right is an initial process needed by the forward-reverse
semantics, with the first one being present only if act(f2) ¢ L and the presence of the subsequent three

respectively depending on the presence of P, Py, or both.
— The subcase act(t2) ¢ L A (act(6h) € LV o|[r02 <; ol|101) is like the previous one.
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— If act(@l) = O,Ct(eg) S L let egbrs(Ph Pz, L)E =
ébrs( <91702> ) upd(E,o<91,92> ) 6€brs(P17P27L)E +

[‘e[ % VoL ebrs(O'M LHl,i)upd(E,UJJLOLZ‘) . eggrs(‘ls{,,ﬂ tO_ ZTthZal(ﬁg), L)upd( E,olr01,:) +]
i€ly,act(61,;

el % )¢L gbrs(JuLazi)“Pd(E,U\lL@m) ) €£grs(t0_ initial(Py), P2”vi’ L)Upd(EﬂU_L@z i) +
i€l2,act(02,

> )> Cors (001,6.02) ) upa( 5,001,100, - 005 Phlis P s D)) (5.0 (01,0512
i€l1,act(f1,;)€L jelaz,act(f2 j)=act(61,;) ’ ' ’ upd(E.o (01,1:62,5)1) bre ’ 7 upd(E.o (B1,1.62,5)L)

where each of the last three summation-shaped subprocesses on the right is an initial process needed by
the forward-reverse semantics, with their presence respectively depending on the presence of Py, Py,
or both. [

Example 6.2. Let P be Py |p P2, where Py and P, are the initial sequential processes a.0 and b.0 respectively,
so that Py = f5(a )af 0- 0and P, = Cors (D)t o - 0. Then:
P = lhs(P)p = eebrs(PhPQv@) o
= Lors(J09)at. 01y b.0 - €05 (Q, P2, D)at o)1 p.0 +
EbrS(u(Z)b)a.QHm bt.0 - €l (P10, (Z))a.QU@lﬂ.g
= <a,{a}> Lors(([0b)at oy b1.0 - €0rs (0, D)t g g0 +
<b, {0} > - Lors(Jp@)at. 04 570 - €65rs (05 0, D)t 04 570
= <a,{a}>.<b,{a,b}>.04+ <b,{b}>.<a,{a,b}>.0
which is different from the encoding of a.b.0 4+ b.a.0 shown in Example unless a = b as in that case
the backward ready set {a, b} collapses to a singleton (indeed a.0l|jga.0 ~pr a.a.0+a.a.0 ~prp a.a.0).
If instead Py is the non-initial sequential process al.0 while P, is the initial sequential process b.0, so that
P = gbrS(a)lT.o .0Qand P, = €brs(b)bf_9 .0, then:
P = 6,(P)p = et (P, P2, 0)p .
= Lons(o@)s g, 0 €ons(@ P2 0)p +
gbrS(uﬁ)b)a 0ljgbf.0- egbrs(gbrs( )aT 0- 0 0 Q)a 0flpot.0
= <al a}> . Lors([lph)at. 0llgbt.0- egbrs(o O 0)ar. 0llgbt.0 T
<b, {0}> - Cors(p@)at 011y 570 - €65rs (0,0, D)t 011y 7.0
= <al,{a}>.<b,{a,b}>.0+ <b,{b}>.<a,{a,b}>.0
which is different from the encoding of af.b.0+b.a .0 unless a = b.

If finally P is the non-initial sequent1a1 process a.0 and P is the non-initial sequential process bf.0, so that
Py = bis(a)}; ;.0 and Py = b (b)), -0, then for [ga <; [[gb:

P =6 (P)p = ey (P, Py,0)p B
= gbrs(ﬂwa)jﬂ 0llgb.0" efirs(ﬁ Py, 0)p +
Cors(L0b)a. 0 lg 570 - efbrs(fbrs( @)at.0-0,0,0),4 0,610
= <al,{a}>. gbrs(U(Z)b)aT 0flpbt.0" egbrs(o 0,001 0llgbt.0 T

<b, {b}> - Loes(10@)at 01y 6.0 - €55 (0 0, D)t 0 6.0
= <al,{a}>.<bl, {a,b}>.0+ <b, {b}>.<a,{a,b}>.0
which is different from the encodlng of af. bJr O0+b.a.0 unless a = b. [ |
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We now investigate the correctness of the f;,s-encoding. We start by showing that the encoding is compositional
with respect to all the operators of Py, and preserves initiality and — to a large extent — backward ready sets.

Lemma 6.5. Let a € A and P, P, P, € P be such that a.P, P + P, € P. Then:
1. a.P=<a{a}>.P.

2. at.P = <al, {a}>.P.

—_——

3. Pl—l-PQZﬁl—l-ﬁg.
Proof. From Definition [6.3]it follows that:

l.a.P = loes(@)gt p -4 (P)oi p = <a,brs(al. P)> .6 (P)p = <a, {a}>.P because P is the immediate
subprocess of a. P and, once the environment af. P reduces to P, the symbol ., is no longer necessary in the
superscript. The fact that brs(af. P) = {a} stems from the initiality of P (otherwise a.P ¢ P).

2. af. P = ls(a )aJr 0. initial(P) ° 2 (P)gi.p = <al,brs(al. to_initial(P))> . (5 (P)p = <al,{a}>.P because

P is the immediate subprocess of af. P and, once the environment af. P reduces to P, the symbol .4 is no
longer necessary in the superscript. The fact that brs(al. to_initial(P)) = {a} stems from the initiality of
to_initial( P).

3. P+ Py = 6 (P)pap, + 6 (P)piapr, = 6,(P)p + 6, (Pa)p, = Pi + Py because Py and Py are the
immediate subprocesses of P; + P, and, once the environment P; 4+ P5 reduces to P; (resp. P), the symbol
#+ (resp. +) is no longer necessary in the superscript. ]

Proposition 6.2. Let P € P. Then:

1. initial(P) iff initial(P).

2. brs(P ~) brs(P) if P has no subprocesses of the form Qi || Q2 such that: Q1 and Q2 are non-initial,
the last executed action b} m Q1 is different from the last executed action b in Qg, and by, by & L.

Proof. After recalling that for non-initial sequential processes like Qvl and @2 it makes sense to talk about their
last executed action, we proceed by induction on the syntactical structure of P € P to prove both properties
simultaneously:

e If P is 0 then P = 0 by Definition They are both initial and brs(P) = brs(P) = 0.
o If Pisa.P then P = <a,{a}>.P by Lemma 1). They are both initial and brs(P) = brs(P) = (.

o If Pisal. P then P = <al, {a}>. P’ by Lemma [6.5(2), where initial( P') iff indtial(P') and brs(P') = brs(P')
by the induction hypothesis. P and P are both non-initial. Moreover brs(P) = brs(P) because the two sets
are equal to {a} when P’ and P’ are both initial, while they are equal to brs(P') when P’ and P’ are both
non-initial.
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o If Pis P'Lp” then P is obtained from P’ by renaming all of its actions and backward ready sets according
to p, where zmtzal(P’ ) iff indtial( P') and brs(P') = brs(P') by the induction hypothesis. Then initial( P) iff
initial(P) and brs(P) = p(brs(P')) = p(brs(P')) = brs(P).

e If Pis P, + P, then P = P| + P, by Lemma (3), where initial(Py) iff initial( Py) and brs(Py,) = brs(Py)
for k € {1,2} by the induction hypothesis. Then initial( P) iff initial( P). Moreover brs(P) = brs(P) because
the two sets are equal to () when Py, P, Pl, P2 are all initial, brs(Py) When P; and P; are non-initial while
P, and Pg are initial, or brs(P;) when P; and P1 are initial while P, and Pg are non-initial.

o If Pis Py ||, Py then P = eff, (P, Py, L)p by Definition [6.3] where initial(P,) iff initial(Py) and brs(Py) =
brs(Py) for k € {1,2} by the induction hypothesis. There are two cases:

— If P and P, are both initial — hence P is initial — then so are ﬁl and ]52 — hence P is initial
by Definition f and vice versa. In this case brs(P) = brs(P) = 0.

— If P; and P, are not both initial — hence P is non-initial — then so are ]31 and ]32 — hence P is non-initial
by Definition — and vice versa. As far as backward ready set preservation is concerned, there are
three subcases:

« If only P, and Py are non-initial, say P, = <al,{a1}>. P [+ P! where a; ¢ L and the optional
P! is initial, then brs(Py) = brs(P)) = brs(ay f . P!) and brs(Py) = brs(Py) = ). Therefore brs(P) =
brs(Pl) = brs(Py) = brs(P) as P, and P, are initial.

* The subcase in which only P, and ]52 are non-initial is like the previous one.

« Let Pi, Py, Pi, P, be all non-initial, say P, = <a£, {ak}>.§,g [+ ]5,;’], where the optional ]5,2’ is
initial, for & € {1,2}. Since by hypothesis it is not the case that the last executed action b} in ﬁl
is different from the last executed action b; in ]32 and by,be ¢ L — and the same is true for all
possible subprocesses of P1 and P of the form Q1 ||/ Q2 with @1 and Q2 non-initial — it holds
that brs(Py) = brs(Py) = {bx} for k € {1,2}. Recalling that brs(P || P2) = (brs(P1) N L) U
(brs(Py) N L) U (brs(Py) N brs(P2) N L), there are four further subcases (for the last two think, e.g.,
of al.b]. 01|, b bL. 0):

- If b1, by ¢ L then from the aforementioned hypothesis it follows that b; = by £ p and hence
brs(P) = brs(P) = (brs(Py) N L) U (brs(Py) N L) U = {b}.

- If by,by € L then from P € P it follows that by = by £ b and hence brs(P) = brs(P) =
PUDU (brs(Py) N brs(Pe) N L) = {b}.

. If by € L and by ¢ L, then from P € P it follows that brs(P) = brs(P) = @ U (brs(P,) N L) U0
= {b2}. ~

- If by ¢ L and by € L, then from P € P it follows that brs(P) = brs(P) = (brs(P1) N L)U QU (
={b:}. m

As an example, for P given by al.0[yb!.0 we have that P = <af {a}>.<bl {a,b}>.0 —|—
<b,{b}>.<a,{a,b}>.0 when the last executed actions satisfy lloa <; |lpb (see the final part of Example ,
hence brs(P) = {a,b} # {b} = brs(P) for a # b. However, in P the backward ready set {a,b} occurs next to the
last executed action bf, hence it will label the related transition in —spys (see Table . Indeed, the fs-encoding
is correct in the following sense.



6.4 Process Encodings Based on Backward Ready Sets 59

0,brs(P")

Theorem 6.3. Let P,P' € P, 0 € ©, and 0 € O,s. Then P O, pr 'ﬁP ors P with act(0) = act().

Proof. We proceed by induction on the number n € N>; of applications of operational semantic rules that are
necessary to derive the considered transitions:

e If n =1 then P is a.Q, with initial(Q), and P = <a,{a}>.Q by Lemma (1) According to the rules
AcTy in Table and ACTy,s ¢ in Table their only outgoing transitions are respectively P — af. Q and

p ot s <al, {a}>. Q, with {a} = brs(al. Q) as initial(Q) and <al,{a}>.Q = ;FZ? by Lemma (2)

o If n > 1 there are four cases:

— Let P be of.Q. If PiMLT.Q’ then QLQ’ by rule Act, in Table By the in-

0',b ~ _
duction hypothesis this is equivalent to Qﬂh@rs Q' with act(¢) = act(f'), which implies
a0’ ,b
<a',{a}>. QMNMS <al,{a}>.Q by rule ACTy, in Table —as brs(al. Q") = brs(Q")

due to —initial(Q") — with <aT {a}>.Q = P and <a',{a}>.Q' = af. Q' by Lemma 2).

0 ,brs(at. Q") -

The proof starting from P brs @ Q' is similar.

— Let Pbe QuLp™. If P p—> Q' Lp™ then Q AN Q' by rule REN in Table By the induction hypothesis

9 b —~ _ —~ 9:/ b /L 1 —_—
this is equivalent to Q ﬂn@rs Q' with act(0") = act(#"), which implies P Mb Q' Lp” with

o obtalned from @’ by changing the action at its end according to p so that act(7,0') = act(#'), because
P (resp. Q’ Lp") is obtained from Q (resp. Q ) by renaming all of its actions and backward ready sets
according to p and brs(Q'Lp”) = p(brs(Q")).

6',brs(Q’ Lp7)

The proof starting from P brs @ Lp ' is similar.

— Let P be Py + P,. There are two subcases:

« 1 P2% Pl 4 Py with initial(Py), then Py~ P by rule Crop in Table By the induc-

~ 0 brs(P) ~ -
tion hypothesis this is equivalent to P; &brs P| with act(6’) = act(f'), which implies

~ 0'.b P' P
P+ P %bm P + Py by rule CHOp; in Table —as brs(P| + P») = brs(P))

due to initial( Py) — with P+ P, =P and ﬁ{ + Py = P] + P; by Lemma (3)

~ 46 ,brs(P|+P: e
The proof starting from P Mbrs P| + P, is similar.

+ The subcase in which P =% Py + P} with initial(Py) is like the previous one.

— Let P be P; || 1. P5. There are three subcases:

1o

« If P—— P| || P, with act(0') ¢ L, then P, o, P/ by rule PAR; in Table 2.1} By the induction

~ 0 brs(P,
hypothesis this is equivalent to P; re(71) brs P1 with act(f') = act(§’). By Definition this
implies that P after a possible sequence of executed actions, has a maximal initial subprocess

o ,ors(Pf ||z P2)
—————— s Pl P2

with a summand of the form <act(||6"), brs(P{ ||z P2)> . P{ || P2, hence P

for a suitable 8 € Oy such that act(d) = act(f').

~ 9/ brs(P] P
The proof starting from P Mbrs P/ |1 P, is similar.
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+ The subcase in which P 2%, Py || P with act(f') ¢ L is like the previous one.
« 16 PP pri Pl owith act(81) = act(6s) € L, then P, P! for k € {1,2} by rule SYN

~  O,brs(P] ~ .
in Table By the induction hypothesis this is equivalent to P kbl P) brs Py, with act(6y) =
act(;,). By Definition this implies that P, after a possible sequence of executed actions, has a

maximal initial subprocess with a summand of the form <act({0y,62)1), brs(P{ ||z Py)>.P] || Py,
~ 0 bors(Pl ||z Ps)
o,

hence P bes P || Py for a suitable 6 € O, such that act(f),) = act(6) for k € {1,2}.
The proof starting from P wnm P/ ||z, P} is similar. ]

Corollary 6.1. Let Pi, P, € P and B € {RB,FRB}. Then Pi ~p Py iff Pi ~p.,,. Ps.

Proof. The proof is divided into two parts:

e Suppose that Py ~p P> and let B be a ~p-bisimulation containing the pair (Pl, P,). The result follows by
proving that B’ = {(Q1,Q2) | (Q1,Q2) € B} is a ~p. f,,.-bisimulation. Let (Q1,Q2) € B’ so that (Q1,Q3) € B:

~  01,brs( P
— If B=FRB and @ 1’462)%“ Q}, then Q1 N Q) with act(f1) = act(f1) due to Theorem From

(Q1,Q2) € B it follows that there exists Q2 LEN Q) such that act(0;) = act(62) and (Q}, Q5) € B. Thus
~  02,brs(Q} ~ = = =

Qo Mbrs Q5 with act(f2) = act(02) due to Theorem 6.3 so act(6h) = act(02) — and (@}, Q%) € B
implying brs(Q}) = brs(Q%) due to Proposition (2) and (Q),Q5) € B'.

01,b ~
—If Q’ 1brs(@1) brs @1 the proof is like the previous one where Proposition (2) yields brs(Q1) = brs(Q2).

e Suppose that P1 ~ Bl PQ and let B be a ~ Biliss -bisimulation containing the pair (ﬁl,ﬁQ} The result
follows by proving that B' = {(Q1,Q2) | (Q1,Q2) € B} is a ~p-bisimulation. Let (Q1,Q2) € B so that
(Q1,Q2) € B:

~ 01,b 4 ~ ) _
— If B=FRB and @ N Q', then Q1 L(Ql)mrs Q' with act(01) = act(6;) due to Theorem From

(Q1,Q2) € B it follows that there exists Qs Mmrs @’2 such that act(f1) = act(fs), brs(Q}) =
brs(QY), and (Q, Q%) € B. Thus Qy LZN Q% with act(03) = act(f2) due to Theorem |6.3| — so act(f;) =
act(f2) — and (@}, Q) € B implying (Q}, Q%) € B'.

- If Q) IR Q1 the proof is like the previous one.

We conclude by showing a form of compositionality of ~grp.s, . and ~prp.s,, With respect to all the operators
of P.
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Theorem 6.4. Let ~ € {NRB;[brS, NFRBZébrs} and Py, Py € P. If ﬁl ~ 152 then:

o Forallae A:
— a.P, ~ a.DP, provided that initial(Py) A initial( Py).

—_~—

- CLT.Pl ~ aT.Pg.

e Forall p: A— A such that p(1) =

P

- P1 |_,0—| ~ P2 ij.

e forall P cP:

—_—

— P +P~PtPand P+ P~ P+ P provided that initial(P) V (initial(Py) A initial(Py)).
e ForallPeP and L C A\ {7}:
— P || P~ Py|| P and P || Py ~ P||p Py provided that Py || P, Py || P,P||L P1, P || P> € P.

Proof. Similar to the proof of Theorem by exploiting Lemma [ |

6.4.2 Process Encoding Based on Weak Backward Ready Sets for ~grp and Xgrg:ps

Definitions [6.3] and [6.4] have precisely the same structure in the case of £, whose lifting applied to P we denote

by P. We recall that loesw(0) pr = <act(0), brsy (P')> for P25 P and we let EbrSW(G)}, = <act(O)F, brsy (P')>.
Due to the use of brsy(P’) in place of brs(P’), the main difference between P and P has to do with action sets
accompanying unobservable actions inside extended prefixes.

Example 6.3. Let a # 7 # b:
o 7.0=lhys(T)t.0.0= <7, {7}>.0
7TEngrsw( )TTO 0—<7' ®> 0

~——

¢ 7.7.0="loes(T)rt 7 0 lors(T)rt 11 0-0= <7, {7}>. <7, {7}>.0
m = lors,w(T)rt .+ .0 - Lors,w(T )TT +0-0=<7,0>.<7,0>.0 — equal to <T,@>.7'/.\Q
e a.T. €brs(a)af T.Q.ébrs( )a’r .0 .0 = {a}>.<7‘, {7‘}>.Q
a-T-Q:gbrs,w(a)aT,T,Q-gbrs,W( )aT - Q a,{a}>.<1,{a}>.0

o - Dors(T )ot.rto-0= <7l {r}>. <7, {r}>.0

;
7. 7.0 = s w (T )L .o Aorsw(T)rt r10-0= <t 0>.<7,0>.0 — equal to <7t,0>.7.0

)

. aT‘TT‘T'Q:gbrS(a)lT.T.T.Q’EbTS(T)J;T.TT,T,Q'ZbrS( Jat.+t.+t.0-0=<al, {a}>. <71, {r}>. <7, {r}>.0

at.rt.7.0= gbrS,W(a)lT.T.T.Q‘ebrS,W(T)LT.TT.T.Q'gbrS,W(T)aT.TT.TT.Q‘Q =<al, {a}>. <71, {a}>. <7, {a}>.0

o (af.bf. 0. O) Lh—711= EDZ’HT(QT AN 0)(at.b1.5.0) s = <al, {a}>. <7t {r}>. <, {1}>.
(at.bt.b. 0) Lb s 77 = £ (of b, 0)(at bt.5.0) oo = <al, {a}>. <71, {a}>. <7, {a}>

— “brs,w

0
0
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The properties of the /s w-encoding are similar to those of the ¢,s-encoding apart from its compositionality
with respect to action prefix in Py, which gets looser as illustrated by the previous examples.

Lemma 6.6. Let a € A and P, Py, P, € P be such that a. P, P + P, € P. Then:

1.a.P= <a,(Z)>.I3 if a = 7, while a.P = <a,{a}>.Up with Up being obtained from P by adding a to the
second component of each possible extended T-prefix at the beginning of P if a # T.

2. at.P=<al,0>.P ifa=r, while at. P = <a',{a}>.Up with Up being obtained from P by adding a to the
second component of each possible extended 7'~ and T-prefiz at the beginning of P if a # 7.

3. Pl/ﬁg = f)l +ﬁ2

Proof. From the version of Definition for liys,w it follows that:

—_

1. a.P = bysw(a)gi p- b, o (P)at. p = <a,brsy(al. P)> .42 (P),i. p. There are two cases:
e If a = 7 then brsy(al. P) = 0 due to the initiality of P (otherwise a.P ¢ P). Moreover 42 (P)gi. p
coincides with £ . (P)p — where the symbol ., is no longer necessary in the superscript once the

environment a. P reduces to P — i.e., ]3, because brsw(aT. P)=10.

e If a # 7 then brsy(al. P) = {a} due to the initiality of P (otherwise a.P ¢ P). Moreover G (Pat. p

is obtained from ¢  (P)p — where the symbol ., is no longer necessary in the superscript once the

environment a'. P reduces to P - i.e., ]3, provided that a is added to the second component of each
possible extended 7-prefix at the beginning of P.

2. at.P = gbrs’w(a)z,’f.to_initial(P) A5 w(Pat.p = <al, brsy(al. to_initial( P))> A w(P)at. p- There are two
cases:

o If a = 7 then brsy(al. to_initial(P)) = § due to the initiality of to_indtial(P). Moreover £ (P)gi. p

coincides with KirS’W(P) p — where the symbol ., is no longer necessary in the superscript once the

environment af. P reduces to P — i.e., P, because brsy(al. to_initial( P)) = 0.

o If a # 7 then brs, (al. to_initial( P)) = {a} due to the initiality of to_initial( P). Moreover G w(Plat. p

is obtained from firS’W(P) p — where the symbol ., is no longer necessary in the superscript once the

environment a'. P reduces to P — i.e., ]3, provided that a is added to the second component of each
possible extended 7f- and 7-prefix at the beginning of P.

3. P+ P, = ET];;S,w(Pl)P1+P2 + glfrs7w(P2)P1+P2 = girs,w(Pl)Pl + Esbrs,w(PQ)P2 = P; + P, because P, and P, are
the immediate subprocesses of P; + P, and, once the environment P; + P, reduces to P; (resp. P), the
symbol + (resp. +) is no longer necessary in the superscript. [ |
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Proposition 6.3. Let P € P. Then:
1. initial(P) iff initial(P).

2. brsw(ﬁ) = brsy(P) if P has no subprocesses of the form Q1 || Q2 such that: Q1 and Q2 are non-initial,

the last executed observable action b]i mn @1 1s different from the last executed observable action b; mn @2, and
bi,by ¢ L.

Proof. After recalling that for non-initial sequential processes like @1 and @2 it makes sense to talk about their
last executed observable action (if any, i.e, if it is not the case that all executed actions are TT), we proceed by
induction on the syntactical structure of P € P to prove both properties simultaneously:

e If Pis 0 then P = 0 by the version of Definition for lyysw. They are both initial and brsw(ﬁ) =
brsy(P) = 0.

o If Pis a.P then P is of the form established by Lemma (1) They are both initial and brsw(]g) =
brsy (P) = 0.

e If Pisal. P/ then P is of the form established by Lemma(2), where initial(P') iff initial(P') and brsy (P') =
brsy(P’) by the induction hypothesis. P and P are both non-initial. Moreover brsy(P) = brsy(P) because
the two sets are equal to ) —if a = 7 — or {a} — if @ # 7 — when P’ and P’ are both initial, while they are
equal to brsy(P') when P’ and P’ are both non-initial.

o If Pis P'Lp” then P is obtained from P’ by renaming all of its actions and backward ready sets according
to p, provided that the second component of each possible extended prefix whose first component is observable
and renamed 7 by p, as well as the second component of each possible subsequent extended prefix whose
first component is named 7, is changed to the second component of the closest preceding extended prefix
whose first component is an action neither named 7 nor renamed 7 by p (or @ if there is no such a preceding
prefix), where initial(P') iff zmtzal(P’ ) and brsw(P' ) = brsy(P') by the induction hypothesis. Then initial( P)
iff initial(P). Moreover brsy(P) = p(brsy(pr(P')) = p(brsw(ph(P'))) = brsy(P).

o If Pis Pl+P; then P = P +P, by Lemma. , where initial( Py,) iff initial( Py) and brsW(Pk) = brsy (Py) for
k € {1,2} by the induction hypothesis. Then zmtml( ) iff initial(P). Moreover brsWQD) = brsw(P) because
the two sets are equal to () when Pj, P, Pl, PQ are all initial, brsy(P1) when P; and P; are non-initial while
P, and ﬁg are initial, or brsy(P2) when P; and ]31 are initial while P, and ﬁQ are non-initial.

e If Pis P, ||p P> then P = efgbrsw(Pl, ﬁg, L)p by the version of Definition for lirs,w, where z'm'tz'al(ﬁk) iff

initial(P,) and brsy(Py) = brsy(Pg) for k € {1,2} by the induction hypothesis. There are two cases:

— If P; and P, are both initial — hence P is initial — then so are ﬁl an/gi ﬁg — hence P is initial by the
version of Definition |6.4] for fp,5, — and vice versa. In this case brsy(P) = brsy(P) = 0.

— If P, and P, are not both initial — hence P is non-initial — then so are 131 and ﬁ2 ~ hence P is non-
initial by the version of Definition for frsw — and vice versa. As far as weak backward ready set
preservation is concerned, there are three subcases:
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* If only P, and P, are non- initial, say P, = <a1,31> Pl [+ Pl”] where ay ¢ L, J; is 0 or {a;}
dependlng on whether a; = 7 or not, and the optional Py is initial, then brsy(Py) = brsy(Py) =
brsw(al Pl) and brsy(Py) = brsy(Py) = 0. Therefore brsy(P) = brsy(Py) = brsy(PL) = brsy(P)
as Py and P2 are initial.

* The subcase in which only P, and ]32 are non-initial is like the previous one.

« Let Py, Py, Pi, P be all non-initial, say P, = <a£,:lk> . ]3,2 [+ ﬁ,;’], where Ty is () or {ay } depending
on whether ay = 7 or not and the optional ﬁ,;’ is initial, for £ € {1,2}. There are four further
subcases:

- If all executed actions in ]31 and in P, are 71, then brsy (P) = brsy (P ) = 0.

- If all executed actions in P1 are 77 while thls is not the case for PQ, whose last executed
observable action is b;, then brsy (P) = brsy(P) = {bs}.

- If all executed actions in ]32 are 71 while this is not the case for ﬁl, whose last executed
observable action is b];, then brsy(P) = brsy(P) = {b1}.

. Assume that not all executed actions in P, and in P, are 71. Since by hypothesis it is not
the case that the last executed observable action b]; in ﬁl is different from the last executed
observable action b; in ﬁg and by,by ¢ L — and the same is true for all possible subprocesses
of P, and P, of the form Qi ||y Q2 with @1 and (2 non-initial — it holds that brsw(ﬁk) =
brsw(Py) = {bi} for k € {1,2}. Recalling that brsy (P || P2) = (brsy(P1) N L) U (brsy(Py) N L)
U (brsw(P1) N brsy(P2) N L), there are four more subcases (for the last two think, e.g., of
rtal. 1, bJr Tt 0 l¢e, }TT b]L Tt bT r1.0):

> If by, bg ¢ L then from the aforementioned hypothesis it follows that b; = by £ b and hence
brsy(P) = brsy (P) = (brsy(P1) N L) U (brsy(Py) N'L) U 0 = {b}.

> If by, by € L then from P € P it follows that by = by £ b and hence brsw(ls) = brsy(P) =
DUDU (brsyw(Py) N brsy(P2) N L) = {b}.

>Ifby € L and by ¢ L, then from P € P it follows that brsy(P) = brsy(P) = 0U(brsy(Py)NL)

U @ - {bg}
>1If by ¢ L and by € L, then from P € P it follows that brsy, (P) = brsy (P) = (brsy(P1)NL)U
@ U @ = {bl} | |

0,brsy (P')
-5

Theorem 6.5. Let P,P' € P, § € ©, and 0 € On,s. Then P2 p iﬁ‘P brs P with act(0) = act(0).

Proof. We proceed by induction on the number n € Nx>; of applications of operational semantic rules that are
necessary to derive the considered transitions:

e If n =1 then P is a.Q, with initial(Q), and pP= <a,3>.Ug by Lemma (1), with 3 = 0 and Ug = @
or 3 = {a} and Ug being obtained from @ by adding a to the second component of each possible extended
T-prefix at the beginning of @ depending on whether @ = 7 or not. According to the rules AcCTy
in Table and ACTy,s¢ in Table their only outgoing transitions are respectively P —— af.Q and
]3£>brs <a',3>.Ug, with 3 = brsy(a'. Q) as initial(Q) and <a',3>.Ug = a/TZ) by Lemma (2) where
— in the case that a # 7 — there cannot be extended 7-prefixes at the beginning of @ due to nitial(Q).
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e If n > 1 there are four cases:

— Let Pbeal.Q. If P o ot Q' then Q AN @' by rule ACT,, in Table [2.1] By the induction hypothesis

0 b W s . n,
this is equivalent to Q raw (@) brs Q’ with act(6') = act(#’), which implies Ug —-[>brs UQ/ with 7 =

brsy(Q') and Ug = Q (resp. Uy = Q') or 7= {a} and Uq (resp. Ug) being obtained from Q (resp. Q' )
by adding a to the second component of each possible extended TT and 7-prefix at the beginning of
Q (resp. Q') depending on whether act(f') # 7V brsy(Q') # OV a = 7 or not. This in turn implies

;
<a',3>.Ug MMS <al,3>. Ug by rule ACTy,p, in Table —as brsy(al. Q") = 71— with
3= or 3 = {a} depending on whether a = 7 or not, hence <af,3>. Ug = P and <at,3>. Ug =

m by Lemma 2

o0 ,brsy (at
The proof starting from P M

brs m is similar.
Lp ’ 0’ , . ) ) .
— Let Pbe Qup™ I P Q Lp ' then Q — Q' by rule REN in Table By the induction hypothesis

0", brsw -~ . —~ 0',b I - =
this is equivalent to Q—L(Q——)brs Q' with act(0") = act(d'), which implies PM) brs Q' Lp”
with @ obtained from ¢’ by changing the action at its end according to p so that act(7,0") = act(f'),

because P (resp. Q’ Lp') is obtained from Q (resp. Q) by renaming all of its actions and backward
ready sets according to p, provided that the second component of each possible extended prefix whose
first component is observable and renamed 7 by p, as well as the second component of each possible
subsequent extended prefix whose first component is named 7, is changed to the second component of
the closest preceding extended prefix whose first component is an action neither named 7 nor renamed
7 by p (or () if there is no such a preceding prefix), and brsy(Q' Lp7) = p(brsw(ph(Q"))).

0, brsw (Q' Lp)
Ty

The proof starting from P brs Q/’L\p1 is similar.

— Let P be Py + P,. There are two subcases:

x If Pﬂ)P{ + P, with dnitial(Py), then P i,>P1’ by rule CHO; in Table By the induc-
~ 0 brsw(P])

tion hypothesis this is equivalent to P; brs ﬁ{ with act(f’) = act(§'), which implies
~ 40 brsw (P{+Ps)
SR RN

P+ P brs P1 + Py by rule CHOp,g) in Table — as brsy (P + P2) = brsy(P))

due to initial( Py) — with P1 + P2 P and P’ + Pg P + P by Lemma (3)

~ +0' brsy (P +P: -
The proof starting from P ubrs P} + P; is similar.

+ The subcase in which P =% Py + P with initial(Py) is like the previous one.
— Let P be P; ”L P5. There are three subcases:

1z

« If P—— P[||p P> with act(0") ¢ L, then Py —)Pl by rule PAR; in Table 2.1 By the induc-

~ 0 brsw(P])
4

tion hypothesis this is equivalent to P; brs P1 with act(§) = act(@’ ). By the version of

Deﬁnmon 4ifor fy,ys v this implies that P7 after a possible sequence of executed actions, has a max-

imal initial subprocess with a summand of the form <act(]|10"), brsy (P} || P2)> . PmL\_PQ, hence

~ 0 brsw (P! |1, P — = ] ]
P Mn)rs P/ || P> for a suitable §' € Oy, such that act(f') = act(6).

~ 0 Jbrsw (P ||z Pe)
RS A L LELIN

The proof starting from P brs P || P2 is similar.
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+ The subcase in which P 2%, Py || P with act(f') ¢ L is like the previous one.
« 1t p Lol —== P/ || P} with act(f1) = act(f2) € L, then Py N P/ for k € {1,2} by rule SYN in Ta-

B, brse
ble[2.1} By the induction hypothesis thlb is equivalent to Py LH}brs P/ with act(6y) = act(0y).

By the version of Definition for fppsw this implies that P after a possible se-
quence of executed actions, has a maxunal initial subprocess with a summand of the form

5. 0. brsw (P}
<act((0h,02)1), brsw (P |1 P3)> . P} ”LPQ',hencePM

such that act(;) = act(f) for k € {1,2}.
~ 0 Jbrsw (Py ||z Py)

bes Py || P for a suitable § € Opye

The proof starting from P brs Pj ||z Py is similar. [

Corollary 6.2. Let Py, P, € P and B € {RB,FRB:ps}. Then Pi ~p P, iff P ~pu,,. ., P>

Proof. The proof is divided into two parts:

e Suppose that P; ~p P and let B be a ~p-bisimulation containing the pair (Pl,Pg) The result follows
by proving that B = {(Q1,Q2) | (Q1,Q2) € B} is a R Bty - Pisimulation.  Let (Ql,Qz) € B so that
(Q17 QQ) € B:

01,brsW(Q
— ey,

— If B = FRB:ps and Q; s @), then Qg LI Q) with act(1) = act(f1) due to Theorem l

There are two cases:
x If act(@l) = 7 then from (Q1, Q2) € B it follows that there exists Q2 = Q2 such that (Q}, Q%) € B
Thus Q2 =5 pys Q2 due to Theorem [6.5| with (Q}, Q%) € B implying (Ql, QQ) enB.

* If act(6y) # 7 then from (Q1, Q2) € B it follows that there exists Q2 == Q- b2, Qy == Q) such that

act(61) = act(f2) and (Q}, Q%) € B. Thus @2 s 622 Mbrs@ — s @’2 with act(fy) =

act(fy) due to Theorem — 50 act(f1) = act(f2) — brsy(Qh) = brsy(Qh) as Q4 == Q}, and
(@, Q%) € B implying brsy(Q}) = brsy(Q%) due to Proposition 2) and (@), Q%) € B'.

1t Q, 01,brsw (Q1)

brsw(Q2).

brs @1 the proof is like the previous one where Proposition (2) yields brsy(Q1) =

e Suppose that ]31 R Bl v ]32 and let B be a ~p.y, -bisimulation containing the pair (ﬁl,ﬁg). The result
follows by proving that B' = {(Q1,Q2) | (Q1,Q2) € B} is a ~p-bisimulation. Let (Qq,Q2) € B’ so that
(Q1,Q2) € B:

91,brsw(Q
— =

— If B = FRB:ps and @ b, Q', then @1 brs Ql with act(61) = act(f;) due to Theorem l

There are two cases:

 If act(f1) = 7 then from (@1, @2) € B it follows that there exists @2 =—brs @’2 such that (A’l, @’2) eB
Thus Q2 = @), due to Theorem With (Q}, Q%) € B implying (Q}, Q%) € B'.
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3 PN ~ =~ fo,brsy (Q)
« If act(f1) # 7 then from (Q1,Q2) € B it follows that there exists Q2 ==prs Qo Mbrs
01

6:2\’2:>brs @’2 such that act(1) = act(fs), brsy(Q)) = brsy(Q%) — so brsy(Q)) = brsy(Qh) as
Qb = s @’2 — and (A’l,Q’Q) € B. Thus QE — Q- b, Qhy == Q% with act(f2) = act(f2) due to
Theorem f so act(f1) = act(f2) — and (Q}, Q%) € B implying (Q}, Q%) € B'.

- If Q) b, (1 the proof is like the previous one. [

Theorem 6.6. Let =~ € {%RBzzbrs,w7 %FRBIPSZZbrs,w} and Py, Py € P. If ﬁl ~ ﬁg then:
e Forallac A:

—a.Pi~a. P provided that initial(Py) A initial( Py).

—af. P~ al. P,.
e Forall p: A— A such that p(t) =7:
- Plp = Pyp.
o Forall P € P:
— P +P~P+ P and P+ Py ~ P+ P, provided that initial(P) V (initial(Py) A initial(Py)).

o ForallPeP and L C A\ {r}:

—

- 1 ”LP% PQ”LP andPHLP1 ~ PHLPQ prom'ded that P1 HLP;PQHLP;PHLPI;P”LPZ E]P).

Proof. Similar to the proof of Theorem by exploiting Lemma [ ]

6.5 Axiomatizations of Reverse Bisimulation Congruences

The axioms via Py, for ~gp are presented in Section while those for ~gp are discussed in Section [6.5.2]

6.5.1 Axiomatization of ~grp

The set Ag of #;,.s-based axioms for ~grp is shown in Table (remember that where-clauses ensure P-membership).
Axioms AR, 1 to AR 4, already encountered in Table without encoding, express associativity and commutativity
of alternative composition as well as the application of renaming to the terminated process and executed actions.

The subsequent axioms are specific to our reversible setting. Axiom Ag 5 establishes that the future can be

—_~—

completely canceled when moving only backward; note that this axiom implies (a.P)Lp? = PLp" thus making

P e

(a.P)Lp? = p(a).(PrLp”) unnecessary. Likewise, axiom Agg states that a previously non-selected alternative

process can be discarded when moving only backward; note that this axiom subsumes both P+ 0 = P and
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(Ar1) (P —F/C\Q)/—F R =P +/(C\2/+ R) where at least two among P, (), R are initial
(AR,2) P+Q = Q+P where initial(P) V initial(Q)
(AR.3) 0p? =0
(Ara)  (al.P)p” = p(a)l.(Prp?)
(Ar5) a.P =P where initial( P)
(Ar.s) P+Q =P if initial(Q)
(Ar.7) Pyl Py = elf (P, Py, L)p, |, p, with Py in Renf for k € {1,2}
Table 6.4: Axioms characterizing ~gp via the #y,s-encoding into P},,s processes
P/—\i—/P = ﬁ, i.e., neutral element and idempotency of alternative composition, and implies (P + Q)Lp ' = ?:?

—_—

thus making (P + Q) vp' = (PLp") + (QLp”) unnecessary. Axiom Ag_ 7 concisely expresses via ely,s g — a variant
of elp,s that will be introduced shortly — the expansion laws for ~gp where, for k € {1,2}, Py is a +-free and
renaming-free sequential process possibly featuring only executed actions (see the forthcoming Theorem [7.1)).

Definition 6.5. We say that P € P is in reverse normal form, written R-nf, iff it is equal to 0 or al. P’ where
P’ is in R-nf. This extends to Py in the expected way. [ |

In order for R-nf to effectively support the proof of ground completeness of the axiomatization, we need to in-
troduce a simplification of the #,s-encoding of parallel composition. For example, the ¢ps-encoding of af.0 lo bt 0
is <af, {a}>.<b,{a,b}>.0+ <b, {b}>.<a,{a,b}>.0 under [|pa <{|gb. This can be turned into R-nf by consid-
ering its subprocess <al, {a}>. <bJr {a,b}> .0, which however would not be the /},s-encoding of any process in P
if a # b. When moving only backward we can adapt Definition |6.4] by letting e/} . R(Pl, Py, L)g be equal to the

only summand of eEbrS(Pl, P,, L) that contains executed actions (or 0 when there is no such summand), i.e

e Oif ]51 and 152 are both initial.

° Ebrs(aﬂLel)Tupd(E ollLo1) .€£gr87R(§{,ﬁ2,L)E if P, is not initial while P is initial, or P, and P, are both
non-initial and act(61) & L A (act(02) € LV o161 <t o|[102).

° ebrs(UuLGQ)Tupd(E olL162) .eﬁgrsR(ﬁl,JBﬁ,L)E if ﬁl is initial while ]52 is not initial, or ]51 and 152 are both
non-initial and act(62) ¢ L A (act(01) € LV o| 102 <; o||r61).

o lis(0(01,02)1)T wpd(B,0(01,02)1.) * eégrs,R(]S{, P}, L)g if P, and P, are both non-initial and act(6;) = act(6;) € L

Let P00 be the set of renaming-free processes of P. Moreover, let s be the fys-version of - for Py, in which
for every equation in the general axioms and inference rules of Sectlon-the fys-encoding of the processes on both
sides is considered instead of the plain processes in P. The following lemma, which guarantees transformability
into R-nf, would not hold if “@ in R-nf” were replaced by “@Q in R-nf”. This can be seen by taking P equal to
al.0lpb'. 0 with a # b, as the £, ;-encoding of no process @ in R-nf (hence sequential) would contain in one of its
extended prefixes a backward ready set like {a,b} that is not a singleton.



6.5 Axiomatizations of Reverse Bisimulation Congruences 69

Lemma 6.7. For all (initial) P € P there exists (an initial) Q € Ppoo such that AR Fiys P = CNQ with CNQ in R-nf
(=0).

Proof. We proceed by induction on the syntactical structure of P € P:

e If P is 0 then the result follows by taking @ equal to 0 due to AR Fps 0 = 0 by reflexivity.

e If Pis a.P where P’ is initial, then by the induction hypothesis there exists Q' € P, initial and with Q’
in R-nf such that Ag Fpe P’ = Q’ The result follows by takmg Q equal to Q' due to AR Fiys @ 0. P =a. Q’
by substitutivity with respect to action prefix, Agr Fpis @ . Q’ Q’ by axiom AR 5, and transitivity.

. If P is af. P’ then by the induction hypothesis there exists Q' € PHOL with @’ in R-nf such that AR s
= @Q'. The result follows by taking Q equal to al.Q’ — where aT. Q' is in R-nf because so is Q' — due to
AR Foes at. PP = af. Q' by substitutivity with respect to executed action prefix.

e If Pis P'Lp” then by the induction hypothesis there exists Q' € Py, with Q’ in R-nf — which is a possibly
eLn\pzt/y sequence of executed extended prefixes terminated by 0 — sucﬁic_h/at AR Fbrs P = Q’ , hence AR Fprs
P p? = Q' Lp" by substitutivity with respect to renaming, where @' Lp" is in R-nf because it is obtained
from @’ by renaming all of its actions and backward ready sets according to p. The result follows by
substitutivity with respect to executed action prefix an/d_\tr/ansitivity after possibly repeateg_zl@lications of

axiom Ag 4 and a final application of axiom Agr3 to Q'Lp' aimed at achieving AR Fps PLp! = @ with
Q € P,oo in addition to ) in R-nf.

e If Pis P; + P, then by the induction hypothesis there exist Ql Q9 € IP’HOL with Q1 and Qg in R-nf such that

AR Firs P1 Q1 and Agr Fprs P2 QQ, hence AR Fprs P1 + P, = Q1 + Q2 by substitutivity with respect to
alternative composition. There are three cases:

— If P, and P» are both initial, then Q1 and Q2 are both initial too and hence the result follows by taking
Q equal to @1 due to AR Fprs Q1 + Qs = Q1 — by axiom AR — and transitivity.

— If only P, is initial, then only ()9 is initial too and hence the result follows by taking @ equal to @1
for the same reason as the previous case.

— Ifonly P is 1n1tlal then only ()1 is initial too and hence the result follows by taking @) equal to Q5 due
to AR Firs Q1 + Q2 = Qg + @1 by axiom AR 2, AR Fhrs Qg + Q1= Qg by axiom Ag g, and transitivity.

e If Pis P, ||z P, then by the induction hypothesis there exist Ql, Qs € }P’HOL with Q1 and Qg in R-nf such that
AR Fors Pt = Q1 and AR Fors P> = Q2, hence AR Fips Pi ||L Py = Q1 ||L Q2 by substitutivity with respect to
parallel composition. As a consequence AR Fys Py ||z Po = el R(Ql, Qg, L)q, |1, . by axiom Ag 7 and tran-

siivity. Note that Q111,02 € P becanse s0 are Q) and Q2 and Q) U Qe e, e (@1, @2, Ly 1 0o
is in R-nf by the simplified version of Definition [ ]
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Theorem 6.7. Let P, P, € P. Then ﬁl ~RB:ps ]32 iﬁ AR Fprs ]31 = ﬁg.

Proof. Soundness, i.e., AR Fprs ]51 = ]32 = ]51 ~RB:lye ]32, is a straightforward consequence of the axioms and
inference rules behind t,5 (see Section where for each equation side its Ebrs—encoding is considered) together
with ~gp.,,. being an equivalence relation and a congruence (see Theorem |6 , plus the fact that the lefthand side
process of each additional axiom in Table is ~REB: Chrs =€ -equivalent to the rlghthand side process of the same axiom.
Let us address ground completeness, i.e., Pi ~RB.¢,,. P2 — AR Fbws Pl = P». We suppose that P1 and P2 are
both in R-nf and proceed by induction on the syntactical structure of P

o If ]31 is ﬁ then from ﬁl ~RB:lre ﬁg and ]52 in R-nf we derive that ﬁg can only be ﬁ, from which the result
follows by reflexivity.

—_— P

o If P is ai P/ then from P ~RB:lpe P, and P, in R-nf we derive that P, can only be ag. PJ. We recall that
P! and P/ are both in R-nf.
From P1 ~RB: e P2 and P1 and P2 both in R-nf and different from O it follows that P1 and P2 consist of
the same sequence of executed actions, hence in particular a; = as and P1 ~RB: e P2 From the induction

hypothesis we obtain AR Fprs Pl = P2, hence AR Firs al.Pl’ = a2.P2’ by substitutivity with respect to
executed action prefix.

If P1 and P2 are not both in R-nf, thanks to Lemma [6.7| we can find @1, Q2 € Prop, each of Wthh is initial iff
so is its corresponding process, with Q1 and Qg in R-nf such that Ag Fps P1 = Q1 and AR Fors P2 Qg, hence
AR Fbrs Qg = P2 by symmetry. Due to soundness, we get P1 ~RB:ly Ql, hence Q1 ~RB: e P1 as ~RB:f,. 1S
symmetric, and P, ~RB: e Qg Since P, ~RB:fy,, Pz, we also get Q1 ~RBify Qg as ~RB:,,, 1S transitive. By
virtue of what has been shown above, from Q1 ~RB: 1 Q2 with Q1 and QQ in R-nf it follows that Ar Fprs Q1 = Qg
and hence AR Fprs P1 = P2 by transitivity. [ |

Corollary 6.3. Let Py, P, € P. Then Py ~gp Ps iff Ag Fiws Pt = Po.

Proof. It stems from P; ~gp P> iff P ~RB:fye P, as established by Corollary . [ |

6.5.2 Axiomatization of ~grp

The set AR of fy,s w-based axioms for ~rp is shown in Table The first seven axioms have the same shape
as those in Table , with the difference that the #,s-encoding is considered in lieu of the one based on fy,s
(again in the simplified form for parallel composition motivated after Definition .

The additional axiom, i.e., axiom Ag g, which is specific to our reversible setting, expresses the abstraction
capability of ~rp. It is worth noting that it represents the reverse counterpart of the only 7-law that, over
forward-only processes, is valid for weak bisimilarity but not for weak bisimulation congruence [112].

Let Fypsw be the fyy w-version of = for Py, in which for every equation in the general axioms and inference
rules of Section the fy,s w-encoding of the processes on both sides is considered instead of the plain processes
in P. We point out that transformability into R-nf is enough to prove ground completeness, i.e., resorting to
saturation like in Section [6.3.2]is not needed, because no choice occurs when moving only backward.
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(AR1) (P —@-ﬁ- R =P —i—TQ\+ R) where at least two among P, (), R are initial
(AR,2) P/Jr\Q = Q/+\P where initial(P) V initial(Q)

(ARy) 0 =0

(Ary) (@ P)ip? = pla. (Pip)

(AR 5) a.P =P where initial( P)

(Ak.6) P+Q =P if initial(Q)

(AR7) Pl/HL\P2 = €firS’W7R(ﬁ1, ﬁz, L)p, |, p, With Py in R-nf for k € {1,2}

(AL g) P =P

Table 6.5: Axioms characterizing ~gp via the fp w-encoding into Py,s processes

Lemma 6.8. For all (initial) P € P there exists (an initial) QQ € Ppon such that AR Firs,w P = Q with Q in R-nf
(=0).

Proof. Since in the considered normal form 7-actions do not play a role different from the one of observable actions,
we proceed like in the proof of Lemma apart from the renaming case in which, when obtaining Q/’\_\p—' from @’
by renaming all of its actions and backward ready sets according to p, the second component of each possible
extended prefix whose first component is observable and renamed 7 by p, as well as the second component of each
possible subsequent extended prefix whose first component is named 7, is changed to the second component of the

closest preceding extended prefix whose first component is an action neither named 7 nor renamed 7 by p (or 0 if
there is no such a preceding prefix). [ |

Theorem 6.8. Let P, P, € P. Then ]31 ARB: s ]32 iff AR Fors,w ﬁl = ]32.

Proof. Soundness, i.e., AR Fbrsw ]31 = 132 — ﬁl RRB: s ]32, is a straightforward consequence of the axioms
and inference rules behind kv (see Section where for each equation side its fps w-encoding is considered)
together with ~gp.s,,, , being an equivalence relation and a congruence (see Theorem , plus the fact that the
lefthand side process of each additional axiom in Table IS ARB.£,, ,~€quivalent to the righthand side process of
the same axiom.

Let us address ground completeness, i.e. ﬁl RRB s e ﬁz = AR Fbrs,w ﬁl = P,. We suppose that ﬁl and ﬁg

are both in R-nf. Given that we cannot proceed by induction on the syntactlcal structure of P or szze(Pl)
alone because, in the case that P1 is 0 or equivalently szze(Pl) = 0, from P1 RRB: s, P2 and P1 and P2 in R-nf

we cannot conclude that Py is 0 or equivalently S'LZ@(PQ) = 0 too, we proceed by 1nduct10n onk = szze(P1)+szze(P2):

o If k = 0 then from ]31 RERB s v ]32 and ]31 and ]32 in R-nf we derive that both ]31 and ﬁg can only be ﬁ,
from which the result follows by reflexivity.

e If £ > 0 there are three cases:

- If ﬁl is aI . P| and ]32 is ﬁ, then a1 = 7 and ]31’ RIRB s e ]32 otherwise ﬁl RRB s e ]32 could not hold.

From the induction hypothesis we obtain Agg Firsw ﬁ{ = 132, hence ARp Fbrs,w a]; Pl = ﬁg due to
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ARB Fbrsw ai P = a} . P, by substitutivity with respect to executed action prefix, Ay Fprs w a]; Py =
P, by axiom Af g, and transitivity.

- If ]31 is ﬁ and ]32 is ag . P}, then we proceed like in the previous case.

—_—

— If Py is aJ{ . P[ and P, is a% . P}, there are three subcases:

x If a1 # 7 # a9 then a1 = ay and ﬁl’ ARB s v ﬁé otherwise ﬁl RRB:liyrs ﬁz could not hold.
From the induction hypothesis we obtain ARy Fhrs.w ﬁl' = ]32’, hence ARp Fbrsw aJ{ P = ag . P} by
substitutivity with respect to executed action prefix.

« If aj = 7 then ARy Fiwyw a}.P] = P by axiom ALy, hence a}.P] ~ppu,,,, P| by sound-

— L —

ness, which implies P| ~gpu,,. ai .P| as ~Rppu,,. ., 1s symmetric and then P ~gp.,,. ., a;.PQ’
— o — = 4 5

as aJ{ P/ RRB: s a;PZ’ and ~Rp.y,,, is transitive. From the induction hypothesis we obtain
/\

ARB Fbrs,w P1 = ag P}, hence ARp Fors,w aJ{ Pl = ag . P} due to Aﬁg\l_brs,w aLﬂ = aJ{ .ag . P} by
substitutivity with respect to executed action prefix, ARy Firs w aJ{ .a; Pl = a; . P} by axiom AR.s
and transitivity.

x If ag = 7 then we proceed like in the previous subcase.

If ﬁl and ﬁg are not both in R-nf, thanks to Lemma we can find Q1, Q2 € ]Pnog, each of which is initial iff
so is its correspondmg process, with Q1 and Qg in R-nf such that AR Fors,w P1 Q1 and AR Fors,w P2 = QQ,
hence AR Firs,w Qg = P2 by symmetry Due to soundness, we get Pl RIRB s e Ql, hence Ql ARRB:fyrs Pl as

R'RBifyys ., 1S Symmetric, and P2 RIRB:lprs v Qg Since P1 RIRB:lprs Pg, we also get Q1 R RB: B Qg aS ARB:fyg .y 19
transitive. By virtue of what has been shown above, from Q1 RRB: e o Qg with Q1 and Qg in R-nf it follows that
AR Fors,w @1 = @2 and hence AR Fiys w ]31 = ﬁg by transitivity. [ |

Corollary 6.4. Let Py, P, € P. Then Py ~rp Py iff AR Fiwsw P1 = Pa.

Proof. It stems from P, ~grp P, iff ]31 A RB:Lre e ]32 as established by Corollary [ |

6.6 Axiomatizations of Forward-Reverse Bisimulation Congruences

The axioms via P}, for ~prp are presented in Section while those for ~prp.ps are discussed in Section

6.6.1 Axiomatization of ~prp

The set Apr of fs-based axioms for ~pgrp is shown in Table Axioms Apgr,1 to Arr,3 and axioms Apgrgs
to Arrg, already encountered in Table without encoding, express associativity, commutativity, and neutral
element of alternative composition as well as the application of renaming and its distributivity with respect to
alternative composition.
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(P+Q)+R = P+ (Q+R) where at least two among P, @), R are initial
+P where initial(P) V initial(Q)

if initial(Q) A to_initial(P) = Q

(a.P)Lp™ = pla).(PLp™) where initial(P)

7 = pla)l. (Pip)
/\/l_p1 = (P \_p—')/—\l—/(Q Lp’) where nitial(P) V initial(Q)
PP = el5 (P, Ps,L)p, p, with Py in FR-nf for k € {1,2}

e e e e e e e
>
!
: =~
N (@23
e N e e S e N N N
1o
r
A
_
|

Table 6.6: Axioms characterizing ~prp via the £ps-encoding into Py,.s processes

The other axioms are specific to our reversible setting. Axiom Apgr 4 is an extended variant of idempotency
appeared for the first time in [106] -~ with P and @ coinciding like in axiom Ap4 of Table when they are
both initial — where function to_initial (see page brings a process back to its initial version by removing
from all executed actions. Note that, unlike Tables and there are no axioms allowing to abstract from the
past (i.e., executed actions), the future (i.e., unexecuted actions), or previously non-selected alternative processes.
Axiom Apg g concisely expresses via elpys the expansion laws for ~prp where, for k € {1,2}, Py is the renaming-free

sequential process [aL P +] Zz’efk api- Pr.

Definition 6.6. We say that P € P 4s in forward-reverse normal form, written FR-nf, iff it is equal to
[al. P'+]Y,c; a; . Py where a'. P’ is optional, P' is in FR-nf, I is a finite index set (with the summation being
0 — or disappearing in the presence of a'. P' — when I = (), and each P; is initial and in FR-nf. This extends
to Py tn the expected way. [ ]

Lemma 6.9. For all (initial) P € PP there exists (an initial) Q € Ppoo such that Apr Firs P= @ with @ in FR-nf.

Proof. We proceed by induction on the syntactical structure of P € P:

e If P is 0 then the result follows by taking @) equal to 0 due to Arr Fprs 0 = 0 by reflexivity.

e If Pis a.P’ where P’ is initial, then by the induction hypothesis there exists Q' € Pyoo initial and with
Q' in FR-nf such that Apg Fovs P P’ = @'. The result follows by taking Q equal to a.Q’ — which is initial
because so is Q' and such that a. Q’ is in FR-nf because so is the initial Q/ due to Apg bpws a. P = m
by substitutivity with respect to action prefix.

) If P is af. P’ then by the induction hypothesis there exists Q' € IP’nOL with @’ in FR-nf such that Apg Fps
= Q’ . The result follows by taking Q equal to af. Q' — where aT. Q' is in FR-nf because so is @’ — due to
AFR Foes af. PP = af. Q' by substitutivity with respect to executed action prefix.

e If P is P'Lp’ then by the induction hypothesis there exists Q' € P,,n with Q’ in FR-n f — say
[<al, {a}>.U+] Y icr <@i,{a;}>.U; — such that Apr Fp P’ = @', hence ApRr Fprs Py Lp' = Q’ Lp ' by
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~——

substitutivity with respect to renaming, where )’ Lp " is in FR-nf because it is obtained from Q’ by renaming
all of its actions and backward ready sets according to p. The result follows by substitutivity with respect
to action prefix and alternative composition as well as transitivity after p0881b1y repeated applications of

axioms Aprs to Aprg to Q'Lp ' aimed at achieving Apr s PLp’ = Q with @ € P,oo in addition to Q
in FR-nf.

o If Pis P + P then by the induction hypothesis there exist @1, QQ € Pyoo with Q1 and Qg in FR-nf such

that Arr Firs P1 Ql and Arr Firs PQ QQ, hence Argr Firs P1 + P, = Ql + 2 by substitutivity with
respect to alternative composition. There are three cases:

— If Py and P, are both initial, then @)1 and ()2 are both initial too and hence the result follows by taking
Q equal to Q1 + Q2 — which is in IP,,,7 because so are ()1 and ()2 — up to an application of axiom Apg 3

in the case that @1 + Q2 is not in FR-nf because ()1 and @2 are not different from 0 (possibly preceded
by an application of axiom Apg 2 to move the 0 subprocess to the right of +) and transitivity.

— If only P is initial, then only Q5 is initial too and hence the result follows by taking Q) equal to Q1 + Q2
— which is in P,,0 because so are ()1 and Q2 — up to an application of axiom Apgr3 in the case that

P

@1 + Q2 is not in FR-nf (because @3 is not different from 0) and transitivity.

— If only P is initial, then only @) is initial too and hence the result follows by taking @ equal to Q2 + @1
— which is in P,o- because so are Q2 and ()1 — due to Apgr Fis Qlfﬂ\—/Qg = Q;_‘f\‘_/Ql — by axiom Apgr2 —
and transitivity, up to an application of axiom Apg 3 in the case that Q2 + @1 is not in FR-nf (because
@1 is not different from 0) and transitivity.

e If Pis P, || P» then by the induction hypothesis there exist Ql, Qs € }P’HOL with Q1 and QQ in FR-nf such that
Arr Frrs P1 Ql and AfRr Fbrs PQ QQ, hence Argr l_brs P ||L P, =0 HL ()2 by substitutivity with respect

to parallel composition. As a consequence Apr Fps P1 || L Py = brs(Ql’ Qo, L), ||, @, by axiom Aprg and
transitivity. Note that Q1 ||z Q2 € Ppoo because so are @1 and Q2 and Qg HL Q2, i.e. eﬁirs(Ql, Qo, L), 11 Qo
is in FR-nf by Definition [ |

Theorem 6.9. Let P, P, € P. Then ﬁl ~FRB:lps ﬁg iﬁ ArR Fors ﬁl = 152.

Proof. Soundness, i.e., Arr Fbrs ﬁl = ]52 — 151 ~FRB:(y ]32, is a straightforward consequence of the axioms and
inference rules behind F,5 (see Section where for each equation side its },s-encoding is considered) together
with ~pRrp.,,. being an equivalence relation and a congruence (see Theorem , plus the fact that the lefthand
side process of each additional axiom in Table @ is ~FRBu,,.-€quivalent to the righthand side process of the
same axiom.

Let us address ground completeness, i.e., ]31 ~FRB:fp,. ﬁz = AfFR Fbs ]51 = ]52. We suppose that ]51 and ]52 are
both in FR-nf and proceed by induction on the syntactical structure of Pr:

o If ]51 is ﬁ then from ]51 ~FRB:/p,. ﬁg and ]52 in FR-nf we derive that ]52 can only be ﬁ, from which the result
follows by reflexivity.
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o If P is [ai PL] Y e a;.\/Pu with aJ{ . P present or I; # (), then from P, ~FRB: e P, and P, in FR-nf

we derive that Py can only be [a) . P+ ]Zle 1, 02, - sz with al. P} present iff al . P! present and — if they

are absent — Iy # () # I;. We recall that P17 P2, every P1 4, and every P2 ;4 are all in FR-nf.

In the presence of a]; .P| and a; . P}, it is not necessarily the case that Iy # 0 iff I; # (. However, if for

—_—~—

example I; = () and I # (), then in order for P ~FRB:pe P, it must be the case that to_ z'm'tz'a,l(aT .Pl) =

P
P

az,; . P> ;, in which case Apgr s P2 —al. P} by axiom Apg 4. Therefore we can suppose that I # ()
1€1s 2
iff I 7é () when examining the two main summands of Py and P;.

If a1 P/ and a2 P} are present, from the fact that they are the only summands in Py and P, that can move
it follows that a; = as and P1 ~FRB:p, PQ, otherwise P1 ~FRB:p 1 Pg could not hold. From the induction

hypothesis we obtain Apgr Fps P1 = P2 and hence Arr Firs aJ{ Pl = a2 P} by substitutivity with respect to
executed action prefix.

If I; # () # I, when going back to to initial(]gl) and to mitz’al(ﬁg) also Zieh a”/\?li and ZiEIQ agif\_ﬁgi

can move. Suppose that to z'm'tial( .Pl) # Zzeh ai;. P“ and to znztml(a2 Pl # ZZEIz as; . P2Z SO
as not to fall back into the prev1ous case. Since P1 ~FRB:fp,. Pg, for each i; € I there exists iy € Io
such that a1 = a2, and P1 i1 ~FRB:/p Pg 4is, and vice versa. From the induction hypothesis we obtain

Arr Frors P1 i = Pg 4o~ 1t then follows that Apr Fiws a1, - P1 Py = as, Pg 4i» by substitutivity with respect to

action prefix, hence Apr Firs Zzeh ay;. Py = Zzelz az; . ngz by substitutivity with respect to alternative
composition and, in the presence of identical summands on the same side that are absent on the other side,
axiom Apg 4 (possibly preceded by applications of axioms Apg, 1 and Apg 2 to move identical summands next
to each other) and transitivity.

P

When aJ{ .P[ and ag . P} are present and I # () # I, the result stems from substitutivity with respect to
alternative composition.

If P1 and PQ are not both in FR-nf, thanks to Lemma m we can find Q1,Q2 € Ppon, each of which is initial iff
S0 is its correspondlng process, with Q1 and QQ in FR-nf such that AFR Fors P1 Q1 and AFR Fors P2 QQ,
hence Arr Firs Qg = P, by _symimetry. Due to soundness, we get P1 ~FRB:/p 1 Ql, hence Q1 ~FRB:p, P1 as

~FRB:4,. 1S Symmetric, and Py ~pRB: Cors Q2. Since P, ~prp: B:l1rs Py, we also get Q1 ~FRBify,, Q2 as ~FRB: A
transitive. By virtue of what has been shown above, from Q1 ~FRB:fp Qg with Q1 and Q2 in FR-nf it follows

that Apr Firs Ql = Qg and hence Apgr Firs P1 Pg by transitivity. [ ]

Corollary 6.5. Let Pi, Py € P. Then Py ~prp P2 iff Arr Fiws P1 = Ps.

Proof. It stems from P; ~prp P iff ]31 ~FRB:( e 132 as established by Corollary . [ ]
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(AFR.1) (P @Jr R =P +TQ\+ R) where at least two among P, @, R are initial
(AfR.2) P/—F\Q = Q/——F\P where initial(P) V initial(Q)

(Afns) Pi0 - P

(AFR,4) P/-i‘\Q =P if initial(Q) A to_initial(P) = Q

(Afr.5) 0p' =0

(AlTrR,e) (a.//P\ij = p(a)./(jpj) where initial(P)

(A;RJ) (al. P)Lp” = P(a)t(/P\—\Pj)

(Afr.s) (P+Q)p? = (PLp )+ (Qup?) where initial( P) V initial(Q)

(Afr,9) PmL\P2 = 6ffm7w(ﬁ1, Py, L)p, I, P, Wwith P, in FR-nf for k € {1,2}

(Afr10)  a-(7. (P/JF\Q) +P) = a. (?’:Q) where initial( P) A initial(Q)

(Afgr 1) af. (7. (P/A\Q) + P = af. (f)_/: Q) if to_initial(P") = P, where initial( P) A initial(Q)
(AfR12) af. (71, (/T’:Q) +P) = af. (l/)/\+ Q) if to_initial(P") = P, where initial( P)

Table 6.7: Axioms characterizing ~prp.ps via the f,s w-encoding into Py, processes

6.6.2 Axiomatization of ~pgrB:ps

The set Afg of s w-based axioms for ~prp.ps is shown in Table The first nine axioms have the same shape
as those in Table with the difference that the /s w-encoding is considered in lieu of the one based on f,;.

The three additional axioms, i.e., axioms Apg 19 t0 Apg 12, Which are specific to our reversible setting, expresses
the abstraction capability of ~prp. The first one is the only 7-law of branching bisimilarity over forward-only
processes [80] (see the forthcoming Theorem , while the other two are necessary in our setting to achieve
ground completeness.

Lemma 6.10. For all (initial) P € P there exists (an initial) Q € Ppon such that ALg Forsw P = @ with @ mn
FR-nf.

Proof. Since in the considered normal form 7-actions do not play a role different from the one of observable actions,
we proceed like in the proof of Lemma apart from the renaming case in which, when obtaining Q/’L\p—' from @’
by renaming all of its actions and backward ready sets according to p, the second component of each possible
extended prefix whose first component is observable and renamed 7 by p, as well as the second component of each
possible subsequent extended prefix whose first component is named 7, is changed to the second component of the
closest preceding extended prefix whose first component is an action neither named 7 nor renamed 7 by p (or @ if
there is no such a preceding prefix). [

The saturation technique used in Sectionto prove ground completeness for ~gp.ps turns out to be unsound
for ~prp.ps like in the case of branching bisimilarity over forward-only processes [75]. In particular, a normal form
based on saturation cannot be set up for ~prp.ps. On the one hand, the backward version of:

it P= %5 — P’ then P25 P with act(') = act(6") and P’ ~prp.ps P"
which is: ) .
if P'—=> %5 — P then P” 25 P with act(6') = act(0”) and P’ ~ppp.ps P”
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can be satisfied only when P’ and P” coincide in the case that P has only one incoming transition, e.g., P € Pgeq.
On the other hand, not even the forward version of saturation works for ~prp.ps because it preserves neither past
sensitivity in a forward-reverse framework nor forward-reverse semantics in general:

e Consider P given by 7.(a.7.04+0.0) + a.0+ b.0 along with its two transitions:
+4.7 Fa

P = 7% — 7T (al.77.04+0.0)+a.0+b.0 & P/
P t+a, 7.(a.7.0+0.0)+a".0+b.0 & P

Then P’ #prB:ps P”. Indeed, if P’ undoes 7 with P” idling and then undoes @ thus reaching the non-initial
process 71.(a.7.04+b.0) + a.0 + b.0, then P” can only respond by undoing a thus reaching the initial
process P.

e Consider @ given by 7.a.(7.04+b6.0)+a.0+b.0 along with its two transitions:
Q — % — ol (71.0+b.0)+a.04+b.0 2 @
Q t+a, 7.a.(1.04b.00+a".0+0.0 & Q"
Then Q' #rrBps @”. Indeed, if Q" undoes 7 thus reaching hal (71.04b.0)+a.0+b.0 with Q" staying
idle, then in the forward direction the newly reached process can perform b whereas Q" cannot.

We thus proceed by recasting in our reversible setting a preliminary result for the completeness of the ax-
iomatization of branching bisimulation congruence over forward-only processes provided in [I]. This yields two
lemmas, where the former is about equivalent initial processes that are then proven to be equal when prefixed by
an unexecuted action, while the latter has to do with equivalent arbitrary processes that are then proven to be
equal when prefixed by an executed action. The proof of the former lemma and part of the latter lemma is inspired
by the proof of the aforementioned result. In addition to these two lemmas, in the proof of ground completeness
we exploit ~FRB.c:4,, ., Which is an alternative characterization of ~prp.ps.f,,, inspired by Definition and
Theorem

Lemma 6.11. Let Py, Py € P be initial and a € A. If Py ~prpua,. , P then Afg Fomsw @ P1 = a. P,

Proof. We suppose that P1 and Pg are both in FR-nf. Given that we cannot proceed by induction on the syn-
tactical structure of P or szze(Pl) alone because (i) in the case that P1 is () or equivalently szze(Pl) = 0 from
P1 RIFRB: s v P2 and P1 and Pg in FR-nf we cannot conclude that P2 is Q or equivalently szze(Pg) = 0 too

and (ii) in other cases we work with P1 itself instead of one of its subprocesses, we proceed by induction on
k = size(Py) + size(Py):

e If £ = 0 then from ]31 RFRB: s 4 ﬁz and ]31 and ]32 in FR-nf we derive that ]31 and ]32 are both equal to ﬁ,
from which the result follows by reflexivity and substitutivity with respect to action prefix.

e If £ > 0 then P is Y el

FR-nf (from ]31 REFRB: s v Pg it follows that when either index set is empty, i.e., either process is O all the
actions of the other process — whose index set cannot be empty — must be 7). Let us consider the following
two conditions:

—_— —_—
ay,;.Pr; and P2 is ZZEIQ az,; . P> ;, where every P1 4 and every P2 4 is initial and in

~

1. There exists 7 € I such that a1; = 7 and ]3172- RFRB: e o 2

~

2. There exists 7 € I such that as; = 7 and ﬁg’i RFRB:ye o F1-
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There are three cases:

— Suppose that neither condition 1 nor condition 2 holds. From ﬁl RIFRBprs vy ﬁg it follows that,

o —

whenever P; En)rs bT.PM1 + Zz‘eh\{il} aJ\Pu with act(61) = a1, = b, then ﬁg E)brs bT.P27,L'2 +
Zielz\{ig} ag; - P2,z' with act(é?g) = Q24 = b, where bT. P17i1 + Ziell\{h} a1y - Pl,z' %FRB:‘ebrs,w bT. PQJ‘Q +

Zieb\{m} az; . P, and vice versa. Note that P> (resp. P;) cannot idle when b = 7 because condition 1
(resp. 2) does not hold.

Every pair of ®prB.4,,, ,,~equivalent reached processes is composed of two non-initial processes whose only
incoming transitions are identically labeled and respectively depart from the two %pRB:gbrs’w—equivalent

initial processes ﬁl and ]32, hence ]31 i = to forward(bT.PMl + Zieh\{z’l}alj-\PLi) NFRB Ly v
to forward(bT P Poin + i 12\ fia} as,; . PQZ) = Pg 4p- From the induction hypothesis it follows that

FR Fbrsw 1, - Pl,n = a2, - P2 iy hence ALp Fhrsw P1 = P2 by substitutivity with respect to al-
ternative composition and, in the presence of identical summands on the same side that are absent on
the other side, axiom Afg 4 (possibly preceded by applications of axioms Ay ; and Afg 5 to move identi-

cal summands next to each other) and transitivity. Therefore Afg Fprsw cf?l = m by substitutivity
with respect to action prefix.
— Suppose that both Cor}\dition 1 and ConAdition 2 hold. Then there exAist 11 € I and iy € I such Athat

aii, = T = a2, and P1i, RERBify,, ., 2 RFRBilyy 1 RFRBilyy,, 2o, hence Pri, RprBu,,, P20
where we have exploited the fact that ~pgrp.4,,, 1S symmetric and transitive. Since the considered
chain of equalities can be rewritten as ﬁl RIFRBlprs e 1212 FFRB: s ]3171-1 ARIFRB: s v ]32 by virtue of
the same two properties of ~prp.4,,, ., from the induction hypothesis it follows that Apg Fhsw a. P =
a. P27Z'2, AER l_brs,w a. Pg’l‘2 =a. Pl,i17 and AE‘R }_brs,w a. Pl,z'1 =a. PQ, hence AE‘R }_brs,w a . P1 =a. P2
by transitivity.

— Suppose that only one of the two conditions holds, say condition 1. For every summand 7. P ; of ﬁl
such that P ; ®prB.¢,,. ., F2 it holds that ALy Firsw 7. P1; = 7. P> by the induction hypothesis, hence
AfR Fors,w ]312 = 7. P, where ]312 is the summation of all those summands of ]31, by substitutivity with
respect to alternative composition and, in the presence of identical summands on the righthand side
that are absent on the lefthand side, axiom Afg 4 (possibly preceded by applications of axioms Afg 4

and Afgo to move identical summands next to each other) and transitivity. Indicating with ﬁl’
the summation of all the other summands of ﬁl — for each of which a;; # 7 or ]31’1- ¢FRB:‘€brs,w 132
— we obtain AFR Fors,w 131 =T E:Pl’ by substitutivity with respect to alternative composition as ]31
is glven by P, + P’

Since P1 REFRBpys v Pg, condition 1 does not hold over Pl, and condition 2 does not hold (over Pz) simi-
lar to the first case for each summand alr?l i, of P1 there must exist a summand agﬁ iz Of % of P2 such
that a14, = a2, and P1 /i1 RFRB: g v P2 4is, and vice versa, hence AFR l_brs w alﬁ i = a2, - P2 s DY
the induction hypothesis, from which it follows that Afr Forsw P1 Pgl, where Pgl is the summation

of all the summands of ﬁg matching a summand of ﬁl’, by substitutivity with respect to alternative com-
position and, in the presence of identical summands on the same side that are absent on the other side,
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axiom Afg 4 (possibly preceded by applications of axioms ALy ; and ALy 5 to move identical summands

next to each other) and transitivity. Indicating with ]32’ the summation of all the other summands

of ﬁz — none of which %FRB:gbrs,w-matches a summand of ﬁl’ — we obtain Afg Fbrs,w ﬁg = P{/—IEQ’

by substitutivity with respect to alternative composition as ]32 is given by P21/+\ Pj.

In conclusion Apg Firsw a/.Fl = a. (T/P2\+ P[) by substitutivity with respect to action prefix,

AEr Fbrsw a. (T/PE;— Pl) =a.(r. (Pl’/ﬁé) + P{) by substitutivity with respect to action prefix

and alternative composition, ALy Firsw a@. (7. (Pﬂ\Pé) +P]) =a. (ETPQ’) by axiom Afg 19, and
FR Fbrsw @. (F{IPQ’) = CL/.\PQ by substitutivity with respect to action prefix, hence Afr Frsw

ﬁ = m by transitivity.

[Example: Py 27.(b.04+c.0+d.0)+d.0and P, 2b.0+c.0+d.0]

If ]31 and ﬁz are not both in FR—nf tl}\anks to Lemma we can find @Q1,Q2 € IP’HOL with Q1 and Qg initial and
in FR-nf such that ALr "brsw P1 Q1 and Afg Forsw P2 = QQ, hence AER Fbrs,w Qg = P2 by symmetry, from

which we obtain Afgr Fprsw @ - P1 =a. Q1 and AR Fbrsw @- QQ =a. P2 by substitutivity with respect to actlon
prefix. Due to the soundness of Afg (which will be demonstrated at the beginning of the proof of Theorem
in a way that is independent from thls lemma) we get P1 NFRB Corsne Ql, hence Q1 RFRB: Coree P1 aS AFRB: g v

is symmetric, and ﬁz AFRBprs @2 Since P1 AFRB: — PQ, we also get Q1 NFRB lore Qg as AFRB:fp,,, 1S
transitive. By virtue of what has been shown above, from Ql NFRB Ebrsw Qg with Ql and Qg initial and in FR-nf
it follows that Afgr Fors,w @ - Q1 =a. Qg and hence Apg Forsw @ - P1 =a. P2 by transitivity. [ |

Lemma 6.12. Let P, P, € P and a € A. If ﬁl RFRB s w ]32 then AER l_brs,w af. P = af. Ps.

Proof. We suppose that P1 and P2 are both in FR-nf. Given that we cannot proceed by induction on the syn-
tactical structure of P or szze(Pl) alone because (i) in the case that P1 is O or equivalently szze(Pl) = 0 from
P1 RFRB:lprs Pg and P1 and Pg in FR-nf we cannot conclude that Pg is 0 or equivalently szze(Pg) = 0 too

and (ii) in other cases we work with P1 itself instead of one of its subprocesses, we proceed by induction on
k = size(Pr) + size(Py):

e If £ = 0 then from ﬁl RFRB: s 4 ﬁg and ﬁl and ]32 in FR-nf we derive that ﬁl and 132 are both equal to ﬁ,
from which the result follows by reflexivity and substitutivity with respect to executed action prefix.

e Let k£ > 0 with 131 being Zieh 0117-\Pu and ﬁg being Z’iEIz a;\Pu, where every ]3171 and every ]32,1' is
initial and in FR-nf. The proof is similar to the one of the corresponding case in the proof of Lemma [6.11],
with the use of a in place of @ and the final application of axiom Afgr 11 in lieu of axiom Afg 10

/-\ —

o Let k > 0 with P1 belng al P+ Zzeh al/z\Pl i and ﬁg being a; P+ Zzelg

in FR-nf and every P1 4 and every P2 s is initial and in FR-nf. There are two cases:

az; . P> i, where P| and P, are

—

— Suppose that for k € {1,2} either I}, =0, or to z'm'tz'al(aL. P)) = Zielk amﬂ» so that ﬁk AFRB s

a,t. Pj. There are two subcases:
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« If a1 = ay then from Py ~pppwe, . Py it follows that P] ~prp.y,.. . Py Therefore Afg Fpmw

aI.Pl’ = a;.PQ’ by the induction hypothesis, hence AL Firsw PL=PRifl, =0 = I, or by
axiom Afg, and transitivity in the case that Iy # () or Io # 0. As a consequence Afg Firsw
m = m by substitutivity with respect to executed action prefix.

x If a1 # as then from ﬁl AFRB: s ]32 it follows that either action is 7, say ai, while the other
action is observable, as well as ]3{ RFRB:Lyrs v ]32. Therefore Apg Fbrsw 7@ = ﬁ?z by the

induction hypothesis, hence Agg Fhrsw ]31 = 71. Py if I} = () or by axiom Afr 4 and transitivity in

the case that I} # 0. As a consequence ALg Fisw al. P1 = af.71. Py by substitutivity with respect

o —

to executed action prefix, hence Afg Frsw af. Py = al. Py by axiom Afg ;5 and transitivity.

—

— Suppose that for k € {1,2} it holds that I # () and to initial(a};. P)) # Zie[k amﬂ-. Observing

—_—

that only aI. P and a,;. P} can move and, after going back to to_ imtial(ﬁl) and to_ im’tial(ﬁg), also

—_— —_—
Zieh ai;.P; and Zielg as; . P>; can move, there are two subcases:

x If every 7-summand of to mitial(ﬁl) has a ~FRBu,, ,-Mmatching 7-summand of to_ imtial(ﬁg)

and vice versa, then from Py ~pgrp.,,. ., P2 it follows that a1 = a2, P| RprB.ps,. ., P and

Zieh ay - Pl,i RFRB:ps:lirs w Ziefz ag - P27l‘. Thus A%R l_brs,w aJ{. Pll = CL;. PZI by the induction hy-
pothesis and ALy Fprs w Zie 7, Qi - P ;= Zie I, 02, - P, ; by the ground completeness of Afg over
initial processes (which will be demonstrated in the proof of Theorem in a way that is inde-
pendent from this lemma). As a consequence ALy Firsw P1 = P» by substitutivity with respect to
alternative composition, hence Ay Fipsw af. P1 = al. P2 by substitutivity with respect to executed
action prefix.

* Otherwise any other 7-summand of to_ initial( P;) must be such that its continuation is AFRB: Ly v~
equivalent to to_initial(P;) and vice versa, where the summation of all such 7-summands is
zFRB:gbrsyw—equivalent to a single one. Such a single 7-summand can occur in either process and each
of the other summands in that process must be %FRB:psngrs’w—equivalent to one of the summands of
the other process. There are two further subcases:

- If a; = 7 and ap # 7, so that ]31’ RFRB:prs o P,, then AfR Fosw 7. Pl = 71. Py by the induc-
tion hypothesis. Therefore ALy Firsw 71 P + > icp a1 Pri = 71 Pa+ 3,0 ari- P, e,
AERr Fbrs,w P1 = TT P+ ZZE 1, 0 - P1 ji» by subst1tut1v1ty with respect to alternative compo-
sition, hence AR Fbrs,w CLT P =at. (1. Py + Z
executed action prefix.

Indicating with P the summation of the initial summands of P, that are not AFRB:ps: s v~

ier, Qi - P ;) by substitutivity with respect to

equivalent to any of the initial summands of ﬁl, we have that Afg Firsw 132 = a;Pé +

]35’ + D ien al,i‘/?l,i by substitutivity with respect to alternative composition and the ground
completeness of ALy over initial processes (which will be demonstrated in the proof of
Theorem in a way that is independent from this lemma). Therefore ALy Fisw

—

at. P, = af. (71 (a; Py+ Py + > i a1i-Pri) + ) cp, a1 P1i) by substitutivity with
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respect to executed action prefix and alternative composition, hence Afgr Fhrsw m =
aT.(a;Pé—l—Pé’—l—Zieh aii.Pii), le, Afp Fosw al.Pi = af. P, by axiom AfR 12
and transitivity.
If a1 # 7 and a9 = 7, then we proceed similarly.
[Example: Py 277 (b1.0+¢c.0+d.0)+d.0and P, 2b1.0+c¢c.0+d.0.]

- If a1 = a9, so that ]31’ REFRB s vy ]35, and the aforementioned single 7-summand occurs

in to_initial(Py), then AfLg Fbrs,w al.P] = al. P} by the induction hypothesis. Since the

. e . . —_—
occurrence of that 7-summand in ),y a1;.P; implies Y. ; a1i.Pri ~FRBups:ty. .,

—

7'.(150_@'71@'13@'@1(@%.Pé)—i—ZieI2 azi.Pa;), we have that Afgp  Fosw Doiep a1i-Pli =

7'.(to_z'm'tz'al(a;Pé)—i-zl-el2 az;.P;) by the ground completeness of Afy over initial
processes (which will be demonstrated in the proof of Theorem in a way that

is independent from this lemma). Thus ALy Firsw a{.Pl’ + Dien al,i-/?l,i = a;.PQ’
+ 7'.(to_z'nitial(a;.PQ’)—l—z:iel2 az;.P;), e, Apg Fbrs,w ﬁl = a;Pé +

7. (to_ initz’al(a;Pé)—FZieb az;.Ps;), by substitutivity with respect to alternative com-

—

position, hence Afg by af. Py = af. (al. P+ 7. (to_initial(al. P}) + >icr, 02i- Pai)) by

substitutivity with respect to executed action prefix. As a consequence ALp bpysw al. P =

L —
—

af. (a; Py 4+ icr, a2 - Paji), e, ARg Forsw at. P = al. Py, bZ axiom Afg 17 and transitivity.
If the aforementioned single 7-summand occurs in to_initial(P), then we proceed similarly.
[Example: P, £ dr.0+ 7. (d.04+b.04c.0)and P, 2 dJV.Q—I—b.Q—I—c.Q.]

/\

e Let k> 0 with P1 being a1 P+ Zlell ai;. P1 4 and PQ being ZzEI as,; . P2 i, where P1 is in FR-nf and every
P1 4 and every P2 4 is initial and in FR-nf. From P1 RIFRB: s v P2 it follows that a1 = T, P1 RFRB: s v Pg,

and each of the initial summands of P1 must be XpRB.ps: Cors -equivalent to one of the initial summands of P2

Therefore AL Forsw 7P P = . p P» by the induction hypothesis, hence ALy Fhrsw P P+ al/i_\Pl i=

i€l
Tt Py + Zz‘el aii. P, e, AFR Fbrsw P1 = 7. Py + Zzel ai;. P“, by subst1tut1v1ty with respect to
alternative composition, from which it follows that Afg Firsw at. Py P =at. (1. Py + Zze 1, 01,i - P1i) by sub-
stitutivity with rg\spect to executed action prefix. N
Indicating with Py’ the summation of the initial summands of P that are not ~prp.ps.c,,, ., -equivalent to

any of the initial summands of 131, we have that ALy Firsw Py, = ]35’ + D ien al,/i.\PLi by substitutivity
with respect to alternative composition and the ground completeness of App over initial processes (which
will be demonstrated in the proof of Theorem n a way that is independent from this lemma). There-

fore Afg Forsw al. P1 = al. (71 (Py + Y icp, a1 Pri) + 2 icp, a1 - Pr Z) by subst1tut1v1ty with respect to

executed action prefix and alternative composition, hence ALy Frs,w aT P =at. (P} + Z a;.Pi;), e,

i€l

—_—

AER Forsw al. P1 = al. Py, by axiom ALy ;5 and transitivity.

o —

If ﬁl is Zieh a;\PM and ﬁz is a; P+ Zielg agﬂ'./?z,i, then we proceed similarly.
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[Example: Py 2 7. (b.04+¢c.0+d.0)+d.0and P, 2b.0+c¢.0+d.0.]

If P1 and Pg are not both in FR- nf thanks to Lemma we can find @1, Q2 S Pnog, each of which i is 1n1t1al iff so is
its corresponding process, with Q1 and Qg in FR-nf such that Agyr l—brs w P1 Q1 and Apg Forsw P2 Qg, hence

AER Fbrs,w Qg = Pg by symmetry, from which we obtain Afg Firsw aJr P = aT Q1 and AL Firs,w aJr Qs = aT I
by substitutivity with respect to executed action prefix. Due to the soundness of Apg (which will be demonstrated at
the beglnnlng of the proof of Theorem in a way that is 1ndependent from this lemma) we get P1 AFRBillre Ql,

hence Q1 FRB: Lo P1 as AFRB:f,, ., 15 Symmetric, and Pg RIFRB: s e Qg Since P1 RFRB: Core e Pg, we also get
Q1 AFRB:frs Q2 as AFRB:f,, ., 15 transitive. By virtue of what has been shown above, from Q1 AFRB:pre v Q2

with Q1 and Q2 in FR-nf it follows that Afp Firsw aT.Ql = aT.Qg and hence ALg Firsw aT.Pl = m
by transitivity. ™

Theorem 6.10. Let P, P, € P. Then ﬁl RFRB:ps:Cirs ﬁg iff A%R l_brs,w f’l = ﬁg.

Proof. Soundness, i.e., Afg Fbrs.w ]31 = ﬁg — ]31 AFRB:ps:lors ]32, is a straightforward consequence of the axioms
and inference rules behind kv (see Section where for each equation side its fp w-encoding is considered)
together with A FRB:ps:Lors being an equivalence relation and a congruence (see Theorem , plus the fact that
the lefthand side process of each additional axiom in Table is %FRB:pS:gbrsyw—equivalent to the righthand side
process of the same axiom.

Let us address ground completeness, i.e., ]31 ARIFRB:ps: s v ﬁz = AER Fbrs,w ]31 = ﬁz. We suppose that ]31 and ﬁg

are both in FR-nf and recall that imtial(ﬁl) = initial(ﬁg). There are three cases based on Pi:

o If ]31 is ﬁ then from ]31 ARFRB:ps s v ]32 and 132 in FR-nf we derive that ﬁg can only be @, from which the
result follows by reflexivity.

o If ﬁl is Zzel a;\Pl i with I; # (), then from ﬁl RFRB:ps: forsw ﬁz and ﬁz in FR-nf we derive that ﬁg is
Yic I, 02 - Pg 4 with Iy # (). We recall that every P1 4 and every Pg 4 1s initial and in FR-nf.
Since P1 RIFRB:ps:lhrs v Pg iff P1 RIFRB:C: s v P2 (see Definition and Theorem [4.3), from the

I~ 3 C . . = 60,3 - .
fact that P, and P, are initial it follows that, whenever P; s aT.Pu1 + Zz’eh\{il}aLi'PM with
~ 6,3 — - .
act(@l) = a4 = then P2 2—>brsaT-P2,i2 + Zie]g\{ig} a2,7j-P2,i with CLCt(eQ) = G424, = Q, where
at. P, + Zieh\{il} a1 Pli RFRB:y, ., at. Py, + Zieb\{iﬂ az;. P, and vice versa. Every pair of
RFRB:,,. -€qUivalent reached processes is composed of two non-initial processes whose only incoming tran-

sitions are identically labeled and respectively depart from the two zFRB:pS:gbrsyw—equivalent initial processes

Py and P, hence Py; = to_forward(al. Pi; + Zieh\{il} a1,i.P1i) ~FRBu,,., to_forward(al.Ps;, +
S . . ~ ~ e . v T
Zielz\{ig CL27Z' . PQ’i) = P27i2. SIDCG Pl,il and PQ’fL'2 are 1n1t1al, AFR |_brs,w a1,i1 . P17i1 = a27i2 .P277;2 by

Lemma . Therefore Afg Firs w ﬁl = ﬁg by substitutivity with respect to alternative composition and, in
the presence of identical summands on the same side that are absent on the other side, axiom Afg 4 (possibly
preceded by applications of axioms Afg ; and Agg o to move identical summands next to each other) and
transitivity.
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— —

o If P is aJ{. Pl +> icr, alj\Pu then from P, AFRB:ps:firs P, and P, in FR-nf we derive that P, is a; P} +

> icl agﬂg./?g?i. We recall that 13{, ]35, every 13171-, and every ﬁgﬂ' are all in FR-nf. There are two subcases:

— Suppose that either Iy = 0, or to_ mitial(aJ{.P{) = Zieh a;\Pu so that ﬁl AFRB:ps: s aJ{.P{.
Then either Iy = @, or to_im'tial(a;.PQ’) = Zz‘eb a@i so that ]32 FRB:pS: s, a;PQ’, otE—

erwise ﬁl ~FRB: PS:lbrs w ﬁQ could not hold. Since P1 NFRB psgbmw PQ iff P1 NFRBCZbrsW P2
(see Definition and Theorem 4 , from the fact that P1 and P2 are not initial it follows

/\

that to_ mztwl(Pl) AFRB:cilyrsy 10 zmtzal(Pg), ie., to_ mztzal(al.Pl) AFRB:ps:lorsw 10_ zmtzal(aQ.Pé).
Thus a1 = a2 and to mitml(ﬁl’) AFRB:psilipsy 10 im’tial(]%’) so that ]3{ %FRB'ébrsw ]32’, otherwise

P AERBDS:Les P2 could not hold. As a consequence Afg Fhrs,w a1 Pl = a2 P’ by Lemma [6.12] hence
ALR Fors,w P=PRifI, =0 =1, or by axiom AfLg 4 and transitivity in the case that I; # 0 or Iy # 0.

— —

— Let I; # 0 and to_mitml(aJ{.P{) F il aLi‘Pl,i- Then I, # ( and to_im’tial(a;PQ/) +

Yic I aﬁm otherwise P; AFRB:ps:Cirs P, could not hold. Observing that only @ and a; P} can
move and, after going back to to_initial(P1) and to_initial(P), also D ;e a1 Priand Y cp az;. Py
can move but it holds that to mitz’al(;\) # Zzeh ai;. P1 i and to_ zmtzal(g\) + EZEIQ as; . P2 i
from P1 AFRB:pS:Cors Pg it follows thaﬂzl\ = ag,/P\l AFRB:pS:Ciors vy P2, and Zze 7, @i P1 i RFRB:ps:lops
D iel, A2 - ngi. Therefore Afg Firsw al. Pl = a; P} by Lemma [6.12{ and ALR Frs.w diel a17/i.\Pl,Z- =

—_—
Yic I, 42, - ]Evi\by completeness over initial processes (already proven in the previous two cases), hence

ALR Forsw @). P+ cp a1 Pry = ab. Py+Y,0; a2 . Pag, ie., Al Firsw PL = Py, by substitutivity
with respect to alternative composition.

If ﬁl and ﬁg are not both in FR-nf, thanks to Lemma we can find @)1, Q2 € ]P’nog, each of which is initial iff
S0 is its Correspondlng process, with Q1 and Qg in FR—nf such that AFR Fors,w P1 Q1 and AFR Fors,w P2 QQ,
hence Afg Fbrs,w Q2 = P2 by bymmetry Due to soundness, we get P1 RFRB:ps: Coes Ql, hence Ql RFRB:ps:lipe w L1
aS AYFRBipsify.s.,, 1S Symmetric, and Py ~pgp. DS lhrs Q». Since P ~pgp. DS:lrs v 4 Py, we also get Q1 RFRB:ps: s v @2
aS RIFRB:ps:fy,. ., 15 transitive. By virtue of what has been shown above, from Q1 RFRB:ps: e v Qg with @1 and Q9
in FR-nf it follows that Afgr Firs,w @1 = @2 and hence Apgr Fprs,w ]31 = ]32 by transitivity. [ ]

Corollary 6.6. Let Py, P, € P. Then Py ~prp.ps P iff Afg Forsw P = Pa.

Proof. It stems from P} ~prp.ps F» iff ]31 AFRB:ps:lirs 132 as established by Corollary [ |
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Chapter 7

Relationships with Other Equivalences

In this chapter, whose contents have appeared in [26} 28] 29], we study the relationships of the previously defined
bisimilarities with other equivalences so as to find alternative characterizations. We first address sequential pro-
cesses, for which strong and weak reverse bisimilarities coincide with strong and weak reverse trace equivalences [45]
and weak forward-reverse bisimilarity coincides with branching bisimilarity [80] (Section [7.1)). Then we focus
on concurrent processes, for which we establish a connection between strong forward-reverse bisimilarity and
hereditary history-preserving bisimilarity [16] (Section [7.2)).

7.1 Sequential Processes

On the one hand, it is easy to see that strong and weak forward bisimilarities coincide with the strong and weak
bisimilarities of [112], because all these equivalences consider only the standard direction of computation and, as
witnessed by Examples and [3.I} no observable distinctions are introduced along that direction by decorated
actions inside processes. On the other hand, we show that, over sequential processes, strong and weak reverse
bisimilarities coincide with reverse variants of strong and weak trace equivalences [45] (Section [7.1.1]), while weak
forward-reverse bisimilarity coincides with branching bisimilarity [80] and its forward-reverse variant (Section[7.1.2)).

7.1.1 Reverse Bisimilarities and Reverse Trace Equivalences

Two processes are related by trace equivalence if both perform the same sequences of actions [45]. This is a linear-
time semantics because it completely abstracts from branching points as opposed to bisimilarity. Strong and weak
reverse bisimilarities can be characterized in terms of reverse variants of strong and weak trace equivalences, which
are obtained by defining for each P € P its strong and weak reverse trace sets as follows:

trace,(P) = {an...aleA*\nEN,W:1,...,n—1.(Pii>Pi+1/\act(6i):ai),Pn:P}
trace, w(P) = {an...a1€(A\{T})*|nGNQViz1,...,n—1.(B:i>:>]3i+1/\act(0i):ai),Pn:P}

where * applied to a set denotes the set of all finite sequences of elements of that set, including the empty sequence €.

Definition 7.1. We say that P;, P> € PP are reverse trace equivalent, written Py ~gry Pa, iff trace,(Py) = trace,(Py).
| |

Definition 7.2. We say that P, P, € P are weakly reverse trace equivalent, written Py ~grr Pa, iff trace, (P1) =
trace w(Ps). ]
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Reverse bisimilarities coincide with reverse trace equivalences only over sequential processes. For example,
(af.ct.0]lpct.0) ||{c}(bT. ct.0llpct.0) ~rr (af.d".0 llay bi.dt.0 l{ay cf.d".0)Ld — ¢ because both processes pos-
sess the same reverse trace set {e,c, ca,cb, cc, cab, cac, cha, cbe, cca, cch, cabe, cach, cbac, chea, ccab, ccba} with the
first ¢ in every reverse trace of the second process stemming from the renaming of d. In contrast,
(at.cl.0lgct.0) [l{o (b7 ¢ 0]lg cT.0) rp (at.d.0l(qy bT.d".0 g4y ¢'. dT.0) Ld — ¢ when the involved actions are
pairwise different. The reason is that (af.df.0 ll{ay bi.dt.o ll{ay cl.d.0)Ld ~ ¢ has a single incoming transi-
tion — labeled with ¢ stemming from the renaming of the three-way synchronization on d — whose source process
(af.d.0 ll{ay bi.d.0 ll{ay c'.d.0)Ld ~ ¢ in turn has three incoming transitions respectively labeled with a, b, and c,
whereas (al.ct.0]|pct. 0) || (e} (bt.cf.0|g cf. 0) has four incoming transitions — corresponding to the four two-way syn-
chronizations on ¢ — such that only the source process (a'.c.0 ||y c.0) || (e} (bf.c.0]|pct. 0) in turn has three incoming
transitions respectively labeled with a, b, and ¢, whilst the source process (af.cl.0jgc.0) || (b. ¢ 0]lgc.0) has
only one incoming transition — labeled with ¢ — and the two source processes (af.c.0 ||y c'.0) ey (bf.cf.0|gc.0) and
(af.ct.0]lgc.0) ll{e} (bf.c.0]lpc. 0) have only two incoming transitions each — respectively labeled with a and ¢ and
with b and c¢. Once it has been reached after undoing the last performed ¢, which corresponds to the first ¢ in every
nonempty reverse trace, none of the last three processes can thus match (af.d.0 llay bi.d.0 l{ay cl.d.0)Ld s ¢
in the reverse bisimulation game.

Theorem 7.1. Let P, P e Pseq- Then P, ~gB P» iﬁ P ~gr P>.

Proof. The proof is divided into two parts:

e Assuming that P; ~rp P>, which implies that the length n of the longest reverse traces of P and Ps
must be the same, we prove that trace,(P1) = trace,(P2) by proceeding by induction on n € N (due to
Proposition (1) the longest reverse trace is unique in both sets; it must be the same because P; ~gp P»):

— If n = 0 then P; and P, are initial and their longest reverse trace is €. Therefore trace,(P;) = {e} =
trace,(Ps).

— Let n > 0 with the longest reverse trace being a,, ...a; € A*. From P, ~grp P> and Proposition (1)
it follows that there exist P 2, Py and P} 2, p,, with P/ and Pj unique, such that act(0;) = act(f2) =
a, and P{ ~gp Pj, hence trace,(P]) = trace,(Py) by the induction hypothesis with a,_; ...a; being
the longest reverse trace in both sets. Therefore trace,(Py) = trace,(P]) U {ay...a1} = trace,(Py) U
{an ...a1} = trace,(Ps).

e Assuming that P; ~gr P, we prove that the symmetric relation B = {(Q1, Q2) € Pseq X Pseq | trace(Q1) =
trace,(Q2)} is a reverse bisimulation.
Given (Q1,Q2) € B such that trace,(Q1) # {e} # trace,(Q2), from trace,(Q1) = trace,(Q2) and Proposi-
tion (1) it follows that there exist @ BN Q1 and Q) 2N Q2 with Q) and @) unique and act(0;) = act(6s),
where Q1 and Q)2 have the same unique longest reverse trace o starting with act(6;) and act(2) respectively.
Therefore trace,(Q)) = trace;(Q1) \ {o} = trace,(Q2) \ {o} = trace,(Q%) so that (Q}, Q%) € B. ]
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Corollary 7.1. Let Pl, P, € P. If P; ~rs P> then P; ~rT P>.

Proof. See the first part of the proof of Theorem [7.1] where:

e The longest reverse traces of P and P, may be more than one as P; and P» are not necessarily sequential.

e When n > 0, from P; ~grp P» it follows that, for each of the longest reverse traces a,...a; € A* of
P, and P, there exist P| i>Pl and P} BN Py such that act(f;) = act(f2) = a, and P| ~gp Pj, hence
trace,(P]) = trace,(Pj) by the induction hypothesis with a,_1 ...a; being one of the longest reverse traces
in both sets. Therefore trace,(Py) D trace,(P]) U{ay, ...a1} = trace,(Py) U{ay ...a1} C trace (P). |

Theorem 7.2. Let P, Py € Pseq. Then Py ~rp P» iff P1 =rT P.

Proof. The proof is divided into two parts:

e Assuming that P; ~rp P>, which implies that the length n of the longest weak reverse traces of P; and P
must be the same, we prove that trace, w(P1) = trace:w(P») by proceeding by induction on n € N (due to
Proposition 1) the longest weak reverse trace is unique in both sets; it must be the same because
Py ~grp P):

— If n =0 then either P, and P, are initial, or due to Proposition and Proposition (1) there exist
P/ = P; and P; == P, with P| and Pj unique and initial (at most one of P, and P, stays idle and
thus coincides with P or Pj respectively), such that P{ ~grp Pj. In both cases trace, w(P1) = {e} =
trace w(Ps).

— Let n > 0 with the longest weak reverse trace being ay, ...a; € (A\ {7})*. From P; ~gp P, Propo-
sition and Proposition (1) it follows that there exist Pj = Yy — P and P, — L2 NN P,
with P{ and Pj unique, such that act(61) = act(f2) = an, and P ~pp Py, hence trace,w(P]) =
trace; w(Py) by the induction hypothesis with a,_1 ...a; being the longest weak reverse trace in both
sets. Therefore trace, (Py) = tracey w(P)) U{an ... a1} = trace, w(Py) U{an ... a1} = trace, w(P2).

e Assuming that Py =gt P, we prove that the symmetric relation B = {(Q1, Q2) € Pseq X Pseq | tracer w(Q1) =
tracer w(Q2)} is a weak reverse bisimulation.
Given (Q1,Q2) € B, there are two cases:

— If trace,w(Q1) = {e} = trace; w(Q2) then from Proposition and Proposition [2.1(1) it follows that
there exist Q] = Q1 and Q) = Q2 with @} and @, unique. Therefore trace, (Q}) = trace; w(Q1) =
tracey w(Q2) = trace, w(Q%) so that (Q}, Q%) € B.

— If trace, w(Q1) # {e} # trace; (Q2) then from trace w(Q1) = tracer w(Q2), Proposition , and Propo-
sition 1) it follows that there exist Q] = by Q1 and Q),— TN Q2 with @} and Q)
unique and act(fy) = act(f2), where @; and Q2 have the same unique longest weak reverse trace

o starting with act(f;) and act(f2) respectively. Therefore trace,(Q)) = tracew(Q1) \ {0} =
tracer w(Q2) \ {0} = trace: w(Q%) so that (Q}, Q%) € B. |
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Corollary 7.2. Let Py, P, € P. If P, ~gp P> then P| =g7 P>.

Proof. See the first part of the proof of Theorem where:

e The longest weak reverse traces of P; and P, may be more than one as P; and P» are not necessarily
sequential.

e When n > 0, from P, ~gp P it follows that, for each of the longest weak reverse traces a,,...a; € (A\{7})*

of P and P, there exist P| = TGN Py and Pj— L TGEN P, such that act(61) = act(62) = a, and
P| =grp Py, hence trace, (P]) = trace; w(Py) by the induction hypothesis with a,,—1 ...a; being one of the
longest weak reverse traces in both sets. Therefore trace, v (P1) 2 trace,w(P;) U {ay ...a1} = trace, w(Py) U
{an ...a1} C trace, w(P2). |

7.1.2 Weak Forward-Reverse Bisimilarity and Branching Bisimilarity

Weak forward-reverse bisimilarity can be characterized in terms of branching bisimilarity [80]. Unlike the weak
bisimilarity of [I12], branching bisimilarity preserves the branching structure of processes even when abstracting
from 7-actions, as can be seen from condition (Pi, Py) € B in the definition below.

Definition 7.3. We say that Py, P, € P are branching bisimilar, written P; ~pp P, iff (P1, P2) € B for some
branching bisimulation B. A symmetric relation B over P is a branching bisimulation iff, whenever (P1, P2) € B,

then for each Py LN P] it holds that:
e cither act(01) =7 and (P{, P,) € B;
e or there exists Py=—= P, b, P} such that act(01) = act(6s), (P, P,) € B, and (P], Py) € B. [ ]

Branching bisimilarity is already known to have some relationships with reversibility. More precisely, in [57]
strong and weak back-and-forth bisimilarities have been introduced over labeled transition systems and respectively
shown to coincide with the strong bisimilarity of [I12] and branching bisimilarity. However, in [57] strong and weak
back-and-forth bisimilarities have been defined over computation paths rather than states, so that any backward
computation is constrained to follow the same path as the corresponding forward computation even in the presence
of concurrency, which is consistent with an interleaving view of parallel composition. This is quite different from
our forward-reverse bisimilarity over states inspired by [121]], which accounts for the fact that when going backward
the order in which independent actions are undone may be different from the order in which they were executed
in the forward direction, thus leading to a truly concurrent view of parallel composition.

To show the relationship between our weak forward-reverse bisimilarity and branching bisimilarity, we follow
the same proof strategy adopted in [57] for weak back-and-forth bisimilarity. Thus, we need first of all an alter-
native definition of our weak forward-reverse bisimulation that is closer to the way in which weak back-and-forth
bisimulation is defined, i.e., finite transition sequences have to be employed on both sides of the weak bisimulation
game. This is provided by Proposition
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Secondly, as a sanity check we prove that, like branching bisimilarity, our weak forward-reverse bisimilarity
satisfies the stuttering property [80]. This means that, given a sequence of finitely many 7-transitions, if the source
process of the first transition and the target process of the last transition are equivalent to each other, then all the
intermediate processes are equivalent to them too — see Py == P, in Definition when P; and P, as well as P;
and P, are related by the maximal branching bisimulation ~pp and hence so are P, and P,. In other words, while
traversing the considered sequence of 7-transitions, we remain in the same equivalence class of processes, not only in
the forward direction but also in the backward direction as we are talking about weak forward-reverse bisimilarity.

Proposition 7.1. Let n € Nug, P, € P for all 0 <i <mn, and P; N Py with act(0;) =7 for all0 <i<n-—1.
If Py ~wRrB P, then P; =~prp Py for all 0 <i < n.

Proof. Consider the reflexive and symmetric relation B = U;enB; over P where:

® By = ~pRrB-

« B, = B, U{(P,P),(P',P) € Px P | 3P € P.(P,P") € Bioy A P—> P' s P" A act(6) = 7} for all
1 € Nyo.

We start by proving that B satisfies the stuttering property, i.e., given n € Ny, P; € P for all 0 < ¢ < n, and
P, N Pty with act(0;) = 7 for all 0 < i <n —1, if (P, P,) € B then (P;, Py) € B for all 0 < i < n. We proceed
by induction on n:

e If n = 1 then the considered computation is simply Py ﬁ) Py with act(6y) = 7 and (Py, P1) € B, hence
trivially (P;, Pp) € B for all 0 < i < 1 as B is reflexive — so that (Py, Fy) € B — and symmetric — so that
(Pl, Po) e B.

e Let n > 1. Since (FPy, P,) € B, there must exist m € N such that (P, P,) € B,,. Let us consider the
smallest such m. Then (Py, P,—1) € Byn+1 by definition of By, 41, hence (Py, P,—1) € B. From the induction
hypothesis it follows that (P;, Py) € B for all 0 < i < n — 1, hence (F;, Py) € B for all 0 < i < n because
(Po, P,,) € B and B is symmetric — so that (P,, Py) € B.

We now prove that every symmetric relation B; is a weak forward-reverse bisimulation. We proceed by induction
on i€ N:

e If i = 0 then B; is the maximal weak forward-reverse bisimulation.

e Let i > 1 and suppose that B;_; is a weak forward-reverse bisimulation. Given (P, P') € B;, assume that

P2 Q (resp. Q AN P). There are two cases:

— If (P, P') € B;_1 then by the induction hypothesis there exists P’ = @’ (resp. Q' = P’) if act(f) = 7 or

P= = Q' (resp. Q) = NN P’) with act(0) = act() if act(0) # 7, such that (Q, Q") € B;—1
and hence (Q,Q’) € B; as B;—1 C B; by definition of B;.

— If instead (P, P’) ¢ B;—1 then from (P, P’) € B; it follows that there exists P” € P such that (P, P")€B;_1,
p=—r7 P”, and act(#") = 7. There are two subcases:
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x In the forward subcase, i.e., P LN Q, there are two further subcases:

- If(Q, P") € Bi—1 and act(f) = 7, then from P2 P with act(0") = 1 it follows that P’ = P”
with (@, P") € B;_1 and hence (Q,P”) € B; as Bi_1 C B;.
- Otherwise from (P,P"”) € B;_; and the induction hypothesis it follows that there exists

117

P’ = — = P" such that act(f) = act(¢"") and (Q, P"") € B,;_1, so that P' —> o — pm
with (Q, P"") € B;_1 and hence (Q, P") € B; as B;_1 C B;.

* In the backward subcase, i.e., Qi>P, it suffices to note that from P == P’ it follows that
Q A p

Since B is the union of countably many weak forward-reverse bisimulations among which there is ~pgrp, it holds
that B C ~prp. On the other hand, ~prp C B by definition of By. In conclusion B = =pgrp — i.e., no relation B;
for ¢ € Ny adds further pairs with respect to By — and hence ~pgrp satisfies the stuttering property because so
does B. [ |

The stuttering property does not hold for ~prp.ps when Fp is initial, because in that case a 7T-action would
be decorated inside P; and hence P; #prB.ps Fo. Therefore ~prp.ps satisfies the stuttering property only over
non-initial processes.

Thirdly, we prove that ~prp satisfies the cross property [57]. This means that, whenever two processes can
perform a sequence of finitely many 7-transitions such that each of the two target processes is ~prp-equivalent to
the source process of the other sequence, then the two target processes are ~prp-equivalent to each other as well.
Unlike [57], we do not require the two source processes to be reachable from two ~prp-equivalent processes.

Lemma 7.1. For all P17 "eP such that Pl = P{' and for all Py, Py € P such that Py=— Py, if P| ~prp Py

Proof. Consider the symmetric relation B = ~pgpp U {(P{, Py),(Py,P{) € Px P | 3P[,P; € P. Pl=— P/ A
P}= PJ N P| =~prp PJ AN P/ ~prp Pj}. The result follows by proving that B is a weak forward-reverse
bisimulation, because this implies that P;’ ~prp Py for every additional pair — i.e., B satisfies the cross property
—as well as B = ~prp — hence ~prp satisfies the cross property too.

Let (Py',Py) € B\ ~prp to avoid trivial cases. Then there exist P, P, € P such that P{=— P{', P,— PJ,
P| ~ppp Py, and P; =prp Pj. There are two cases:

0 . . 0
e In the forward case, assume that P{’ — P’ from which we derive P| = P/’ — P}". Slnce P| ~prp PJ,

from Proposition it follows that there exists Py = Py if act(6h) = 7 or Pj — SN P’ with
act(61) = act(f) if act(@l) # 7, such that P” ~prp P”’ and hence (Py", PJ") € B.

When starting from Py BN Pl  we exploit Py = Py and P’ ~prp P} instead.

e In the backward case, assume that P;” — o — P/. From P{ =~prp P} it follows that there exists Py’ =— P}
if act(61) = 7, so that Py’ = Py as P2 — P}, or P)) = NN P} with act(61) = act(62) if act(61) # T,

so that P}/ — NN P as Py = Py, such that P{" ~prp Py’ and hence (P", Py’) € B.

/11

When starting from P iEN PyJ, we exp101t P| ~pgp P4y and P{ = P/ instead. |
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We are now in a position of proving that ~prp coincides with ~gg. This holds only over initial processes
though. For instance, aJ{.b.P ~BB ag.b.P but aJ{.b.P #FRB a;b.P when a1 # as. Moreover, consistent
with the aforementioned interleaving view under which weak back-and-forth bisimilarity has been shown to
coincide with branching bisimilarity in [57], our result holds only over sequential processes. As an example,
a.0|lpb.0~pp a.b.0+b.a.0 as shown by the branching bisimilarity arising from the symmetric closure of relation
{(a.0]pb.0,a.0.0+b.a.0),(a’.0]gb.0,a".b.0+b.a.0),(a.0|pb".0,a.b.0+b'.a.0),(a’.0]pb".0,al.b".0+
b.a.0),(al.0]gdl.0,a.b.0+ bt al.0)}. In contrast, a.0||pb.0 %rrp a.b.0+b.a.0 when a # b. The reason
is that af.0 llo b'.0 has two differently labeled incoming transitions while af.b".04+b.a.0 and a.b.0 + bf.af.0
have only one incoming transition each, hence aT.QH@b.Q #rre al.b.0+b.a.0 and a.0llp b'.0 %prB a.b.0 +
bf.a.0 as their identically labeled outgoing transitions reach inequivalent processes, which in turn implies that
a.0|lpb.0 #prB @.b.0+ b.a.0 as their identically labeled outgoing transitions reach inequivalent processes
(see Figure [L.1]).

As another example, a.(7.0+b.0) =frp ((a.(7.0+b.0) +a.c.0)[/{(7.0+¢c.0))Lc— b". This can be
seen by playing the weak forward-reverse bisimulation game with the subprocesses of the latter process that do not
occur in the former. If the latter process performs the rightmost a thus evolving to ((a.(7.0+b.0)+af.c.0) [F5
(1.04+¢.0))Lc+ b7, where only either 7 or the synchronization on ¢ then changed to b can be performed, the
former responds with a thus becoming a'. (7.0 4 b.0), with the two reached processes being ~prp-equivalent.
If instead the latter process performs 7 and then the rightmost a thus evolving to ((a. (7.0 4 b.0) +af.c.0) ll{e}
(71.0 4+ ¢.0)) Lc +— b7, where no further action can be performed, the former responds by staying idle and then
with a followed by 7 thus becoming a'. (77.0 + b.0), with the two reached processes being ~prp-equivalent even
if the former can undo a and 7 in any order whereas the latter can undo a only after undoing 7. In contrast,
a.(7.0+5.0) #pp ((a.(1.0+b.0) +a.c.0)|f;(7.-0+c.0)) e+ b". The reason is that ((a.(7.0+b.0) +
af.c.0) l{c) (71.0 + ¢.0)) Le + b7, reached after performing 7 and then the rightmost a, cannot be matched by
at. (7.0 4 b.0), reached after staying idle and then performing a (recall that in the ~pp-response a cannot be
followed by 7 — it could be if the equivalence class did not change [80]), because the latter can perform b whereas
the former cannot. Summing up, ~rgrp and ~pp turn out to be incomparable over non-sequential processes.

Theorem 7.3. Let P, P, € [P)seq N Pinit. Then Py, ~prp P iff P1 ~gg P.

Proof. The proof is divided into two parts:

e Suppose that P; =~pgrp P> and let B be a weak forward-reverse bisimulation such that (Py, P,) € B. Assume
that B only contains all the pairs of ~pgp-equivalent processes reachable from P; and P, so that Lemma [7.]]
is applicable to B. We show that B is a branching bisimulation too, from which P; =g P» will follow.

Given (Q1,Q2) € B, with Q1 and Q2 respectively reachable from P; and P, suppose that Q1 b, Q. There
are two cases:

— If act(61) = 7 then from (Q1,Q2) € B it follows that there exists Q2 = @, such that (Q}, Q%) € B.

02, .
This means that we have a sequence of n > 0 transitions of the form Q2 ; 24 Q2,i+1 with act(f2;) =T
for all 0 < i <n — 1, where Q20 is Q2 while Q2,, is Q) so that (Q},Q2,) € B as (Q}, Q%) € B.
If n = 0 then we are done because @ is Q2 and hence (Q}, Q2) € B as (Q}, Q) € B, otherwise from Q2 ,,

02,n— . .
we go back to Q2n—1 via Q2pn—1 MQQW with act(2,—1) = 7. Recalling that (Q},Q2,) € B,
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if @} can respond by staying idle, so that (Q},Q2n,—1) € B, and n = 1, then we are done because
Q2,n—1 18 Q2 and hence (Q},Q2) € B as (Q},Q2n—1) € B, otherwise we go further back to Q2,2 via

0. . . .
Q2.n—2 2ne2, Q2,n—1 With act(0,,—2) = 7 and consider Q2 ,,—2 = Q2. If Q] can respond by staying

idle, so that (@}, Q2,n—2) € B, and n = 2, then by virtue of Proposition we are done because (02,2
is Q2 and hence (Q},Q2) € B as (Q}, Q2.n—2) € B, otherwise we keep going backward.
By repeating this procedure, since (Q}, Q2,,) € B either we get to (Q}, Q2.,—n) € B and we are done be-

cause this implies that (Q}, Q2) € B, or for some 0 < m < n such that (Q}, Q2,,) € B the incoming tran-

02,m— . . = . =
sition Q2,m—1 Zmely Q2,m With act(02 ,m,—1) = 7 is matched by Q1 = Q1 b, Q) with (Q1,Q2m—1) € B,

where by virtue of Proposition (1) Q1 I @ is the only incoming transition of Q] as we are con-
sidering sequential processes. In the latter case, since Q1 = Q1, Q2 = Q2.m—-1, (Q1,Q2.m-1) € B,
(Q1,Q2) € B, all these processes are reachable from P; and P, and B is the restriction of ~pgrp to the set
of processes reachable from P} and P, from Lemmawe derive that (Q1,Q2,m—1) € B. Consequently

02,m—1

QQ —— QQ’m_l _— QQ’m with act(él) = act(ﬁg,m_l), (Ql, QQ’m_l) (S B, and (Qll, Qz,m) € B.

— If act(61) # 7 then from (Q1,Q2) € B it follows that there exists Qy == Qo b2, Q4 == Q) such that
act(01) = act(62) and (Q}, Q%) € B. )
From (Qf,Q5) € B, Q3 == @3, and Proposition it follows that there exists @ = Q) such that
(Q],Q4) € B. Since @) already has an incoming act(f;)-transition from @i and every non-initial

sequential process has exactly one incoming transition due to Proposition (1), we derive that Q] is Q)
due to act(f1) # 7 and hence (Q}, Q%) € B.

From (Q}, Q%) € B and Q2 b, Q) it follows that there exists Q1 = Q1 I Q) such that (Q1,Q2) € B.
Since Q1 = Q1, Q2= Q2, (Q1,Q2) € B, (Q1,Q2) € B, all these processes are reachable from P
and P», and B is the restriction of ~prp to the set of processes reachable from P; and P,, from

Lemma we derive that (Q1,Q2) € B.
Consequently Q2 == Qs LN Q% with act(61) = act(62), (Q1,Q2) € B, and (Q}, Q%) € B.

e Suppose that P; ~pg P, and let B be a branching bisimulation such that (P;, P;) € B. Assume that B
only contains all the pairs of ~pp-equivalent processes reachable from P; and P». We show that B is a weak
forward-reverse bisimulation too, from which P; ~prp P> will follow.

Given (Q1,Q2) € B, with Q1 and @2 respectively reachable from P; and P, there are two cases:

— In the forward case, assume that @y i>Q/1- From (Q1,Q2) € B it follows that either act(61) = 7
and (Q},Q2) € B, hence Q2 == Q2 with (Q},Q2) € B, or there exists Q2 = Q2 LZN @', such that

act(61) = act(62), (Q1,Q2) € B, and (Q}, Q}) € B, hence Qo = Q) if act(6) = T or Qp = 2 = Q)
with act(61) = act(62) if act(61) # 7, where (Q), Q%) € B.

— In the backward case — in which (Q1,Q2) # (Pi,P2) as P and P, are both initial — assume that
Q) b, Q1. There are two subcases:
x If Q) is Py then from (Q1,Q2) € B it follows that either act(f;) = 7 and (Q},Q2) € B, where Q-

is Py and Q2 == Q2, or there exists Q) == Q2 b, Q2 such that act(61) = act(6), (Q},Q2) € B,
and (Q}, Q%) € B, where Q) is P, — due to Proposition 2.1(1) — and Q) = Qs if act(fy) = 7 or

Q= 2 = Qy if act(6)) # 7.
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« If Q) is not P; then from (Q1, Q2) € B it follows that P; reaches Q) with a sequence of transitions
that are B-compatible with those with which P» reaches some @ such that (Q},Q5) € B as the
pairs in B contains all the processes reachable from P, and P». Therefore either act(6;) = 7

and (Q1,Q%) € B, where Q% is Q2 and Q2 == Q2, or there exists Q) = Q> %Qz such that
act(61) = act(f2) and (Q},Q2) € B in addition to (Q}, Q%) € B and (Q1,Q2) € B, where Q) = Q2

if act(61) =7 or Q) = NN Q2 if act(6y) # . ]

We conclude by studying the relationship between ~prp and the following forward-reverse variant of branching
bisimilarity, which is inspired by the back-and-forth branching bisimilarity mentioned in [57].

Definition 7.4. We say that P,,P, € P are forward-reverse branching bisimilar, written P, ~prp P2, iff
(P, Py) € B for some forward-reverse branching bisimulation B. A symmetric relation B over P is a forward-
reverse branching bisimulation iff, whenever (P, Py) € B, then:

o For cach P, 2 P| it holds that:

— either act(61) = 7 and (P, P2) € B;
— or there exists Py == P, BZN P} such that act(6) = act(s), (P1, P2) € B, and (P}, Py) € B.

e For each P| s Py it holds that:

— either act(61) = 7 and (P, P2) € B;
— or there exists P b2, By— P, such that act(6h) = act(02), (P1, P2) € B, and (P, P}) € B. [ |

Similar to [57], where branching bisimilarity has been shown to coincide with back-and-forth branching bisimi-
larity defined over computation paths, here we prove that ~prp coincides with ~pgrpp. Our result holds only over
sequential processes. For example, a.(7.0+b.0) and ((a.(7.0+b.0) +a.c.0) [|;;(7.0+¢c.0))Lc— b7, which
we have already examined right before Theorem [7.3] are identified by ~prp but told apart by ~pgrpp. Unlike
Theorem [7.3] there is no limitation to initial processes though.

Theorem 7.4. Let P, P e ]Pseq- Then Py ~grp P» Zﬁ P, ~rr P.

Proof. The proof is divided into two parts:

e Suppose that P; ~pgrp P» and let B be a weak forward-reverse bisimulation such that (Pj, P,) € B. Assume
that B only contains all the pairs of ~pgrp-equivalent processes reachable from P, and P» or reaching them,
so that Lemma [7.1]is applicable to B. We show that B is a forward-reverse branching bisimulation too, from
which P, ~prpgp P> will follow.

Given (Q1,Q2) € B, with @; and Q9 respectively reachable from P; and P» or reaching them, suppose that

0
Q1 — Q). There are two cases:

— If b, @' then we proceed like in the first part of the proof of Theorem where B is the restriction
of ~pRrp to the set of processes reachable from P; and P, or reaching them.



7.1 Sequential Processes 94

- If Q) LI (1 there are two cases:
« If act(f1) = 7 then from (Q1, Q2) € B it follows that there exists Q) = Q2 such that (Q}, Q%) € B.

02, .
This means that we have a sequence of n >0 transitions of the form Q2 ; =24 Q2,i+1 with act(f2,;) =7
for all 0 < i <n — 1, where Q2 is Q) while Q2,, is Q2 so that (Q1,Q2,,) € B as (Q1,Q2) € B.
If n = 0 then we are done because @ is Q2 and hence (Q], Q2) € B as (@}, Q%) € B, otherwise from

02,n—1

Q2,n we go back to Q2,-1 via Q21 —— Q2,5 With act(62,,—1) =7. Recalling that (Q1, Q2.) € B,
if @1 can respond by staying idle, so that (Q1,Q2,—1) € B, and n = 1, then we are done because
Q2,n—1 1s Q4 so that (Q1,Q5) € B as (Q1,Q2,-1) € B and hence (Q},Q2) € B as (Q},Q5) € B
(@4, Q1) € B, (Q1,Q2) € B, and B is transitive due to the pairs it contains, otherwise we go further

9 n
back to Q2n—2 via Q252 2z, Q2,n—1 With act(f2,—2) = 7 and consider Q2 ,—2 = Q2. If Q1

can respond by staying idle, so that (Q1,Q2,—2) € B, and n = 2, then by virtue of Proposition

we are done because Q2,,—2 is Q4 so that (Q1, Q%) € B as (Q1,Q2,—2) € B and hence (Q},Q2) € B
s (Q,Q%) € B, (Q4,Q1) € B, (Q1,Q2) € B, and B is transitive due to the pairs it contains,

otherwise we keep going backward.

By repeating this procedure, since (Q1,Q2,) € B either we get to (Q1,Q2,n—n) € B and we are

done because this implies that (Q},Q2) € B, or for some 0 < m < n such that (Q1, Q2 m) € B the

incoming transition Q2 m—1 % Q2,m with act(62m—1) =7 IS matched by Q1 = Q] N Q1 with

(Q1,Q2,m—1) € B, where by virtue of Proposition ( ) Q’ —5 @ is the only incoming transition
of ()1 as we are considering sequential processes. In the latter case, since Q1 = Q}, Q) = Q2.m_1,
(Q1,Q2,m—1) € B, (Q},Q4) € B, all these processes are reachable from P; and P, or reach them,
and B is the restriction of ~prp to the set of processes reachable from P; and P, or reaching them,

from Lemma we derive that (Q}, Q2,m—1) € B. Consequently Q2 m—1 92’m—_1> Q2,m = Q2 with
(ICt(el) = aCt(92,m*1)7 (QlaQQ,m) € 87 and (QllaQQ,mfl) € B.

« If act(f1) # 7 then from (Q]_,QQ) € B it follows that there exists Q) == Q) 2N Q2 = @3 such
that act(01) = act(f2) and (Q1,Q3) € B.
From (Q1,Q2) € B, Q2 = QQ7 and Proposmonlt follows that there exists Q; == Q1 such that
(Q1,Q2) € B. Since @Q; already has an incoming act(f;)-transition from @} and every non-initial
sequential process has exactly one incoming transition due to Proposition . ), we derive that Q1
is Q1 due to act(6;) # 7 and hence (Q1,Q2) € B.

From (Q1,Q2) € Band Q) LZN Q2 it follows that there exists Q] = Q) L2 Q1 such that (Q}, Q%) €
B.

Since Q) = Q1, Q) == Qb, (Q},Q%) € B, (Q},Q%) € B, all these processes are reachable from P
and P, or reach them, and B is the restriction of ~pgrp to the set of processes reachable from P;
and P, or reaching them, from Lemma we derive that (Q}, Q%) € B.

Consequently Q% b, Q2 == Q2 with act(01) = act(s), (Q1,Q2) € B, and (Q},Q%) € B

e Suppose that P; ~prpp P and let B be a forward-reverse branching bisimulation such that (P, P») € B.
We show that B is a weak forward-reverse bisimulation too, from which P; ~prp P> will follow.
Given (Q1,Q2) € B, there are two cases:
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— If Q1 LI Q) there are two subcases:
« If act(f1) = 7 and (Q}, Q2) € B, then Q2 = Q2 with (Q},Q2) € B.
x If there exists Q2:>Q22>Q’2 such that act(f1) = act(f2), (Q1,Q2) € B, and (Q}, Q) € B,

then Q2= Q5 if act(61) = 7 or Q2= SN Q% with act(01) = act(f2) if act(61) # 7, where
(@1, Q) € B.

- If Q) b, (1 there are two subcases:
« If act(01) = 7 and (@}, Q2) € B, then Q2 = Q2 with (Q},Q2) € B.

* If there exists QIQAQQ:QQ such that act(f1) = act(fs), (Q1,Q2) € B, and (Q},Q%) € B,

then Q) = Q2 if act(h;) = 7 or Q) = 2, @, with act(01) = act(02) if act(61) # 7, where
( /17 QIQ) €B. |

Corollary 7.3. Let P, P, € P. If P, ~prB P> then P; ~prp P».

Proof. See the second part of the proof of Theorem [7.4] [ |

7.2 True Concurrency

In the spectrum of truly concurrent bisimilarities |77, 66, 123], there are two equivalences that are particularly
important: history-preserving bisimilarity [129] and hereditary history-preserving bisimilarity [16]. They are the
coarsest equivalence and the finest equivalence, respectively, that are preserved under action refinement and are
capable of respecting causality, branching, and their interplay while abstracting from choices between identical
alternatives [77]. Moreover, hereditary history-preserving bisimilarity can be obtained as a special case of a
categorical definition of bisimilarity over concurrency models [96]. Logical characterizations of both equivalences
have been provided in [124] 14], whereas an axiomatization for hereditary history-preserving bisimilarity has been
developed over forward-only processes in [71]. Furthermore, history-preserving bisimilarity is known to coincide
with causal bisimilarity [55] [56], hence the latter offers a characterization and an axiomatization [59] for the former.

Several characterizations have been provided also for hereditary history-preserving bisimilarity, all of which
rely on forward-reverse bisimilarity. Those in [16, 122, [123] O] hold under assumptions that essentially revolve
around the absence of autoconcurrency, i.e., identically labeled transitions not in conflict with each other that
depart from the same process — e.g., a.0||ga.0 — or arrive at the same process — e.g., a’.0|pa’.0. In contrast,
the one in [I0] does not make any restrictive assumption, but introduces a complex identification mechanism.
We show that hereditary history-preserving bisimilarity corresponds to forward-reverse bisimilarity extended with
a simple clause that checks backward ready multisets for equality (Section. In this way, the former equivalence
inherits a variant of the sound and complete axiomatization in Table where backward ready sets are replaced
by backward ready multisets, whilst the latter inherits the logical characterizations of the former.
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7.2.1 Strong Forward-Reverse Bisimilarity and Hereditary History-Preserving Bisimilarity

Let us recall hereditary history-preserving bisimilarity over stable configuration structures [78]. These are truly
concurrent models originated from event structures [142] that resemble labeled transition systems; a configuration
is a finite set of non-conflicting events that is downward-closed with respect to a causality relation over events.
The bisimulation game compares configuration transitions, both outgoing and incoming. The equivalence relies
on ternary bisimulation relations, where the third component is a labeling- and causality-preserving bijection from
the set of events executed so far in the first structure to the set of events executed so far in the second structure.
In the following two definitions taken from [77], P, (E) denotes the set of finite subsets of set £ while f [ X
denotes the restriction of function f to set X.

Definition 7.5. A configuration structure is a quadruple C= (£,C,A,l) where:

e &£ is a set of events.
o CC Pun(€) is a set of configurations.

o [:Jyce X — A is a labeling function.
C is said to be stable iff it is:

e Rooted: ) € C.
e Connected: VX € C\ {0}.3e € X. X \ {e} €C.
e Closed under bounded unions and intersections: VX,Y, Z € C.XUY CZ = XUY, XNY e€C.

The causality relation over X € C s defined by letting ey <x es for ej,es € X iff e € Y implies e; € Y for all
Y € C such that Y C X; we write e1 <x es when e; <x es and e; # ea. Two events e;,eo € X are concurrent
in X iff ey £x es and ez £x e1. We write X ¢ X' for X, X' € Canda € Aiff X C X', X'\ X = {e}, and
l(e) = a. [ ]
Definition 7.6. We say that two stable configuration structures C; = (&;,Ci, A, l;), i € {1,2}, are hereditary

history-preserving bisimilar, written C; ~pgpp (o, iff there exists a hereditary history-preserving bisimulation
between Cy and Cy, i.e., a relation B C C1 x Co X P (&1 x E2) such that:

e (0,0,0) € B.
o Whenever (X1, Xo, f) € B, then:

— f C & x & is a bijection from X1 to Xo that preserves:
« Labeling: 11(e) = l2(f(e)) for all e € X.
x Causality: e <x, ¢/ < f(e) <x, f(€') for all e,e’ € X;.
— For each X1 %5 ¢, X there exist Xo L6 X% and f' C & xE such that (X1, X%, fYeB and f'1 X1 = f,
and vice versa.
— For each X{ % ¢, X; there exist X5 ~%5 ¢, Xo and f' C E1x &y such that (X}, X5, fYEB and f | X} = f',
and vice versa. [ |
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Given a configuration X, its backward ready multiset is defined as brm(X) = {la € A | X' %5 X [} where
{| and [} are multiset delimiters.

Definition 7.7. We say that two stable configuration structures C; = (&;,Ci, A,l;), i € {1,2}, are brm-forward-
reverse bisimilar, written Ci ~prB.prm Co, iff there exists a brm-forward-reverse bisimulation between C; and Cy,
i.e., a relation B C C1 x Cy such that:

e (0,0)€B.
o Whenever (X1, X2) € B, then:

— For each X1 —¢, X} there exists Xy —¢, X} such that (X}, X}) € B, and vice versa.
— For each X} %5 ¢, X1 there exists Xj —2+c, Xo such that (X}, X}) € B, and vice versa.
— brm(X1) = brm(X2). ]

Suppose that a = b in Figure [[.]] Then the labeled transition system on the left is an example of autocon-
currency and can be viewed as the graph underlying a stable configuration structure in which the initial state is
configuration (), the two intermediate states are respectively configurations {|[ga} and {[ga}, and the final state
is configuration {|ga, |[ga}, where we have used proof terms to denote events. In contrast, the labeled transition
system on the right is an example of autoconflict in which each of the two branches is an example of autocausation.
It can be viewed as the graph underlying a stable configuration structure in which the initial state is configura-
tion ), the two intermediate states are respectively configurations {#a} and {+a}, and the two final states are
respectively configurations {+a,+.qa} and {+a, +..a}.

These two configuration structures are told apart by ~pppp because +a (resp. +a) causally precedes +.qa (resp.
+.qa) while [Jga and [|ga are concurrent, hence in the final configurations no causality-preserving bijection would
relate the former two events to the latter two events. The two structures are identified by ~prp, but ~FRrB:brm
distinguishes them because brm({]|ya, ||ga}) = {| a,a [} whereas brm({+a,+..a}) = brm({+a,+.qa}) = { a |}

The theorem below holds under the assumption that the considered configuration structures come from
processes each in the form of a net of automata — i.e., parallel composition of several sequential subprocesses
— in which every conflict is local — i.e., its effect is local to one sequential subprocess.

Theorem 7.5. Let C; = (&;,C;, A, l;), i € {1,2}, be two stable configuration structures. Then C; ~yupp Co iff
Ci ~FRB:brm Ca.

Proof. The proof is divided into two parts:

e Suppose that C; ~gup G2 due to some hereditary history-preserving bisimulation B. Then C; ~grB:brm Co
follows by proving that B’ = {(X1, X2) | (X1, X2, f) € B} is a brm-forward-reverse bisimulation. Observ-
ing that the starting clause and the clauses for outgoing and incoming transitions matching of ~prB.brm
(see Definition are a simplification of those of ~yuppp (see Definition , given (X1, Xs) € B, ie.,
(X1, Xo, f) € B, we just have to show that brm(X;) = brm(X2).

Suppose that this is not the case, say X; has fewer incoming a-transitions than Xs. Without loss of general-
ity, we can assume that X; has one incoming a-transition while X5 has two. Then there is a diamond closing
into Xo, i.e., there exist three configurations Y2, X}, and X7 and two a-labeled events ¢/, and €} such that

l2(eh) lo(eh) la(el) la(eh) .
Yo —25¢, Xb, Yo —25¢, XY X5 —25¢, Xo, and X§ —25¢, Xo, where €}, and €} are concurrent in X,

: / 4 /" /
ie., e5 £x, e5 and ey £x, €.
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Due to (X1, X9, f) € B, on X; side there exist two configurations Y7 and X{ and two a-labeled events ¢}

1 / l 1
and e/ such that Yy 1) a X1 1(e1) ¢, X1 where €] <x, €. Since B is a hereditary history-preserving
bisimulation, f should relate e} and €] with e}, and €] in a causality-preserving way, but this is not possible
because £(¢}) £x, f(€]).

e Suppose that C; ~prp:brm C2 due to some brm-forward-reverse bisimulation 5. Then, given (X, X2) € B,

. . L. li(e1,n) lier,1)
the existence in C; of a sequence of transitions X, _n)q Xip—1...X11 —

l n l
tence in Gy of a sequence of transitions Xs MQ Xop—1...X21 MQ Xy such that [y (e1,n) = la(ean)

and (X, Xop) € Bforall h=1,...,n, and vice versa. Note that n = 0 when X; and X5 are both empty;
moreover ey, 7 e1 and ey 7# ez for all h # k because in each transition the source configuration and
the target configuration differ by one event, which is the executed event (see Definition .

Thus G ~unpg G follows by proving that B’ = {(X1,Xo,{(e1n,e2n) | h € H}) | (X1,X2) € BA

li(e; li(es .
Xi |H| M}Q Xi,|H|fl A Xi,l M}Q Xi for ¢ € {1, 2}/\[1(617}) = l2(€27h> for all h € H/\(Xl,h,Xg’h) eB

for all h € HNXy g = Xo g = ()} is a hereditary history-preserving bisimulation.
Let (X1, Xo, {(el,h,egyh) ’ h € H}) € B, so that (Xl,XQ) € B:

— (0,0,0) € B’ because (0,0) € B.

— Let us show that f = {(e1,e2p) | h € H} is a bijection from X; to Xy that preserves labeling and
causality. Since we already know that in the domain (resp. codomain) of f the events are all different
from each other, the domain of f and its codomain have the same cardinality, and events corresponding
via f have the same label, we focus on causality by assuming that |H| > 2 so as to avoid trivial cases.
We proceed by contradiction, so we suppose that there exist e,e’ € X; such that e <x, € but

fle) £x, f(€/). From e <x, € it follows that there exist Y7,Y] € C; such that Y7,Y] C X3, e € Y7,

(e . . .. .
e,e €Y/, and ¥} ﬁ)cl Y/. Since C; ~prB:brm C2 with G and C; enjoying connectedness, there exists

a pair (Y1,Y2) € B such that Y3 MQ Yy and (Y{,Y5) € B, where Ys,Yy] C Xs5. From f(e) £x, f(€)

it follows that there are two cases:

¢, X1 implies the exis-

« If f(e') <x, f(e) then there exists Yy MCQ Y,, but this transition cannot be mimicked by Y7

because e is already in Y7, thereby contradicting (Y{,Y5) € B.

o
« If f(e) and f(e’) are concurrent in Xo, then there exists Ya 2(f—(e))>52 Y;. Since (Y{,Yy) € B, their

N
backward ready multisets must coincide, hence there should be Y; —i@%cl Y], but this is not possible

because e <x, €.

- If Xj i>C1 X where a is the label of some event e;, then Xs LCQ X’ where a is the label of some
event ey and (X7, X5) € B; note that e; ¢ X and ex ¢ Xo. Therefore (X1, X5, {(e1n,e2n) | h € H}
U {(61,62)}) enB.

If we start from Xy —+¢, X5, then we reason in the same way.

— If X} %5¢, X1 where a is the label of some event e;, then X, "¢, Xo where a is the label of some
event ey and (X7, X)) € B; note that e; ¢ X{ and ey ¢ X). Therefore {(e1p,e2s) | h € H} | X] =
{(e1n,e2n) | h € H} \ {(e1,e2)} and hence (X7, X5, {(e1n,e2) | h € H} \ {(e1,e2)}) € B'.

If we start from X5 —*+¢, X, then we reason in the same way. [ ]
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Chapter 8

Noninterference Analysis of Nondeterministic
Reversible Systems

In this chapter, whose contents have appeared in [61), [65], we start addressing information flow analysis of reversible
systems by using some of the notions and results of the first part of the thesis. Noninterference was introduced
in [82] to reason about the way in which illegitimate information flows can occur in multi-level security systems due
to covert channels from high-level agents to low-level ones. Noninterference guarantees that low-level agents cannot
infer from their observations what high-level ones are doing. Regardless of its specific definition, noninterference is
closely tied to the notion of behavioral equivalence [76], because the idea is to compare the system behavior with
high-level actions being prevented and the system behavior with the same actions being hidden.

After the classification of noninterference security properties in a process algebraic framework proposed in [67],
the literature concentrated on weak bisimilarity [112] given its abstraction capability and polynomial-time decid-
ability. Here we claim that it is worth studying noninterference by making use of branching bisimilarity [80], which
by the way can be decided more efficiently [85, [05]. A clear motivation for switching from weak to branching
bisimilarity is provided by reversible systems. As demonstrated in Section branching bisimilarity coincides
with weak forward-reverse bisimilarity over sequential processes. Moreover, in the reversible framework of [57], in
which backward moves are constrained to take place along the same path followed in the forward direction even in
the presence of concurrency — thus preserving not only causality but also history — branching bisimilarity was shown
to coincide with weak back-and-forth bisimilarity. These results allow us to search for covert channels in reversible
systems via a standard process calculus, in which there is no need of decorations for executed actions, along with an
efficiently verifiable equivalence, at the price of losing the truly concurrent nature of forward-reverse bisimilarity.

This chapter is organized as follows. In Section we recall background definitions and results for several
bisimulation equivalences as well as a selection of information-flow security properties based on weak bisimilarity
that we formalize through a suitable process calculus. In Section we introduce a database management system
authentication example. In Section after recasting the same information-flow security properties in terms
of branching bisimilarity, we present some results about the preservation of those properties under branching
bisimilarity and their compositionality with respect to the operators of the considered language, then we study the
relationships among all the previously discussed properties and summarize them in a new taxonomy. In Section
we recall the notion of back-and-forth bisimilarity and its relationship in the weak case with branching bisimilarity,
which allows us to apply our taxonomy to reversible systems. In Section we add reversibility to the database
management system authentication example to illustrate the need of branching-bisimilarity-based noninterference.
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8.1 Background Definitions and Results

In this section we recall the labeled transition system model of [97] (Section together with strong and weak
bisimilarities [I12] and branching bisimilarity [80] (Section [8.1.2). Then we introduce a basic process language
inspired by [112] [45] (Section through which we recall the definitions of weak-bisimulation-based information-
flow security properties of [67, [69] (Section [3.1.4)).

8.1.1 Labeled Transition Systems

To represent the behavior of a nondeterministic process, we use a labeled transition system [97]. This is a state-
transition graph whose transitions are labeled with actions taken from a set A including the unobservable action 7.

Definition 8.1. A labeled transition system (LTS) is a triple (S, A,—) where S is an at most countable set
of states, A is a countable set of actions, and — C S x A x S is the transition relation. [ |

A transition (s, a, s’) is written s 2+ &', where s is the source state, a is the transition label, and s’ is the target
state, in which case we say that s’ is reachable from s via that a-transition. We say that s’ is reachable from s,
written s’ € reach(s), iff s = s or there exists a sequence of finitely many transitions such that the target state of
each of them coincides with the source state of the subsequent one, with the source of the first one being s and
the target of the last one being s’

8.1.2 Nondeterministic Bisimulation Equivalences

Bisimilarity [I17),112] identifies processes that are able to mimic each other’s behavior stepwise, i.e., having the same
branching structure. In the strong case, 7 is treated like all the other actions.

Definition 8.2. Let (S, A,—) be an LTS. We say that s1,s2 € S are strongly bisimilar, written s1 ~ sa, iff
(s1,82) € B for some strong bisimulation B. A symmetric relation B over S is a strong bisimulation iff, whenever
(s1,82) € B, then:

o For each s1 —= s there exists so — sh such that (s}, sh) € B. ]

Weak bisimilarity [I12] is additionally capable of abstracting from unobservable actions. Let s = s’ mean
that s’ € reach(s) and, when s’ # s, there exists a finite sequence of transitions from s to s’ each of which is labeled

with 7. Moreover let == stand for == if a = 7 or == - == if q #T.
Definition 8.3. Let (S, A, —) be an LTS. We say that s1,s2 € S are weakly bisimilar, written s1 ~y, S2, iff

(s1,82) € B for some weak bisimulation B. A symmetric relation B over S is a weak bisimulation iff, whenever
(s1,s2) € B, then:

o For each 51—+, s there exists so == sb such that (s},s) € B. ]

Branching bisimilarity [80] is finer than weak bisimilarity as it preserves the branching structure of processes
even when abstracting from 7-actions — see condition (s1,52) € B in the definition below.

Definition 8.4. Let (S, A,—) be an LTS. We say that s1,s2 € S are branching bisimilar, written s1 = s2, iff
(s1,82) € B for some branching bisimulation B. A symmetric relation B over S is a branching bisimulation iff,
whenever (s1, s2) € B, then:
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S1 52

Figure 8.1: States related by =, but distinguished by =,

a
e For each sy — sy:

— either a = 7 and (s}, s2) € B;

— or there exists So —> Sg —s sh such that (s1,52) € B and (s}, s5) € B. m

An example that highlights the higher distinguishing power of branching bisimilarity is given in Figure [8.1
where every LTS is depicted as a directed graph in which vertices represent states and action-labeled edges represent
transitions. The initial states s; and so of the two LTSs are weakly bisimilar but not branching bisimilar. The
only transition that distinguishes s; from so is the a-transition of sy, which can be mimicked by so according to
weak bisimilarity by performing its 7-transition followed by its a-transition. However, so cannot respond in the
same way according to branching bisimilarity because the state reached after the 7-transition should be branching
bisimilar to s1, which is not the case due to the b-transition departing from si.

8.1.3 A Nondeterministic Process Calculus with High and Low Actions

We now introduce a basic process calculus to formalize the security properties of interest. To address two security
levels, we partition the set A\ {7} of observable actions into Ay U Az, with Ay N Az = 0, where Ay is the
set, of high-level actions, ranged over by h, and A, is the set of low-level actions, ranged over by I. Note that
T¢ Ay UAL.

The set Ppq of process terms is obtained by considering typical operators from CCS [112] and CSP [45]. In
addition to action prefix, nondeterministic choice, and parallel composition — taken from CSP so as not to turn
synchronizations among high-level actions into 7 as would happen with the CCS parallel composition — we include
restriction and hiding, as they are necessary to formalize noninterference properties, and recursion. The syntax
for Ppq is:

P:=0la.P|P+P|P|P|P\L|P/L|K
where:

e ( is the terminated process.
e a. ,foraé€ A, is the action prefix operator describing a process that can initially perform action a.

e + is the alternative composition operator expressing a nondeterministic choice between two processes
based on their initially executable actions.

e || _,for L C A\{7}, is the parallel composition operator allowing two processes to proceed independently
on any action not in L and forcing them to synchronize on every action in L.
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Prefix a. PP
_ P -5 P P, Py
Choice - -
P +P,— P P+ PP
PP a¢l P,-P, a¢lL
Parallel - :
Pl Po— P P Pyl P, — P1 || Py
PP PP, acl
Synch ~
P P,— Pl P
a /
Restriction P— F; a¢ L
P\L-% P\ L
a / a /
Hiding P—>PT a€lL P—>f; a¢L
P/L-P /L P/L-P /L
A a /
Constant K=P GP—)P
K—P

Table 8.1: Operational semantic rules for purely nondeterministic processes

e \L, for L C A\{7}, is the restriction operator, which prevents the execution of all actions belonging to L.

e /L, for L C A\ {7}, is the hiding operator, which turns all the executed actions belonging to L into

the unobservable action 7.

e I is a process constant equipped with a defining equation of the form K £ P, where every constant possibly
occurring in P — including K itself thus allowing for recursion — must be in the scope of an action prefix.

The operational semantic rules for the process language are shown in Tableand produce the LTS (Ppnq, A,—)

where —> C Pq X A X P.q, to which the bisimulation equivalences defined in Section are applicable.

8.1.4 Nondeterministic Information-Flow Security Properties Based on Weak Bisimilarity

The intuition behind noninterference in a two-level security system is that, whenever a group of agents at the high
security level performs some actions, the effect of those actions should not be visible by any agent at the low security
level. Below is a representative selection of weak-bisimulation-based noninterference properties — Nondeterministic
Non-Interference (NNI) and Non-Deducibility on Composition (NDC) — whose definitions and relationships are
recalled from [67] and, as far as P BNDC is concerned, from [69].

Definition 8.5. Let P € Pyq:

e P eBSNNL., <= P\ Ay ~y P/ Ay.

e P € BNDCy, < for all Q € Pnq such that each of its actions belongs to Ay and for all L C Ay,

P\ Ay =~y (PlL@Q)/ L)\ Ay.
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e P € SBSNNI,, <= for all P’ € reach(P), P' € BSNNI., .

e PcP_BNDC_ <= for all P’ € reach(P), P' € BNDCy,.
e P € SBNDCr, <= for all P', P" € reach(P) such that P’ L prop \ Ay =y P\ Ay. ]

Theorem 8.1. SBNDCx, ¢ SBSNNI., =P_BNDC._ ¢ BNDCx, ¢ BSNNI., . n

Bisimulation-based Strong Nondeterministic Non-Interference (BSNNI) has been one of the first and most
intuitive proposals. Basically, it is satisfied by any process P that behaves the same when its high-level actions
are prevented (as modeled by P\ Ay) or when they are considered as hidden, unobservable actions (as modeled
by P/ Ay). The equivalence between these two low-level views of P states that a low-level agent cannot infer the
high-level behavior of the system. For instance, a low-level agent that observes the execution of [ in .0+ h.l.0
cannot infer anything about the execution of h. Indeed, (I.0+ h.1.0)\ {h} =w (I.0+ h.1.0)/{h} because the
former process behaves as [ .0, the latter process behaves as [.0+7.1.0, and [.0 =~ .0+ 7.1.0.

BSNNI is not powerful enough to detect information leakages that derive from the behavior of a high-level
agent interacting with the system. For instance, [.0+ hi.ho.[l.0 is BSNNI for the same reason discussed above.
However, a high-level agent like hy . 0 enables h; and then disables ho, thus yielding the low-level view of the system
1.0+ 7.0, which is clearly distinguishable from [.0 as only in the former a low-level agent may not observe .
To avoid such a limitation, the most obvious solution consists of checking explicitly the interaction on any action
set L C Ay between the system and every possible high-level agent (). The resulting property is Bisimulation-
based Non-Deducibility on Composition (BNDC), which features a universal quantification over () containing only
high-level actions.

To circumvent the verification problems related to such a quantifier, several properties have been proposed that
are stronger than BNDC. They all express some persistency conditions, stating that the security checks have to
be extended to all the processes reachable from a secure one. Three of the most representative ones among such
properties are the variant of BSNNI that requires every reachable process to satisfy BSNNI itself, called Strong
BSNNI (SBSNNI), the variant of BNDC that requires every reachable process to satisfy BNDC itself, called
Persistent BNDC (P__BNDC), and Strong BNDC (SBNDC), which requires the low-level view of every reachable
process to be the same before and after the execution of any high-level action, meaning that the execution of
high-level actions must be completely transparent to low-level agents.

8.2 Use Case: DBMS Authentication — Weak Bisimilarity

Consider a multi-threaded system supporting the execution of concurrent transactions operating on a healthcare
database, where only authorized users can write their data. Depending on a policy governed by the database
management system (DBMS), such data can be shared with a dedicated module feeding the training set of a
machine learning (ML) facility, which is responsible for building a trained model for data analysis purposes.

On the one hand, different authentication mechanisms can be employed to identify users and ensure data
authenticity for each transaction. We address a simple password-based mechanism (pwd), a more sophisticated
two-factor authentication system (2fa), and a scheme based on single sign on (sso) [39)].

On the other hand, for security reasons related to sharing sensitive data with the ML module [3], only data
transmitted through highly secure mechanisms, i.e., 2fa and sso, can be used to feed the training set. In any
case, for privacy issues, users must not be aware of whether their data are actually chosen to train the ML model



8.2 Use Case: DBMS Authentication — Weak Bisimilarity 106

Figure 8.2: LTS underlying the DBMS authentication mechanism Auth

or not [12]. Hence, to avoid that the use of highly secure authentication implicitly reveals the involvement of the
ML module, the DBMS internally decides not to consider certain transactions for the training set.

For the sake of simplicity, we concentrate on the authentication policy followed by the DBMS whenever handling
a write transaction. Therefore, we abstract away from the description of the ML module and of the database access
operations. In particular, we consider the following process, whose LTS is depicted in Figure [8:2}

Auth £ lyya . Auth +
(h.lsso - Auth + h . log, . Auth) +
T (7. lsso - Auth + 7 . log, . Auth)
Actions [, express that the transaction is conducted under the authentication method represented by x. We treat
them as low-level actions because they represent interactions between the users and the DBMS. Action h represents
an interaction between the DBMS and the ML module, which is deemed to be high level as the activities of the
ML module must be transparent to the users.

The first summand of Auth specifies that the DBMS is ready to offer the password-based mechanism, in which
case the transaction data will not be passed to the ML module. The second summand models the communica-
tion with the ML module so that the transaction data — which must be protected through one of the two highly
secure authentication mechanisms — will be included in the training set. Note that in this case the choice of the
specific authentication method offered by the DBMS is nondeterministic and does not include the password-based
mechanism. The third summand specifies that the DBMS decides internally, through the first T-action, that the
transaction data will not be passed to the ML module, even if the authentication method (chosen nondeterministi-
cally) is highly secure. Hence, in this case no interaction with the ML module is needed. The aim of this summand
is to mimic the behavior of the second summand, thus acting as an obfuscation mechanism that shall not allow any
user to detect the potential involvement of the ML module by simply observing the used authentication method.

Formally, the success of this obfuscation is guaranteed if the interaction with the ML module does not interfere
with the low-level view of the system observed by any user, which can be verified as a noninterference property.
More specifically, the ML module represents the high-level portion of the system that is expected not to interfere
with the low-level behavior of any user interacting with the DBMS, thus justifying the use of the high-level action h
modeling the interaction between such a module and the DBMS.
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Figure 8.3: LTSs of the low-level views Auth \ Ay (left) and Auth / Ay (right)

As far as ~zy-based noninterference is concerned, Auth does not leak any information from the high level to
the low level. More precisely, the system is SBSNNIy , and hence also BNDCy, and BSNNIy 6 by virtue of
Theorem [B.1I] Indeed, by observing Figure — where the h-actions are forbidden on the left while they are
transformed into the colored 7-actions on the right — it is easy to see that Auth is BSNNIy_, i.e., Auth \ Ay ~y
Auth / Ay;. The weak bisimulation relating the two low-level views of Auth is given by the following partition
of the disjoint union of the two state spaces: {{s1,r1},{s2, 2}, {s3,73,75},{s4,74,7}}. Since the only high-level
action is enabled at the initial state of Auth, it follows that Auth is SBSNNI.,  as well.

Rw

8.3 Nondeterministic Information-Flow Security Properties Based on
Branching Bisimilarity

While the literature on behavioral-equivalence-based noninterference mainly concentrates on weak bisimulation
semantics, here we address information-flow security properties relying on branching bisimilarity.

Definition 8.6. BSNNIy, , BNDCy,, SBSNNIy,, P_BNDC_ , SBNDCx, are obtained from the corresponding
properties in Deﬁmtion by replacing the weak bisimilarity check (= ) with the branching bisimilarity one (= ).

In this section we first study their preservation and compositionality characteristics so as to assess their use-
fulness (Section|8.3.1) and then we investigate the inclusion relationships among them and with the corresponding
properties based on weak bisimilarity (Section [8.3.2]).

8.3.1 Preservation and Compositionality

Similar to the weak bisimilarity case [67], all the ~,-based noninterference properties turn out to be preserved
by ~,. This means that, whenever a process P is secure under any of such properties, then every other branching
bisimilar process P» is secure too according to the same property. This is very useful for automated property
verification, as it allows one to work with the process with the smallest state space among the equivalent ones.
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The preservation result of Theorem immediately follows from the lemma below, which ensures that ~, is
a congruence with respect to all the operators occurring in the aforementioned noninterference properties. These
operators were not considered in the congruence results of [80), [75].

Lemma 8.1. Let Py, P> € Pnq. If P| =~ P> then:

1. Pi||L P~y Py||, P and P ||, Py =y Pllp Py for all L C A\ {7} and P € Ppq.
2. Pl\L%bPQ\LfOT'G,”LgA\{T}
3. Pl/L%bPQ/LforallLQA\{T}

Proof. Let B be a branching bisimulation witnessing Py ~y, Ps:

1. The symmetric relation B’ = {(Q1 || Q, Q2L Q) | (R1,Q2) € BAQ € Pya} and its variant B” in which @
occurs to the left of parallel composition in each pair are branching bisimulations too. Let us focus on B’.

Given (Q1 ]|z @, Q2] Q) € B, so that (Q1,Q2) € B, there are three cases based on the operational semantic
rules in Table 8.1}

e If Q1] Q-2 Q) |lr Q with Q1 % Q) and a ¢ L, then either a = 7 and (Q},Q2) € B, or there exists

Q2 - Q2 % Q) such that (Q1,Q9) € B and (Q', Q4) € B. Since synchronization does not apply to 7
and a ¢ L, in the former subcase Qs || Q is allowed to stay idle with (@} || Q, Q2 || Q) € B, while in the

latter subcase Q2 || @ = 0y Il Q-2 Q% ||l Q with (Q1 ]2 Q, Q2 || Q)€B and (Q) ||l Q, Q4 || Q)EB'.
e The case Q1 |1 Q = Q1 ||L Q' with Q %+ Q' and a ¢ L is trivial.

e If Q1| Q-% Q)L Q@ with Q1 - Q}, Q-2+ Q', and a € L, then there exists Qo A Q2 % Q) such
that (Q1,Q2) € B and (Q},Q%) € B. Since synchronization does not apply to 7 and a € L, we have

that Q2 HLQ—Li> Q2 Il Q—= Q4 || Q" with (Q1 |2 Q, Q22 Q) € B and (Q} |1 Q', @411 Q') € B

2. The symmetric relation B = {(Q1 \ L,Q2 \ L) | (Q1,Q2) € B} is a branching bisimulation too. Given
(Q1\ L,Q2\ L) € B, so that (Q1,Q2) € B, there are two cases based on the operational semantic rules in
Table [B.1k

e If Q1 \ L Q) \ L with Q1 —— Q}, then either (Q},Q2) € B, or there exists Qo A Q2 — Q) such
that (Q1,Q2) € B and (Q},Q3) € B. Since the restriction operator does not apply to 7, in the
former subcase Q2 \ L is allowed to stay idle with (Q} \ L,Q2 \ L) € B’, while in the latter subcase
Q2\ L= Qo \ L5 Q4 \ L with (Q1\ L, Q2 \ L) € B and (@} \ L, Q4 \ L) € B.

o If Q1 L% Q) \ L with Q1 - @} and a ¢ L U {7}, then there exists Qo . Q2 % Q) such that
(Q1,Q2) € B and (Q}, Q%) € B. Since the restriction operator does not apply to 7 and a ¢ L, we have

that Q2 \ L== Qo \ L% @4\ L with (Q1\ L,Q2\ L) € B and (@} \ L, @\ L) € B

3. The symmetric relation B = {(Q1/L,Q2/L) | (Q1,Q2) € B} is a branching bisimulation too. Given
(Q1/L,Q2/ L) € B, so that (Q1,Q2) € B, there are two cases based on the operational semantic rules in
Table [B.1k
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e If Q1 /L - Q' /L with Q; — @}, then either (Q},Q2) € B, or there exists Q3 A Q2 — Q) such
that (Q1,Q2) € B and (Q},Q%) € B. Since the hiding operator does not apply to 7, in the for-
mer subcase Q2 /L is allowed to stay idle with (Q}/L,Q2/L) € B', while in the latter subcase
Q2/L=5Qy/L-"5Qy/ L with (Q1/L,Qs/L) € B and (Q) /L,Q, /L) € B.

o If Q1 /L-Q,/L with Q- @} and b€ LAa =7 orb¢ LU{r}Aa = b, then there exists
Q2 AN Q> LN Q% such that (Q1,Q2) € B and (Q}, Q%) € B. Since the hiding operator does not apply
to 7, we have that Q2 /L == Qo /L -+ Q) / L with (Q1/L,Q>/L) € B and (@} /L,Q,/L)cB. m

SBSNNI

b? b

Theorem 8.2. Let Py, P» € Pyq and P € {BSNNI, ,BNDCx
then P € P <— P, € P.

P_BNDC,. ,SBNDCy,}. If P =}, P,

Proof. A straightforward consequence of the definition of the various properties, i.e., Definition[8.6] and Lemmal[8.1]
|

As far as modular verification is concerned, like in the weak bisimilarity case [67] only the local properties
SBSNNIy,, P_BNDCy,, and SBNDCx, are compositional, i.e., are preserved by some operators of the calculus
in certain circumstances. Unlike the compositionality results presented in [67], ours are related not only to parallel
composition and restriction, but also to action prefix and hiding. Moreover, compositionality with respect to
parallel composition is limited, for SBSNNIy, and P_BNDCy, , to the case in which synchronization can take
place only among low-level actions, i.e., L C A, while in the case of SBSNNI. it holds for every L C A\ {7}. A
limitation to low-level actions applies to action prefix and hiding as well, whilst this is not the case for restriction.
Another analogy with the weak bisimilarity case [67] is that none of the considered noninterference properties is
compositional with respect to alternative composition. For instance, let us consider processes Py = 1.0 and P, =
h.0. Both processes are BSNNI, , as 1.0\ {h} ~, [.0/{h} and h.0\{h} ~, h.0/{h}, but P + P, ¢ BSNNI.,,
because (I.04+h.0)\{h} ~p1.0%, 1.0+7.0~, (I.0+h.0)/{h}. It is easy to check that P, + P> ¢ P also for
P € {BNDCx,,, SBSNNI,,P_BNDC_, ,SBNDCy, }.

To establish compositionality, we first prove some ancillary results about parallel composition, restriction, and
hiding under SBSNNI, and SBNDCx, .

Lemma 8.2. Let Py, P,, P € Pq. Then:

1. If P, P, € SBSNNI, and L C Ag, then (Q1 |1 Q2)\ Ax ~p (R1 ||z R2) / Ay for all Q1, Ry € reach(Py) and
Q2, Ry € reach(Pa) such that Q1 ||L Q2, Ry ||z Re € reach(Py ||L P2), Q1 \ Ay ~p, R1/ Ay, and Q2 \ Ay ~p
Ry [ Ay.

2. If P € SBSNNIy, and L C A\ {7}, then (Q/An) \ L =y, (R\ L)/ Ay for all Q, R € reach(P) such that
Q[ Ay mp R\ Ay

3. If P, P, € SBNDCy, and L C A\ {7}, then (Q1 ||L Q2) \ Ay ~v (R1 ||z R2) \ Ay for all Q1, Ry € reach(Py)
and Qa, Ro € reach(Py) such that Q1 || Q2, R1 ||z Ra € reach(Py |1 P2), Q1\ Ay ~p Ri\ Ay and Q2\ Ay ~y,
Rs \ Ay
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Proof. Let B be a symmetric relation containing all the pairs of processes that have to be shown to be &,-equivalent
according to the considered result:

1. Starting from (Q1 ||z Q2)\ Ay and (R || Re) / Ay related by B, so that Q1\ Ay ~p R1 / Ay and Q2\ Ay =y,
Rs / Ay, there are twelve cases based on the operational semantic rules in Table . In the first five cases,
it is (Q1 ||z Q2) \ Ay to move first:

o T (Q1 ]l Q2) \ Aw — (@4 Il Q2)\ A with Q1 — Q) and I ¢ L, then Q1 \ Ay — Q) \ Ay as I ¢ Aw.
From Qi \ Ay =1, Ri/Ay it follows that there exists Ry /Ay == Ry /Ay LN R /] Ay such that
Q1 \ Ay ~p, R/ Ay and Q) \ Ay =~ R} /Ay. Since synchronization does not apply to 7 and
I ¢ L, we have that (R1 || Ra) / A== (R || Rz) / An— (R} |1 Ro) / Ay with (Q1 [l Q2) \ A,
(R1llL R2) / Ay) € B and ((Q1 ||z Q2) \ Aw, (R || R2) / Ay) € B.

o If (Q1]LQ2)\ Ay SN (Q1 L QY) \ Ay with Q2 SN Q% and [ ¢ L, then the proof is similar to the one
of the previous case.

o If (Q1 || Qa)\ Ax — (@) |l Qb)\ Ay with Q; == @] fori € {1,2} and I € L, then Q;\ Ay —— Q}\ Ay
as | ¢ Ay. From Q; \ Ay ~y, R; / Ay it follows that there exists R; / Ay AN R; | Ay LN R! / Ay such
that @Q; \ Ay ~p Ri/ Ay and Q) \ Ay =~ R]/Ay. Since synchronization does not apply to 7 and
| € L, we have that (R || Rz) / Ay == (Ra || Ra) / As— (B} |1 RS) / Ay with (Q1 ]l Q2) \ Aw.
(B1 |z R2) / An) € B and ((Q4 [l Q3) \ Aw, (B || R3) / An) € B.

o If (Q1 ]2 Q2) \ Ay — (Q} |l Q2) \ Ay with Q1 —— @, then Q1 \ Ay ——= Q) \ Ay as T ¢ Ay. From
Q1 \ Ay =, Ri/Ay it follows that either Q) \ Ay =, Ri/Ay, or there exists

Ri/Any=> Ry /Ay -+ R/ Ay such that Qi \ Ay =~ Ri/Ay and Q) \ Ay ~u R, /Ay
Since synchronization does not apply to 7, in the former subcase (Rj||p R2)/ Ay is al-
lowed to stay idle with ((Q)|lzQ2) \ A, (R1i||z R2)/Ay) € B, while in the latter subcase

(Ri |l Rs) /| Auw == (Ri || Ra) / Ay — (R} || Ro) / Ay with (Q1 ]|, Q2) \ Aw, (R || R2) / Aw) € B
and ((Q] ||z Q2) \ An, (R} || R2) /| Ax) € B.

o If (Q1]l2Q2) \ Ay —— (Q1 ]|z Q) \ Ay with Q2 — @), then the proof is similar to the one of the
previous case.

In the other seven cases, instead, it is (Ry || R2) / Ay to move first:

o If (R || R2) / Ay — (R} || R) / Ap with Ry — R, and 1 ¢ L, then Ry / Ay —— R, | Ay as 1 & Ay.
From Ry / Ay ~p Q1 \ Ay it follows that there exists Q1 \ Ay AN Q1 \ Ay LN Q) \ Ay such that
R/ Ay =~y Q1 \ Ay and R}/ Ay =~ Q) \ Ay. Since synchronization does not apply to 7 and
L'¢ L, we have that (Q1 ]|z Q2) \ Aw == (Q1 [l Q2) \ Aw — (@1 [ Q2) \ An with ((Ry |1 Ro)/An,
(@1l @2) \ Ay) € B and (R || R2)/ Ay, (Q1 [l Q2) \ An) € B.

o If (Ry || R2) / Aw — (R1 || R)) / Ay with Ry — R} and [ ¢ L, then the proof is similar to the one
of the previous case.
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o If (Ry || Ra) / A —5 (R, || RY) | Ag with R; =55 Rl fori € {1,2} and ] € L, then R; / Ay — R! | Ay
as | ¢ Ay. From R; / Ay =~y Q; \ Ay it follows that there exists @Q; \ Ay = Qi \ Ax LN Qi \ Ay
with R; / Ay ~p Qi \ Ay and R,/ Ay =~ Q) \ Ay. Since synchronization does not apply to 7 and
L€ L, we have that (Q1 | Q2) \ An == (Q1 |l Q2) \ Aw — (@4 1L Q5) \ Ay with (R |1, Ba)/Ax,
(Q1llL Q2) \ Ay) € B and (R} || Ry)/ A, (Q1 ||l @2) \ An) € B.

o If (Rl ||L RQ)/A’H SN (Rll HL Rz) /AH with R L)Rll, then R; /Aq{ SN Rll /AH as T ¢ Ay. From
Ry [ Ay ~p Q1 \ Ay it follows that either R} / Ay =1, Q1 \ Ay, or there exists Q1 \ Ay AN Q1 \ Ay
15 Q) \ Ap such that Ry / Ay =~ Q1 \ Ay and R} / Ay =~ Q) \ Ag. Since synchronization does
not apply to 7, in the former subcase (Q1 |1 Q2) \ Ay is allowed to stay idle with ((R} ||z R2)/Ax,

(Q1 [l Q2)\Ay) € B, while in the latter subcase (Q1 ||, Q2)\An == (Q1 |l Q2)\Axn — (Q} |l Q2)\ A
with ((Ry[|z R2)/ Az, (Q1 || Q2) \ An) € B and (R || R2)/ Aw, (Q' || Q2) \ An) € B.
o If (Ry |z R2)/ Ay — (Ry ||z Ry) / A with Ry —— R}, then the proof is similar to the one of the

previous case.

o If (Ry HLRQ)/A’HL) (R} ||z R2) / Ay with Ry i)R/l andh ¢ L, thean/AH%Rﬁ/AH ash € Ay.
The rest of the proof is like the one of the fourth case.

o If (Ry ||z R2) / Ax —— (R || Rb) / An with Ry hy R, and h ¢ L, then the proof is similar to the one
of the previous case.

2. Starting from (@ / Ay) \ L and (R \ L) / Ay related by B, so that Q) / Ay ~p R\ Ay, there are six cases
based on the operational semantic rules in Table In the first three cases, it is (Q /Az) \ L to move first:

o If (Q/ Az)\ L -5 (Q'/ Ay) \ L with Q - Q' and | ¢ L, then Q/ Ay —> Q' / Ay as | ¢ Ay. From
Q /Ay =, R\ Ay it follows that there exists R\ Ay R \ Ay LR \ Az such that Q / Ay =~
R\ Ay and Q' / Ay =, R\ Ay. Since the restriction and hiding operators do not apply to 7 and I,
we have that (R\ L) / Ay =z (R\L)/ Ay LN (R'\ L)/ Ay with ((Q / Ax)\ L, (R\ L)/ Ay) € B and
(Q/ An)\L,(R'\ L)/ Ay) € B.

o If (Q/ A\ L (Q'/Ax) \ L with Q> Q', then Q / Ay —— Q' / Ay as 7 ¢ Ay. From Q / Ay ~p
R\ Ay it follows that either Q' / Ay =1, R\ Ay, or there exists R\ Ay A R\ Ay —— R'\ Ay such that
Q /Ay =y, R\ Ay and Q' / Ay =~ R\ Az Since the restriction and hiding operators do not apply to 7,
in the former subcase (R\ L) / Ay is allowed to stay idle with ((Q' / Ax)\ L, (R\ L) / Ay) € B, while in
the latter subcase (R\ L) / Ay N (R\L)/ Ay — (R'\ L) | Ay with ((Q / Ax)\ L,(R\ L)/ Ay) € B
and ((Q"/ Ay) \ L, (R'\ L) / Ay) € B.

o If (Q/Ax)\ L (Q'/ Ay) \ L with QLQ’, then Q / Ay —— Q' / Ay as h € Ay. The rest of the
proof is similar to the one of the previous case.

In the other three cases, instead, it is (R\ L) / Ay to move first:

o If (R\L)/ Ay - (R'\ L)/ Ay with R—5> R and | ¢ L, then R\ Ay —— R'\ Ay as | ¢ Ay.
From R\ Ay ~1, Q / Ay it follows that there exists @ / Ay A Q/ Ay L Q' / Ay such that R\ Ay
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~, Q/ Ay and R\ Ay =1, Q'/Ay. Since the restriction operator does not apply to 7 and I,
we have that (Q/AH)\LQ (Q/AH)\L—Z> (Q" ) Ax)\ L with (R\ L) / A3, (Q/ Ax)\ L) € B and
(R'\L)/ Au, (Q"/ An) \ L) € B.

o If (R\L)/ Ay — (R'\ L) /] Ay with R R, then R\ Ay — R'\ Ay as 7 ¢ Ay. From R\ Ay =~y
Q / Ay it follows that either R\ Ay =, Q /Ay, or there exists Q / Ay AN Q/ Ay —— Q'] Ay such
that R\ Ay =~ Q / Ay and R'\ Ay =~ Q' / Ay Since the restriction operator does not apply to 7, in
the former subcase (Q / Ay) \ L is allowed to stay idle with ((R'\ L) / Ax, (Q / Ay) \ L) € B, while in
the latter subcase (Q/AH)\L—L; (Q/ A\ L (Q'/ Ay)\ L with (R\L) / Ax,(Q/ Ax)\L) € B
and ((R'\ L) / Ay, (Q"/ Ay) \ L) € B.

o If (R\ L)/ Ay~ (R'\ L)/ Ay with R-"5 R and h ¢ L, then R/ Ay — R' / Ay as h € Ay (note
that R\ Ay cannot perform h). From R/ Ay ~, R\ Ay —as P € SBSNNI, and R € reach(P) — and
R\ Ay =, Q / Ay it follows that either R’ / Ay &, Q / Az and hence R\ Ay ~p, Q / Ay —as R’ | Ay =~
R'\ Ay due to P € SBSNNI., and R’ € reach(P) — or there exists Q / Ay Z Q/ Ay —— Q' Ay such
that R/ Ay ~p Q / Ay and R’ /| Ay =~ Q' / Ay and hence R\ Ay =~y Q / Ay and R'\ Ay ~, Q' [ Ay.
Since the restriction operator does not apply to 7, in the former subcase (Q / Ay) \ L is allowed to stay
idle with ((R'\ L) / Ay, (Q/Ay) \ L) € B, while in the latter subcase (Q / Ay) \ L= (Q/Ay) \ L
—=(Q'/ Ay) \ L with ((R\ L) / A3, (Q / Ax) \ L) € B and ((R'\ L) / A, (Q' / A) \ L) € B.

3. Starting from (Q1 ||z Q2) \ Ay and (Ry ||z, R2)\ Ay related by B, so that Q1 \ Ay =1, R1\ Ay and Q2\ Ay ~y,
Ry \ Ay, there are five cases based on the operational semantic rules in Table

o I (Qu |z Q) \ Aw —= (@4 [l Q2)\ Ay with Q1 = Q) and I ¢ L, then Q1 \ Ay — Q) \ Ay as | ¢ Ay.
From Q; \ Ay ~p Ry \ Ay it follows that there exists Ry \ Ay == Ry \ Ay LN R \ Ay such that
Q1 \ Ay ~p, R\ Ay and Q) \ Ay ~1, R} \ Ayg. Since synchronization does not apply to 7 and [ ¢ L,
we have that (Bi|pRa) \ Ax== (Rillp R2) \ Au— (Ri[|lLR2) \ Ax with ((Q1zQ2) \ A,
(B ||z B2) \ Ay) € B and (@4 ||z Q2) \ Aw, (7 ||z R2) \ Ay) € B.

o If (Q1|z@2)\ Axn N (Q1lz Q%) \ Ay with Qo SN Q) and [ ¢ L, then the proof is similar to the one
of the previous case.

o 1 (Q1 |2 Q2)\ An = (Q1 |2 Q4)\ Ay with Qs — Q] for i € {1,2} and [ € L, then Q;\ Ay — Q}\ Ay
asl ¢ Ay. From Q;\ Ay =1, R;\ Ay it follows that there exists R;\ Ay AN R\ Ay LN R\ Ay such that
Qi\ Ay ~p, Ri\ Ay and Q/\ Ay ~1, R/\Ay. Since synchronization does not apply to 7 and I € L, we have
that (R, || Re)\Ax == (1 || Ra)\Aw — (R} || Rp)\As with (@1 [l Q2)\ A, (R: ||z R2)\Aw) € B
and ((Q [l @2) \ Aw, (B [l R3) \ An) € B.

o If (Q1]|2Q2)\An —= (Q12Q2)\ Ay with Q1 == Q}, then Q1\ Ay —= Q1 \ Ay as T¢ Ay. From Q1\ Ay
~p, R\ Ay it follows that either Q7 \ Ay =~ R1\ Ay, or there exists 1 \ Ay = R\ Ay = R} \ Ay
such that Q1\ Ay ~p R1\ Ay and Q] \ Ay ~, R} \Ay. Since synchronization does not apply to 7, in the
former subcase (Ry ||z, R2)\ Ay is allowed to stay idle with ((Q] ||z Q2)\ A, (R1 || R2)\Ay) € B, while
in the latter subcase (R || R2) \ Ay = (R || R2) \ Ax — (R} ||z R2) \ Ay with ((Q1 ]|z Q2) \ Axn,
(R1 Iz R2) \ Ay) € B and (@1 [l Q2) \ Aw, (R} [l R2) \ Axn) € B.
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o If (Q1 L Q2) \ Ay — (Q1 ]|z Q%) \ Ay with Qo — @), then the proof is similar to the one of the
previous case. u

Theorem 8.3. Let P, Py, P, € Pq and P € {SBSNNI.,, PiBNDCzb, SBNDCx, }. Then:

1. PeP=a.PeP forallac A U{r}.

2. PPy e P= PP, € P forallL C A if P € {SBSNNI%,P_BNDC%} or for all L C A\ {7}
if P = SBNDCxy, .

3. PeP=P\LeP forallLC A\ {r}.
4. PeP= P/LeP forall LC Ag.

Proof. We first prove the four results for SBSNNI,
by virtue of the forthcoming Theorem

from which it will follow that they hold for P_ BNDCg, too

b?

1. Given an arbitrary P € SBSNNI., and an arbitrary a € Az U {7}, from P\ Ay ~1, P /Ay we derive
that a.(P\ Ay) =~ a. (P / Ay) because &, is a congruence with respect to action prefix [80], from which
it follows that (a.P)\ Ay ~p (a.P) /Ay, ie., a.P € BrSNNI, , because a ¢ Ay. To conclude the proof,
it suffices to observe that all the processes reachable from a. P after performing a are processes reachable
from P, which are known to be BSNNI, .

2. Given two arbitrary Pi, P, € SBSNNIy, and an arbitrary L C Ay, the result follows from Lemma (1)

by taking ) identical to R; and ()5 identical to Rs.

3. Given an arbitrary P € SBSNNI, and an arbitrary L C A\ {7}, the result follows from Lemma [8.2(2)
by taking @ identical to R — which will be denoted by P’ — because:

o (PP\L)\ Ay =~y (P'\ Ay) \ L as the order in which restriction sets are considered is unimportant.

o (PP\Ay)\ L=~y (P'/Ay)\ L because P'\ Ay =1, P’/ Ay — as P € SBSNNIL., and P’ € reach(P) —
and =, is a congruence with respect to the restriction operator due to Lemma [8.1)2).

o (P'/Ay)\ L=y (P'\ L)/ Ay as shown in Lemma [8.2)2).

e From the transitivity of ~4, we obtain that (P’ \ L)\ Ay ~y, (P'\ L) / Ay.

4. Given an arbitrary P € SBSNNIy, and an arbitrary L C A, for every P’ € reach(P) it holds that
P\ Ay =y, P/ Ay, from which we derive that (P'\ Ay) / L =, (P'/Ay) / L because ~, is a congruence with
respect to the hiding operator due to Lemmal8.1|(3). Since LNAy = @, we have that (P"\.Ay) / L is isomorphic
to (P'/ L)\ Ay and (P"/ Ay) / L is isomorphic to (P’ / L) / Ay, hence (P'/ L)\ Ay =y, (P'/ L)/ Ay, ie.,
P'/ L is BSNNI,.
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We then prove the four results for SBNDCy, :

1. Given an arbitrary P € SBNDCy, and an arbitrary a € Az U {7}, it trivially holds that a. P € SBNDCx,
because a is not high and all the processes reachable from a. P after performing a are processes reachable
from P, which is known to be SBNDCy, .

2. Given two arbitrary Py, P, € SBNDCx, and an arbitrary L C A\ {7}, the result follows from Lemma [8.2|3)
as can be seen by observing that whenever Pj |1 P, N P/ || Py for P || Py € reach(Py || P2):

o If P/ 5 PI' PJ = P} (hence P} \ Ay ~p PJ\ Ay), and h ¢ L, then from P; € SBNDCx, it follows
that P| \ Ay ~p Py’ \ Ap, which in turn entails that (Pf || Py) \ Ay ~p (P{ ||z P3) \ Ay because =,
is a congruence with respect to the parallel composition operator due to Lemma (1) and restriction
distributes over parallel composition.

o If P SN P}, P/ = P/, and h ¢ L, then we reason like in the previous case.
o If P SN P/ P} SN PY and h € L, then from P;, P, € SBNDCy, it follows that P| \ Ay =, Py’ \ Ay
and Py \ Ay =~ Py \ Ap, which in turn entail that (Pf ||z Py) \ Ay ~v (P ||z Py) \ A because ~y

is a congruence with respect to the parallel composition operator due to Lemma (1) and restriction
distributes over parallel composition.

3. Given an arbitrary P € SBNDCx, and an arbitrary L C A\ {7}, for every P’ € reach(P) and for every P"”

such that P’ —™5 P it holds that P'\ Ay ~, P"\ Ay, from which we derive that (P'\Ay)\L ~, (P"\Ay)\L
because A, is a congruence with respect to the restriction operator due to Lemma [8.1)(2). Since (P"\ Ay)\ L
is isomorphic to (P'\ L)\ Ay and (P”\ Ay)\ L is isomorphic to (P”\ L)\ Ay, we have that (P'\ L)\ Ay =~
(P"\ L)\ Ay

4. Given an arbitrary P € SBNDCx,

that P’ —" P" it holds that P\ Ay ~ P"\ Az, from which we derive that (P’ \ Ay) /L ~ (P"\ Ay) /L
because &, is a congruence with respect to the hiding operator due to Lemma (3) Since L N Ay = 0,
we have that (P"\ Ay) /L is isomorphic to (P’ / L)\ Ay and (P”\ Ay) / L is isomorphic to (P” /L) \ Ay,
hence (P'/ L)\ Ay =~y (P" /L) \ Ay. |

and an arbitrary L C A, for every P’ € reach(P) and for every P” such

As far as parallel composition is concerned, the compositionality of SBSNNI, holds only for all L C A,.
As an example, both P, = h.0+01.0+ 7.0 and P, = h.0+15.0+ 7.0 are SBSNNI., , but P, ||{h}P2 is

XL
not because the transition (Py ||y P2) / Az — (0 g5} 0) / Ay arising from the synchronization between the two
h-actions cannot be matched by (P [|{5) 2) \ Ay in the branching bisimulation game. Indeed, the only two

pOSSibilitieS are (Pl ||{h} PQ)\.A’H é (Pl ||{h} PQ)\.A’H L) (Q ”{h} PQ)\.A’H L) (Q H{h} Q)\.A’H and (Pl H{h} PQ)\.A’H

L (Pt gy P) \ An = (Pr [y 0\ Ap > (0 lgay 0) \ Ay but neither (0| Po) \ Ay mor (P [y 0) \ Ay is
~p-equivalent to (P [[gpy P2) \ Ay when Iy # l2. Note that (P [lgny P2) /Ay =y (P1ll{ny P2) \ Az because

(Py [|ny P2) / Az — (0|l gny 0) / Az is matched by (P ||y Pa) \ A N (0ltpy 0) \ Az However, it is not only
a matter of the higher discriminating power of a2, with respect to =,. If we used the CCS parallel composition
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operator [I12]|, which turns the synchronization of two actions into 7 thus combining communication with hiding,
then the parallel composition of P; and P, with restriction on Ay would be able to respond, in the branching
bisimulation game, with a single 7-transition reaching the parallel composition of 0 and 0 with restriction on Ay.

8.3.2 Taxonomy of Security Properties

The relationships among the various =,-based noninterference properties turn out to follow the same pattern as
those relying on =, shown in Theorem

Part of the proof of the forthcoming Theorem exploits the notion of branching bisimulation up to ~, of [75]
that we recall below, where ~, B &}, stands for the composition of the three mentioned relations. Note that B is
no longer required to be a symmetric relation thus avoiding redundant information in it.

Definition 8.7. A relation B over P,q is a branching bisimulation up to =, iff, whenever (P, Py) € B, then:
e [for each Py AN P - P} with Py ~y, Py
— either a = 7 and Py ~, P|;
— or there exists P - Py %5 P} such that P, ~, B~y Py and P| ~y, By, Py;
and vice versa. [ |

In the case that a = 7 and Py ~y, Py, it holds that P| ~y, Py ~y, Py B Py =y, Py, i.e., P| ~, B~y Ps, because ~, is
reflexive, symmetric, and transitive.

Proposition 8.1. Let Py, Py € Pyq and B be a branching bisimulation up to ~y. If (P1, Py) € B then P; =, Py. &

Before presenting the taxonomy of the noninterference properties based on =, we prove some further ancillary
results about parallel composition, restriction, and hiding under SBSNNI, and SBNDCy, .

Lemma 8.3. Let P, P, P> € Pgq. Then:

1. If P € SBNDCw,, P’ € reach(P), and P' | Ay == P" | Ay, then P'\ Ay == P"\ Ay with P"\ Ay =~
P A

2. If P, P € SBNDCzb and Py \AH ~y Py \.A’H, then P /.AH ~y Py /./47.[

3. If P, € SBSNNIy, and L C Ay, then P\ Ay ~p ((Py ||z Q) / L)\ Ay for all Q € P having only actions in Ay
and for all P{ € reach(Py) and P} € reach(Py) such that P| \ Ay =y, Py Ay.

Proof. Let us prove the three results:

1. We proceed by induction on the number n € N of 7-transitions along P’/ Ay . p / Ay

e If n = 0 then P’/ Ay stays idle and P” /Ay is P’/ Ay. Likewise, P’ \ Ay can stay idle, i.e.,
P'\ Ay == P’ \ Ay, with P\ Ay ~y, P’ \ Ay as =, is reflexive.
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o Let n>0and P,/ Ay —> P/ Ay — ... > P,/ Ayy = P,/ Ay where P} is P’ and P! is P".
From the induction hypothesis it follows that P’ \ Ay AN P!\ Ay with P\ Ay ~p P\ Ay
As far as the n-th 7-transition P._, / Ay — P, / Ay is concerned, there are two cases depending on
whether it is originated from P!, — P! or P! _, N P

— If B,_; = P}, then P, _; \ Ay — P}, \ Ay. Since P;_; \ Ay =, Prll,fl \ Ay
* either P)\ Ay =, ]:37271\“4%7 in which case P! _,\ Ay stays idle and hence P’\ Ay = P\ Ay
with P” \ AH b Pr/z—l \AH;
% or there exists P! | \ Ay = P, , \ Ay — P!\ Ag such that P!\ Ay ~p, Py_1 \ Ay and
P\ Ay~ P\ Ay, hence P\ Ay == P!\ Ay, with P\ Ay ~, P\ Ay
- It P _, SN P} then from P € SBNDCy, it follows that P, _; \ Ay =, P, \ Ay. Since P! _; \ Ay
~p P\ Ay and vy, is symmetric and transitive, we obtain P, \ Ay ~p P, \ Ay with
P\ Ay=—=P |\ Ay.

2. Let B be a symmetric relation containing all the pairs of processes that have to be shown to be ~p-equivalent
according to the considered result. Starting from (P; / Ay, P/ Ay) € B, so that Py \ Ay ~y, P2\ Ay, there
are three cases based on the operational semantic rules in Table [8.1}

o If P / Ay —=s P} | Ay with Py 5 P!, then Py \ Ay ~p P\ Ay as h € Ay and P, € SBNDCx, . Since
P\ Ay ~p P\ Ay, as P\ Ay =1, P\ Ay and =, is symmetric and transitive, with Pj, P, € SBNDCy, ,
we have that P» / Ay is allowed to stay idle with (P[] / Ay, P>/ Ay) € B.

o If P/ Ay~ P| / Ay with Py P, then Py\ Ay —— P{\ Ay as | ¢ Az From P\ Ay o, P\ Ay it
follows that there exists Py \ Ay . P, \ Ay L Pj\ Ay such that P\ Ay ~p, P\ Ay and P)\ Ay ~
P\ Ay. Thus Py Ay == Py [ Ay~ Py | Ay as I, T & Ay. Since Py \ Ay =~ Py \ Ay with Pp, Py €
SBNDCx, and P\ Ay =~y Pj\ Ay with P{, P} € SBNDCy,, we have that (P, / Ay, P>/ Ay) € B
and (Pl/ /AH,PQ,/.AH) e B.

o If P/ Ay~ P| | Ay with P, - Pj, then Py \ Ay — P| \ Ay as 7 ¢ Ay. There are two subcases:

— If P/\ Ay ~p P2\ Ay then Py \ Ay is allowed to stay idle with (P] /Ay, Py / Ay) € B because
P{ \.AH ~p Py \AH and Pll, P, € SBNDCzb.
— If P{\ Ay %1 Py \ Ay then the proof is like the one of the previous case with — used in place
l
of —.

3. Let B be a symmetric relation containing all the pairs of processes that have to be shown to be ~p-equivalent
according to the considered result. Starting from P \ Ay and (P || Q) /L) \ Ay related by B, so that
P{\ Ay =, Py / Ay, there are six cases based on the operational semantic rules in Table In the first two
cases, it is P \ Ay to move first:

o Let P|\ Ay SN P/"\ Ay. We observe that from Pj € reach(P;) and P» € SBSNNI, it follows that
P\ Ay =1, Py | Ay, so that P)\ Ay =~y Py | Ay =~y P\ Ay, ie., P{\ Ay =~y Py\ Ay, as &y, is symmetric
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and transitive. As a consequence, since [ # 7 there exists Pj \ Ay = P\ Ay LN P} \ Ay such that
P{\ Ay~ P3N\ Ay and P\ Ay =1 P\ Ay Thus (P32 Q) /L) \ Anw == (Pl Q) / L) \ Axn
SN (P l2Q)/ L)\ Ay with (P]\ Az, (Py ]l @)/ L)\ Ay) € B — because P{ € reach(P1), Py €
reach(P,), and P| \ Ay =y, P)/ Ay as Py € SBSNNIy, — and (P \ An, (PY ||l @)/ L)\ Ay) € B
because P;’ € reach(Py), Py € reach(Py), and Py’ \ Ay ~y, Py /| Ay as P, € SBSNNI., .
o If P/ \ Ay~ PJ'\ Ay there are two subcases:
— If P\ Ay =1, Py / Ay then (PS||L Q) / L)\ Ay is allowed to stay idle with (P{"\ Ay, (P || Q) / L)
\ Ay ) € B because P;’ € reach(Py) and P} € reach(Ps).
— If P/'\ Ay %1, P/ Ay then the proof is like the one of the previous case with — used in place
l
of —.

In the other four cases, instead, it is ((Py ||z Q) /L) \ Ay to move first:

o Let (P2 Q) / L)\ An — (P{ 2 Q) / L)\ Ay with Py 5 PJl so that Py\ Ay —> PY\ Ay as | ¢ Ay,.
We observe that from Pj € reach(Ps) and P» € SBSNNI., it follows that Py \ Ay =, Py / Ay, so that
PI\ Ay =y, Py Ay =~y P\ Ay, ie., Py\ Ay =1, P]\ Ay, as &, is symmetric and transitive. As a
consequence, since [ # 7 there exists P| \ Ay AN P\ Ay LN PJ'\ Ay such that P\ Ay ~y, P|\ Ay
and Py \ Ay =~ P\ Ay. Thus (B3] Q) /L) \ Ay, P{ \ Ay) € B — because P| € reach(Py),
P} € reach(P»), and Pj \ Ay ~y, Py ) Ay as P, € SBSNNI., —and (((Py || Q) / L)\ An, Py’ \ Ay) € B
— because P € reach(P1), Py € reach(Pz), and P/ \ Ay =, Py | Ay as P» € SBSNNI, .

o I (P4 10Q)/ D)\ An > (P 1L @)/ )\ Ay with P57 P so that P\ Au > PY\ A as 7 ¢ Ay,
there are two subcases:

— If PJ\ Ay ~yp P{\ Ay then P]\ Ay is allowed to stay idle with (P4 || @)/ L)\ Ay, P\ Ay) € B
because P| € reach(Py), Py € reach(Pz), and P| \ Ay =~y P /| Ay as P» € SBSNNI, .

— If P\ Ay %1, P] \ Az then the proof is like the one of the previous case with —— used in place
of -5

o If (PlLQ)/ L)\ An— (P31l Q) / L) \ Ay with Q == @', then trivially (P Q) /L) \ A,
P\ Ay) € B.

o Let (PyrQ)/ L)\ Ay —= (P |1 Q' /L) \ Ay) with Py Py — so that P/ Ay —— Py | Ay as
h € Ay — and Qi> Q' for h € L. We observe that from Pj, PY € reach(P;) and P, € SBSNNI.,
it follows that Py \ Ay =~ P5/ Ay and Py \ Ay =1, Py /Ay, so that Py \ Ay — Py \ Ay and
P\ Ay ~y Py Ay~ P)\ Ay, Le., Py\ Ay =1, P|\ Ay, as &, is symmetric and transitive. There
are two subcases:

— If P\ Ay =~ P{\ Ay then P]\ Ay is allowed to stay idle with (P ||z Q') / L)\ Ay, P{\ Ay) € B
because P| € reach(Py), Py € reach(P»), and P| \ Ay ~y, Py | Ay as P» € SBSNNI, .

— If PY\ Ay %y, P{\ Ay then there exists P} \ Ay SN P\ Ay — P{'\ Ay such that Py\ Ay =1, P{\ Ay
and Py \ Ay ~1, P'\ Ay Thus (P3| Q) / L)\ Ay, P\ A) € B — because P; € reach(P1), P; €
reach(P,), and P| \ Ay ~y, Py / Ay as Py € SBSNNI., —and (((PY || Q") / L)\ Ay, P\ Ay) € B
— because P{ € reach(P1), Py € reach(Pz), and P/ \ Ay =, Py /| Ay as P» € SBSNNI, . ]
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Theorem 8.4. SBNDCx, C SBSNNILy, = P_BNDC., C BNDCx, C BSNNL,.

- =

Proof. Let us examine each relationship separately:

e SBNDC., C SBSNNI.,. Given P € SBNDCy, , the result follows by proving that the relation B = {(P"\ Ay,
P’/ Ay) | P’ € reach(P)} is a branching bisimulation up to a%,. Starting from (P'\ Ay, P’/ Ay) € B, there
are three cases based on the operational semantic rules in Table In the first case, it is P'\ Ay to
move first:

—If P\ Ay == P'\ Ay - P\ Ay with a € Ap U {7}, then P'/ Ay == P'/ Ay~ P" | Ay as
a,7 ¢ Ay, with (P"\ ,_4;{,]5’/.,47./,2 € Band (P"\ Ay, P"/ Ay) € B as P',P" € reach(P). Thus
P/\AH ~h P,\AHBP,/AH ~b P,/.AH and P”\.AH ~p P”\AHBP”/AH b P”/AH.

In the other two cases, instead, it is P’ / A3 to move first (note that possible 7-transitions along A arising
from high actions in P’ can no longer be executed when responding from P’ \ Ay, but for them we exploit
P € SBNDCy, and Lemma [8.3](1)):

— Let P/ / Ay = P/ Ay % P" ] Ay witha € AcU{7}. From P’/ Ay RN P’/ Ay and Lemma(l)
it follows that P"\ Ay P \ Ay with P'\ Ay =, P\ Ay. From P’/ Ay = P" | Ay it follows that
P\ Ay -5 P\ Ay as a ¢ Ay Since P'\ Ay ~p, P\ Ay there are two cases:

* If a =7 and P\ Ay =y P'\ Ay, then P\ Ay =~y P"\ Ay as =, is symmetric and transitive.
From P’, P” € SBNDCy, and Lemma (2) it follows that P’/ Ay =~ P” / Ay. Thus P'\ Ay is
allowed to stay idle.

s Otherwise there exists P’ \ Ay = p \ Ay - P\ Ay such that P'\ Ay =~ P”\ Ay and

P\ Ay = P\ Agq. From P'\ Ay T P\ Ay it follows that P\ Ay Lo P\ Ay % P\ Ay
with P”\AH ~h PI\AH B P,/AH ~p p//AH and P”/\.AH ~p P”\.AH B P”/AH ~p P”/AH.

— Let P'/ Ay P / Ay —— P" ] Ay with P’ My P, From P' € reach(P) and P € SBNDCy, it follows
that P\ Ay ~1, P"\ Ay, hence P’/ Ay ~, P" | Ay by virtue of Lemmal[8.3(2) as P', P” € SBNDCx, .
Thus P"\ Ay is allowed to stay idle.

e SBSNNIx, = P_BNDCy,. SBSNNIy, C PiBNDCzb follows from Lemma (3) by taking Pj identical
to Pé and both reachable from P € SBSNNI, .
On the other hand, if P € P_BNDC_ then P’ € BNDCy, for every P’ € reach(P). Since BNDCy, C

BSNNI., as will be shown in the last case of the proof of this theorem, P’ € BSNNIy, for every P’ € reach(P),
i.e., P € SBSNNIy, .

e SBSNNIx, C BNDCxy,. If P € SBSNNIy, = P_BNDC,, then it immediately follows that P € BNDCx, .
e BNDC, C BSNNI.,. If P € BNDCx

~y, 16, P\ Ay =, (Pl Q) /L) \ Ay for all Q € Pyq such that each
of its actions belongs to Ay and for all L. C Ay, then we can consider in particular Q capable of stepwise
mimicking the high-level behavior of P, in the sense that Q is able to synchronize with all the high-level
actions executed by P and its reachable processes, along with L = Ay. As a consequence (P || i Q)/ L)\ Ay
is isomorphic to P / Ay, hence P\ Ay =y, P/ Ay, i.e., P € BSNNI., , as &, is transitive. [ ]

po
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All the inclusions in the previous theorem are strict as shown by the following counterexamples:

e The process 7.1.0+1.1.0+h.1.0is SBSNNIy, (resp. P_ BNDCy, ) because (7.1.0+1.1.0+h.1.0)\{h} ~y,
(t.1.0+1.1.0+ h.1.0)/{h} and action h is enabled only at the beginning so every reachable process is
BSNNIy, (resp. BNDC%). It is not SBNDCy, because the low-level view of the process reached after
action h, i.e., (1.0)\ {h}, is not ~p-equivalent to (7.1.04+1.1.0+h.1.0)\ {h}.

e The process [.0+1.1.0+1.h.1.0is BNDCy, because, whether there are synchronizations with high-level
actions or not, the overall process can always perform either an [-action or a sequence of two [-actions. It is
not SBSNNI., (resp. P_ BNDCy, ) because the reachable process h.l.0 is not BSNNIy, (resp. BNDCy,).

e The process!.0+h.h.1.0is BSNNIy, as (I.0+h.h.1.0)\{h} ~p (1.04+h.h.1.0)/{h}. It is not BNDCx,
due to ((1.0+h.h.1.0)[lgpy(h.0)) /{h}) \{h} b (I.0+ h.h.1.0)\ {h} because the former behaves as
[.0+ 7.0 while the latter behaves as [.0.

We further observe that each of the ~-based noninterference properties implies the corresponding =-based
one, due to the fact that =y is finer than ~,.

Theorem 8.5. The following inclusions hold:

~

. BSNNI;, ¢ BSNNI, .

=

. BNDC., C BNDCx, .

=

. SBSNNIy, € SBSNNI., .

2
3 -
4. P_BNDC., CP_BNDC__.

5. SBNDCx, C SBNDCx., . n

All the inclusions above are strict by virtue of the following result; for an example of P; and P below, see Figure[8.1]

Theorem 8.6. Let Py, Py € Pq be such that Py =y Py but Py %y Ps. If no high-level actions occur in Py, and P,
then Q € {P1 + h.Ps, P+ h. P} is such that:

~

. Q € BSNNI., but Q ¢ BSNNIL, .

2. Q € BNDCn,, but Q ¢ BNDCx, .

3. Q € SBSNNI.,, but Q ¢ SBSNNI, .

J. Q€ P_BNDC._ but Q¢ P_BNDC, .
5. Q € SBNDCx,, but Q ¢ SBNDCx, .

Proof. Let Q be P; + h. P, (the proof is similar for @ equal to P, + h. P;) and observe that no high-level actions
occur in every process reachable from ) except @ itself:
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1. Since the only high-level action occurring in @ is h, in the proof of () € BSNNI.  the only interesting case
is the transition Q / Ay — Py / Ay, to which Q \ Ay responds by staying idle because Py / Ay /o Py ~y
P~y Q\ Ay, ie, Po/ Ay =y Q \ Ay as =y, is symmetric and transitive.

On the other hand, @ ¢ BSNNI., because P» %y, P; in the same situation as before.

2. Since @Q € BSNNI,, by the previous result and no high-level actions occur in every process reachable from )
other than @, it holds that @ € SBSNNI._ and hence @ € BNDCy, by virtue of Theorem

Nw

On the other hand, from @ ¢ BSNNI, by the previous result it follows that () ¢ BNDCx, by virtue of
Theorem [R.4

3. We already know from the proof of the previous result that Q € SBSNNI,, .
On the other hand, from @ ¢ BSNNIy, by the first result it follows that Q ¢ SBSNNIy, by virtue of
Theorem 8.4

4. An immediate consequence of P BNDCy,_, = SBSNNI., (Theorem and P_BNDCy, — SBSNNIy,
(Theorem (8.4)).

5. Since the only high-level action occurring in @) is h, in the proof of Q € SBNDCy,, the only interesting case
is the transition Q BN Py, for which it holds that Q \ Ay ~w P1 ~y Py &y P\ Ay, ie., Q\ Ay =y Po\ Ay
as 2y 1s transitive.

On the other hand, @ ¢ SBNDCx, because P; %}, P> in the same situation as before. [ |

An alternative strategy to explore the differences between =, and ~j, with respect to BSNNIy, /BSNNI.,
and SBSNNI.  /SBSNNI, consists of considering the two 7-laws P+7.P=7.Panda.(P+7.Q)+a.Q =
a.(P+71.Q) for ~y [112]. The strategy is inspired by the initial remarks in [80], where it is noted that the
two aforementioned laws are responsible for the lack of distinguishing power of ~, over 7-branching processes.
For each law the strategy is based on constructing a pair of new processes from the ones equated by the law, such
that they are weakly bisimilar but not branching bisimilar. Then we build a new process R such that R\ Ay and
R/ Ay are isomorphic to the two constructed processes.

Proposition 8.2. From P+ 7.P = 7. P it is possible to construct a process R € Pnq such that R € BSNNIy
but P ¢ BSNNI., and P € SBSNNI._ but P ¢ SBSNNI, .

Proof. In the considered 7-law let us instantiate P as 7.1; .0+ 7.l2.0 and then add +135.0 to both sides of the
law thus obtaining (7.0; .0+ 7.015.0) +7.(7.11.04+7.012.0) +13.0 =7.(7.11.0 4+ 7.12.0) + I3.0, which are
related by weak bisimilarity but not by branching bisimilarity. Now let us define process R as (h.l1.04+h.l2.0)+
T.(1.11.04+7.13.0)+13.0, for which it holds that R / Ay and R\ Ay are isomorphic to the two sides of the law,
respectively. By construction it immediately follows that R is BSNNIx, but not BSNNI, .

Since the only high-level action is performed by R itself, which is BSNNIL_, for every other process R’ reachable
from R it holds that R"\ Ay is isomorphic to R’ / Ay, hence R € SBSNNI. but P ¢ SBSNNI, . |
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SN

SBSNNI., SBSNNI.,
P BNDC~ P _BNDCyg,

RN

BNDC, —> BNDCx,

T~

BSNNI, — BSNNI.,

Figure 8.4: Taxonomy of security properties based on weak and branching bisimilarities

Proposition 8.3. Froma.(P+7.Q)+a.Q = a.(P+ 7.Q) it is possible to construct a process R € Pyq such
that R € BSNNI._ but P ¢ BSNNIr, and P € SBSNNI., but P ¢ SBSNNI.,

Proof. In the considered 7-law let us instantiate a as 7, P as 1 .0, and @) as 5.0, then add + 3.0 to both sides of
the law thus obtaining 7.(l; .0+ 7.12.0)+7.12.04+13.0=7.(l1 .0+ 7.1l2.0) + 3.0, which are related by weak
bisimilarity but not by branching bisimilarity. Now let us define process R as 7.(l1 .0+ 7.l2.0)+h.ly.0+ 3.0,
for which it holds that R / Ay and R\ Ay are isomorphic to the two sides of the law, respectively. By construction
it immediately follows that R is BSNNIy  but not BSNNI, .

Since the only high-level action is performed by R itself, Wthh is BSNNI._, for every other process R’ reachable
from R it holds that R"\ Ay is isomorphic to R’ / Ay, hence R € SBSNNI.  but R ¢ SBSNNI, . |

The diagram in Figure summarizes the inclusions among the various noninterference properties based on
the results in Theorems 8.1] and where P — Q means that P is strictly included in Q. The arrows missing
in the diagram, witnessing incomparability, are justified by the following counterexamples:

e SBNDCx, vs. SBSNNI, . The process 7.1.0+1.1.04+h.1.0is BSNNIy, as (7.1.0+1.1.0+h.1.0)\{h} ~
T0.0+0.0.0~, 7.0.0+1.0.0+7.1.0~, (7.0.0+1.1.0+Rh.1.0)/{h}. It is also SBSNNI, because
every reachable process does not enable further high-level actions. However, it is not SBNDCy , because
after executing the high-level action h it can perform a single [-action, while the original process with the

restriction on high-level actions can go along a path where it can perform two [-actions. On the other hand,
the process (Q mentioned in Theorem is SBNDCx,, but neither BSNNIx, nor SBSNNI, .

e SBSNNI., vs. BNDCx,. The process [.h.1.04+1.04+1.1.0is BSNNIy, as (I.h.1.0+1.0+1.1.0)\{h} =~
1.04+1.0+1.1.0~pl.7.1.0+1.041.1.0m (I.h.1.0+1.041.1.0) /{h}. In particular, the subprocesses
[.l.0and [.7.1.0 are equated by virtue of the other 7-law of weak bisimilarity, i.e., a.7.P = a. P, which
is a special case of the only 7-law of branching bisimilarity. The same process is BNDCx, too as it includes
only one high-level action, hence the only possible high-level strategy coincides with the check conducted by
BSNNI,. However, it is not SBSNNIx because of the reachable process h.[l.0, which is not BSNNIy_ .
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On the other hand, the process @@ mentioned in Theorem is SBSNNI., but not BSNNI,
not even BNDCy, .

, and, therefore,

e BNDCx., vs. BSNNIx,. The process .0+ hi.ha.1.0 is not BNDCy,, as discussed in Section but
it is BSNNIy, as (1.0+4 hy.he.1.0)\ {h1,ha} =, 1.0~ 1.0+ 7.7.1.0~p (1.0+ h1.ho.1.0)/{h1, ha}.

~p
In contrast, the process @ mentioned in Theorem is both BSNNIx, and BNDCx, , but not BSNNI., .

It is worth noting that the strongest property based on weak bisimilarity (SBNDCx, ) and the weakest property
based on branching bisimilarity (BSNNIx, ) are incomparable too. The former is a very restrictive property because
it requires a local check every time a high-level action is performed, while the latter requires a check only on the
initial state. On the other hand, as shown in Theorem it is very easy to construct processes that are secure
under properties based on &, but not on &, due to the minimal number of high-level actions in Q.

8.4 Reversibility via Weak Back-and-Forth Bisimilarity

As done in the first part of the thesis, following [57] an LTS (S,.4, —) represents a reversible process if each of
its transitions is seen as bidirectional. When going backward, it is of paramount importance to respect causality,
i.e., the last performed transition must be the first one to be undone. In [57] a strong and a weak bisimulation
equivalences were defined that enforce not only causality, but also history preservation. This means that, when
going backward, a process can only backtrack, i.e., it can only move along the path representing the history that
brought the process to the current state, even in the presence of concurrency. To accomplish this, the equivalences
were defined over computations, not over states, and the notion of transition was suitably revised.

Definition 8.8. A sequence & = Sg—5 §1 —25 S9... Sp—1 — s, is a path of length n from state so. We let
first(€) = so and last(§) = sy; the empty path is indicated with €. We denote by path(s) the set of paths from s. m

Definition 8.9. A pair p = (s,€) is called a run from state s iff & € path(s), in which case we let path(p) = &,
first(p) = first(§) = s, and last(p) = last(€), with first(p) = last(p) = s when & = . We denote by run(s) the set of
runs from state s. Given p = (s,€) € run(s) and p' = (§',¢&') € run(s’), their composition pp' = (s,£") € run(s)
is defined iff last(p) = first(p') = s'. We write p—— p' iff there exists p = (5,5 = s') with 5 = last(p) such that
P’ = pp; note that first(p) = first(p’). [ ]

In the two bisimulation equivalences of [57], for the LTS at hand the set I of runs is considered in lieu of S. Using
runs instead of just paths is convenient in the case of an empty path so as to know the state under examination.

Given a pair of runs (p1, p2), in the two definitions below recalled from [57] the forward clauses consider outgoing
transitions whereas the backward clauses consider incoming transitions.

Definition 8.10. Let (S, A,—) be an LTS. We say that s1,s2 € S are strongly back-and-forth bisimilar, written
$1 ~pt 82, iff ((s1,€), (s2,€)) € B for some strong back-and-forth bisimulation B. A symmetric relation B over U
is a strong back-and-forth bisimulation iff, whenever (p1,p2) € B, then:

e For each py —— p) there exists py — ply such that (p}, py) € B.

e For each py == py there exists ply — pa such that (o}, py) € B. [ ]
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Definition 8.11. Let (S, A,—) be an LTS. We say that s1,s2 € S are weakly back-and-forth bisimilar, written
s1 ~pe S2, iff ((s1,€),(s2,€)) € B for some weak back-and-forth bisimulation B. A symmetric relation B over U
is a weak back-and-forth bisimulation iff, whenever (p1,p2) € B, then:

e For each py —— p!, there exists ps =, py such that (p}, ph) € B.
e For each py == py there exists pl, L. p2 such that (p, ph) € B. [ ]

In [57] it was shown that strong back-and-forth bisimilarity coincides with strong bisimilarity. Surpris-
ingly, weak back-and-forth bisimilarity does not coincide with weak bisimilarity. Instead, it coincides with
branching bisimilarity. For example, in Figure it holds that s; #%ps s2 because in the forward direction
(51,€) == (51,51 — §)) is matched by (sa,) — (59, 59 — 8h) — (82, 53 — s — s1), but then in the back-
ward direction (sg, 89 — sh) — (82, 53 — s — s1) is not matched by (s1,¢) —= (s1, 51 — s}) because (s1,€)
has an outgoing b-transition whilst (s2, s5 — s5) has not.

Theorem 8.7. Let (S, A,—) be an LTS and s1,s2 € S. Then:

® 51~ 82 iff 81~ so.
® S| Rpr S2 Zﬁ S1 ~h S92. ||

Therefore the properties BSNNIy, , BNDCy,, SBSNNIy,, P_BNDC_ , SBNDCy, do not change if ~, is
replaced by ~¢. This allows us to study noninterference properties for reversible systems by using the polynomial-
time decidable =&}, in a standard process calculus like the one of Section [8.1.3] without having to resort to truly
concurrent equivalences such as the weak forward-reverse bisimilarity studied in the first part of the thesis or
a weak variant of hereditary history-preserving bisimilarity (see Section in a calculus relying on external

memories like in [53] or executed action decorations like in [121], 35] or the first part of the thesis.

8.5 Use Case: DBMS Authentication — Branching Bisimilarity

The example provided in Section is useful to illustrate the limitations of weak bisimilarity when investigating
potential covert channels in reversible systems. In particular, it turns out that Auth\ Ay %y, Auth / Ay, i.e., Auth
is not BSNNI, , and hence not even BNDCx, , SBSNNIy, , SBNDCx, by virtue of Theorem As can be seen

in Figure , the reason is that, if Auth / Ay performs the leftmost 7-action and hence moves to state r4, from
which the only executable action is ls, then according to the definition of branching bisimilarity Auth \ Ay can:

e cither stay idle, but from that state Auth \ Az can then perform actions other than lg, that cannot be
matched on the side of Auth / Ay;

e or perform two T-actions thereby reaching state s3, but the last traversed state, i.e., sg, is not branching
bisimilar to the initial state of Auth / Ay.

In a standard model of execution, where the computation can proceed only forward, the distinguishing power of
branching bisimilarity may be considered too severe, as no practical covert channel actually occurs and the system
can be deemed noninterfering as shown in Section [8.2] Indeed, a low-level user has no possibility of distinguishing
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the internal move performed by Auth / Ay that leads to lsso . Auth from the sequence of internal moves performed
by Auth \ Az that lead to lsso . Auth as well. This motivates the fact that, historically, weak bisimilarity has been
preferred in the setting of noninterference.

Now we know that, if we replace the branching bisimulation semantics with the weak back-and-forth bisimu-
lation semantics, nothing changes about the outcome of noninterference verification. Assuming that the DBMS
allows transactions to be reversed, it is instructive to discuss why BSNNIy, is not satisfied by following the
formalization of the weak back-and-forth bisimulation semantics provided in Section [8.4]

After Auth / Ay performs the run (71, (rg — 7} Jesey r1)), process Auth \ Ay can respond by performing the

run (s, (s1 Ly 595 83 Lsso, s1)). If either process goes back by undoing lss,, then the other one can undo lg,
as well and the states 75 and sg are reached. However, if Auth \ Ay goes further back by undoing so 5 53 too,
then Auth / Ay can:

e cither undo r; —» 75, but in this case r; enables action l,yq while s does not;
e or stay idle, but in this case 4 enables only lss,, while s can go along the path so Ty 54 2 51 as well.

This line of reasoning immediately allows us to reveal a potential covert channel under reversible computing.
In fact, let us assume that the transaction modeled by Auth is not only executed forward, but also enables backward
computations triggered, e.g., whenever debugging mode is activated [60]. This may happen in response to some
user-level malfunctioning, which may be due, for instance, to the authentication operation or to the transaction
execution. As formally shown above, if the action lss, performed at 74 after the high-level interaction is undone
along with the latter, then the system enables again the execution of the action l,wq. This is motivated in our
example by the fact that, by virtue of the transaction rollback, any kind of authentication becomes admissible
again. On the other hand, this is not possible after undoing the action lgs, performed at state ss, because in such
a case the internal decision of the DBMS of adopting a highly secure mechanism is not reversed. In other words,
by reversing the computation the low-level user can become aware of the fact that the transaction data are feeding
the training set or not.

In the literature, there are several reverse debuggers working in this way like, e.g., UndoDB [60], a Linux-based
interactive time-travel debugger that can handle multiple threads and their backward execution. For instance,
it is integrated within the DBMS SAP HANA (https://undo.io/resources/type/case-studies/) in order to
reduce time-to-resolution of software failures. In our example, by virtue of the observations conducted above, if the
system is executed backward just after performing [y, a low-level user can decide whether a high-level action had
occurred before or not, thus revealing a covert channel. Such a covert channel is completely concealed during the
forward execution of the system and is detected only when the system is executed backward. In general, this may
happen when the reverse debugger is activated by virtue of some unexpected event (e.g., segmentation fault, stack
overflow, memory corruption) caused intentionally or not, as a consequence of which some undesired information
flow emerges toward low-level users.
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Chapter 9

Noninterference Analysis of Probabilistic
Reversible Systems

In this chapter, whose contents have appeared in [62], [64], we extend the approach of the previous chapter to address
noninterference properties in a framework featuring nondeterminism, probabilities, and reversibility. The starting
point for our study is given by the probabilistic variants of BSNNI, BNDC, and SBNDC developed in [7] over a
probabilistic process calculus based on a combination of the generative and reactive probabilistic models of [79]. In
addition to probabilistic choice, in [7] other operators such as parallel composition and hiding are decorated with
a probabilistic parameter, so that the selection among all the actions executable by a process is fully probabilistic.
Moreover, the behavioral equivalence considered in [7] is akin to the weak probabilistic bisimilarity of [I3], which
is known to coincide with probabilistic branching bisimilarity over fully probabilistic processes.

Here we move to a more expressive setting combining nondeterminism and probabilities through the strictly
alternating model of [86]. In this model, states are divided into nondeterministic and probabilistic, while transitions
are divided into action transitions — each labeled with an action and going from a nondeterministic state to a
probabilistic one — and probabilistic transitions — each labeled with a probability and going from a probabilistic
state to a nondeterministic one. A more flexible variant, called the non-strictly alternating model [120], allows for
action transitions also between two nondeterministic states. An alternative model is the non-alternating one given
by Segala simple probabilistic automata [I33], where every transition is labeled with an action and goes from a
state to a probability distribution over states. Both the alternating model and the non-alternating one — whose
relationships have been studied in [135] — encompass nondeterministic models, generative models, and reactive
models as special cases. Due to the fundamental role played by branching bisimulation semantics in reversible
systems, we adopt the alternating model because of the probabilistic branching bisimulation congruence developed
for it in [§] along with equational and logical characterizations and a polynomial-time decision procedure. In the
non-alternating model, for which branching bisimilarity has been just defined in [I34], weak variants of bisimulation
semantics require — to achieve transitivity — that a single transition be matched by a convex combination of
several transitions — corresponding to the use of randomized schedulers — which causes such equivalences to be less
manageable although they can be decided in polynomial time [13§].

Following [86] we build a process calculus that, unlike the one in [7], supports nondeterminism and decorates
with probabilistic parameters only probabilistic choices. As for behavioral equivalences, we introduce a weak
probabilistic bisimilarity inspired by the one in [120] and adapt the probabilistic branching bisimilarity of the
non-strictly alternating model in [§]. By using these two equivalences we recast the noninterference properties
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of |67, [69] for irreversible systems and the noninterference properties of the previous chapter for reversible systems,
respectively, to study their preservation and compositionality aspects as well as to provide a taxonomy similar to
the one in the previous chapter. Unlike [7], the resulting noninterference properties are lighter as they do not need
additional universal quantifications over probabilistic parameters. Furthermore, reversibility comes into play by
extending one of the results of [57] to the strictly alternating model; we show that a probabilistic variant of weak
back-and-forth bisimilarity coincides with our adaptation of the probabilistic branching bisimilarity of [§]. Finally,
we point out that for proving some results we have to resort to the bisimulation-up-to technique [I31] and therefore
introduce probabilistic variants of up-to weak [I12] and branching [75] bisimulations.

This chapter is organized as follows. In Section we recall the strictly alternating model of [86] along with
various definitions of strong and weak bisimilarities for it — with weak ones inspired by [120} [§] — and a process
calculus interpreted on it. In Section we recast in this probabilistic framework the aforementioned selection
of noninterference properties, study their preservation and compositionality characteristics, develop their taxon-
omy, and relate it to the nondeterministic taxonomy. In Section we establish a connection with reversibility
by introducing a weak probabilistic back-and-forth bisimilarity and proving that it coincides with probabilistic
branching bisimilarity. Finally, in Section we present an example of a lottery implemented through a prob-
abilistic smart contract to show the adequacy of our approach when dealing with information flows in systems
featuring nondeterminism and probabilities, both in the irreversible case and in the reversible one.

9.1 Background Definitions and Results

In this section we recall the strict alternating model of [86] (Section[9.1.1]) along with strong and weak probabilistic
bisimilarities [120] and probabilistic branching bisimilarity 8] (Section [9.1.2). Then we introduce a probabilistic
process language inspired by [86] (Section through which we will express bisimulation-based information-flow
security properties accounting for nondeterminism and probabilities.

9.1.1 Probabilistic Labeled Transition Systems

To represent the behavior of a process featuring nondeterminism and probabilities, we use a probabilistic labeled
transition system. This is a variant of a labeled transition system [97] whose transitions are labeled with actions or
probabilities. Since we adopt the strictly alternating model of [86], we distinguish between nondeterministic and
probabilistic states. The transitions of the former are labeled only with actions, while the transitions of the latter
are labeled only with probabilities. Every action transition leads from a nondeterministic state to a probabilistic
one, while every probabilistic transition leads from a probabilistic state to a nondeterministic one. In the following,
we denote by S, (resp. Sp) the set of nondeterministic (resp. probabilistic) states. We recall that the action set A
contains the unobservable action 7.

Definition 9.1. A probabilistic labeled transition system (PLTS) is a triple (S, A, —) where S = S, U S, with
Sn NS, =0 is an at most countable set of states, A is a countable set of actions, and — = —, U —, is the
transition relation, with —, C Sy x A X 8§, being the action transition relation whilst —, C S, X R]O,” X Sy
being the probabilistic transition relation satisfying Z(Sjpvsl)e_>p p €{0,1} forall s € Sp. [ |

An action transition (s, a,s') is written s —, s’ while a probabilistic transition (s,p,s') is written s i>p s,
where s is the source state and s’ is the target state. We say that s’ is reachable from s, written s’ € reach(s), iff
s’ = s or there exists a sequence of finitely many transitions such that the target state of each of them coincides
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with the source state of the subsequent one, with the source of the first one being s and the target of the last one
being s'.

9.1.2 Probabilistic Bisimulation Equivalences

Bisimilarity [117,[112] identifies processes that are able to mimic each other’s behavior stepwise, i.e., having the same

branching structure. In the strictly alternating model, this extends to probabilistic behavior [86]. Let 7 (s,C) =

ZS VY be the cumulative probability with which state s reaches a state in C'; note that 7(s,C) = 0 when
P k]

s is not a probabilistic state or C' is not a set of nondeterministic states.

Definition 9.2. Let (S, A,—) be a PLTS. We say that s1,s2 € S are strongly probabilistic bisimilar, written
s1 ~p 2, iff (s1,52) € B for some strong probabilistic bisimulation B. An equivalence relation B C (S x Sy) U
(Sp x Sp) is a strong probabilistic bisimulation iff, whenever (s1,s2) € B, then:

o For each s1 —2, s} there exists sy ——, s such that (s}, sh) € B.

o 7(s1,C) =7(s2,C) for all equivalence classes C' € Sy/B. [ ]

In [120] a strong probabilistic bisimilarity more liberal than the one in [86] allows a nondeterministic state
and a probabilistic state to be identified when the latter concentrates all of its probabilistic mass in reaching the
former. Think, e.g., of a probabilistic state whose outgoing transitions all reach the same nondeterministic state.
To this purpose the following function is introduced in [120]:

p ifseS,AY, , P=p>0
, s—p s’
prob(s,s’) = {1 ifseS,As =5

0 otherwise
and is then lifted to a set C' of states by letting prob(s, C) = 3" prob(s, s’).

Definition 9.3. Let (S, A, —) be a PLTS. We say that s1, s2 € S are strongly mix-probabilistic bisimilar, written
51 ~pm S2, iff (s1,52) € B for some strong miz-probabilistic bisimulation B. An equivalence relation B over S is a
strong mix-probabilistic bisimulation iff, whenever (s1,s2) € B, then:

o If 51,89 € Sa, for each s1 —, sy there exists so . sh such that (s}, sh) € B.

e prob(s1,C) = prob(sa, C) for all equivalence classes C € S/B. [

Weak bisimilarity [112] is additionally capable of abstracting from unobservable actions. In a probabilistic
setting, it is also desirable to be able to abstract from probabilistic transitions in certain circumstances. Let
s = s’ mean that s’ € reach(s) and, when s’ # s, there exists a finite sequence of transitions from s to s’ in which
T-transitions and probabilistic transitions alternate. Moreover let == stand for = —5, = and == stand
for = if a =7 or == if a # 7. The weak probabilistic bisimilarity below is inspired by the one in [120]. The
constraint sq, so € S, occurring in the first clause of Definition is no longer necessary due to the use of =—.

Definition 9.4. Let (S, A,—>) be a PLTS. We say that s1,s2 € S are weakly probabilistic bisimilar, written
s1 Rpw S2, iff (s1,52) € B for some weak probabilistic bisimulation B. An equivalence relation B over S is a weak
probabilistic bisimulation iff, whenever (s, s2) € B, then:
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Figure 9.1: States related by ~, but distinguished by ~,

o For each s; —, s} there exists sy == sy such that (s}, sh) € B.

e prob(s1,C) = prob(sa,C) for all equivalence classes C' € S/B. [

Branching bisimilarity [80] is finer than weak bisimilarity as it preserves the branching structure of processes
even when abstracting from 7-actions — see condition (s1,82) € B in the definition below. The probabilistic
branching bisimilarity that follows is inspired by the one in [§].

Definition 9.5. Let (S, A, —) be a PLTS. We say that s1,s2 € S are probabilistic branching bisimilar, written
51 ~pp S2, iff (51,52) € B for some probabilistic branching bisimulation B. An equivalence relation B over S is a
probabilistic branching bisimulation iff, whenever (s1,s2) € B, then:

a
e For each sy —, ) :

— either a =1 and (s}, s2) € B;

— or there exists o == 53 ——, sh such that (s1,52) € B and (s}, sh) € B.
e prob(sy,C) = prob(se,C) for all equivalence classes C € S/B. ]

An example that highlights the higher distinguishing power of probabilistic branching bisimilarity is given
in Figure [9.1] where every PLTS is depicted as a directed graph in which vertices represent states and action-
or probability-labeled edges represent transitions. The initial states s; and s2 of the two PLTSs are weakly
probabilistic bisimilar but not probabilistic branching bisimilar. On the one hand, each of the two states reachable
from s; with probability 0.5 and the state reachable from s, with probability 1 are all weakly probabilistic bisimilar
and hence the cumulative probability to reach them is the same from both initial states. On the other hand, the
two states reachable from sj are not probabilistic branching bisimilar, because if the one on the right performs a
then the one on the left cannot respond by performing 7, 1, and a because the state executing a no longer enables b.
Thus, with respect to probabilistic branching bisimilarity, s; reaches with probability 0.5 two different equivalence
classes, while s9 reaches with probability 1 only one of them.
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Prefix a. P, P
) N5, Py Ny -5, Py
Choice - -
N1+N2—>apl N1+N2—>aP2
a a
Parallel N1 —)aapl a ¢ L N2 —>ZP2 a ¢ L
Ni|lL N2 —a P1 ||L[1] N2 Ni|lL No —a [1]N1 || P2
N -%.P, No-%,Py, aclL
Synch a
Ni|lL No—a P1 || P2
a
Restriction Nl)af ag L
N\L-%,P\L
a a
Hiding NP acl NP agl
N/L-T,P/L N/L-%,P/L
A a
Constant NK = N aN —a P
NK —, P

Table 9.1: Operational semantic rules for nondeterministic processes (action transitions)

9.1.3 A Probabilistic Process Calculus with High and Low Actions

We now introduce a probabilistic process calculus to formalize the security properties of interest. To address two
security levels, like in the previous chapter we partition the set A\ {7} of observable actions into Ay U Az, with
Ay N Az = 0, where Ay is the set of high-level actions, ranged over by h, and Ay is the set of low-level actions,
ranged over by [. Note that 7 ¢ Ay U Ar.

The overall set of process terms is given by P, = P, UP, and ranged over by E. The set IP,, of nondeterministic
process terms, ranged over by N, is obtained by considering typical operators from CCS [112] and CSP [45].
The set P, of probabilistic process terms, ranged over by P, is obtained by taking a probabilistic choice operator
similar to the one of [86]. In addition to action prefix, choice, and parallel composition — taken from CSP so as
not to turn synchronizations among high-level actions into 7 as would happen with the CCS parallel composition
— we include restriction and hiding, as they are necessary to formalize noninterference properties, and recursion.
The syntax for P, is:

N
P

Ola.P|N+N|NJ|LN|N\L|N/L|NK
Dic/lpi]Ni | Pl P|P\L|P/L|PK

where:

e 0 is the terminated process.
e a. ,forae€ A, is the action prefix operator describing a process that can initially perform action a.

e + is the alternative composition operator expressing a nondeterministic choice between two processes
based on their initially executable actions.
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ProbChoice J € Ip_
J
Diclpi]Ni —p N;
P2 N BB N
ProbSync L pi - CR
P || Po—p N1 || N2
o PN
ProbRestriction -
P\L—,N\L
o P N
ProbHiding -
P/L—,N/L
PK2P PN
ProbConstant
PK 25 N

Table 9.2: Operational semantic rules for probabilistic processes (probabilistic transitions)

@D,c;lpi] _, for I finite and not empty, is the generalized probabilistic composition operator expressing a
probabilistic choice among finitely many processes each with probability p; € Rjg ;) and such that Y icrPi = 1.
We will use [p1]N1 @ [p2] N2 as a shorthand for ;< ; o1[pi]Ni and a. N as a shorthand for a. [1]N especially
when N is 0.

Iz _, for L € A\ {7}, is the parallel composition operator allowing two processes to proceed independently
on any action not in L and forcing them to synchronize on every action in L as well as on probabilities (which
are multiplied) [86].

_\ L, for L C A\ {7}, is the restriction operator, which prevents the execution of all actions belonging to L.

/L, for L € A\ {7}, is the hiding operator, which turns all the executed actions belonging to L into
the unobservable action 7.

NK (resp. PK) is a process constant equipped with a defining equation of the form NK = N (resp. PK = P),
where every constant possibly occurring in N (resp. P) — including NK (resp. PK) itself thus allowing for
recursion — must be in the scope of an action prefix.

The operational semantic rules for the process language are shown in Tables and for nondeterministic
and probabilistic processes respectively. Together they produce the PLTS (Pp,, A, —) where — = —, U —,
to which the bisimulation equivalences defined in Section are applicable. While —, C P, x A x P, is a
relation, —, C P, X Ryg 1) X Py is deemed to be a multirelation [86]; e.g., from [p1]N @ [p2] N there must be two
transitions to N even when p; = po otherwise the probabilities labeling the transitions departing from the source
process would not sum up to 1. Note that in the Parallel rules the nondeterministic subprocess that does not
move has to be prefixed by [1] to make it probabilistic within the overall target process [86]; after all, [1]N ~pm, N.
We let [1]NV € reach(E) whenever N € reach(E).
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9.2 Probabilistic Information-Flow Security Properties

In this section, after recasting the definitions of noninterference properties of the previous chapter by taking as
behavioral equivalence the weak or branching bisimilarity of Section we investigate their preservation and
compositionality characteristics (Section , we show the inclusion relationships between the ones based on
~Rpw and the ones based on =, (Section , and we relate the resulting probabilistic taxonomy with the
nondeterministic one (Section [9.2.3)).

Definition 9.6. Let E € P, and = € {~pw, Rpb}-
e F € BSNNI. <:>E\.AH%E/AH

e £ € BNDCyx <= for all F € Py, such that each of its actions belongs to Ay and for all L C Ay,
E\NAy~ (E|LF)/L)\ Ay when E,F € P, or E,F € Py,

E € SBSNNI., < for all E' € reach(E), E' € BSNNIL.

E € P BNDC_ < for all E' € reach(E), E' € BNDCx.

E € SBNDCy, < for all E', E" € reach(E) such that E’ N, E", E'\ Ay = E"\ Ay. |

To see the different distinguishing power of these probabilistic noninterference properties, we can adapt the
examples of Section [8.1.4] For instance, in this probabilistic setting, a low-level agent that observes the execution
of lin E=1.04+1.([0.5]h.[1]l;.0 @& [0.5]h.[1]l2.0) + 1. ([0.5]l1 .0 @ [0.5]l2.0) cannot infer anything about the
execution of h. Indeed, after the execution of [, what the low-level agent observes is either a terminal state, reached
with probability 1, or the execution of either [; or lo, both with probability 0.5. Formally, E\{h} ~ E /{h} because
1.0+1.([0.5]0[0.5]0)+1. ([0.5]l1 . 0[0.5])l2.0) ~ 1.0+1. ([0.5)7 . [1]l1 . 0B[0.5]7 . [1]i2 . 0)+I . ([0.5]11 . 0B [0.5]l2 . 0),
hence E is BSNNI..

On the other hand, in F = 1.0+ [.([0.5]h1.[1]l1.0 & [0.5]ha.[1]l2.0) + 1.([0.5]l;.0 & [0.5]l2.0), which is
BSNNI., for the same reason discussed above, a high-level agent could decide to enable only hj, thus turning
the low-level view of the system into 1.0 + . ([0.5]7.[1]l;.0 @ [0.5]0) + . ([0.5]11.0 @ [0.5]l2.0), which is clearly
distinguishable from 7.0 + . ([0.5]0 & [0.5]0) + . ([0.5]l1 .0 & [0.5]l2.0), as in the former there is a case in which
the low-level agent can observe [y but not I after the execution of [. In other words, F' is not BNDCx..

9.2.1 Preservation and Compositionality

All the probabilistic noninterference properties of Definition turn out to be preserved by the bisimilarity
employed in their definition. This means that if a process Ej is secure under any of such properties, then every
other equivalent process Fs is secure too according to the same property. This is very useful for automated property
verification, as it allows us to work with the process with the smallest state space among the equivalent ones.

The preservation result of Theorem immediately follows from Lemmabelow, which ensures that ~,, and
~ph are congruences with respect to all the operators occurring in the aforementioned noninterference properties.
Congruence with respect to action prefix is also addressed as it will be exploited in the proof of the composi-
tionality result of Theorem . Similar congruence properties have been proven in [§] for ~pp, in the non-strictly
alternating model.
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The congruence lemma is preceded by the following lemma about the relationship between parallel composition
of processes and product of probabilities.

Lemma 9.1. Let Ey |1 E2, B} || B4 € Pye. Then prob(Ey ||, Ea, EY || EY) = prob(Ey, EY) - prob(Es, EY).
Proof. There are two cases:

e If G; and G5 are both nondeterministic, then prob(Gi,G}) - prob(G2,Gy) = 1 if Gy = G} and Gy = G}
while prob(G1, GY) - prob(Ge, GYy) = 0 otherwise. From this fact it follows that prob(G1 || G2, G || GS) =1
if G1| G2 = G ||L GY, ie., G = G} and G2 = G, while prob(G1 ||, G2, G} || G5) = 0 otherwise.

e If G; and Gy are both probabilistic, then prob(G1,G)) = ch N and prob(Ga, Gb) = ZGZ 1, qy and

' AN . _ . fat i
hence prob(G1, GY) - prob(Ga, G5) = ZGl RN ZG2 N ZGl N ZG2 0, P by distribu
tivity, which is equal to prob(Gi || G2, G || G%) according to the operational semantic rules in Table

|

Lemma 9.2. Let Ey, Ey € Py and = € {Rpw, ~pp}. If E1 = Ey then:
1. a.Ey = a.E3 for alla € A, when Eq, Ey € Py,
2. Er||LE = Es||LE and E||LEy = E||E> for all LCA\{7} and E €Pp,, when Ey, Es, E€P, or Eq, Ey, E€P,,.
3. Ey\ L~ Ey\ L for all L C A\ {7}.
4. E1/L~Ey/L for all L C A\ {7}.

Proof. We first prove the four results for the ~-based properties. Let B be a weak probabilistic bisimulation
witnessing Fq ~py Fo:

1. The equivalence relation B’ = (BU{(a. F1,a. F») | (F1, F) € BAFy, Fy € P,})* is a weak probabilistic bisim-
ulation too. The result immediately follows from the fact that, given (a.Fy,a.Fs) € B’ with (Fy, Fy) € B,
a.Fy %5, F) is matched by a.Fy=>a.F, ——, F» = I, with (Fy,Fy) € B as well as prob(a. Fy,C) =
prob(a.Fy,C) =1 for C = [a. Fy]g while prob(a.Fy,C") = prob(a.Fs,C") = 0 for any other C' € P,,,/B'.

2. The equivalence relation B :IpprU{(FluLF, FQHLF) | (Fl, FQ) EB/\(FluLF, FQHLFGPH\/Fl HLF, FQHLFEPP)}
U{(FL P B2 ([L F) | (F1, Fy) € BAFL € Py A By |[L F € Pof U{(FL L F, F2 (|1 F) | (F1, F) € BA
Fy e Py ANFy | F € Py} and its variant B” in which F occurs to the left of parallel composition in each pair
are weak probabilistic bisimulations too. Let us focus on B'. Given (Fi || F, F» || F) € B’ with (F1, F») € B,
there are three cases for action transitions based on the operational semantic rules in Table

o If Fy ||, F -%5, F! | L[1]F with F; %>, F/ and a ¢ L, then there exists F == F}, such that (F!, F}}) € B.
Note that the action transition from F} ||z F implies that F || F' € Py, i.e., F1, F € Py, hence Fs || F €
P, too. Since synchronization does not apply to 7 and a ¢ L, we have that Fy ||1, =t Fj || F with
(F{ |L)F, F5||L F) € B if Fy stays idle, while F, ||LFé F}||L[1]F with (Fy ||L[1)F, F5||L[1]F) € B
if F» moves, in which case the right subprocess alternates between F' and [1]F' thus allowing the prob-

abilistic transitions along F == F} to synchronize with the only one of [1]F.
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e The case F ||p F %, [1]F, || F’ with F %5, F’ and a ¢ L is trivial.

o If Fi || F-%, F||L F' with I} -, F/, F-"5, F', and a € L, then there exists Fy = %, = F}
such that (F{,Fj) € B. Since synchronization does not apply to 7 and a € L, we have that
By F= -%,= F}||L F' with (F{||1 F',Fy||L F') € B, where the right subprocess alternates
between F' and [1]F before performing a or between F’ and [1]F’ after performing a thus allowing
the probabilistic transitions along Fh = — 5, = F} to synchronize with the only one of [1]F before
performing a or the only one of [1]F" after performing a.

As for probabilities, to avoid trivial cases let Fj, Fy, F' € P, and consider an equivalence class C' =
ClF' = {H| F' | H € C} for some C € Py/B with F' € P,. By virtue of Lemma [9.1] we
obtain prob(Fy || F,C") = >y, prec Prob(Fi lo F H ||L F') = Y g, precr Prob(Fy, H) - prob(F, F') =
Y mec prob(F, H) - prob(F, F') = (3° yec prob(Fi, H)) - prob(F, F') = prob(Fy,, C) - prob(F, F') for k € {1,2}.
From (F, F3) € B it follows that prob(Fy,C) = prob(F», C), hence prob(Fy || F,C") = prob(Fs || F,C").

3. The equivalence relation B' = Zp,, U {(F1 \ L, F> \ L) | (F1, F2) € B} is a weak probabilistic bisimulation
too. Given (Fy \ L, Fy\ L) € B with (F}, Fy) € B, there are two cases for action transitions based on the
operational semantic rules in Table [0.1}

o If 1\ L5, F{\ L with F; -, F{, then there exists Fy == Fj such that (F], F}) € B. Since the
restriction operator does not apply to 7 and probabilistic transitions, we have that F» \ L= Fj \ L
with (F{\ L, F;\ L) e B'.

o If 4\ L%, F/\ L with [} %, F] and a ¢ LU {7}, then there exists Fy = —*+, = F} such that
(F{, F}) € B. Since the restriction operator does not apply to 7 and probabilistic transitions and a ¢ L,
we have that Fy \ L= "5, = F3\ L with (F{\ L,F3\ L) € B.

As for probabilities, to avoid trivial cases consider an equivalence class C' = C\ L ={F\ L | F € C} for
some C € Py, /B. From (Fy, F») € B it follows that prob(Fi,C) = prob(F»,C). Since the restriction operator
does not apply to probabilistic transitions, we have that prob(Fy \ L,C") = prob(Fy,C) = prob(F»,C) =
prob(Fy \ L,C").

4. The equivalence relation B’ = Zp,, U {(F1/L,Fy /L) | (F1,F2) € B} is a weak probabilistic bisimulation
too. Given (Fy /L,Fy /L) € B' with (Fy, F») € B, there are two cases for action transitions based on the
operational semantic rules in Table

o If F{ /L "+, F| /L with Fj —, F{, then there exists Fy == F} such that (F],F3) € B. Since the
hiding operator does not apply to 7 and probabilistic transitions, we have that Fy /L= F} / L with
(F{/L,F}/L)eB.

o If [y /L -, F] /L with I} i>aF1' and b€ LAa =7orb¢ LU{T}Aa = b, then there exists F N F}
such that (F], Fj}) € B. Since the hiding operator does not apply to 7 and probabilistic transitions,

we have that Fy / L == F} /L with (F| /L,Fy/ L)€ B’

As for probabilities, to avoid trivial cases consider an equivalence class ¢! = C /L ={F /L | F € C} for
some C' € Py, /B. From (Fi, Fy) € B it follows that prob(Fi,C) = prob(F»,C). Since the hiding operator
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does not apply to probabilistic transitions, we have that prob(Fy /L,C") = prob(Fy,C) = prob(Fy,C) =
prob(Fy / L,C").

We then prove the four results for the ~p,-based properties. Let B be a probabilistic branching bisimulation
witnessing E1 ~pp, Eo. We show that the equivalence relations B’ considered for the ~,-based properties are
probabilistic branching bisimulations too:

1. The result immediately follows from the fact that, given (a. Fj,a.Fy) € B with (Fy, Fy) € B, a. F} N 2
is matched by a.Fy = a.Fy, %+, F» with (a.Fy,a.F,) € B and (F|, Fy) € B as well as prob(a. Fy,C) =
prob(a. Fy,C) =1 for C = [a. F1]p while prob(a. Fy,C") = prob(a. F»,C") = 0 for any other C’ € P,,,/B.

2. Given (Fi || F,F2||L F) € B with (Fy, Fy) € B, there are three cases for action transitions based on the
operational semantic rules in Table

o If [y || F -5, F{||L[1]F with F; -+, F| and a ¢ L, then either a = 7 and (F/, F3) € B, or there exists
= F,-%, F} such that (Fy, F») € B and (F{, F3) € B. Note that the action transition from Fy || F
implies that F || F' € Py, i.e., F1, F € Py, hence F; ||, F' € P, too. Since synchronization does not ap-
ply to 7 and a ¢ L, in the former subcase F; ||z, F is allowed to stay idle with (F] ||L[1]F, F2 || F) € B/,
while in the latter subcase Fy|p F== Fy|1 F 2. F4||L[1]F with (Fy||L F,Fy|z F) € B’ and
(FY |L[1)F, F5||L[1]F) € B, in which subcase the right subprocess alternates between F' and [1]F before
a is performed thus allowing the probabilistic transitions along Fy == I} to synchronize with the only
one of [1]F.

e The case F HLFL>a 1] Fy || F' with F-2%, F' and a ¢ L is trivial.

o IfFy || F-%, Fl||p F' with F} %, F|, F %, F’, and a € L, then there exists Fy = F) ——, F} such
that (Fy,Fy) € B and (F], F3) € B. Since synchronization does not apply to 7 and a € L, we have
that Fy HLF:>F2 HLFi>aFé ||LF/ with (Fl ”LF,FQ HLF) € B’ and (Fll HLF/,FQI HLF,) € B, where
the right subprocess alternates between F' and [1]F before performing a thus allowing the probabilistic
transitions along Fy == [} to synchronize with the only one of [1]F.

As for probabilities, we reason like in the proof of the corresponding result for ~py.

3. Given (F1\L, F»\L) € B’ with (F, F3) € B, there are two cases for action transitions based on the operational
semantic rules in Table 0.}

o If 1 \ L "5, F{\ L with F} ", F], then either (F], F3) € B, or there exists Fy = Fy —, F} such
that (F1, Fy) € B and (FJ, F}) € B. Since the restriction operator does not apply to 7 and probabilistic
transitions, in the former subcase Fy \ L is allowed to stay idle with (F] \ L, F» \ L) € B, while in the
latter subcase Fy \ L= Fy \ L —, Fy \ L with (Fy \ L, F, \ L) € B’ and (F{\ L,Fy\ L) € B'.

o If i\ L%, F|\ L with Fj %5, F| and a ¢ LU {7}, then there exists I, = Fy —, Fj such that
(Fy,F) € B and (F{,F}) € B. Since the restriction operator does not apply to 7 and probabilistic
transitions and a ¢ L, we have that Fp \ L= F, \ L %, Fy \ L with (F; \ L,F» \ L) € B’ and
(F{\L,Fy;\ L) e B

As for probabilities, we reason like in the proof of the corresponding result for ~py.
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4. Given (Fy /L, F» /L) € B' with (F1, F3) € B, there are two cases for action transitions based on the opera-
tional semantic rules in Table 0.1}

o If Iy /L%a F| /L with F; -, F{, then either (F}, F3) € B, or there exists Fp = Fy —, I} such
that (Fh, F) € B and (Fy, Fy) € B. Since the hiding operator does not apply to 7 and probabilistic
transitions, in the former subcase Fy /L is allowed to stay idle with (F] /L, F> /L) € B’, while in the
latter subcase Fy / L= Fy /L —», Fy/ L with (Fy /L,Fy /L)€ B' and (F| /L,Fy/L) € B.

o If Iy /L%, F| /L with FlﬂaFl’ and b € LANa =7orb¢ LU{r}Aa = b, then there exists
= F i>aL F} such that (Fy, F») € B and (Fy, F}) € B. Since the hiding operator does not apply to

7 and probabilistic transitions, we have that I / L= Fy / L -, F / L with (F} / L, F> /L) € B’ and
(F{/L,Fy/L)e B.

As for probabilities, we reason like in the proof of the corresponding result for ~py. [ |

Theorem 9.1. Let By, By € Py, =€ {~pw, ~pb}, and P € {BSNNIx, BNDC.,SBSNNIy,P_BNDC_, SBNDCx }.
If By = FEy then By € P <= Fy € P.

Proof. A straightforward consequence of the definition of the various properties, i.e., Definition[0.6] and Lemma[J.2]
|

As far as modular verification is concerned, like in the nondeterministic setting of the previous chapter only
the local properties SBSNNI., P BNDC., and SBNDCx, are compositional, i.e., are preserved by some operators
of the calculus in certain circumstances. Moreover, similar to the previous chapter, compositionality with respect
to parallel composition is limited, for SBSNNIy ~and P_BNDCy ,, to the case in which synchronizations can
take place only among low-level actions, i.e., L C Ay. A limitation to low-level actions applies to action prefix
and hiding as well, whilst this is not the case for restriction. Another analogy with the nondeterministic setting
of the previous chapter is that none of the considered noninterference properties is compositional with respect to
alternative composition, as can be noted by examining Fj + Es where F; = [.[1]0 and Fy = h.[1]0 (see after
Theorem . Moreover, compositionality also fails for probabilistic composition, for which it is sufficient to
consider [p|E1 @ [1 — p|Es.

To establish compositionality, we first prove some ancillary results about parallel composition, restriction, and
hiding under SBSNNI and SBNDC similar to those in the previous chapter.

Lemma 9.3. Let Ey,Ey € Py or Ey,Ey € Py, E € Py, and = € {Rpw, ~pp}. Then:

1. If E1, B3 € SBSNNIx and L C A\ {7} for =pw or L C Az for =y, then (F1 ||L Fo) \ Axy = (G1 || G2) / An
for all F1,G1 € reach(E1) and Fy, Gy € reach(E2) such that Fy || Fo, G1 || G2 € reach(E || E2), F1\ Ay =~
Gl/AH, and FQ\A’H ~ GQ/.A’H

2. If E € SBSNNIx and L C A\ {7}, then (F/Ay)\ L ~ (G\ L)/ Ay for all F,G € reach(E) such that
F /Ay~ G\ Ay.

3. If By, Ey € SBNDCx and L C A\{7}, then (F1 ||L F2)\ An = (G1 || G2)\ Ay for all F1, Gy € reach(E7) and
Fy, Gy € reach(Es) such that Fy |1, Fa, G1 || G2 € reach(E1 (|1 E2), Fi\Ay ~ G1\ Ay and Fo\ Ay = G2\ Ay.
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Proof. We first prove the three results for the ~y-based properties. Let B be an equivalence relation containing
all the pairs of processes that have to be shown to be ~py-equivalent according to the considered result:

1. Starting from (Fi || F2)\ Ay and (G1 || G2) / Ay related by B, so that Fi\ Ay ~pw G1 /Ay and Fo\ Ay ~pw
G2 / Ay, there are thirteen cases for action transitions based on the operational semantic rules in Table
In the first five cases, it is (F1 ||z F2) \ Ay to move first:

o If (Fi|lL Fo) \ Ay —5a (F) L1 F) \ Ay with Fy 55, F{ and | ¢ L, then Fy \ Ay ——, F] \ Ay
as | ¢ Ay. From F \ Ay ~pw G1/ Ay it follows that there exists Gy / Ay = —l>a:>G’1 / Ay
such that F| \ Ay ~pw G}/ Ay. Since synchronization does not apply to 7 and | ¢ L, we have

! :
that (G [l Ga) / A = —Lsa = (G4 14[1]G2) / Ayt with ((F{ | 1[1]F2) \ As, (G} [£[11Ga) / An) € B,
where the right subprocess alternates between G and [1]G2 thus allowing the probabilistic transitions
along G1 / Ay = L= G’ / Ay to synchronize with the only one of [1]G5.

o If (F1|pF2)\ Ay L, ([1]F1 ||z F5) \ Ay with Fy L Fj and | ¢ L, then the proof is similar to the one
of the previous case.

o If (Fy || F2)\ Ay —a (F! || F5)\ Ag with Fy —>, F/ fori € {1,2} and | € L, then F;\ Ay ——a F/\ Ay
as | ¢ Ay. From F; \ Ay ~pw G/ Ay it follows that there exists G; / Ay = L= G | Ay such
that F} \ Ay =~pw G,/ Ay. Since synchronization does not apply to 7 and [ € L, we have that

l .
(G1lL G2) | Ay =— —a = (G || GY) | Ay with ((F] || F5)\ Ay, (G} || Gy) / Ay) € B, where sub-
process i alternates between G; and [1]G; before performing [ or between G, and [1]G after performing [
thus allowing the probabilistic transitions along G / Ay = —l>aL == G;- / Ay for j # i to synchronize
with the only one of [1]G; before performing a or the only one of [1]G) after performing a.

o If (Fy || Fo) \ Ay ——a (F{ |L[1]F2) \ Ay with Fy —, F{, then Fy \ Ay —a F{ \ Ay as 7 ¢ Az. From
Fi\ Ay ~pw G1/ Ay it follows that there exists G / Ay == G| / Ay such that F] \ Ay ~pw G / Ay
Since synchronization does not apply to 7, we have that (G ||L G2) / Ay = (G} ||L[1]G2) / Ay with
((F{ |L[1]F2) \ Ay, (G ||L[1]G2) / Ay) € B, where the right subprocess alternates between Gy and [1]G2

thus allowing the probabilistic transitions along G / Ay = G / Ay to synchronize with the only one
of [1]G2

o If (F1 |1 F2) \ Ay ——a (1]Fy || F3) \ Ay with Fy —, F}, then the proof is similar to the one of the
previous case.

In the other eight cases, instead, it is (G || G2) / Ay to move first:

o If (G1lp Ga) / Ap —a (G} || L[1]Ga) / Ay with Gy —5, G4 and 1 ¢ L, then Gy / Ay ——a G | Ay as
I ¢ Ay. From Gi /Ay ~pw Fi\ Ay it follows that there exists Fy \ Ay = L>a=>F1’ \ Ay
such that G} / Ay ~pw F| \ Ay. Since synchronization does not apply to 7 and I ¢ L, we have

1 .
that (Fy [|L F) \ Ay == —va == (F] [|L[1]F2) \ Ax with (G} [[L[1]G2)/ A, (FT||L[1]F2) \ An) € B,
where the right subprocess alternates between Fy and [1]F, thus allowing the probabilistic transitions

along F} \ Ay — L>a — F| \ Ay to synchronize with the only one of [1]F5.



9.2 Probabilistic Information-Flow Security Properties 137

If (G1]|G2)/ An L ([1]G1 || GS) | Ay with G L, GY and [ ¢ L, then the proof is similar to the
one of the previous case.

It (GilpGa)/ An —a (G} |l Gh) | Ax with G —5, G} for i € {1,2} and | € L, then G; /Ay
L, G,/ Ay as | ¢ Ay. From G;/ Ay ~pw Fi \ Ay it follows that there exists F; \ Ay
— = F/\ Ay, such that G, / Ay ~pw F]\Az. Since synchronization does not apply to 7 and € L,

! :

we have that (F || F2) \ Ay = —a == (F] ||z F3) \ Ay with (G} || G5)/ A, (F} ||z F5) \ Axn) € B,
where subprocess ¢ alternates between F; and [1]F; before performing [ or between F! and [1]F] after
performing ! thus allowing the probabilistic transitions along F}; \ Ay = L= FI\ Ay for j # i to
synchronize with the only one of [1]F; before performing a or the only one of [1]F] after performing a.
If (Gi]|LG2)/ Ay . (GY |1L[1)G2) | Ay with Gy . Y, then G /Ay . Gy /Ay as 7 ¢ Ay.
From G/ Ay ~pw F1 \ Ay it follows that there exists Fy \ Ay == F] \ Ay such that G| / Ay ~pw
F{\ Ay. Since synchronization does not apply to 7, we have that (F || F2) \ Ay = (F] ||L[1]F2) \ An
with ((G} [|L[1]G2)/ A, (FY ||L[1]F2) \ Ay) € B, where the right subprocess alternates between Fy and

[1] F thus allowing the probabilistic transitions along F; \ Ay = F] \ Ay to synchronize with the only
one of [1]F5.

If (G| Ga) ) Ay —a (G1 ||z GYy) / Ay with Gy —=, GY, then the proof is similar to the one of the
previous case.

If (Gl ||L Gg) /./47.[ ;>a (Gll ”L[l]Gz) /./47.[ with G La Gll and h ¢ L, then G4 /.AH L>a Gll /AH as
h € Ay. The rest of the proof is like the one of the fourth case.

If (G1|L G2)/ Ay ——a ([1]G1 || GY) / Ay with Go S, G, and h ¢ L, then the proof is similar to the
one of the previous case.

It (G1llpGa)/ An —a (G, I Gb) /| An with Gi 25, G for i € {1,2} and h € L, then G; /Ay
150Gl ) Ay as h € Ay. From G;/ Ay ~pw F; \ Ay it follows that there exists F; \ Ay == F/ \ Ay
such that G} / Ay ~pw F! \ Ap. Since synchronization does not apply to 7 and h € L, we have that
(Fi llL Fo) \ A== (|1, F§) \ Age with (G |11, G3) / As, (FL |1 F2) \ Aw) € B, where subprocess i
alternates between [; and [1]F; thus allowing the probabilistic transitions along Fj \ Ay == F} \ Ay
for j # ¢ to synchronize with the only one of [1]F;.

As for probabilities, to avoid trivial cases let [, Iy, G1, G2 € P, and consider an equivalence class C' € Py, /B
that involves nondeterministic processes reachable from E ||z, E2, specifically C = {(H1; ||z H2,) \ A,
(Hl,j ||L HZJ‘) /AH ‘ Hk,h S reach(Ek) A Hl,h HL HQ’]-L S reach(El HL Eg) A Hk,i \ .A'H Rpw de' /./47.[} Since

the restriction and hiding operators do not apply to probabilistic transitions, we have that:
prob((Fu || F2) \ Ay, ©) = prob((F1 \ An) [|[L(F2 \ Ax), C)
prob((G1 || G2) / Aw, C) = prob((G1/ Ax) [|L(G2 / Ax), C)
and hence by virtue of Lemma [9.1}
prob((F1 \ Az [[L(F2 \ Az), C) = prob(Fy \ Az, Cr) - prob(Fy \ Ay, Cs)
prob((G1 ) Ax) (G2 ) Ay),C) = prob(Gy1 [/ Ay, Ch) - prob(Gsa | Ay, C2)
)

Ci = {Hip \An | (Hipllo Hop) \ Ay € CYU{H1 1/ Ay | (Hip ||z Hop) | Ay € C}
Co = {Hop \ Ay | (Hip|lL Hon) \ Ay € CYU{Hayp [ Ay | (Hip ||z Hop) [ Ay € C

where:

Since Fj \ Ay ~pw G/ Ay and Cj is the union of some ~y-equivalence classes for k € {1,2}, we have
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that:
prob(F1 \ Ay, C1) = prob(Gy/ Ay, Ch)

prob(Fy \ Ay, C2) = prob(Gy | Ay, C2)

2. Starting from (F'/ Ay) \ L and (G \ L) / Ay related by B, so that F'/ Ay ~pw G \ Ay, there are six cases
for action transitions based on the operational semantic rules in Table In the first three cases, it is
(F/ Ay) \ L to move first:

o If (F/ Ay)\ L —u (F' ] A3)\ L with F 55, F and | ¢ L, then F / Ay ——, F' / Ay as | ¢ Az From
F /Ay =pw G\ Ay it follows that there exists G \ Ay = L= \ Ay such that F'/ Ay ~py
G’ \ Ayz. Since the restriction and hiding operators do not apply to 7, [, and probabilistic transitions,
we have that (G \ L) / Ay = — s == (G'\ L) / Ay with (F' / Ax)\ L,(G'\ L)/ Ay) € B.

o If (F/Ay)\ L-—"5.(F'/Ay) \ L with F—5,F', then F/ Ay ——.F' /Ay as 7 ¢ Ay. From
F [ Ay ~pw G\ Ay it follows that there exists G \ Ay == G’ \ Ay such that F'/ Ay ~py G'\ Ay.
Since the restriction and hiding operators do not apply to 7 and probabilistic transitions, we have that

(G\ L)/ A== (G'\ L) / Ay with ((F"/ Ay) \ L,(G"\ L) / Ay) € B.

o If (F/ Ay)\ L 5, (F' | Ay)\ L with F 5, F’, then F / Ay —>a F' | Ay as h € Ag. The rest of the
proof is like the one of the previous case.

In the other three cases, instead, it is (G \ L) /Ay to move first:

o If (G\L)/ Ay 52 (G'\L) / Ay with G —5, G’ and I ¢ L, then G\ Ay —5, G'\ Ay as | ¢ Ag. From
G\ Ay ~pw F /Ay it follows that there exists F'/ Ay = L= F' | Ay such that G'\ Ay =pw
F’/ Ay. Since the restriction operator does not apply to 7, [, and probabilistic transitions, we have
that (F / Ay) \ L=~ = (F' / Ay) \ L with (G’ \ L) / Ay, (F' / Ax) \ L) € B.

o If (G\L)/ Ay —a(G'\ L)/ Ay with G =, G’, then G\ Ay ——, G’ \ Ay as 7 ¢ Ay. From G\ Ay
~pw F/ Ay it follows that there exists F'/ Ay = F' / Ay such that G’ \ Ay ~pw F'/Ay. Since

the restriction operator does not apply to 7 and probabilistic transitions, we have that (F'/Ay) \ L
= (F" [ Ay) \ L with ((G'\ L) / Ay, (F"/ Ay) \ L) € B.

o If (G\L) / Ay —+a (G'\L) / Ay with G 5, G’ and h ¢ L, then G / Ay —+a G' | Ay as h € Ay (note
that G'\ Ay cannot perform h). From G / Ay ~pw G\ Ay —as E € SBSNNI_,, and G € reach(E) — and
G\ Ay ~pw F | Ay it follows that there exists F' / Ay = F' | Ay such that G' / Ay ~pw F' / Ay and
hence G'\ Ay ~pw F' [ Ay —as G' | Ay =pw G'\ Ay due to E € SBSNNI. _ and G’ € reach(E). Since
the restriction operator does not apply to 7 and probabilistic transitions, we have that (F' /. Ay) \ L
= (F"/ Ay) \ L with ((G"\ L) / Ay, (F" [ Ay) \ L) € B.

As for probabilities, to avoid trivial cases let F,G € P, and consider an equivalence class C' € Py, /B
that involves nondeterministic processes reachable from E, specifically C' = {(H; / Ay) \ L,(H; \ L) / Ay |
Hy € reach(E) N H; \ Ay ~pw Hj/Ayn}. Since the restriction and hiding operators do not apply to
probabilistic transitions, we have that:

prob(F / A) \ L,C) = prob(F\ Ay, C)

prob((G\ L) / Ay, C) = prob(G [ Ay, C)
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where:
C = {H\ Ay | (Hi /| An)\ L € CYU{H; /Ay | (H; \ L) /| Ay € C}
Since F'\ Ay ~pw G / Ay and C' is the union of some ~y-equivalence classes, we have that:
pTOb(F \ AHa C’) = prOb(G/A'Ha é)

3. Starting from (F1 || F2)\ Ay and (G1 || G2)\ Ay related by B, so that i\ Ay ~pw G1\ Ay and Fo\ Ay ~pw
Ga \ Ay, there are five cases for action transitions based on the operational semantic rules in Table

o If (Fi|LF) \ Ay —a (FIIL[1F) \ Ax with Fi—5.F/ and | ¢ L, then F \ Ay —,
Fi\ Ay as | ¢ Ay. From Fi \ Ay ~pw Gi1 \ Ay it follows that there exists G \ Ay

— —l>a-——> G4 \ Ay such that F| \ Ay ~pw G} \ Ay. Since synchronization does not apply to 7

and | ¢ L, we have that (Gy |1 Ga) \ Ay == —a== (G} [[L[1]G2) \ Ax with ((F] |L[1]F2) \ A,
(GY ||L[1]G2) \ Ay) € B, where the right subprocess alternates between Gy and [1]G2 thus allowing the

probabilistic transitions along G \ Ay = —l>a = G| \ Ay to synchronize with the only one of [1]Gs.

o If (Fy || Fo) \ A —=a (1) F1 |11 F)\ Ay with F, L Fj and | ¢ L, then the proof is similar to the one
of the previous case.

o If (Fy || F2)\ Ay 0 (F! |1 F5)\ Ag with Fy —5, F/ fori € {1,2} and | € L, then F;\ Ay ——a F/\ Ay
asl ¢ Ay. From F;\ Ay ~pw G\ Ay it follows that there exists G; \ Ay = L= G\ Ay such that
FI\ Ay ~pw G\ Ay. Since synchronization does not apply to 7 and I € L, we have that (G ||z G2)\ Ay
— L= (G ||l G5)\ Ay with ((FY || F5)\An, (G} ||l G5)\ Ay ) € B, where subprocess i alternates
between G; and [1]G; before performing [ or between G and [1]G/ after performing ! thus allowing the

probabilistic transitions along G; \ Ay = —l>a = G;- \ Ay for j # i to synchronize with the only one
of [1]G; before performing a or the only one of [1]G after performing a.

o If (F1 ||z Fo) \ Ay —=a (F] | L[1]F2) \ Ay with F} —=, F/, then F} \ Ay ——, F{ \ Ay as 7 ¢ Ay From
Fi\ Ay ~pw G1 \ Ay it follows that there exists G \ Ay = G} \ Ay such that F] \ Ay ~pw G\ Ay.
Since synchronization does not apply to 7, we have that (Gi || G2) \ Ay = (G} || G2) \ Ay with
((F] |L[1)F2)\ Ay, (GY | L[1]G2) \ Ag) € B, where the right subprocess alternates between G and [1]G4
thus allowing the probabilistic transitions along G \ Ay = G \ Ay to synchronize with the only one
of [1]G2

o If (F1 |1 F2) \ Ay ——a (1JFy || F3) \ Ay with Fy —, F}, then the proof is similar to the one of the
previous case.

As for probabilities, to avoid trivial cases let Fi,F, G1,G2 € P, and consider an equivalence
class ¢ € P,/B that involves nondeterministic processes reachable from FE; |1 E2, specifically
C = {(Hl,i HL HQJ‘) \ .A‘,'-[ ‘ Hk,h S reach(Ek) A Hl,h ”L Hg}h S reach(El HL Eg) AN Hk,z’ \ AH Rpw Hk,j \.AH}
Since the restriction operator does not apply to probabilistic transitions, we have that:
prob((F1 ||z F2) \ Ay, C) = prob((Fy \ Ay) [|L(F2 \ An), C)
prob((G1||L G2) \ Ay, C) = prob((G1 \ Ay) [[L(G2 \ An), O)
and hence by virtue of Lemma [9.1] we have that:
prob((F1 \ An) [[L(F2 \ Ay), C) = prob(F1 \ Ay, C1) - prob(Fy \ Ay, Cs)
prob((G1\ An) [|L(G2 \ Ay),C) = prob(G1 \ Ay, C1) - prob(Ga \ Ay, Cs)
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where:
Cr = {Hin \ A | (Hip ||l Hop) \ Ay € C}
Co = {Hop \ Ay | (Hip |l Hop) \ Ay € C}
Since Fy \ Ay ~pw Gk \ Ay and Cj is the union of some ~py-equivalence classes for k € {1,2}, we have

that:
p?”Ob(Fl \.Aq.[, Cl) = pTOb(Gl \ ./47.[, 01)
prob(Fy \ Ay, Co) = prob(Gs \ Ay, C2)

We then prove the three results for the ~,-based properties. Let B be an equivalence relation containing all the
pairs of processes that have to be shown to be ~,-equivalent according to the considered result:

1. Starting from (F} || F2)\ Ay and (G1 ||z G2) / Ay related by B, so that 1\ Ay ~pp G1/ Ay and Fo\ Ay ~pp
G2 / Ay, there are twelve cases for action transitions based on the operational semantic rules in Table
In the first five cases, it is (F1 ||z F2) \ Ay to move first:

o If (Fy L Fo) \ Ay —a (F) |L[1)F2) \ Ay with Fy —55, F and | ¢ L, then Fy \ Ay —a F/ \ Ay as
1 ¢ Ay. From Fy \ Ay =~p, G1/ Ay it follows that there exists Gy / Ay = G1 / Ay —l>a G| | Ay such
that Fy \ Ay ~p, G1/ Ay and F] \ Ay ~p, G/ Ay. Since synchronization does not apply to 7 and
I ¢ L, we have that (G ||z G2) / Aw == (G1 |l G2) / An —+a (G} | L[1]G2) / Ay with ((F1 || F2) \ A,
(G1lL G2) / An) € B and ((F]|[L[1F2) \ Ay, (G |L[1]G2) / An) € B, where the right subprocess
alternates between G9 and [1]G4 thus allowing the probabilistic transitions along G1 / Ay =— G1 / Ay
to synchronize with the only one of [1]Ga.

o If (Fy || Fo) \ A —>a ((1)F1 || F3) \ Ap, with Fy —5, F} and [ ¢ L, then the proof is similar to the one
of the previous case.

o If (Fy |1 Fo) \ Ap —va (F || F})\ Ay with F; —55, F/ fori € {1,2} and | € L, then F;\ Ay —+, F/\ Ay
as | ¢ Ay. From F; \ Ay ~pp Gi/ Ay it follows that there exists G; / Ay = G; / Ay —l>a G, | Ay
such that F;\ Ay ~pp Gi / Ay and F/\ Ay ~pn G / Ay Since synchronization does not apply to 7 and

= = l .
I € L, we have that (G1]|1 G2) /| Ay == (G1 L G2) / Ax —a (G L G3) | Ax with ((F1 ] F2) \ Ay,
(G1|lL G2) / Ax) € B and ((F]||L F3) \ Aw, (G} || GS) / Ax) € B, where subprocess i alternates
between G; and [1]G; thus allowing the probabilistic transitions along G; / Ay = G, / Ay for j # i
to synchronize with the only one of [1]G;.

o If (Fy |1 F2) \ Ay ——a (F] |2[1]F2) \ Ay with Fy 5, F/, then Fy \ Ay ——. F| \ Ay as 7 ¢ Ay.
From Fy \ Ay ~pp Gi1/Ay it follows that either F{ \ Ay =p, Gi1/Ayp, or there ex-
ists Gy /Ay ==G1/ Ay G,/ Ay such that Fy \ Ay =p Gi1/Ax and F| \ Ay =~
G/ Ay. Since synchronization does not apply to 7, in the former subcase (Gi||L G2)/ Ay is
allowed to stay idle with ((F]||L[1]F2) \ An, (Gi|lL G2)/ Ay) € B, while in the latter subcase
(G1llz G2) / An == (G1 || G2) / A ——a (G ||L[1]G2) / Ay with ((F1 ||z F2)\ A, (G1 ||L G2)/Aw) €B
and ((F{ ||L[1]F2) \ Ay, (G ||L[1)G2) / Ax) € B, where the right subprocess alternates between Ga and
[1]G2 thus allowing the probabilistic transitions along Gy / Ay == G1 /A3 to synchronize with the
only one of [1]Gs.

o If (F1 |1 F2) \ Ay ——a ((1JFy ||z F3) \ Ay with Fy —, F}, then the proof is similar to the one of the
previous case.
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In the other seven cases, instead, it is (G || G2) / Ay to move first:

If (G || Ga) [ An —=a (G4 ||L[1]Ga) / An with Gy =, G and | ¢ L, then Gy / Ay —=, G, | An as
1 ¢ Ay. From Gy / Ay =~pp, 1\ Ay it follows that there exists Fy \ Ay = F} \ Ay L F|\ Ay such
that Gy / Ay ~pp F1 \ Ay and G / Ay ~pp F \ Ay Since synchronization does not apply to 7 and
_ l .
I ¢ L, we have that (Fi |1 F2) \ Ay == (I [|[L F2) \ Ay —a (F1 |[L[1F2) \ Ay with ((G1 || G2)/ A,
(Fy ||z F2) \ Ay) € B and (G} ||L[1]G2)/An, (F] ||L[1]F2) \ Ay) € B, where the right subprocess alter-
nates between I, and [1]F, thus allowing the probabilistic transitions along Fy \ Ay = Fi \ Ay to
synchronize with the only one of [1]F5.
If (G1|| G2) /| Axy L, (1]G1 || GY) | Ay with Ge L, G, and [ ¢ L, then the proof is similar to the
one of the previous case.
It (G1llLGa)/ An —a (G |IL GL) | Ay with G; —5, G} for i € {1,2} and | € L, then G; /Ay
—l>a Gl Ay as | ¢ Ay. From G; | Ay =~pp, F; \ Ay it follows that there exists F; \ Ay = F; \ Ay
L F!\ Ay such that G; / Ay ~pp Fi \ Ay and G’/ Ay =~ F!\ Ayg. Since synchronization does
not apply to 7 and I € L, we have that (F1 |1 F2) \ Ay = (Fy || F2) \ Ay —l>a (F{ || F3) \ Ay with
((G1lL G2)/ Ay, (F1 || F2) \ Aw) € B and (G || G3) / As, (F] || F5) \ Az) € B, where subprocess i
alternates between Fj and [1]F; thus allowing the probabilistic transitions along F; \ Ay = F; \ Ay
for j # i to synchronize with the only one of [1]F;.
If (G1]|lLG2)/An . (G |L[1]G2) | Ay with Gy . I, then G /Ay . Y/ Ay as T % Ay.
From G / Ay ~pb F1\ Ay it follows that either G / Ay ~p1, F1\ Ay, or there exists Fi \ Ay == 1\ Ay
5o F{ \ Ay such that Gi/Ay ~pn Fi \ Ay and GY /Ay =~p, F] \ Ay. Since synchro-
nization does not apply to 7, in the former subcase (F}||LFa) \ Ay is allowed to stay idle
with (G} ||L[1]G2)/ Ay, (F1 || F2) \ Ay) € B, while in the latter subcase (F|r Fz) \ Ay —
(F1 | Fo)\ A —=a (F] | L[1]F2)\ Ay with ((G1 || G2) /A, (F1 || F2)\Aw) € Band (G [|1[1]G2)/An,
(F{ ||L[1]F2) \ Ay) € B, where the right subprocess alternates between Fy and [1]F; thus allowing the
probabilistic transitions along F; \ Ay = F1 \ Ay to synchronize with the only one of [1]Fb.
If (G|l Go) /| Ay ——4 ([1]G1 || GY) | Aw with G —, G%, then the proof is similar to the one of the
previous case.
If (G || G2) / Ay~ (G4 ||L[1]G2) / Ay with Gy —5, G} and h ¢ L, then Gy / Ay ——. G | Ay as
h € Ay. The rest of the proof is like the one of the fourth case.
If (G1 || Ga) /| Ay —=5a (11G1 || Gb) / Ap with Go —25, G), and h ¢ L, then the proof is similar to the
one of the previous case.

As for probabilities, we reason like in the proof of the corresponding result for ~py.

2. Starting from (F'/ Ay) \ L and (G \ L)/ Ay related by B, so that F'/ Ay ~pp, G\ Ay, there are six cases
for action transitions based on the operational semantic rules in Table In the first three cases, it is
(F'/ Ay) \ L to move first:

It (F/Ap) \ L -0 (F'J Ay) \ L with F—5, F" and | ¢ L, then F /Ay~ F'/ Ay as | & Ay
From F /Ay =~p, G\ Ay it follows that there exists G \ Ay = G \ Ay L>a G’ \ Az such that
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F | Ay ~pp, G\ Ay and F' | Ay =5, G\ Ay Since the restriction and hiding operators do not apply
to 7, [, and probabilistic transitions, we have that (G\ L) / Ay == (G\ L) / Ax N (G'\ L) / Ay with
((F/ Au)\L,(G\ L) / Ay) € B and ((F'/ Ax) \ L,(G'\ L) | Ay) € B.

o If (F/Ax)\ L. (F'/Ay) \ L with F-—"5, F', then F /Ay ——.F' /Ay as 7 ¢ Ay. From
F /Ay ~p G\ Ay it follows that either F'/ Ay ~p, G\ Ay, or there exists G\ Ay = G \ Ay
530G\ Ay such that F /Ay =~p G\ Ay and F' /Ay =, G'\ Azp. Since the restric-
tion and hiding operators do not apply to 7 and probabilistic transitions, in the former subcase
(G\ L)/ Ay is allowed to stay idle with ((F”/Ay) \ L,(G\ L)/ Ay) € B, while in the latter sub-
case (G\ L)/ Ay=—= (G\ L)/ Ay ——.(G'"\ L)/ Ay with ((F/Ay)\ L,(G\ L)/ Ay) € B and
(F"/ A\ L, (G'\ L) /| Ay) € B.

o If (F/Ay)\L "5, (F" ] Ay)\ L with F -5, F', then F /Ay —.F' /Ay as h € Ay. The rest of the
proof is like the one of the previous case.

In the other three cases, instead, it is (G \ L) /Ay to move first:

o If (G\L) / Ay 54 (G'\ L) / Ay with G —5, G’ and I ¢ L, then G\ Ay —>o G'\ Ay as | ¢ Ag. From
G\ Ay ~pp '/ Ay it follows that there exists F / Ay = F | Ay —l>aL F'" ] Ay such that G \ Ay ~pp
F | Ay and G'\ Ay ~pp, F' / Ay Since the restriction operator does not apply to 7, [, and probabilistic

transitions, we have that (F / Ax)\L == (F'/ A»)\L L (F" ] Ax)\L with ((G\L) / Ay, (F / Ay)\L)
eBand (G'\L)/ Ay, (F' /] Ay)\ L) € B.

o If (G\L) / Ay —=a (G'\L) | Ay, with G 5, G’, then G\ Ay —, G'\ Ay as T ¢ Ay. From G\ Ay =~
F /Ay it follows that either G’ \ Ay ~pn F' /Ay, or there exists F/Ay==F /Ay . F' | Ay
such that G\ Ay ~p, F /Ay and G’ \ Ay =~p, F'/ Ay. Since the restriction operator does not
apply to 7 and probabilistic transitions, in the former subcase (F'/ Ay) \ L is allowed to stay idle with
((G'\L)/ Az, (F/A3)\L) € B, while in the latter subcase (F / Ax)\L = (F' / Ax)\L —. (F' | Ay)\L
with ((G\ L)/ Ay, (F / Ax)\ L) € Band ((G'\ L)/ Axn, (F' /] Ay)\ L) € B.

o If (G\ L)/ Ay 5, (G'\ L) / Ay with G L5, G and h ¢ L, then G/ Ay —>.G' | Ay as h € Ay
(note that G\ Ay cannot perform h). From G /Ay ~p, G\ Ay — as E € SBSNNIy , and G €
reach(E) — and G \ Ay ~pp I/ Ay it follows that either G’ / Ay ~p, F'/ Ay and hence G’ \ Ay ~pb
F/Ay —as G/ Ay ~p, G\ Ay due to E € SBSNNIy, and G’ € reach(E) — or there exists
F/Ay=F /Ay 5. F"/ Ay such that G/ Ay =~p, F /Ay and G’/ Ay ~pn F'/ Ay and hence
G\ Ay ~pp F [ Ay and G’ \ Ay ~p1, F'/ Ay Since the restriction operator does not apply to 7 and
probabilistic transitions, in the former subcase (F / Ay) \ L is allowed to stay idle with ((G'\ L) / Ay,
(F/Ax) \ L) € B, while in the latter subcase (F / Ay)\ L= (F ] A»)\ L . (F'/ Ay) \ L with
(G\L)/ Ay, (F/ An)\ L) € B and ((G'\ L) / Ay, (F" | An) \ L) € B.

As for probabilities, we reason like in the proof of the corresponding result for ~p.

3. Starting from (F || F2)\ Ay and (G || G2)\ Ay related by B, so that Fi\ Ay ~pp G1\ Ay and Fb\ Ay ~pp
Go \ Ay, there are five cases for action transitions based on the operational semantic rules in Table
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o If (Fy |1 F2) \ Ay —Ssa (F!|IL[1]Fs) \ Ay with Fy —, F and I ¢ L, then Fy \ Ay —, F/ \ Ay as
l ¢ Ay. From Fy \ Ay ~pp G1\ Ay it follows that there exists Gy \ Ay = G1 \ Ay L, G \ Ay such
that Fy \ Ay ~pp G1 \ Ay and F| \ Ay ~pp G) \ Ay Since synchronization does not apply to 7 and
I ¢ L, we have that (G ||, G2) \ Ax == (G |1, G2) \ Ax —a (G4 [|L[1]G2) \ Ay with ((Fy ||z F) \ A,
(G1llL G2) \ Ay) € B and ((F] [|L[1]F2) \ Ay, (G [|L[1]G2) \ Ay) € B, where the right subprocess
alternates between G and [1]G2 thus allowing the probabilistic transitions along G \ Ay = G1 \ Ay
to synchronize with the only one of [1]Ga.

o If (Fy || Fo) \ A —>a (1)F1 || F3) \ Ap, with Fy —>, F} and [ ¢ L, then the proof is similar to the one
of the previous case.

o If (Fy || F2)\ Ay —va (F! || F5)\ Ap with Fy —>, F/ fori € {1,2} and [ € L, then F;\ Ay ——a F/\ Ay
as | ¢ Ay. From F; \ Ay ~p, G; \ Ay it follows that there exists G; \ Ay = G; \ Ay —l>aL G\ Ay
such that F;\ Ay ~pn G\ Ay and F!\ Ay ~p1, G} \ Ay. Since synchronization does not apply to 7 and

~ ~ l .
I € L, we have that (G1 || G2) \ Aw == (G1 |1 G2) \ Ax —a (G |1 G5) \ Ay with ((F} || F2) \ Ag,
(G1|lL G2)\ Ay) € Band ((F] ||z F5)\ An, (G} || G5) \\Ax) € B, where subprocess i alternates between
G; and [1]G; thus allowing the probabilistic transitions along G;\ Ay = G;\ Ay for j # i to synchronize
with the only one of [1]G;.

o If (Fy |1 F2) \ Ay ——a (F] |2[1]F2) \ Ay with Fy 5, F/, then Fy \ Ay ——. F| \ Ay as 7 ¢ Ay,
From Fi \ Ay ~pp G1 \ Ay it follows that either F{ \ Ay ~p, G1\ Ay, or there exists Gi \ Ay
— G \ Ay L>a G/1 \ Ay such that F} \ Ay Rpb G \ Ay and Fll \ Ay Rpb G/1 \ Ay. Since
synchronization does not apply to 7, in the former subcase (Gi | G2) \ Ay is allowed to stay
idle with ((Fy||L[1]F2) \ An, (G1|lL G2) \ Ay) € B, while in the latter subcase (G1||zG2) \ Ay
= (G| G2) \ An—a (G [[L[1G2) \ Ay with ((F1]lz F2) \ Aw, (G1[[LG2) \ An) € B and
((F{|L[1]F2) \ A, (G ||IL[1]G2) \ Ay) € B, where the right subprocess alternates between Gg and
[1]G thus allowing the probabilistic transitions along G \ Ay == G1 \ Ay to synchronize with the
only one of [1]Gs.

o If (F1 |1 F2) \ Ay ——a ((1JFy ||z F3) \ Ay with Fy —, F}, then the proof is similar to the one of the
previous case.

As for probabilities, we reason like in the proof of the corresponding result for ~py. [ |

Theorem 9.2. Let Ey,Ey € Py, or E1,Ey € Py, E € Py, = € {Rpw,~pp}, and P € {SBSNNI,P_BNDC_,
SBNDCx }. Then:

1.
2.

EeP=a.EcP foralac A U{r}, when E € P,.

Ey,Ey € P = E||pE2 € P for all L € Az if P € {SBSNNIx,,,P_BNDC_ '} or for all L € A\ {7}
if P e {SBSNNIQPW, P_BNDC%W, SBNDC, SBNDCzpb}.

pw?

EeP=E\L€eP forallLC A\ {7}

.Ee€eP=FE/LeP foral LC Ar.
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Proof. We first prove the four results for SBSNNI,, from which it will follow that they hold for P BNDCy too
by virtue of the forthcoming Theorem

1. Given an arbitrary E € P,NSBSNNI. and an arbitrary a € Az U{7}, from E\ Ay ~ E / Ay we derive that
a.(E\Ay) ~ a.(E | Ay) because ~ is a congruence with respect to action prefix by virtue of Lemmal[9.2)(1),
from which it follows that (a.E)\ Ay ~ (a.E) /Ay, ie., a. E € BSNNIy, because a ¢ Az. To conclude
the proof, it suffices to observe that all the processes reachable from a. E after performing a are processes
reachable from FE, which are known to be BSNNI..

2. Given two arbitrary Eq, Ey € P, or Ey, Ey € P, such that Ey, E5 € SBSNNIy and an arbitrary L C Ag, the
result follows from Lemma (1) by taking Fj identical to G and Fy identical to Gs.

3. Given an arbitrary E € SBSNNIy and an arbitrary L C A\ {7}, the result follows from Lemma [0.3|2)
by taking F' identical to G — which will be denoted by E’ — because:

o (E'\L)\ Ay ~ (E'\ Ay) \ L as the order in which restriction sets are considered is unimportant.

o (F'\Ay)\ L~ (E'/ Ay)\ L because E'\ Ay ~ E' | Ay — as E € SBSNNI, and E’ € reach(FE) — and
~ is a congruence with respect to the restriction operator due to Lemma (3)

e (E'/Ay)\ L~ (E'\ L)/ Ay as shown in Lemma[9.3(2).

e From the transitivity of ~ we obtain that (E'\ L)\ Ay ~ (E'\ L) / Ay.

4. Given an arbitrary E € SBSNNIy and an arbitrary L C Ag, for every E' € reach(E)
it holds that E' \ Ay =~ E’'/ Ay, from which we derive that (E' \ Ay)/L ~ (E'/Ay) /L because ~
is a congruence with respect to the hiding operator due to Lemma (4) Since L N Ay = 0, we have
that (E"\ Ag) /L is isomorphic to (E’ /L) \ Ay and (E'/Ay) /L is isomorphic to (E' /L) / Ay, hence
(E'/L)\ Ay ~ (E' /L) | Ay, ie., E' | L is BSNNI..

We then prove the four results for SBNDCy.:

1. Given an arbitrary E' € P,NSBNDCx and an arbitrary a € Az U{7}, it trivially holds that a . E' € SBNDCx
because a is not high and all the processes reachable from a . E after performing a are processes reachable
from E, which is known to be SBNDC..

2. Given two arbitrary Ey, Ey € Py, or Ey, Ey € P, such that Ey, Es € SBNDCx and an arbitrary L C A\ {7},

the result follows from Lemma (3) as can be seen by observing that whenever F ||, Ef L EY || EY for
Ei HL Eé S reach(El ||L EQ)Z

o If B| s, BV, EI = E} (hence E}\ Ay ~ EJ\ Ay), and h ¢ L, then from E; € SBNDCy it follows
that B} \ Ay ~ EY \ Ay, which in turn entails that (E] ||z F}) \ Ay = (E{ ||1 EY) \ A because ~
is a congruence with respect to the parallel composition operator due to Lemma (2) and restriction
distributes over parallel composition.

o If E, i>3L El, B! = Ef, and h ¢ L, then we reason like in the previous case.
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o If B/ 5, BV, EY 5, Y, and h € L, then from E, Ey € SBNDCy it follows that E] \ Ay ~ E/\ Ay
and F) \ Ay ~ El \ Ay, which in turn entail that (E] ||1 F}) \ Ay ~ (E{ |1 EY) \ Ay because = is
a congruence with respect to the parallel composition operator due to Lemma (2) and restriction
distributes over parallel composition.

3. Given an arbitrary E € SBNDCy and an arbitrary L C A\ {7}, for every E’ € reach(E) and for every E”

such that B ™5, E" it holds that E'\ Ay ~ E"\ Ay, from which we derive that (E'\ Ax)\ L ~ (E"\ Ay)\ L
because & is a congruence with respect to the restriction operator due to Lemma[9.2)(3). Since (E’\ Ay)\ L
is isomorphic to (E'\ L)\ Ay and (E”\ Ay) \ L is isomorphic to (E”\ L)\ Ay, we have that (E'\ L)\ Ay ~
(E"\ L)\ Ay

4. Given an arbitrary £ € SBNDCy and an arbitrary L C A, for every E' € reach(E) and for every E” such

that E' -5, E” it holds that E’ \ Ay ~ E" \ Ay, from which we derive that (E'\ Ay) /L~ (E"\ Ay)/L
because = is a congruence with respect to the hiding operator due to Lemma (4) Since LN Ay = 0, we
have that (E'\ Ay) /L is isomorphic to (E' /L) \ Ay and (E” \ Ay) /L is isomorphic to (E” /L) \ Ay,
hence (E'/ L)\ Ay =~ (E" /L) \ Ay. [

As far as parallel composition is concerned, the compositionality of SBSNNIx , holds only for all L C Ag.
For instance, both £y = h.0+10;.0+ 7.0 and Ez = h.0+ [2.0 + 7.0 are SBSNNIy , but Fy |y E2
is not because the transition (E1 ||y Fa)/ Ay L>a([1]g||{h}[1]g)/,4H arising from the synchronization be-
tween the two h-actions cannot be matched by (Ei|[(ny E2) \ Ay in the probabilistic branching bisimula-
tion game. As a matter of fact, the only two possibilities are (E1 ||{ny E2) \ Ay == (E1|l{ny B2) \ An .
(110 |y [11E2) \ Ane = (Ol y B2) \ Are—a (100 [[ 1 [110) \ Ay and (By [y Ba) \ Ay == (Ex ||} B2) \ Ax
oo (B [y [110) \ Ap—p (Br [y ) \ Az —a (1110 |13 [10) \ Ay but neither ([1]0]|(ny[1]E2) \ Ay
nor ([1E1 |[(n[1]0) \ Ay is ~pp-equivalent to (Eillgn) B2) \ Ay when 1 # o Note that
(El H{h} EQ)/A’H %pw (E1 ||{h} EQ) \ .AH because (El ”{h} EQ)/A’H L>a ([1]Q ||{h}[1]Q) /AH is matched by
(B1 llny E2) \ Aze = ([1]0[[{1;[1]0) \ A3;. Similar to the previous chapter, it is not only a matter of the higher
discriminating power of ~}, with respect to ~py. If we used the CCS parallel composition operator [112], which
turns the synchronization of two actions into 7 thus combining communication with hiding, then the parallel com-
position of E7 and Fs with restriction on A would be able to respond, in the probabilistic branching bisimulation
game, with a single 7-transition reaching the parallel composition of [1]0 and [1]0 with restriction on Ay.

pb?

9.2.2 Taxonomy of Security Properties

Similar to the nondeterministic setting of the previous chapter, the noninterference properties in Definition
turn out to be increasingly finer. This holds both for those based on =, and for those based on ~,.

Part of the proof of the forthcoming Theorem relies on the bisimulation-up-to technique [I31] and requires
introducing probabilistic variants of up-to weak [112] and branching [75] bisimulations. In doing so in our quan-
titative setting, we have to take into account some technicalities mentioned in [44] 911 [79]. In particular, given
~ € {~pw,~pp} and a related bisimulation B, we cannot consider the relation composition ~ B~ like in the fully
nondeterministic case as it may not be transitive and this would not make it possible to work with equivalence
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classes for the probabilistic part. Rather we have to consider (BU B 1U ~)* = (J°2 (BUB™1U ~)" to ensure
transitivity in addition to reflexivity and symmetry, where B~! is the inverse of B and B is no longer required to
be an equivalence relation thus avoiding redundant information in it. We remind that (BU B~ U ~)" for n > 1
is the composition of relations (BUB~'U )" and BUB™ U ~.

Definition 9.7. A relation B over P, is a weak probabilistic bisimulation up to ~py iff, whenever (Ey, Es) € B,
then:

e For each By == E} there exists Fy SN E} such that (B}, Ey) € (BUB YU ~py) ", and vice versa.

o prob(Ey,C) = prob(Es, C) for all equivalence classes C € Pp/(BUB™1U ~py) T |

Definition 9.8. A relation B over Py, is a probabilistic branching bisimulation up to ~yy, iff, whenever (Ey,E3) € B,
then:

e For each By =— E1 -5, E with E; b E;:

— either a = 7 and Ey ~p), E};

— or there exists By == By —, E} such that (E1, Ex) € (BUB 'Ua,)t and (B, Ey) € (BUB tU~,) Y,

and vice versa.

o prob(Ey1,C) = prob(Es, C) for all equivalence classes C € Ppy/(BUB™U &) T |

In the second definition, in the case that a = 7 and E ~pb B it holds that Ef ~pp E; ~pb E1 B Eo, ie.,
(Eq, E2) € (BUB™'U &)™, because &, is symmetric. We now prove that the two previous notions are correct,
i.e., they imply the respective bisimilarities.

Proposition 9.1. Let Ey, Ey € Py, and B be a weak probabilistic bisimulation up to ~py. If (Eq, Es) € B then
El 'C\\'Jpw EQ.

Proof. Tt suffices to prove that the equivalence relation (B'U =y )" is a weak probabilistic bisimulation, where
B' = BUB~!. Given (E1, E2) € (B'U ~py) ' and considering the smallest n € N+ for which (E1, Fs) € (B'U a2py )",
we proceed by induction on n:

e If n =1 then there are two cases:

— Let (B, Fo) € B'. If B; -%, E}, hence E; == F}, then from the fact that B’ is a weak probabilistic
bisimulation up to a2y it follows that there exists Fy == F} such that (Ef, E}) € (B'U ~py)*. More-
over, since B is a weak probabilistic bisimulation up to ~py, we have that prob(E;,C) = prob(Es, C)
for all C' € P, /(B'U ~pw) ™

— Let By mpy Ey. If By %5, E} then there exists Fy == E} such that Ef =, Fb, hence (Ej, Eb) €
(B'U ~pw)T because mpyw C (B'U =&pyw)t. Moreover, since ~py, C (B'U ~py)" implies that every
equivalence class of (B'U mpy)T is the union of some equivalence classes of ~y, we have that
prob(Eq, C) = prob(Es, C) for all C € Py, /(B'U ~py) .
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e If n > 1 then from (E4, E2) € (B'U ~py)" and the minimality of n it follows that there exists E € Py, such
that (E1,E) € (B'U ~py)" ! and (E, E2) € (B'U ~py). If By —, E} then by the induction hypothesis
applied to (E1,E) € (B'U a9py)" ! there exists E == E’ such that (E},E') € (B'U ~py)". Therefore
by the induction hypothesis applied to (E, Ea) € (B'U =~y there exists Fo == EY such that (E', E}) €
(B'U mpy )T, where (B}, E}) € (B'U ~py )t by transitivity. Moreover, from the induction hypothesis applied
to (E1, E) € (B'U ~pw)" L and (E, Ey) € (B'U ~%y) it follows that prob(Ey, C) = prob(E, C) = prob(Es, C)
for all C' € Pp,/(B'U ~opy) T ]

Proposition 9.2. Let E1, Ey € Py, and B be a probabilistic branching bisimulation up to ~py,. If (E1,E2) € B
then E1 ~pb EQ.

Proof. 1t suffices to prove that the equivalence relation (B'U ~},) ™ is a probabilistic branching bisimulation, where
B' = BUB™L. Given (Ej, E3) € (B'U ~pp,) " and considering the smallest n € N for which (Ey, E3) € (B'U ~pp)",
we proceed by induction on n:

o If n =1 then there are two cases:

— Let (E1,E») € B. If By %, E', hence By = E; . EY, then from the fact that B’ is a probabilistic
branching bisimulation up to =y, it follows that there are two subcases:
« If a =7 and Ey ~p), EY, hence (Ef, Eq) € (B'U ~pp) T by symmetry, from (E1, E2) € (B'U &) "
it follows that (E}, E) € (B'U ~pp)" by transitivity.
s If there exists By == Ey —, EY such that (Ey, Ey) € (B'U =) and (B}, Eb) € (B'U =),
then we are done.

Moreover, since B’ is a probabilistic branching bisimulation up to ~p,, we have that prob(E;,C) =
prob(Es, C) for all C € Py, /(B U ~pp) .

— Let By ~pp, Eo. If By 5. E{ then there are two subcases:
* If a = 7 and EY ~p), Ey, then (B}, Ey) € (B'U ~ph) " because ~pp C (B'U &) T
s If there exists By == Fy —, E} such that Fy a2, Fy and E} =1, Ej, then (Ey, Ea) € (B'U ~p) "
and (B, EY}) € (B'U =)t because ~p1, C (B'U ~pp) T

Moreover, since /2, C (B'U ~pp) 1 implies that every equivalence class of (B'U ~,},) " is the union of
some equivalence classes of ~pp,, we have that prob(E1, C') = prob(Es, C) for all C' € Py, /(B U ~pp) .

o If n > 1 then from (E1, Es) € (B'U =1,)" and the minimality of n it follows that there exists E € Py, such
that (F1,E) € (B'U ~p,)" ! and (E, Es2) € (B'U ~p,). If By —%, B} then by the induction hypothesis
applied to (E1, E) € (B'U ~,p,)" ! there are two cases:

— Ifa=rand (E},E) € (B'U~y,)", then from (E, E) € (B'U &) it follows that (B, E2) € (B'U ~pp) "
by transitivity.

— If there exists E == E —, E’ such that (E1,E) € (B'U ~p,)" and (B}, E') € (B'U =) ", then by
the induction hypothesis applied to (E, Es) € (B’ U ~pp) there are two subcases:
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* If a =7 and (E', E) € (B'U ~pp) ", then from (Ef, E') € (B'U ~pp)" it follows that (Ef, Eo) €
(B'U =pp) T by transitivity.

s If there exists By == Fy —, E} such that (E, Es) € (B'U ~p,)" and (E', E}) € (B'U ~pp) ", then
from (Ey, E) € (B'U ~pp) " and (B}, E') € (B'U &) 7T it follows that (Ey, Es) € (B'U ~p,)" and
(EY, EY) € (B'U )T by transitivity.

Moreover, from the induction hypothesis applied to (Ey, E) € (B'U =pp)" ! and (E, E2) € (B'U &)
it follows that prob(Ey,C) = prob(E,C) = prob(Es,, C) for all C' € Pp, /(B'U ~pp)*. |

Before presenting the taxonomy, we prove some further ancillary results about parallel composition, restriction,
and hiding under SBSNNI,, and SBNDCy..

Lemma 9.4. Let E, E1, Ey € P, and = € {~pw,~pp}. Then:
1. If E € SBNDCx, E' € reach(E), and E' ] Ay == E" | Ay, then E'\ Ay = E"\ Ay with E" \ Ay ~
E”\AH-
2. If E1,FEy € SBNDCx and E1 \ Ay = E3y \ Ay, then By | Ay =~ Ey | Ay.

3. If E5 € SBSNNI. and L C Ay, then E{\ Ay ~ (ES||L F) /L) \ Ay for all F' € Py, having only actions
in Ay and for all E] € reach(E1) and EY € reach(E3) such that E{ \ Ay = FE} [/ Ay, when E},F € Py, or
E), F €P,.

Proof. We first prove the three results for the ~,-based properties:
1. We proceed by induction on the number n € N of 7- and probabilistic transitions along F’ / Ay = E" | Ay:

e If n = 0 then E'/ Ay stays idle and E” / Ay is E' / Ay. Likewise, E' \ Ay can stay idle, i.e
E'\ Ayy = FE’\ Ay, with E’ \AH ~pw B\ Ay as ~py is reflexive.

e letn > 0and By /Ay=FE' /Ay . E!, /Ay or E}/ Ay = E, 1/.AH—>pE’/AH where
E|} is E' and E/, is E”. From the induction hypothesis it follows that E’ \ Ay = E _1 \ Ay with
E;L_l\AH ~pw B!\ Az As far as the n-th transition is concerned, which is E,_, / Ay —, El, / Ay or

*)

1/ AH L5 E! | An, there are three cases depending on whether it is originated from E!, | —, E,
E’ _1 —>aE or B! | 2, L.
— If E! |5, FE then E/ |\ Ay ——a El \ Ay. Since E' | \ Ay ~pw E!_, \ Ay, there exists
E! |\ Ay == E! \ Ay such that E! \ Ay ~py E/ \ Ay. Therefore E'\ Ay = E!, \ Ay with
E”\AH pwE \ Ay
- IfE/ 1 —>aE then from E € SBNDCy,, it follows that E;,_ |\ Ay ~pw E;, \ Ay. Since E;,_\ Ay

~pw El,_1 \ Ay and =, is symmetric and transmve we obtain E}, \ Ay ~pw EA;l_l \ Az. Therefore
E’\AH=>E 1 \ Ay with E” \ Ay ~pw Bl \ An.
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— If B/, 2, F!, then from the fact that E/, |\ Ay ~pw E!,_; \ Az it follows that prob(E!,_, \ Az,
C) = prob(E!_, \ Ay, C) for all C' € P,/ ~py and hence there exists B!, | \ Ay ——p B\ Ay
for some ¢ € Rjgq) such that Ej, \ Ay € [E], \ Aylx,,. Therefore E' \ Ay == Ej, \ Ay with
E"\ A ~pw B\ Ay

2. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be ~py-
equivalent according to the considered result. Starting from (E; /Ay, Eo/ Ay) € B, so that By \ Ay ~pw
Es \ Ay, there are three cases for action transitions based on the operational semantic rules in Table

o If By / Ay —a B} | Ay with Ey S, E}, then Ey\ Ay ~pw B\ Ay as h € Ay and E; € SBNDCy_,.
Since Ef \ Ay ~pw F2 \ Ay, as By \ Ay ~pw E2 \ Ay and =y is symmetric and transitive, with
E},Ey € SBNDCy,, , we have that Ey / Ay is allowed to stay idle with (E] / Ay, Ea / Ay) € B.

o If 1/ Ay L>a E{ ) Ay with Ey —l>a Ef, then FEp \ Ay LxgL Ef\ Ay as | ¢ Ay. From E; \ Ay ~pw
Ey \ Ay it follows that there exists Ea \ Ay N Ej \ Ay such that E] \ Ay ~pw E5 \ Ay. Thus

By Au=5 By Ay as 1,7 ¢ Aw. Since B} \ Ay ~pw Ey \ Ay with E}, Ej € SBNDCy,,,
that (B} / Ay, EY | Ay) € B.

o If By / Ay —. E| | Ay with Ey —, E}, then the proof is like the one of the previous case.

we have

As for probabilities, since the hiding and restriction operators do not apply to probabilistic transitions,
from Ei \ Ay ~pw E2 \ Ay it follows that prob(E; / Ay, C) = prob(Eq \ Ay, C) = prob(Es \ Ay, C) =
prob(Ey [ Ay, C) for all C € P, /B.

3. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be ~py-
equivalent according to the considered result. Starting from Ej \ Ay and ((E} ||L F) / L) \ Ay related by B,
so that Ef \ Ay ~pw EY / Ay, there are six cases for action transitions based on the operational semantic
rules in Table . In the first two cases, it is F} \ Ay to move first:

o Let B\ Ay L E{ \ Ay. We observe that from Ej € reach(E;) and Eo € SBSNNIy , it follows
that Ef \ Ay ~pw Efy [ Ay, so that E} \ Ay ~pw EY | Ay ~pw B4\ Ay, Le., B\ Ay =pw E5\ Ay,
as Rpy Is symmetric and transitive. As a consequence, since | # 7 there exists E) \ Ay 4 EJ\ Ay
such that B \ Ay ~pw EY \ Ay. Thus ((ES||L F)/ L)\ Ay N (EY |l F)/ L)\ Ay with (EY \ Ay,
(E5 |l F)/ L)\ Ay) € B because EY € reach(E1), EJ € reach(E3), and EY \ Ay ~pw EY [ Ay
as Fs € SBSNNI._ , where the right subprocess alternates between F' and [1]F thus allowing the

probabilistic transitions along F) \ Ay SN EY\ Ay to synchronize with the only one of [1]F.

pw?

o Let E{\ Ay —, B\ Ap. The proof is like the one of the previous case with == used in place of £

In the other four cases, instead, it is ((E4 ||z F) /L) \ Ay to move first:

o Let (E}||lLF) /L) \ Ay —a (EYIL[UF) /L) \ Ay with B} s, EY so that E, \ Ay —, Y\ Ay
as | ¢ Ay. We observe that from Ej € reach(Es) and Es € SBSNNIy , it follows that Ef \ Ay ~pw
El | Ay, so that E) \ Ay ~pw B [ Ay ~pw Ef\ Ay, Le., ES\ Ay ~pw B\ Ay, as Rpy Is symmetric
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and transitive. As a consequence, since [ # 7 there exists E] \ Ay =4 E'\ Ay such that EY \ Ay ~pw
EY\ Ay. Thus ((EY||L[1)F) /L) \ Ay, E{ \ Ay) € B because EY € reach(E,), Ey € reach(E>), and
E{I \ Ay =~ ~pw E2 /.AH as By € SBSNNINPW

o Let (E4|LF)/L)\ Ay —a (EY |L[1]F) / L)\ Ay with Ej ", EY so that E!, \AH L0 BY\ Ay as
7 ¢ Ay The proof is like the one of the previous case with = used in place of L

o If (EY||LF)/L)\ Ay ——=a (11EY ||z F') ) L) \ Ay with F -, F', then trivially ((([1]E% || F')/ L)
\ Ay, E{\ Ay) € B as [1]Ef ~py E) and hence [11E) / Ay ~py Eb / Ay by Lemma [9.2)(4).

o Let (ES||ILF)/ L)\ Ay ——=a(EY ||z F')/ L)\ Ay with E, i>aE —so that F / Ay —=a EY | Ay as
he Ay — and F -5, F for h € L. We observe that from E}, El € reach(Ey) and Ey € SBSNNI%W
it follows that Ej \ Ay ~pw Fj /Ay and EJ \ Ay ~pw EY /Ay, so that Ef \ Ay == Ej \ Ay as
EY ) Ay —a EY | Ay and EL\ Ay ~pw Eb | An mpw B} \ Agg, ie, B\ Ay mpw B\ Apy, as ~py is
symmetric and transitive. As a consequence there exists E] \ Ay = EY \ Ay such that EY \ Ay ~pw
E{\ Ay. Thus ((EY || F')/ L)\ Ay, E{ \ Ay) € B because EY € reach(E1), EJ € reach(Es), and
B\ Ay ~py EY | Ay as By € SBSNNI,, .

As for probabilities, to avoid trivial cases let Ej,E} F € P, and consider an equivalence class

C € P,/B that involves nondeterministic processes reachable from Ef \ Ay and ((E} | F)/L) \ Ay,

specifically C = {Gi; \ An,((Ga; |l H;) /L) \ Ay | H; € P, having only actions in Ay A G €

reach(Ey) A G\ Ay ~pw Ga.; / An}. If we focus on a single probabilistic transition of Ef, say Eb —=, EY,
then (B |lL F)/ L)\ Ay =5y (B4 |1 Fy) / L) \ Ay for all F 5, F;. From Y, ;q; = 1 it follows that
prob((F |l F) / T)\ Ao, (B 1 Fy) / L)\ A | j € J}) = p, where all processes (B |ls Fy)/ L) \ Aw
belong to the same equivalence class of B because each F; has only actions in Ay. Since the restriction and
hiding operators do not apply to probabilistic transitions, we have that:
prob(Ey \ Ay, C) = prob(E}\ Ay, O)
prob((B |1 F) / L)\ Ay, C) = prob(E} / Ay, C)

C = {G1i\ Ay € CYU{Ga; [ Ay | (G2l Hy) / L)\ Ay € C}
Since Ef \ Ay ~pw B / Ay and C is the union of some Ay -equivalence classes, we have that:
prob(E \ Ay, C) = prob(Ef [ Ay, C)

where:

We then prove the three results for the ~,-based properties:
1. We proceed by induction on the number n € N of 7- and probabilistic transitions along E’ / Ay = E" | Ay:

o If n = 0 then the proof is like the one of the corresponding result for ~,.
e Letn > 0and By / Ay=FE'_ /Ay 5. E!, /Ay or Ey/ Ay=E' |/ Ay LPE’ / Ay where
E(’] is E' and E!, is E”. From the induction hypothesis it follows that E’\ Ay = E! |\ Ay with
1\ An ~pp E _1 \ Ay. The rest of the proof is like the one of the corresponding result for ~py

Wlth the following difference:

— If B!, "5, F then E, |\ Ay —, E/,\ Ay. Since E/, | \ Ay ~p, E/_; \ An:
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* either E] \ Ay ~pb E _1 \ Ay, in which case E _1 \ Ay stays idle and hence E' \ Ay =
n 1\A7-[ with E”\A'H Rpb En 1 \.AH,
% or there exists E -1 \ Ay = E,_1\ Ay —>aE \ Ay such that E/ \AH ~pb En—1 \ Ay
and EJ, \ Ay ~pp E!\ Ay, hence E'\ Ay = E!, \ Ay with E”\AH ~pb El\ Ay.

2. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be ~,-
equivalent according to the considered result. Starting from (E; /Ay, Ea2 / Ay) € B, so that Ey \ Ay ~pp,
Es \ Ay, there are three cases for action transitions based on the operational semantic rules in Table

o If By /Ay 4 B}/ Ay with Ey L>a EY, then the proof is like the one of the corresponding result
for ~py.

o If By / Ay —5a B! | Ay with By —, EY, then Ey \ Ay —l>aE{ \ Ay as | ¢ Ay. From Ey \ Ay ~,
E5 \ Ay it follows that there exists Fy \ Ay = Eo \ Ay L, Eb\ Ay such that By \ Ay ~pp Eo \ AH
and E \ Ay ~pp B\ Ay Thus Eg/AH:>E2/AH—>aE2/AH as [, 7 ¢ Ay. Since Ey \ Ay =~
Ey \ Ay with By, sy € SBNDCy,, and E} \ Ay ~p1, B \ Ay with E7, B € SBNDCy ,, we have that
(Ey /[ Ay, Ea [ Ay) € B and (B} [ Ay, Ey [ Ay) € B.

o If By / Ay —4 B} | Ay with By —, E}, then E1\ Ay ——, F}\ Ay as T ¢ Ay;. There are two subcases:

— If B} \ Ay ~pp E2 \ Ay then Es \ Ay is allowed to stay idle with (E] / Ay, E2 / Ay) € B because
El \.AH ~Rpb FEs \.AH and Elv Fs € SBNDCz
— If B} \ Ay #pb B2\ Ay then the proof is like the one of the previous case with —, used in place
1
of —,.

As for probabilities, we reason like in the proof of the corresponding result for ~py.

3. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be ~,-
equivalent according to the considered result. Starting from Ej \ Ay and ((E ||L F) / L) \ Ay related by B,
so that E} \ Ay ~pb EY / Ay, there are six cases for action transitions based on the operational semantic
rules in Table[0.1] In the first two cases, it is F] \ Ay to move first:

o Let B\ Ay L EY \ Az;. We observe that from Ej € reach(E2) and Ey € SBSNNIy , it follows that
EQ\.AH Rpb E2 /./47.[, so that 1 \AH Rpb E2 /Ay ~ Rpb EQ\AH, l.e. El\AH Rpb E2\.AH, as ~pp, 1s sym-
metric and transitive. As a consequence, since [ # 7 there exists Ef\ Ay =— E2 \ Ay Ha EY\ Ay such
that B\ Ay mpb B\ Ay and EY\ Ay ~pb 5\ Ay Thus (B3 |2 F) / L)\ Ay = ((E5 L F) / L)\ Ay
L (BYlL F)/ L) \ Ay with (E] \ Ay, (EY||LF)/L) \ Ay) € B — because Ef| € reach(Er),
E2 € reach(FE3), and El\-AH ~Rpb E2 / Ay as By € SBSNNI —and (Ei,\.AH, ((Eg Il F)/L)\Ay) € B
— because Ei € reach(E1), EY € reach(FE2), and E] \ .AH pb El /] Ay as Es € SBSNNI. , — where
the right subprocess alternates between F and [1 ]F thus allowing the probabilistic trans1t10ns along
E}\ Ay = FE,\ Ay to synchronize with the only one of [1]F
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o If Bf\ Ay >, EY \ Ay there are two subcases:
—If B \ Ay ~pp E5/ Ay then (Ejy||LF)/L)\ Ay is allowed to stay idle with (B} \ Ay,
(B4 ||l F)/ L)\ Ay) € B because Ef € reach(E1) and F) € reach(E2).
— If B} \ Az #pb Eb/ Az then the proof is like the one of the previous case with —, used in place
!
of —,.

In the other four cases, instead, it is ((E4 ||z F) /L) \ Ay to move first:

o Let (E}||LF)/L)\ An—=a (B4 |L[UF) /L) \ Ay with E, —s, EY so that Ef\ Ay ——a EY\ AH
as | ¢ Az We observe that from Ej € reach(F) and Ey € SBSNNIy it follows that Ej \ Ay ~
EY | Ay, so that By \ Ay ~pn By | Ay ~pp E7 \ Aw, ve., E5\ Ay ~pp E7\ Ay, as ~pp s symmetrlc
and transitive. As a consequence, since | # 7 there exists ] \ Ay = E \ Ay Ha EY\ Ay such
that B} \ Ay ~pn B\ Ay and EJ \ Ay =~p, BV \ Ay. Thus (B5||LF)/ L)\ Ay, Ef \ Ay) € B
~ because E| € reach(E1), Ey € reach(Es), and Ef \ Ay ~p, B/ Ay as By € SBSNNI. , — and
((BY |lLA)F) /L) \ Ay, EY \ Ay) € B — because EY € reach(E1), Ey € reach(Es), and EY \ Ay ~pb
Ey | Ay as FEy € SBSNNI,

o If ((EY|ILF)/L)\ Ay ——. (BY|IL[1]F) / L) \ Ay with B} 5, EY so that 5\ Ay ——. FY\ Ay as
T ¢ Ay, there are two subcases:

— If B\ Ay ~p1 E7\ Ay then Ef\ Ay is allowed to stay idle with (((E% ||L[1]F) / L)\ A, El\.AH) eB
because E| € reach(Ey), Ey € reach(Es), and E \ Ay =y, By [ Ay as Ea € SBSNNI

— If B\ Ay #pb E} \ Az then the proof is like the one of the previous case with ——, used in place
of L>a.

o If (BY|ILF)/L)\ Ay~ (1EY |l F')/ L) \ Ay with F "5, F' then trivially ((([11E |z F')/L)
\ Ay, B} \ Ay) € B as [1]E) ~pp, ES and hence [11E) / Ay ~pp, B / Ay by Lemma [9.2)(4).

o Let (B ||lLF)/ L)\ Ay —"5a (B4 IL F') / L)\ Ag with Ey 5, B — so that ) / Ay —"+a By | Ay as
he Ay —and F— F' for h € L. We observe that from By, Ey € reach(Ez) and Ey € SBSNNIg
it follows that Ej \ Ay ~pp By / Ay and EY \ Ay ~pn EY | Ay, so that Ey \ Ay —— EY \ Ay and
ELN\ Ay =pp By | Ay =pp By \ Ay, de., ES\ Ay ~p, B\ Ay, as =pp, is symmetric and transitive.
There are two subcases:

— If B\ Ay ~p1 B\ Ay then E7\ Ay is allowed to stay idle with (((EY ||z F') / L)\ Axn, Ej \AH) eB
because E| € reach(Ey), Ey € reach(Es), and E} \ Ay =y, EYy [ Ay as By € SBSNNI
— If B\ Ay %pp B} \ Ayg then there exists B \ Ay == E} \ Ay —a B} \ Ay such that E5\ Ay
~pb B1 \ Ay and Y\ Ay ~p, B\ Ay Thus (B || F) / L)\ Aw, B} \AH) € B — because E| €
reach(E1), EYy € reach(Ey), and E{ \ Ay ~pp Ej [ Ay as Ey € SBSNNILy , — and (((Ef || F') /L)
\ Ay, EY \ Ay) € B — because Ef € reach(El), El € reach(FEs), and E” \ Ay ~pb EY | Ay as
E, € SBSNNI,

As for probabilities, we reason like in the proof of the corresponding result for ~. [ |
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Theorem 9.3. Let ~ € {~pw,~pb}. Then:
SBNDC~ C SBSNNL. = P BNDC, C BNDCx, C BSNNILy

Proof. We first prove the results for the ~y-based properties. Let us examine each relationship separately:

. SBNDCz ow & SBSNNIy . Given E € SBNDCy,,, the result follows by proving that the relation
= {(E' \ Ay, E' | Ay) \ E’ € reach(E)} is a weak probabilistic bisimulation up to ~py. Starting from
(E’ \ Ay, E' | Ay) € B, there are three cases for action transitions based on the operational semantic rules

in Table In the first case, it is E' \ Ay to move first:

— I B\ Ay =% B\ Ay with a € Az U {7}, then E' | Ay =2 B | Ay as a,7 & Ay, with (E” \ Ay,
E" | Ay) € B as B € reach(E). Thus (E"\ Ay, E" | Ay) € (BUB™ U ~py)T.

In the other two cases, instead, it is E’ / Az to move first (note that possible 7-transitions along = arising
from high actions in E’ can no longer be executed when responding from E’\ Ay, but for them we exploit
E € SBNDCy,,, and Lemma (1)):

—~ If B' ) Ayy== E" | Ay with a € Az U {7}, then there exist two processes E', E"” € reach(E') such
that B’/ Ay = E'[ Ay ==, B" | Ay = E" | Ay.  From E'[Ay— E’/AH and Lemma 9.4(1)
it follows that B’ \ Ay = E'\ Ay with E'\ Ay ~pw E' \AH From E'/ Ay %5, E" | Ay it fol-

lows that E’ \ Ay 25, E"\ Ay as a ¢ Ay, hence E' \ Ay == E" \ Ay with E” \ Ax ~pw E" \ Ay as
E'\ Ay ~py F'\ Ay. From E" | Ayy=—> E" A3 and Lemmaul) it follows that £\ Ay = E""\ Ay
with B\ Ay ~pw E" \ An, hence E” \ Ay == E"" \ Ay with E" \ Ay ~pw B\ Ay as E" \ Ay

Rpw E"\ Ay Note that B\ Ay ~pw E"'\ Az as xpy is transitive. Summlng up, we have that E'\ Ay

=Ly B\ Ay with E" | Ay B! E”\AH ~pw E""\ Ay, as E" € reach(E), and hence (E" | Az, E""\ Ay)
€ (BUB U ~py) T

— If B' | Ayy == E" | Ay stems from E’ B for some E',E" € reach(E"), then from Lemma 1) it
follows that E'\ Ay = E"\ Ay with E"\ Ay ~py E”\AH Since E” | Ay B~ E"\ Ay ~pw E”\.A
as E" € reach(E), we have that (E" / Ay, E" \ Ay) € (BUB™'U ~py)t.

As for probabilities, since the restriction and hiding operators do not apply to probabilistic transitions,
we have that prob(E"\ Ay, C) = prob(E' | Ay, C) for all C € Pp, /(BU B~1U a2 ) T

¢ SBSNNI,, = P_BNDCy,, . SBSNNIy,, CP_BNDC  follows from Lemma(3) by taking E/ identical

pw

to EY and both reachable from JONS SBSNNI~

~pw *

On the other hand, if E € P_BNDC__ then E' € BNDCy,, for every E’ € reach(E). Since BNDCx,, C

BSNNI,,, as will be shown in the last case of the proof of thls part of the theorem, E’ € BSNNI  for
every E' € reach(E), i.e., E € SBSNNI.

pw *

e SBSNNIy , € BNDCy . If E € SBSNNIy , = P_BNDC%pw then it immediately follows that E €
BNDCx

pw *

e BNDCy,, € BSNNIy,,,. If E € BNDCy_,, i.e., E\ Ay ~pw (E || F)/L)\ Ay for all F' € Py, such that

each of its actions belongs to Ay —and E,F' € P, or B, F' € P, — and for all L C Ay, then we can consider
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in particular a capable of stepwise mimicking the high-level behavior of E, in the sense that F is able to
synchronize with all the high-level actions executed by E and its reachable processes, along with L= Ay. As
a consequence (E ||; F) / L)\ Ay is isomorphic to E / Ay, hence E\ Ay ~pw (B ||; F) / L)\ An ~pw E | An,
i.e., F'€ BSNNIy , as ~p is transitive.

~pw !
We then prove the results for the ~-based properties. Let us examine each relationship separately:

e SBNDCL. b & C SBSNNI. ob- Given E € SBNDCzpb, the result follows by proving that the relation B =
{(E"\ AH,E’/AH) | E e reach(E)} is a probabilistic branching bisimulation up to ~pp. Starting from
(E'\ Ay, E' | Ay) € B, there are three cases for action transitions based on the operational semantic rules

in Table In the first case, it is B’ \ Ay to move first:

—If B\ Ay = E' \ Ay =, E" \ Ay with a € Az U {7}, then B’/ Ayy== E' | Ay~ E" | Ay as
a, 7 ¢ Ay, with (E'\ An, E'/ Ay) € B and (E"\ An,E" / Ax) € B as E', E" € reach(E). Thus
(E/ \ Ay, E//AH) e (BU B~lU %pb)'i_ and (E"\ Ay, E" | Ay) € (BU Blu %pb)"_.

In the other two cases, instead, it is E’ / Ay to move first (note that possible T-transitions along = arising
from high actions in E’ can no longer be executed when responding from E’\ Ay, but for them we exploit
E € SBNDCy,_,, and Lemma (1)):

— Let B/ | Ay = FE' | Ay Ha E" | Ay with a € AgU{r}. From E' / Ay = E’/AH and Lemma( )
it follows that E' \ Ay == F'\ Ay with E'\ Ay ~p, E'\ Ay. From E' | Ay %5, E" | Ay it follows
that E'\ Ay~ E" \ Ay as a ¢ Ay. Since E'\ Ay ~pp, B\ Ay there are two subcases:

« If a =7 and E" \ Ay ~pb E'\ Ay, then E'\ Ay ~ ~pb B\ Ay as ~pp is symmetric and transitive.

From E', E" € SBNDCx,, and Lemmal9.4{(2) it follows that E' / Ay ~pp, E” / Ay. Thus E'\ Ay
is allowed to stay idle.

% Otherwise there exists £’ \ Ay = E" \ Ay ——, E" \ Ay such that E'\ Ay ~pb E"\ Ay and
E"\ Ay ~p, E"\ Ayp. Summing up, we have that E' \ Ay == F" \ Ay —, E" \ Ay with
E' | Ay B~ E'\ Ay ~pp, B\ Ay and E" | Ay B~ E"\ Ay ~pp B\ Ay, as B/, E" € reach(E),
and hence (E' / Ay, E" \ Ay) € (BUB U ~)t and (E" ) Ay, E" \ Ay) € (BUB™ U ~p) "

— Let E' | Ayy==E' | Ay 54 B" | Ay with E %a E". From E' € reach(E) and E € SBNDCx_,
it follows that E'\ Ay =, E” \ Ay, hence E' /Ay =, E" /Ay by virtue of Lemma (2)
as ', E" € SBNDCy_,. Thus E'\ Ay is allowed to stay idle.

As for probabilities, the proof is like the one of the corresponding result for ~py.
e SBSNNIr , =P BNDCy . The proof is like the one of the corresponding result for ~zpy.
e SBSNNIy , € BNDCy ,. The proof is like the one of the corresponding result for ~py.

e BNDCy , € BSNNIy . The proof is like the one of the corresponding result for ~py. [ |
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All the inclusions in the previous theorem are strict as shown by the same counterexamples as those after
Theorem [8.4] suitably extended with occurrences of [1].

We further observe that each of the ~,-based noninterference properties implies the corresponding ~y-based
one, due to the fact that ~y, is finer than ~y.

Theorem 9.4. The following inclusions hold:

~

. BSNNIy , € BSNNIy

= Rpw *

. BNDCx,, ¢ BNDCx

= ~pw *

. SBSNNIx

~pb -+ ~pw *

2

3 C SBSNNI,

4. P_BNDC.  GP_BNDC. .
5

. SBNDCx,,, ¢ SBNDCx n

pw ’

All the inclusions above are strict by virtue of the following result; for an example of F; and Fy below, see Figure[9.1
with both systems extended with an identical action transition at the beginning.

Theorem 9.5. Let Ey,Ey € Py be such that By =py Ea but Ey %, Ea. If no high-level actions occur in Ey
and Es, then F € {Ey + h.[1]Ey, Ey + h.[1]E1} is such that:

1. F € BSNNI.,, but F ¢ BSNNIL. .
. F € BNDCx,, but F ¢ BNDCx,, .
. F € SBSNNL,, bul F ¢ SBSNNL., .

pw

2
3
4. F€P_BNDC.  but F ¢ P_BNDC, .
5. F € SBNDCx,, but F ¢ SBNDCx,, .

Proof. Let F be Ey + h.[1]Ey (the proof is similar for F' equal to Es + h.[1]E7) and observe that no high-level
actions occur in every process reachable from F' except F itself:

1. Since the only high-level action occurring in F'is h, in the proof of F' € BSNNI,_ the only interesting case is
the transition ' / Ay —, ([1]E2) / Ay, to which F'\ Ay responds by staying idle because ([1]E2) / Ay ~pw
(1] E2 ~pw E2 Rpw E1 Rpw F\ Ay, e, ([11E2) [ Ay ~pw F'\ Ay as ~py is symmetric and transitive.

On the other hand, F ¢ BSNNIzpb because Ea #p1, F1 in the same situation as before.

2. Since F' € BSNNI ,, by the previous result and no high-level actions occur in every process reachable from F
other than F, it holds that F' € SBSNNIy_ and hence F' € BNDCy,, by virtue of Theorem @
On the other hand, from F ¢ BSNNI., by the previous result it follows that F' ¢ BNDCx,, by virtue of

Theorem

3. We already know from the proof of the previous result that F' € SBSNNI.,

Rpw *
On the other hand, from F ¢ BSNNIzpb by the first result it follows that F' ¢ SBSNNI%b by virtue of
Theorem 0.3
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SBNDCx,, — SBNDCx

pw

SN

SBSNNIx , SBSNNI.
p 5 pw

P_BNDCx,,  P_BNDCx

Rpw

NN

BNDCx,, — BNDCx

pw

T~

BSNNL.,, — > BSNNIL

pw

Figure 9.2: Taxonomy of security properties based on probabilistic weak and branching bisimilarities

4. An immediate consequence of P_BNDC%W = SBSNNI%W and P_BNDCzpb = SBSNNIzpb as established
by Theorem

5. Since the only high-level action occurring in F' is h, in the proof of F' € SBNDCy , the only interesting case

is the transition F —, [1] B3, for which it holds that F'\ Ay ~pw E1 ~pw E2 ~pw [1]E2 ~pw ([1]1E2) \ A,
e, F'\ Ay =pw ([1]1E2) \ Ay as ~py is transitive.
On the other hand, F ¢ SBNDCzpb because 7 #p1, E» in the same situation as before. [ ]

The diagram in Figure summarizes the inclusions among the various noninterference properties based on
the results in Theorems @ and @7 where P — Q means that P is strictly included in Q. These inclusions follow
the same pattern as the nondeterministic setting in Figure The arrows missing in the diagram, witnessing
incomparability, are justified by the same counterexamples as those after Proposition [8:3] suitably extended with
occurrences of [1]. As an additional counterexample, for BNDCy,, vs. BSNNIy , we have that the process
1.0+1.([0.5]h1.11.0® [0.5)hg.l2.0) +1.([0.5]l1.0 @ [0.5)l2.0) is BSNNIy , but not BNDCy,, as discussed in
Section @ while the process F' mentioned in Theorem is both BSNNI.,,, and BNDCy,, but not BSNNIy .

Like in the nondeterministic setting of the previous chapter, the strongest property based on weak probabilistic
bisimilarity (SBNDCx,,,) and the weakest property based on probabilistic branching bisimilarity (BSNNI., , ) are
incomparable too. The former is a very restrictive property because it requires a local check every time a high-level
action is performed, while the latter requires a check only on the initial state. On the other hand, as shown in
Theorem it is very easy to construct processes that are secure under properties based on ~,y, but not on ~,,

due to the minimal number of high-level actions in F.

9.2.3 Relating Nondeterministic and Probabilistic Taxonomies

Let us compare our probabilistic taxonomy with the nondeterministic one of the previous chapter. In the following,
we assume that /2, denotes the weak nondeterministic bisimilarity of [I12] and ~}, denotes the nondeterministic
branching bisimilarity of [80], which we have used in the previous chapter. These can also be obtained from the
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corresponding definitions in Section [9.1.2] by restricting to nondeterministic states and ignoring the clause involving
the prob function. Since we are considering probabilistic choices as internal, given a process F£ € P,; we can obtain
its nondeterministic variant, denoted by nd(E), by replacing every occurrence of @, ;[pi]N; with >, 7. N;.

The next proposition states that if two processes are equivalent according to any of the weak bisimilari-
ties in Section [9.1.2] then their nondeterministic variants are equivalent according to the corresponding non-
deterministic weak bisimilarity. The inverse does not hold: e.g., processes F; = [0.5]a;.0 @ [0.5]az.0 and
Ey = [0.8]a; .0 @ [0.2]az .0 are such that Ey %,y E2 and Ey #pp E2, but their nondeterministic counterparts
coincide as both of them are equal to 7.a1.0+4+ 7.az.0.

Proposition 9.3. Let By, Fy € Pp,.. Then:

1. By Rpw FEy — ’lld(El) Rw nd(Ez)

2. By ~p, By = nd(E1) ~p nd(Es).

Proof. Let us denote by :&>a the variant of =% in which there are no probabilistic transitions and by ==,
a possibly empty sequence of 7-transitions:

1. We need to prove that the symmetric relation B = {(nd(E1), nd(E3)) | E1 ~pw E2} is a weak bisimulation.

We start by observing that from E; ~py E» it follows that for each E . E1 there exists Fy N E), such
that Ef ~pw Ej. Since nd(E;) and nd(E3) are obtained by replacing each probabilistic transition with a

T-transition, for each nd(E;) ——, nd(E/) there exists nd(Fy) ==, nd(F}) such that (nd(E}), nd(E})) € B.

2. We need to prove that the symmetric relation B = {nd(£1), nd(E>)) | E1 ~p1, Eo} is a branching bisimulation.
We start by observing that from Ey ~y, E» it follows that for each -, E either a = 7 and E{ ~pp, Es, or
there exists Fy = Fy —, Ej such that Eq ~pp Ey and Ef ~pb Ey. Since nd(E;) and nd(E,) are obtained
by replacing each probabilistic transition with a 7-transition, for each nd(E;) —=, nd(E}) either a = 7 and
(nd(EY), nd(E3)) € B, or there exists nd(Es) =z, nd(Ey) —, nd(E}) such that (nd(E;),nd(Ez)) € B and
(nd(EY), nd(E})) € B. ]

An immediate consequence is that if a process is secure under any of the probabilistic noninterference properties
of Section [9.2] then its nondeterministic variant is secure under the corresponding nondeterministic property.
The taxonomy of Figure thus extends to the left the one in Figure as each of the properties of Section (9.2
is finer than its nondeterministic counterpart.

Corollary 9.1. Let Py € {BSNNL, ,BNDCx,, ,SBSNNL, ,P_ BNDC._,SBNDCx, } and Poq € {BSNNI,,.,
BNDCg,,,SBSNNI, ,,P_BNDC_ ,SBNDCx,  } for ~p € {~pw, ~pb} and ~ng € {~w,~}, where Poq is meant

to be the nondeterministic variant of Ppy. Then E € Ppy = nd(E) € Pnq for all E € Pp,.

Proof. The result directly follows from Proposition [9.3 [ |
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9.3 Reversibility via Weak Probabilistic Back-and-Forth Bisimilarity

As recalled in the previous chapter, weak back-and-forth bisimilarity coincides with branching bisimilarity over
nodeterministic processes [57]. In this section we extend that result so that probabilistic branching bisimilarity can
be employed in the noninterference analysis of reversible processes featuring nondeterminism and probabilities.

A PLTS (S, A,—) represents a reversible process if each of its transitions is seen as bidirectional. When
going backward, it is of paramount importance to respect causality, i.e., the last performed transition must be the
first one to be undone. Following [57] we set up an equivalence that enforces not only causality but also history
preservation. This means that, when going backward, a process can only move along the path representing the
history that brought the process to the current state even in the presence of concurrency. To accomplish this, the
equivalence has to be defined over computations, not over states, and the notion of transition has to be suitably
revised. We start by adapting the notation of the nondeterministic setting of [57] to our strictly alternating
probabilistic setting. We use £ for a label in AURjq ;.

Definition 9.9. A sequence & = (so, {1, 51)(51,02,52) ... (Sn—1,n, Sn) € — * is a path of length n from state sg.
We let first(€) = so and last(§) = sp; the empty path is indicated with €. We denote by path(s) the set of paths
from s. [ |

Definition 9.10. A pair p = (s,€) is called a run from state s iff & € path(s), in which case we let path(p) = &,
first(p) = first(§) = s, and last(p) = last(€), with first(p) = last(p) = s when & = €. We denote by run(s) the set of
runs from state s. Given p = (s,§) € run(s) and p' = (§',¢&') € run(s’), their composition pp’ = (s,&E") € run(s)
is defined iff last(p) = first(p’) = s'. We write pi> o' iff there exists p = (8, (5,4,s")) with § = last(p) such that
P’ = pp; note that first(p) = first(p'). Moreover prob is lifted in the expected way. [

In the considered PLTS we work with the set ¢ of runs in lieu of S. Following [57], given a run p, we distinguish
between outgoing and incoming action transitions of p during the weak bisimulation game. Like in [32], this does not
apply to probabilistic transitions, which are thus considered only in the forward direction. If the labels of incoming
probabilistic transitions were taken into account, then the nondeterministic state a.0 and the probabilistic state
[pla.0@® [1 — pla.0 would be told apart, because a.0 in the former state has no incoming probabilistic transitions
while a.0 in the latter state is reached with cumulative probability 1. Unlike [32], where action execution and
quantitative aspects are integrated in a single transition relation, even a simpler clause requiring for any two related
runs that they both have incoming probabilistic transitions or neither has — regardless of cumulative probabilities
— would distinguish the two states exemplified before.

Definition 9.11. Let (S, A,—>) be a PLTS. We say that s1,s2 € S are weakly probabilistic back-and-forth
bisimilar, written s1 ~pue 2, iff ((51,€), (s2,€)) € B for some weak probabilistic back-and-forth bisimulation B. An
equivalence relation B over U is a weak probabilistic back-and-forth bisimulation iff, whenever (pi1, p2) € B, then:

o For each py ——, ply there exists pa & ph such that (py, py) € B.

e For each ply —, p1 there exists ply 2 p2 such that (py, ph) € B.

e prob(p1,C) = prob(pa, C) for all equivalence classes C € U/B. [ |

We show that weak probabilistic back-and-forth bisimilarity over runs coincides with =y, the forward-only
probabilistic branching bisimilarity over states. We proceed by adopting the proof strategy followed in [57] to show
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that their weak back-and-forth bisimilarity over runs coincides with the forward-only branching bisimilarity over
states of [80]. Therefore we start by proving that ~pp¢ satisfies the cross property. This means that, whenever
two runs of two ~pe-equivalent states can perform a sequence of finitely many 7-transitions, alternating with
probabilistic transitions, such that each of the two target runs ends in a nondeterministic state and is ~pp¢-
equivalent to the source run of the other sequence, then the two target runs are ~ppr-equivalent to each other
as well.

Lemma 9.5. Let s1,s0 € S with s1 %pbf sq. For all p’l,p’l’ S run(sl) such that p'1 :>p1 with last( 1) € Sy and
for all pfy, ply € run(s2) such that ply == ply with last(py) € S, if p| ~pbt Py and pi ~pbe Py then pf ~ppe Pl

Proof. Given s1, 52 € § with s1 &t 52, consider the transitive closure BT of the reflexive and symmetric relation
B = ~ppU {(pl, ), (p2,p1) (run(sl) X TU,TL(SQ)) U (run(SQ) x run(s1)) | last(p}), last(phy) € Sa A 3| € run(sy),
ph € run(sz). ph == pi N ph=ph N p} ~pbt ph A pi ~ppe py}. The result will follow by proving that B is a
weak probabilistic back-and-forth bisimulation, because this implies that p{ ~pu pf for every additional pair —i.e.,
BT satisfies the cross property — as well as BT = ~ppr — hence a1 satisfies the cross property too.

Let (pf,p5) € B\ %pbf to avoid trivial cases. Then last(p] ) last(py) € Sy and there exist p| € run(s1) and
Py € run(sz) such that pi = pf, ph = ph, p| =pbt Py, and p! ~ppe ph. There are two cases for action transitions:

e In the forward case, assume that p} —%3, p’l” , from which we derive p} == p} 5, p{". From p| ~ppr ph

it follows that there exists pj == pi' if a = 7 or pl == 5, == pi if a # 7, such that p}’ ~,p p4 and
hence (pY’, p4y') € B.
/11

When starting from pf . Py, we exploit phy == ph and pf ~ppt ph instead.

’1” ~apy. From pf mpur ph it follows that there exists p’g” = ,02

if a = 7, so that ply) == plj, or plf == 3, == ply if a # 7, so that plj = %3, == ply, such that p{’ ~,ps P}’
and hence (p}’, piy') € B.

o ply, we exploit p} ~put ply and pj == p! instead.

e In the backward case, assume that p

When starting from p

As for probabilities, from last(p}), last(p) € S, it follows that prob(p],C) = 1 = prob(pl,C) when C is the
equivalence class with respect to BT that contains pf and p, while prob(py,C) = 0 = prob(p}j,C) for any other
equivalence class C. m

Theorem 9.6. Let s1,s2 € S. Then s1 ~ppr S2 <= 51 Rpp, S2.

Proof. The proof is divided into two parts:

e Suppose that s; ~ppr s2 and let B be a weak probabilistic back-and-forth bisimulation over ¢/ such that
((s1,€),(82,€)) € B. Assume that B only contains all the pairs of ~ppe-equivalent runs from sy and sz, so
that Lemma [9.5] is applicable to B. We show that B = {(last(p1), last(p2)) | (p1,p2) € B} is a probabilistic
branching blslmulatlon over the states in S reachable from s; and so, from which s ~, s2 will follow. Note
that B’ is an equivalence relation because so is B.

Given (last(p1), last(p2)) € B', by definition of B’ we have that (p1, p2) € B. Let r, = last(py) for k € {1,2},
so that (r1,79) € B'. Suppose that r1 —=, 7], i.e., p1 —, p} where last(p}) = r}|. There are two cases:
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— If @ = 7 then from (p1,p2) € B it follows that there exists ps = p/, such that (p},ph) € B. This
means that we have a sequence of n > 0 transitions of the form ps ; T p2,i+1 OT P2 i>p p2,i+1 for all
0 <i<n-—1- with 7-transitions and probabilistic transitions alternating — where ps o is p2 while po
is ph so that (o), p2n) € B as (p}, ph) € B.

If n = 0 then we are done because p, is p2 and hence (p}, p2) € B as (p}, ph) € B — thus (r},r2) € B
— otherwise from py, we go back to pz,—1 via p2,—1 %a P2.m OF P21 ””—‘ip p2.n. Recalling that
(P}, p2.n) € B, if it is a 7-transition and p} can respond by staying idle, so that (p), p2n—1) € B, or it is
a probabilistic transition with (pf, p2n—1) € B, and n = 1, then we are done because p2,—1 is p2 and
hence (p), p2) € B as (p}, p2n—1) € B — thus (r],72) € B’ — otherwise we go further back to pa,—2 via
P2,n—2 BN P2,n—1 O P27, pi% p2n—1. If it is a 7-transition and p) can respond by staying idle, so
that (p}, p2n—2) € B, or it is a probabilistic transition with (o), p2n,—2) € B, and n = 2, then we are
done because p2,,—2 is p2 and hence (p), p2) € B as (p}, p2n—2) € B — thus (r],72) € B’ — otherwise we
keep going backward.

By repeating this procedure, since (p), p2.,,) € B either we get to (p}, p2.n—rn) € B and we are done be-
cause this implies that (p}, p2) € B — thus (], 72) € B’ — or for some 0 < m < n such that (p}, p2.m) € B
the incoming transition pg ;,—1 S, p2,m is matched by p1 = p1 o P} with (p1, p2.m—1) € B. In the
latter case, since last(p1), last(p2,m—1) € Sn, p1 == p1, P2 == P2,m—1, (P1, p2,m—1) € B, and (p1, p2) € B,
from Lemma m we derive that (p1,p2m—1) € B. Consequently ps == p2m—1 S, p2,m With
(pl,p27m_1) € B and (pll,pzm) € B, thus ro — last(pgm_l) L>a last(pgm) with (7’1, last(pzm_l)) el
and (r], last(p2,m)) € B'.

— Ifa # 7 then from (p1, p2) € B it follows that there exists pg == po ——, ph == ph such that (p}, py) € B.
From (p}, ph) € B and py = p), it follows that there exists pj = p) such that (p},p)) € B. Since
p1 —4 p) and hence the last transition in p) is labeled with a, we derive that p} is p| and hence
(b1, P3) € B.

From (p}, ) € B and py —%+, p it follows that there exists p; == p1 —a p} such that (g1, p2) € B.
Since last(p1), last(p2) € Sn, p1 = p1, p2 = p2, (p1,p2) € B, and (p1,p2) € B, from Lemma
we derive that (p1, p2) € B.

Consequently ps == ps ——, ph with (p1,p2) € B and (o}, py) € B, thus ro == last(ps) —a last(ph)
with (r1, last(p2)) € B' and (r], last(ph)) € B'.

As for probabilities, given p € run(sy) U run(sz), the equivalence class C;) with respect to B’ is of the form
llast(p)l = {last(p') | (last(p), last(p')) € B} = last({p' | (p, ') € BY) = last([plg), ice., Cy = last(C,)
for some equivalence class C, with respect to B, provided that function last is lifted from runs to sets of
runs. Therefore prob(ry, C},) = prob(p1,C,) = prob(pa, C,) = prob(rz, Cy) for all equivalence classes C}, with
respect to B’ such that C’; = last(C,) for some equivalence class C, with respect to B.

e Suppose that s; ~pp s2 and let B be a probabilistic branching bisimulation over S such that (s, s2) € B.
Assume that B only contains all the pairs of ~-equivalent states reachable from s; and so. We show that
the reflexive and transitive closure B of B’ = {(p1, p2), (p2, p1) € (run(s1) X run(s2)) U (run(sz) x run(s1)) |
(last(p1), last(p2)) € B} is a weak probabilistic back-and-forth bisimulation over the runs in ¢/ from s; and sa,
from which (s1,€) ~pbt (52,€), 1.e., 51 Rpbt 2, Will follow.

Given (p1, p2) € B, by definition of B’ we have that (last(p1), last(p2)) € B. Let r, = last(py) for k € {1,2},
so that (r1,r2) € B. There are two cases for action transitions:



9.4 Use Case: Probabilistic Smart Contract Lottery 161

— If p1 50 ), i, 11 —3a 7 where 1) = last(p}), then either a = 7 and (r},75) € B where Ty = T2,

or there exists ro = 7y —, 4 such that (r1,72) € B and (r],r5) € B. In both cases p2 = ph where
last(ph) = %, so that (p), ph) € B'.

— If pf %50 p1, ie., 7 —25a 71 where 7] = last(p)), there are two subcases:

x If p) is (s1,€), i.e., 7] —23ary is 51—, 71 and last(p)) = s1, then from (s1,s2) € B it follows that
cither a = 7 and (r1,7r9) € B where 75 = s9, or there exists sy == 7y —, 75 such that (s1,72) € B
and (r1,79) € B. In both cases ph == ps where last(ph) = s2, so that (o}, ph) € B'.

« If p} is not (s1,¢) then from (s1,s2) € B it follows that s; reaches r} with a sequence of moves that
are B-compatible with those with which s reaches some r4 such that (], r5) € B as B only contains
all the states reachable from s; and sp. Therefore either a = 7 and (rq, ré) € B where r§, = rg, or

there exists 1y == T2 —+, 12 such that (r{,72) € B and (r1,72) € B. In both cases pl, == py where
last(ph) = %, so that (p), ph) € B'.

As for probabilities, given p € run(si) U run(sz), the equivalence class C), with respect to B is of the form
[plg = {p" € run(s1) U run(sz) | last(p") € [last(p)]s}, i-e., C} corresponds to some equivalence class C,
with respect to B. Therefore prob(p1,Cy) = prob(last(p1),C,) = prob(last(pz),C,) = prob(ps, C},) for all
equivalence classes C}, with respect to B"™. [ ]

Therefore the properties BSNNIy, , BNDCy , SBSNNIy P_BNDCzpb, SBNDCx,, do not change if ~pp
is replaced by ~#ppe. This allows us to study noninterference properties for reversible systems featuring nondeter-

minism and probabilities by using ~, in a standard probabilistic process calculus like the one of Section

9.4 Use Case: Probabilistic Smart Contract Lottery

Probabilistic modeling [11] and verification [136, 99] of smart contracts for blockchain-based, decentralized sys-
tems enable an in-depth analysis of potential vulnerabilities. This is even more important if we consider that
probabilistic smart contracts for financial and gaming applications [511 128 [IT8] have recently emerged in modern
systems. In fact, subtle effects may be hidden in the implementation of randomness or in the inherent behavior of
smart contracts.

As an example, in this section we employ our noninterference theory to analyze two vulnerabilities of a lottery
implemented with a probabilistic smart contract [51] based on a public blockchain like, e.g., Ethereum. The first
vulnerability can only be revealed by considering the probabilistic behavior of the smart contract, while the second
one is intended to motivate the need to exploit the greater expressive power of branching bisimulation semantics
over weak bisimulation semantics.

In the lottery, initially anyone can buy a ticket by invoking a dedicated smart contract function that allows one
to pay a predefined amount for the ticket. When the lottery is closed, anyone can invoke another smart contract
function, call it draw(), in which a random number z, between 1 and the number of sold tickets, is drawn and the
entire amount of money is paid to the owner of ticket x.

The first critical issue that we consider is the randomization procedure of function draw(), which is not natively
available to smart contract programmers. A widely adopted approach consists of using the timestamp of the
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block including the transaction of the draw() invocation as the seed for random number generation. However, this
approach is vulnerable in the presence of a malicious miner — who is also a lottery participant and hence buys
a ticket — succeeding in mining the aforementioned block by choosing a timestamp that allows the miner to win
the lottery.

Since both honest users and the malicious miner employ the same functionalities of the smart contract, we
consider the invocations of smart contract functions as publicly observable low-level actions. To distinguish the
interactions of the malicious miner from those of honest users, such actions are guarded by a high-level action h
whenever they refer to the malicious miner. In this way, by looking at the public behavior of the smart con-
tract, a low-level observer can detect whether or not the functioning of the lottery can be compromised by the
malicious miner.

For simplicity, we assume that there are only two users buying one ticket each, where the malicious miner is
the user buying ticket 1 whilst the honest user buys ticket 2. This scenario can be modeled in our probabilistic
framework as follows where we omit [1]-prefixes:

Lottery £ 7. draw . ([0.5]winnery . notif .0 & [0.5]winners . notif5 . 0) +
h.draw . ([1 — eJwinner; . notif | .0 & [e]winners . notif5 . 0)
The invocation of function draw() shall lead to the probabilistic extraction of the ticket (action draw), the deter-
mination of the winner (actions winner;), and the notification of the winner (actions notif;). The initial nondeter-
ministic choice between action 7 and the only high-level action h models in the latter case the situation in which
this procedure, instead of being fair, is guided by the malicious miner who is able to pilot the extraction at will
(e > 0 is considered to be negligible).

As far as nondeterministic noninterference analysis is concerned, process Lottery does not leak any information.
More precisely, its nondeterministic variant satisfies all the security properties, for both nondeterministic weak
bisimilarity and branching bisimilarity. The reason is that if we abstract away from probabilities, the behavior of the
malicious miner (h-branch) is indistinguishable from the behavior of the honest user (r-branch). However, Lottery
is not BSNNIy for =€ {~pw,~pp}, hence both bisimilarities can be used to capture the aforementioned interference
in the probabilistic setting. Indeed, the version of Lottery with high-level actions hidden — which includes both
the branch with fair extraction and the branch with unfair extraction — and the version of Lottery with high-level
actions restricted — which includes only the fair branch — cannot be ~-equivalent, because [0.5]N; & [0.5] Ny %
[1 — €] Ny @ [e] N2 for any pair of ~p,-inequivalent nondeterministic processes Ny and No when ¢ # 0.5.

Assuming that the seed for random number generation cannot be manipulated, the second critical issue that
we consider has to do with another vulnerability that emerges because of the peculiarities of the mining procedure.
In fact, if the malicious miner realizes that he is going to lose the lottery and succeeds in mining the block, he can
simply ignore the transaction related to the lottery extraction and force its rollback. We model such a behavior in
the following way:

Lottery’ = draw . ([0.5)winner; . notif . (7. (success .0 + 7 . failure . 0)) @
[0.5)winners . notif . (7. (success .0 + 7. failure . Q) +
h. (7. (success.0+ 7. failure .0) +
failure . 0)))
With respect to the previous scenario, the malicious miner cannot affect the probabilistic behavior of the smart
contract, i.e., the extraction procedure. However, he can try to interfere if the outcome of the extraction makes
him lose, i.e., it is different from ticket 1.

On the one hand, consider the branch after action notif;, which models the block mining procedure. The
first 7-action expresses that the honest user is picked as a miner. The subsequent choice is between the successful
mining (action success) and an event not depending on the miner (action 7) that causes the failure of the mining



9.4 Use Case: Probabilistic Smart Contract Lottery 163

(action failure). Notice that there might be several causes for this failure, such as a wrong transaction in the
block, a fork in the blockchain, and so on. On the other hand, in the branch after action notif,, the malicious
miner may decide to participate actively in the mining procedure, as can be seen from the choice between the
action 7, leading to the same behavior surveyed above, and the high-level action h. In the latter case, the race
between the malicious miner and the honest user is solved nondeterministically through a choice between action 7
and action failure. The former leads to the behavior of the honest user, while the latter represents the behavior of
the malicious miner, who decides to cause the immediate failure of the mining operation.

Formally, process Lottery’ is SBNDCy,,, - Indeed, observing that we have only one occurrence of the high-level
action h, it holds that the subprocess Ny = 7. (success.0 + 7. failure .0) — denoting the low-level view before
executing h — is weakly probabilistic bisimilar to the subprocess Ny = 7. (success .0 + 7. failure . 0) + failure .0 —
denoting the low-level view after executing h. However, Lottery’ is not BSNNI,, as can be seen by comparing the
only part — which is after action notif, — in which Lottery’ \ {h} and Lottery’ / {h} differ, i.e., Ny and Ny + 7. No
respectively. In fact, Ny is not probabilistic branching bisimilar to Ny + 7. Na. This is because N1 %, No, while
they are equated by ~py. In essence, N1 cannot respond in accordance with ~p;, when N immediately executes
action failure.

Intuitively, by applying back-and-forth reasoning to No — which comes after action h — undoing the rightmost
action failure reveals that the failure has been forced by the malicious miner, while undoing the leftmost action
failure reveals that the failure has been the consequence of a choice involving also the action success. This
is sufficient to expose the behavior of the malicious miner, which would not be detected by analyzing only the
forward computations though. To conclude, the noninterference analysis based on the strongest ~,-based property
of Figure @ fails to reveal the covert channel caused by the malicious miner, while the weakest ~,;,-based property
of Figure [9.2] can detect it.
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Chapter 10

Noninterference Analysis of Stochastically
Timed Reversible Systems

In this chapter, whose contents have appeared in [63], we extend the approach of the two previous chapters to a
stochastically timed setting, so as to address noninterference properties in a framework featuring nondeterminism,
time, and reversibility. More precisely, we move to a setting combining nondeterminism and stochastic time
through the interactive Markov chain model of [90], in which transitions are divided into action transitions, each
labeled with an action, and rate transitions, each labeled with a positive real number called rate that expresses an
exponentially distributed time lapse. The reason for choosing this model in which time passing is orthogonal to
action execution, with respect to a model in which action execution and time passing are integrated [83] 92, 93],
47, 127, (30}, 23], 21] (see [24] for encodings between integrated-time and orthogonal-time calculi), is that the former
naturally supports the definition of behavioral equivalences abstracting from unobservable actions [90], which are
necessary for noninterference analysis, whereas this is not the case in the latter [22], which was employed in [5]
for stochastic variants of BSNNI and SBNDC and in [94] for a stochastic variant of P BNDC.

Following [90] we build a process calculus featuring action prefix separated from rate prefix. As for behavioral
equivalences, we adopt the weak Markovian bisimilarity of [90] and introduce a Markovian branching bisimilarity.
By using these two equivalences we recast the noninterference properties of [67, [69] for irreversible systems and
the noninterference properties of the two previous chapters for reversible systems, respectively, to study their
preservation and compositionality aspects as well as to provide a taxonomy similar to those in the two previous
chapters. Reversibility comes into play by extending one of the results of [57] to the interactive Markov chain model;
we show that a Markovian variant of weak back-and-forth bisimilarity coincides with our Markovian branching
bisimilarity. Like in the previous chapter, for proving some results we have to resort to the bisimulation-up-to
technique [131] and therefore introduce Markovian variants of up-to weak [I12] and branching [75] bisimulations.

This chapter is organized as follows. In Section we recall the interactive Markov chain model along
with the definitions of strong and weak bisimilarities for it given in [90], a new notion of branching bisimilarity,
and a process calculus interpreted on this model. In Section we recast in this Markovian framework the
aforementioned selection of noninterfence properties, study their preservation and compositionality characteristics,
develop their taxonomy, and relate it to the nondeterministic and probabilistic taxonomies. In Section we
establish a connection with reversibility by introducing a weak Markovian back-and-forth bisimilarity and proving
that it coincides with Markovian branching bisimilarity. Finally, in Section we extend the DBMS example
of Sections [8.2] and with time-related information and obfuscation and permission mechanisms to show the
adequacy of our approach to handle information flows in systems featuring nondeterminism and stochastic time.
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10.1 Background Definitions and Results

In this section we recall the interactive Markov chain model of [90] (Section along with its strong and weak
Markovian bisimilarities and define a novel Markovian branching bisimilarity (Section . Then we introduce
a Markovian process language inspired by [90] (Section through which we will express bisimulation-based
information-flow security properties accounting for nondeterminism and stochastic time.

10.1.1 Markovian Labeled Transition Systems

To represent the behavior of a process featuring nondeterminism and stochastic time, we use a Markovian la-
beled transition system. This is a variant of a labeled transition system [97] where, according to the interactive
Markov chain model of [90], transitions are labeled with actions or positive real numbers called rates expressing
exponentially distributed delays. We recall that the action set A contains the unobservable action 7.

Definition 10.1. A Markovian labeled transition system (MLTS) is a triple (S, A,—) where S is an at most
countable set of states, A is a countable set of actions, and — = —, U — is the transition relation, with
—a €S X AXS being the action transition relation whilst —, C S X Rso x S being the rate transition relation.

[

An action transition (s, a, s') is written s —, s’ while a rate transition (s, \, s') is written s in s’, where s is
the source state and s is the target state. We say that s’ is reachable from s, written s’ € reach(s), iff s = s or
there exists a sequence of finitely many transitions such that the target state of each of them coincides with the
source state of the subsequent one, with the source of the first one being s and the target of the last one being s’.

The label of a rate transition is the inverse of the average duration of the corresponding exponentially distributed
delay, which enjoys the memoryless property: the residual duration after the execution starts is still exponentially

distributed with the same rate. If the outgoing rate transitions of state s are s in s; for 1 < ¢ < mn, then the race
policy applies. This means that the average sojourn time in s is given by the minimum of the n exponentially
distributed delays — which is exponentially distributed with rate ) ;_,.,, A\i — and the execution probability of
transition j is given by \;j/ > ;c,, Ai- As for the interplay between action transitions and rate transitions,
like in [90] we assume mazimal progress, i.e., T-transitions take precedence over rate transitions.

10.1.2 Markovian Bisimulation Equivalences

Bisimilarity [117, [I12] identifies processes that are able to mimic each other’s behavior stepwise, i.e., having the
same branching structure. In the interactive Markov chain model, this extends to stochastic behavior [90]. Let

rate(s,C) = > A be the cumulative rate with which state s reaches a state in C'. Due to maximal
s —y 8',s'eC

progress, cumulative rates are compared only in states with no outgoing 7-transitions, denoted —/%,.

Definition 10.2. Let (S, A,—) be an MLTS. We say that s1,s2 € S are strongly Markovian bisimilar, written
S1 ~m S2, iff (s1,52) € B for some strong Markovian bisimulation B. An equivalence relation B over S is a strong
Markovian bisimulation iff, whenever (s1,s2) € B, then:

o For each s1 —, s} there exists sy ——, sb such that (s}, sh) € B.

o If 51—/, then rate(s1, C) = rate(sa, C) for all equivalence classes C € S/B. [ ]
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Weak bisimilarity [112] is additionally capable of abstracting from unobservable actions. Let s éa s’ mean
that s’ € reach(s) and, When s # s, there exists a finite sequence of transmons from s to " each of which is labeled

with 7. Moreover let -——>a stand for -——>a ifa=r71or -——>a N -——>a if a # 7. The Markovian adaptation below
is taken from [90]. Unlike [I12], due to its second clause it is sensitive to divergence, i.e., cycles of T-transitions.

Definition 10.3. Let (S, A,—) be an MLTS. We say that s1,s2 € S are weakly Markovian bisimilar, written
S1 Rmw S2, iff (s1,82) € B for some weak Markovian bisimulation B. An equivalence relation B over S is a weak
Markovian bisimulation iff, whenever (s1,s2) € B, then:

o For each s1 —=, s} there exists sy ==, s} such that (s}, sh) € B.

o If 51 —/+, then there exists so —L;a 59 such that 5o —/+a, (s1,52) € B, and rate(s1,C) = rate(sa,C) for all
equivalence classes C € S/B. ]

Branching bisimilarity [80] is finer than weak bisimilarity as it preserves the branching structure of processes
even when abstracting from 7-actions — see condition (si,52) € B in the definition below. We adapt it to the
Markovian setting as follows.

Definition 10.4. Let (S, A, —) be an MLTS. We say that s1, sy € S are Markovian branching bisimilar, written
S1 ~mp S2, iff (s1,s2) € B for some Markovian branching bisimulation B. An equivalence relation B over S is a
Markovian branching bisimulation iff, whenever (s1,s2) € B, then:

a
e For each s1 —, 8y :

— either a = 7 and (s}, s2) € B;

— or there exists So =>4 52 —a sh such that (s1,52) € B and (s}, s,) € B.

o If s1 —/+, then there exists so éa 59 such that 5o —/+,, (s1,82) € B, and rate(s1,C) = rate(Sa,C) for all
equivalence classes C € S/B. ]

In [90] it is argued that the weak bisimilarity of Definition is already very close to branching bisimilarity,
because maximal progress forces a check given by condition (s1, 52) € B on the branching structure of the considered
processes. We show that our novel Definition which sticks to the original one of [80], is more discriminating.
Consider Figure [10.1, where every MLTS is depicted as a directed graph in which vertices represent states and
action- or rate-labeled edges represent transitions. The initial states s; and sy of the two MLTSs are weakly
Markovian bisimilar but not Markovian branching bisimilar. On the one hand, each of the two states reachable
from s; with rate 3.4 and the state reachable from sy with rate 6.8 after a 7-transition are all weakly Markovian
bisimilar and hence the cumulative rate to reach them is the same from both initial states. On the other hand,
the two states reachable from s; are not Markovian branching bisimilar, because if the one on the right performs a
then the one on the left cannot respond by performing 7 followed by a because the state reached after 7 no longer
enables b. Thus, with respect to Markovian branching bisimilarity, s; reaches with rate 3.4 two different equivalence
classes, while sg reaches with rate 6.8 only one of them.
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Figure 10.1: States related by =2, but distinguished by ==,

10.1.3 A Markovian Process Calculus with High and Low Actions

We now introduce a Markovian process calculus to formalize the security properties of interest. To address two
security levels, like in the two previous chapters we partition the set A\ {7} of observable actions into Ay U Ar,
with Ay N Az = (0, where Ay is the set of high-level actions, ranged over by h, and Ay is the set of low-level
actions, ranged over by [. Note that 7 ¢ Ay U A..

The set Py, of process terms is obtained by considering typical operators from CCS [112] and CSP [45] together
with rate prefix from [90]. In addition to prefix, choice, and parallel composition — taken from CSP so as not to
turn synchronizations among high-level actions into 7 as would happen with the CCS parallel composition —
we include restriction and hiding, as they are necessary to formalize noninterference properties, and recursion.
The syntax for P is:

P:=0|a.P|(\).P|P+P|P||P|P\L|P/L|K

where:

e ( is the terminated process.

e a. ,forae€ A, is the action prefix operator describing a process that can initially perform action a.

(N). _, for A € Ry, is the rate prefix operator describing a process that can initially let an exponentially
distributed delay pass with average duration 1/A.

e + is the alternative composition operator expressing a choice between two processes, which is nondeter-
ministic in case of actions, probabilistic in case of rates according to the race policy, or subject to maximal
progress otherwise.

e ||z _,for L C A\{7}, is the parallel composition operator allowing two processes to proceed independently
on any action not in L as well as on rates thanks to the memoryless property of exponential distributions [90]
and forcing them to synchronize on every action in L.

e \L, for L C A\ {7}, is the restriction operator, which prevents the execution of all actions belonging to L.

e /L, for L C A\ {7}, is the hiding operator, which turns all the executed actions belonging to L into
the unobservable action 7.
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Prefix a. P, P
, P -, P P, -%, P}
Choice - -
Py + Py —, P Py + P, —, P}
P, P ag¢lL P, Py a¢lL
Parallel - m
P Po—a Pl |1 P> P |l Po—a P P
P -%.P] Po-%,Py acl
Synch -
Pl Py—a P || Py
a /
Restriction P—>af agL
P\L-%,P'\ L
a / a /
Hiding P—)a]: aclL P—>af ad¢L
P/L-1,P /L P/L-%,P /L
2 a /
Constant K=P aP —a P
K—,P

Table 10.1: Operational semantic rules for action transitions

e I is a process constant equipped with a defining equation of the form K £ P, where every constant possibly
occurring in P — including K itself thus allowing for recursion — must be in the scope of an action prefix.

The operational semantic rules for the process language are shown in Tables and for action and
rate transitions respectively. Together they produce the MLTS (P, A, —) where — = —, U —,
to which the bisimulation equivalences defined in Section are applicable. While —, C P X A X Py
is a relation, —; C Py X Rog X Py is deemed to be a multirelation [90]; e.g., from (A1) . P+ (A2). P there must
be two rate transitions to P even when A\; = A2 otherwise the average sojourn time in the source process would
be altered.

10.2 Markovian Information-Flow Security Properties

In this section, after recasting the definitions of noninterference properties of the two previous chapters by taking
as behavioral equivalence the weak or branching bisimilarity of Section we investigate their preservation
and compositionality characteristics (Section , we show the inclusion relationships between the ones based
on Ay and the ones based on A, (Section [10.2.2), and we relate the resulting Markovian taxonomy with the
nondeterministic and probabilistic ones (Section [10.2.3).

Definition 10.5. Let P € Py and = € {~pw, mb}:
° PGBSNNIQ@P\AH%P/AH,

e P € BNDCy <= for all Q € Py such that each of its prefizes belongs to Ay and for all L C Ay,
P\ Ay~ ((P|lL@Q)/L)\ Axn.
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RatePrefix (AN).P Sy
| P2, P Py, P
RateChoice X s
P1—|-P2—>rP{ P1+P2—>TP2/
Py AM P/ Py AM P
RateParallel X s
Pi|| Po—=: P |1 P> P Po—=: P11 P;
P P
RateRestriction S !
P\L-2, P\ L
A /
RateHiding P T)r P
P/L2 P /L
A A /
RateConstant K=P )\P —n P
K25 P

Table 10.2: Operational semantic rules for rate transitions

e P € SBSNNIx <= for all P’ € reach(P), P’ € BSNNI..

e PcP BNDC, < for all P’ € reach(P), P’ € BNDCx.
e P € SBNDCx <= for all P!, P" € reach(P) such that P’ PP \ Ay ~ P\ Ay. ]

To see the different distinguishing power of these Markovian noninterference properties, we can adapt the
examples of Section [8.1.4 For instance, in this Markovian setting, a low-level agent that observes the execution
of ilin P=1.(2-2).04+1.(N\).h.l1.0+(N).h.l2.0)+1.((A).l1.04+ (N).l2.0) cannot infer anything about the
execution of h. Indeed, after the execution of [, what the low-level agent observes is either a terminal state, reached
with rate 2- A, or the execution of either [; or I3, both with rate A. Formally, P\ {h} ~ P /{h} because[.(2-\).0+
Lo((A).0+N).0)+1.(N) .l .0+(N) . 12.0) = 1.(2:0).04+1.(A) .7 01 .0+(N) . 7. 1. 0)+1. (M) . 11 .0+ (N) . 12. 0),
hence P is BSNNI..

On the other hand, in @ =1.(2-A).0+1.((A).h1.l1.04+(N).ha.l2.0) +1.((A).l1.0+ (N).l3.0), which is
BSNNI,, for the same reason discussed above, a high-level agent could decide to enable only hj, thus turning the
low-level view of the system into 1. (2-X).0+1.((A).7.11.0+(A).0)+1.((A).l1.0+4 (A).l2.0), which is clearly
distinguishable from . (2-A).04+1.((A).04+ (A).0)+1.((A).l1.04+(N).l2.0), as in the former there is a case in
which the low-level agent can observe [y but not Iy after the execution of [. In other words, @ is not BNDCy..

Note that in this Markovian setting the high-level agent () cannot exhibit any rate prefix by definition, otherwise
no process would satisfy the BNDC property. To see why, consider the trivially safe process [ .0 and the high-level
agent (A).h.0. The processes (1.0) \ Ay and ((I.0||z(A).h.0) /L) \ Ay are not equivalent, regardless of the
specific L. C Ay, because the former can only perform the low-level action [ while the latter can also let time pass
before or after the execution of [.
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10.2.1 Preservation and Compositionality

All the Markovian noninterference properties of Definition [I0.5] turn out to be preserved by the bisimilarity em-
ployed in their definition. This means that if a process P; is secure under any of such properties, then every other
equivalent process Ps is secure too according to the same property. This is very useful for automated property
verification, as it allows us to work with the process with the smallest state space among the equivalent ones.

The preservation result of Theorem [10.1] immediately follows from Lemma below, which ensures that
~nw and =/, are congruences with respect to all the operators occurring in the aforementioned noninterference
properties. Congruence with respect to action and rate prefixes is also addressed as it will be exploited in the proof
of the compositionality result of Theorem Some of the following congruence properties for ~, are already
known from [90].

Lemma 10.1. Let Py, Py € Py and = € {=unw, ~mp |- If P1 = Py then:

~

a.Pr~a.P, foralac A.

(\). Py~ (\). Py for all A € Ry,

. P[P~ Py P and Pl Py = Pl Py for all L C A\ {7} and P € Py.
. PA\L~ P\ L forall L C A\ {7}.

I S S

. Pi/L~Py/L forall LC A\ {7}. ]

Proof. We first prove the five results for the ~y-based properties. The congruence of ~,, with respect to action
prefix, rate prefix, parallel composition, and hiding has already been proven in [90], so we focus only on restriction.
Let B be a weak Markovian bisimulation witnessing P| /2w Po:

1. The equivalence relation B’ = Zp_ U {(Q1 \ L, Q2 \ L) | (Q1,Q2) € B} is a weak Markovian bisimulation
too. Given (@1 \ L,Q2\ L) € B’ with (Q1,Q2) € B, there are two cases for action transitions based on the
operational semantic rules in Table

o If Q1 \ L5, @, \ L with Q; >, @/, then there exists Qy ==, Q}, such that (Q',Q}) € B. Since the
restriction operator does not apply to 7, we have that Q2 \ L éa Q5 \ L with (Q1\ L,Q5\ L) € B.

e If Q) \ L-5,Q)\ L with Q1 %, Q} and a ¢ LU {7}, then there exists Qo éa s éa Q) such
that (Q},Q5) € B. Since the restriction operator does not apply to 7 and a ¢ L, we have that
Qo \ L5, -5, =, @4\ L with (Q,\ L,Q,\ L) € B.

As for rates, to avoid trivial cases consider an equivalence class ¢’ = C\ L = {Q \ L | Q € C} for some
C € Py /B. Suppose that Q1 \ L —/+, so that Q1 —“+, too and hence from (Q1,Q2) € B it follows

that there exists Qo ==, Q2 such that Qo —/,, (Q1,Q2) € B, and rate(Q1,C) = rate(Qz,C). Since the

restriction operator does not apply to 7 and rate transitions, we have that Q2 \ L éa Q2\ L with Q2\ L —£a,
@i\ L,Q2\ L) € B, and rate(Q1 \ L, C") = rate(Q1, C) = rate(Qz, C) = rate(Q2 \ L,C").

We then prove the five results for the ~,-based properties. Let B be a Markovian branching bisimulation
witnessing P ~, Ps:
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1. The equivalence relation B/ = (BU {(a.Q1,a.Q2) | (Q1,Q2) € B})* is a Markovian branching bisimulation
too. The result immediately follows from the fact that, given (a.Q1,a.Q2) € B’ with (Q1,Q2) € B,
a.Q1 —, Q1 is matched by a. Qs éaa Q2 -5, Qo with (a.Q1,a.Q32) € B and (Q1,Q2) € B’ as well as,
in the case a # 7, a.Q1 —/+, with a. Qs :T;aa.Qg 54 and rate(a. Qq,C") = rate(a.Qz,C") = 0 for all
C' e ]P)mk/B/~

2. The equivalence relation B’ = (BU{((\).Q1,(A\).Q2) | (Q1,Q2) € B})T is a Markovian branching bisimula-
tion too. The result immediately follows from the fact that, given ((\).Q1, (\).Q2) € B’ with (Q1,Q2) € B,
both processes can only perform a A-transition. Precisely, (\).Q1 —/>a with (\). Qo =, N).Q2
and rate((N).Q1,C) = rate((\).Q2,C) = X for C = [Q1]p while rate((N).Q1,C") = rate((A\).Q2,C") = 0
for any other C’ € Py /B'.

3. The equivalence relation B = Zp_, U {(Q1 |1 Q, Q212 Q) | (Q1,Q2) € BAQ € Py} and its variant B”
in which @ occurs to the left of parallel composition in each pair are Markovian branching bisimulations
too. Let us focus on B'. Given (Q1 ||z Q, Q2| Q) € B’ with (Q1,Q2) € B, there are three cases for action
transitions based on the operational semantic rules in Table

¢ If Q1 Q5. Q|2 Q with Q ., Q' and a ¢ L, then either a = 7 and (Q), Q2) € B, or there exists
Q2 . Q2 %+, QY such that (Q1,Q2) € B and (Q},Q)) € B. Since synchronization does not apply
to 7 and a ¢ L, in the former subcase Qs |1 @ is allowed to stay idle with (Q} || @, Q2L Q) € B/,
while in the latter subcase Q2|1 Qéa Q2L Q2. Q411 Q with (Q1]/1Q,Q21|LQ) € B and
(1L Q Q1L Q) € B

e The case Q1 |1 @ 2. Q1 ||z Q with Q -, Q" and a ¢ L is trivial.

¢ If Q1| Q-2.Q) |lL @ with Q1 -, Q), Q-%.Q’, and a € L, then there exists Qy éa Q2 -5, Q)
such that (Q1,Q2) € B and (Q}, Q%) € B. Since synchronization does not apply to 7 and a € L, we have

that Q2 HLQéa Q2L Q2@ || Q with (Q1 ]2 Q,Q2 Q) € B and (@} |1 Q", Q4 I Q) € B

As for rates, to avoid trivial cases consider an equivalence class ¢/ = C'|| Q" = {R||L Q' | R € C} for some
C € Ppi/B. Suppose that Q1 || Q —%, so that Q1 —%, and Q —%, too and hence from (Q1, Q2) € B it fol-

lows that there exists Qo —T—:>a Q2 such that Q2 —%4, (Q1,Q2) € B, and rate(Q1, C) = rate(Qs, C). Since syn-
chronization does not apply to 7 and rate transitions, we have that Qo L @ —L*—>§ Q2 ||z @ with Q% lz Q@ —a,
(@@, Q1L Q) € B, and rate(Q1 (L Q,C") = rate(Q1,C) = rate(Q2,C) = rate(Q2 || Q,C")
if Q f Q/7 rate(Ql HL chl) = rate(Qa {QI}) = rate(@? HL chl) if Ql?QQ S C? mte(Ql ”L QaC/) =0=
rate(Q2 || @, C") otherwise.

4. The equivalence relation B = Zp_ U{(Q1\ L,Q2\ L) | (Q1,Q2) € B} is a Markovian branching bisimulation
too. Given (@1 \ L,Q2 \ L) € B’ with (Q1,Q2) € B, there are two cases for action transitions based on the
operational semantic rules in Table

e IfQ\ L=, Q1 \ L with Q1 —5.Q), then either (Q},Q2) € B, or there exists Qo =T;>a Qo . Q)
such that (Q1,Q2) € B and (Q},Q%) € B. Since the restriction operator does not apply to 7, in the
former subcase Q2 \ L is allowed to stay idle with (Q} \ L, Q2 \ L) € B’, while in the latter subcase

Qo \ L=, 05\ L5, Q) \ L with (@1 \ L,Q2\ L) € B' and (Q}\ L,Q,\ L) € B'.
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e If Q1 \L-%,Q)\ L with Q1 =, Q) and a ¢ L U{r}, then there exists Qy éa Q2 %, Q% such that
(Q1,Q2) € B and (Q}, Q%) € B. Since the restriction operator does not apply to 7 and a ¢ L, we have

that Q2 \ L=54 Q2 \ L2 Q5 \ L with (Q1\ L, Q> \ L) € B and (@} \ L, Q4 \ L) € B'.
As for rates, we reason like in the proof of the corresponding result for ~y.

5. The equivalence relation B’ = Zp,_, U{(Q1/L,Q2/L) | (Q1,Q2) € B} is a Markovian branching bisimulation
too. Given (Q1/L,Q2/L) € B with (Q1,Q2) € B, there are two cases for action transitions based on the
operational semantic rules in Table

o If Q1/L-"5,Q) /L with Q1 —,Q}, then either (Q},Q2) € B, or there exists Qo éa Qo . Q)
such that (Q1,Q2) € B and (Q},Q%) € B. Since the hiding operator does not apply to 7, in the
former subcase Q2 /L is allowed to stay idle with (Q} /L,Q2/L) € B, while in the latter subcase

Qo/L=5,Q2/L-"5.Q) /L with (Q1/L,Q2/L) € B and (Q,/L,Q, /L) € B.

o If Q1 /L-%,Q) /L with Q1L>3Q/1 and b€ LANa=7orb¢ LU{r} ANa = >, then there exists
Q2 —L;a Q- La Q% such that (Q1,Q2) € B and (Q}, Q%) € B. Since the hiding operator does not apply
to 7, we have that Q / L=, Qs / L -5, Q) /L with (Q1/L,Q2/ L) € B and (@, /L,Q, /L) € B

As for rates, to avoid trivial cases consider an equivalence class C' = C /L = {Q /L | Q € C} for some
C € P, /B. Suppose that Qi /L —/+, so that Q; —/+, too and hence from (Q1,Q2) € B it follows

that there exists Qo T:*a Q2 such that Qy —,, (Q1,Q2) € B, and rate(Q1,C) = rate(Qs,C). Since the

hiding operator does not apply to 7 and rate transitions, we have that Q2 / L —T——*>a Q2 / L with Qo / L —/,,
(Q1/L,Qs/ L) € B, and rate(Q1 / L,C") = rate(Q1,C) = rate(Qq, C) = rate(Qz / L, C"). ]

Theorem 10.1. Let Py, P, € P, € {~nw, ~mp}, and P € {BSNNI, BNDC.,SBSNNI.,P BNDC_,SBNDCL}.
If P =~ P5 then P, € P < P, € P.

Proof. A straightforward consequence of the definition of the various properties, i.e., Definition [10.5] and
Lemma [T0.T [ |

As far as modular verification is concerned, like in the nondeterministic and probabilistic settings of the two
previous chapters only the local properties SBSNNI., P BNDC., and SBNDC. are compositional, i.e., are
preserved by some operators of the calculus in certain circumstances. Moreover, similar to the two previous
chapters, compositionality with respect to parallel composition is limited, for SBSNNIy , and P_BNDCy_,,
to the case in which synchronizations can take place only among low-level actions, i.e., L C Ag. A limitation to
low-level actions applies to action prefix and hiding as well, whilst this is not the case for restriction. Another
analogy with the nondeterministic and probabilistic settings of the two previous chapters is that none of the
considered noninterference properties is compositional with respect to alternative composition, as can be noted by
examining P; + Py where Py = 1.0 and P, = h.0 (see after Theorem [8.2)).

To establish compositionality, we first prove some ancillary results about parallel composition, restriction, and

hiding under SBSNNI and SBNDC similar to those in the two previous chapters.
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Lemma 10.2. Let Py, Py, P € Py and = € {~nw, Xmp ). Then:

1. If P;, P, € SBSNNI, and L C A\ {7} for =mw or L C A for ~py, then (Q1]|L Q2)\ Ay ~ (R1 ||z R2) / Axn
for all Q1, Ry € reach(Py) and Q2, Ra € reach(Ps) such that Q1 || Q2, R1 || R2 € reach(Py || P2), Q1\ Ay =~
R1 /.AH, and Qg \A'H ~ RQ/AH.

2. If P € SBSNNIx and L C A\ {7}, then (Q/ Ay)\ L = (R\ L)/ Ay for all Q,R € reach(P) such that
Q) Ay~ R\ Ay.

3. If P1, P, € SBNDCx and L C A\ {7}, then (Q1 || Q2) \ Ax = (R1 ||z R2) \ Ay for all Q1, Ry € reach(Py)
and Q2, Ry € reach(Ps) such that Q1 || Q2, R1 ||z Ra2 € reach(P ||L P2), Q1 \ Ay ~ R1\ Ay and Q2 \ Ay =~
RQ\AH,

Proof. We first prove the three results for the ~ny-based properties. Let B be an equivalence relation containing
all the pairs of processes that have to be shown to be ~w-equivalent according to the considered result:

1. Starting from (@1 ||z Q2) \ Ay and (R ||z Re) /Ay related by B, so that Q1 \ Ay ~mw Ri1/Ay and
Q2 \ Ay ~mw R2 /Ay, there are thirteen cases for action transitions based on the operational semantic

rules in Table In the first five cases, it is (Q1 ||z Q2) \ Ay to move first:

o If (QulLQ2) \ An—a (Q) 1l Q2) \ Ay with Q1 —5, Q4 and I ¢ L, then Q1 \ Ay —a Q) \ Ay
as | ¢ Ay. From Q1 \ Ay ~mw Ri/ Ay it follows that there exists Ry / Ay =4 —l>a . R/ Ay
such that Q] \ Ay ~mw R} /Ay. Since synchronization does not apply to 7 and [ ¢ L, we have that

T l T* .
(@1l Q2) / A ==ra —ra==a (1 ||L R2) / An with (@7 [[2 Q2) \ Aw, (R} [ R2) / An) € B.

o If (Q1]|2 Q2)\ Ay —l>a (Q1 L QY) \ Ay with Q2 —l>aL Q% and [ ¢ L, then the proof is similar to the one
of the previous case.

o I (Qu || Q2)\As —a (@ | Q5)\ Ay with Qi —, Q) for i € {1,2} and L € L, then Q4\ Ay ——4 Q)\ Ay,
asl ¢ Ay. From Q;\ Ay ~mw R; / Ay it follows that there exists R; / Ay —T——*>a Aa —T——*>a R! | Ay such
that @, \ Ay ~mw R, /Ayp. Since synchronization does not apply to 7 and [ € L, we have that

(Rallz Ra) / Ay =0 — 50 5 (R} || RY) / Agg with ((Q4 | @4) \ A, (B} || RS) / Ay) € B.
o [f (Ql ||L QQ) \.AH L>a (Qll HL QQ) \.A’H with Q1 ;>a ,1, then Q)¢ \.AH L>a Qll \.AH as T ¢ ./47-,5. From
Q1\ Ay ~mw R1/ Ay it follows that there exists Ry / Ay ==, R} / Ay such that Q) \ Ay ~mw R} / An.

Since synchronization does not apply to 7, we have that (Ry||r R2)/ Ax === (R} ||z R2) / Ay with
(@1 |2 Q2) \ Aw, (Ry [l Re) / An) € B.

o If (Q1]]2Q2) \ Ay =4 (Q1 |l Q%) \ Ay with Qo —+, Q%, then the proof is similar to the one of the
previous case.

In the other eight cases, instead, it is (Ry ||z, R2) / Ay to move first:

o If (Ry||p Ro) / An —a (R) || Ra) /| Ag with Ry 5, R} and [ ¢ L, then Ry / Ay —a R, | Ay as ¢ Ay,
From Ry / Ay ~mw Q1 \ Ay it follows that there exists @1 \ Ay éa —l>a éa Q) \ Ay such that
R} | Ay ~mw Q7 \ Ay Since synchronization does not apply to 7 and [ ¢ L, we have that (Q1 ||z Q2)\Ax

e =0 (@) |12 Q2) \ Ay with (R} ||z Ra)/ A, (Q) | Q2) \ Ay) € B.



10.2 Markovian Information-Flow Security Properties 175

o If (R R2)/ An L, (R1 ||z R) / Ay with Ry L, R, and [ ¢ L, then the proof is similar to the one
of the previous case.

o If (Ry||LRs)/ Ay —a (R, |ILRY)/ Ay with Ri—, R! for i € {1,2} and | € L, then R;/Ay
—l>a R/ Ay as | ¢ Ay. From R,/ Ay ~mw Qi \ Ay it follows that there exists Q; \ Ay
éa LN, éa Q; \ Ay such that R}/ Ay ~mw Q) \ Ay. Since synchronization does not apply
to 7 and | € L, we have that (Q1 |1 Q2) \ Ax == —a == (@} |l Q}) \ Ay with (R} || R)/ Az,
(@12 @2) \ An) € B.

o If (R ||z R2) / Ax ——a (R} |1 R2) / Ay with Ry —=, R}, then Ry /Ay ——. R, /Ay as T ¢ Az. From
R/ Ay ~mw Q1\ Ay it follows that there exists Q1 \ Ay =, Q) \ Ay such that R} / Ay ~mw Q) \ Ax.
Since synchronization does not apply to 7, we have that (Q1 ||L Q2) \ Axn . (Q) 1l Q2) \ Ay with
(R |z Ro)/ An, (@1 [l Q2) \ Ax) € B.

o If (Ry ||z Re)/ Ay ——a (R1 ||z Ry) / Ay with Ry —+, R}, then the proof is similar to the one of the

previous case.

o If (Ry | Re)/ Au—a (R, ||L Ro) / Ay with Ry 5. R} and h ¢ L, then Ry /Ay —+a R,/ Ay as
h € Ay. The rest of the proof is like the one of the fourth case.

o If (Ry ||z Ra) / An —a (Ry ||z Rb) / Az with Ry A R/, and h ¢ L, then the proof is similar to the one
of the previous case.

o If (Ry|LRa)/ Ay —>a(R,|ILRY) /Ay with R, L5, R, for i € {1,2} and h € L, then R;/ Ay
5o RL/ Ay as h € Ay, From R; | Ay ~mw Qi \ Ay it follows that there exists @Q; \ Ay éa Qi \ Ay
such that R;/ Ay ~mw Q; \ Ay. Since synchronization does not apply to 7 and h € L, we have that
(Q1 1L Q2) \ A ==a (Q' || Qb) \ Ay with (R} || Rb) / Ay, (Q) 1L Qb) \ Ay) € B.

As for rates, to avoid trivial cases consider an equivalence class C' € Py, /B that involves processes reachable
from P1 ”L PQ, speciﬁcally C = {(Sl,i ”L 5271') \ .A’H, (SLj HL Sz,j) /.A’H | Sk,h S reach(Pk) VAN Sl,h ||L 527}1 S
reach(Py ||L P2) A Ski \ Ay ~mw Skj/ An}. Suppose that (Q1 ||z Q2) \ Ax —F5a s0 that Qp \ Ay —a
too and hence from Qy \ Ay ~mw Rk /Ay it follows that there exists Ry /Ay ;a Ry / Ay such that
Ry | An —F>a, Qk \ Ay ~mw Ry / Aw, and rate(Qy \ Az, C') = rate(Ry, | Az, C") for all C" € P/ ~mw-
Since synchronization does not apply to 7, we have that (Ri|r R2)/ Ay AN (Ry || R2) / Ay with
(Ry || R2) /| Ay —ra and ((Q1 ]|z Q2) \ Ax, (Ry || R2) / Aw) € B. Since the restriction and hiding operators
do not apply to rate transitions, we have that:

rate((Q1 || Q2) \ Az, C) = rate((Q1 \ Ay) [[L(Q2 \ Axn), C)

rate((R1[|L R2) / An, C) = rate((R1 / An) [|L(R2 / Axn), C)
Based on which subprocess moves so that the overall process reaches C' (which we assume to be reachable
in one move to avoid trivial cases in which cumulative rates are zero), we have that:

rate((Q1 \ An) [|2(Q2\ Ay),C) = rate(Q1 \ Ay, C1)

(
o rate((R1 / Ay) ||L(R2 / Ay),C) = rate(Ry / Ay, C1)
| rate((Q1 \ As) [|L(Q2 \ An),C) = rate(Q2 \ Ay, C2)
rate((Ry / Axn) ||L(R2 / Ay),C) = rate(Ry / Ay, C2)

where:
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Cr = {Sta\An | (SinllS2n) \ A € CYU{S1n/ Ay | (Sinllz San)/ An € C}
Cy = {Son \ Ap | (Sinlle Sa.n) \ An € CYU{Son / A | (S1n L S2n) / An € C}
Since Qx \ Ay ~mw Rk / Ay and C is the union of some =, -equivalence classes for k € {1, 2}, we have that:
rate(Q1 \ Ay, C1) = rate(Ry / Ay, Ch)
rate(Qz \ Ay, C2) = rate(Ry | Ay, Co)
If we start from (Ry ||z, Ra) / A —/a, then the proof is similar.

2. Starting from (Q / Ay) \ L and (R\ L)/ Ay related by B, so that Q / Ay ~mw R\ Ay, there are six cases
for action transitions based on the operational semantic rules in Table In the first three cases, it is
(Q/ Ay) \ L to move first:

o If (Q/A)\ L-5.(Q' /Ay) \ L with Q -5, Q" and | ¢ L, then Q/ Ay —=. Q' / Ay as | ¢ Ay.
From @/ Ay ~mw R\ Ay it follows that there exists @ \ Ay éa —l>a éa R\ Ay such that
Q' | Ay ~mw R\ Ay Since the restriction and hiding operators do not apply to 7 and [, we have that
(R\ L) / Ay Z=0 =0 T (R'\ L) / Ay with (Q' / Aw) \ L (R'\ L) / Ax) € B.

o If (Q/Ax) \ L%a(Q//AH) \ L with Q%aQ/, then @Q /Ay AaQ//AH as 7 ¢ Ay. From
Q / Ay ~mw R\ Ay it follows that there exists R\ Ay éa R’ \ Ay such that Q' / Ay ~mw R\ Ay.
Since the restriction and hiding operators do not apply to 7, we have that (R\ L) / Ay . (R'\L)/ Ay
with ((Q"/ Ax) \ L, (R'\ L) / Ay) € B.

o If (Q/ A)\L —.(Q" ) Ay)\ L with QL)HQ’, then Q / Ay —. Q' / Ay as h € Ay. The rest of the
proof is like the one of the previous case.

In the other three cases, instead, it is (R '\ L) / Ay to move first:

o If (R\L)/ Ay —a(R'\ L)/ Ay, with R—5, R and | ¢ L, then R\ Ay ——a R'\ Ay as | ¢ Ay.
From R\ Ay ~mnw @/ Ay it follows that there exists Q /Ay éa —l>a T:*a Q' / Ay such that
R\ Ay ~mw @'/ Ay. Since the restriction operator does not apply to 7 and [, we have that

(Q/ Ap) \ L =50 —50 = (Q'/ Ax) \ L with (R'\ L) / Ay, (Q'/ A) \ L) € B.
o If (R\ L)/ Ay ——a(R' \ L)/ Ay with R—5, R, then R\ Ay ——. R \ Ay as 7 ¢ Ay. From

R\ Ay ~mw @/ Ay it follows that there exists Q /Ay =, Q' / Ay such that R' \ Ay ~mw
Q' / Ay.  Since the restriction operator does not apply to 7, we have that (Q/Ay) \ L

L5 (Q'/ Aw) \ L with (R'\ L) / Ay, (Q'/ A) \ L) € B.

o If (R\L)/ Ay "o (R'\ L)/ Ay with R, R and h ¢ L, then R/ Ay 3. R |/ Ay as h € Ay
(note that R \ Ay cannot perform h). From R/Ay ~mw R\ Ay — as P € SBSNNIy , and

~mw

R € reach(P) — and R\ Ay ~mw @ /Ay it follows that there exists Q / Ay =, Q' / Ay such that
R' | Ay =mw Q' / Ay and hence R'\ Ay ~mw Q' / Ay —as R' | Ay =mw R'\ Ay due to P € SBSNNI,

~mw

and R’ € reach(P). Since the restriction operator does not apply to 7, we have that (Q/Ay) \ L
== (Q"/ A) \ L with ((R'\ L) / A, (Q' / Aw) \ L) € B.

As for rates, to avoid trivial cases consider an equivalence class C' € Py, /B that involves processes reachable
from P, specifically C' = {(S; / An) \ L,(S; \ L)/ Ay | S, € reach(P) N S; \ Ay ~mw S/ An}. Suppose
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that (Q/Ay) \ L —/+, so that Q / Ay —/+a too and hence from Q / Ay ~mw R\ Ay ~mw R/ Ay — as
P € SBSNNI.,, . and R € reach(P) — it follows that there exists R/ Ay ;a R/ Ay such that R/ Ay —/+a,

Q/ Ay ~uw R/ An ~mw R\ Ay, and rate(Q / Ay, C) = rate(R \ Ay, C) for all C € Prx/ ~mw. Since
the restriction and hiding operators do not apply to 7, we have that (R\ L)/ Ay =5, (R\ L)/ Ay with
(R\L) ] Ay —/+a —as R/ Ay —fa —and ((Q/ Ay)\ L,(R\ L)/ Ax) € B. Since the restriction and hiding
operators do not apply to rate transitions, we have that:

rate((Q / Ay) \ L,C) = rate(Q \ Ay, C)

rate((R\ L) / Ay, C) rate(R | Ay, O)

where:
C = {Si\Au | (Si/ An)\ L € CYU{S; /Ay | (S;\ L)/ An € C}
Since Q \ Ay ~mw R/ Ay and C is the union of some ~mw-equivalence classes, we have that:
rate(Q \ Ay, C) = rate(R/ Ay, C)
If we start from (R \ L)/ Ay —/a, then the proof is similar.

3. Starting from (Q1 ||z Q2) \ Ay and (R ||z R2) \ Ay related by B, so that Q1 \ Ay ~mw R1 \ Ay and
Q2 \ Ay ~mw Ra2 \ Ay, there are five cases for action transitions based on the operational semantic rules in

Table 101t

o If (QullL@2) \ Ay —a (@ ]2Q2) \ Ay with Q1 —.Q) and | ¢ L, then Q1 \ Ay—
Q’ \.,47.[ as l §§ Az From Q1 \ Ay ~mw Ri1 \ Ay it follows that there exists Rp \ Ay

:>a —>a ja "\ Ay such that Q) \ Ay ~mw R} \ Ay. Since synchronization does not apply
to 7 and [ ¢ L, we have that (Ry |1 R2) \ Ay éa —l>a éa (R ||z R2) \ Ag with ((Q) ||z Q2) \ Az,
(By [l R2) \ Ay) € B.

o If (Q1 ||z Qo) \ An —=4 (Q1 | @b) \ Ay with Qo —5, Q) and I ¢ L, then the proof is similar to the one
of the previous case.
o If (Q1 (2 Q2)\Axn 5 (Q) |l Q5)\ Ay with Q; LI, Q. fori € {1,2} andl € L, then Q;\ Ay S, Q\ Ay

as | ¢ Ay. From Q; \ Ay ~mw R; \ Ay it follows that there exists R; \ Ay éa —l>a éa R\ Ay
such that @ \ Ay ~mw R} \ Ay Since synchronization does not apply to 7 and [ € L, we have that

(Ba [l B) \ Ay =a —a Zoa (BY 1 B) \ As with (@1 ]l Q5) \ Aw, (R [ By) \ Aw) € B.

o I (Qullr Q2)\ An —a (@ [l Q2) \ Ap with Q1 —=a Q1 then Q1 \ Ay —=a Q1 \ Ay as 7 ¢ Ay. From
Q1\ Ay ~mw R1\ Ay it follows that there exists Ry \.AH :>a R\ Ay such that Q) \ Ay ~mw R\ Ay.
Since synchronization does not apply to 7, we have that (R ||r R2) \ Ay . (R} |lz R2) \ Ay with
(@1 2 Q2) \ A, (Ry [l B2) \ An) € B.

o If (Q1 L Q2) \ Ay ——4 (Q1 |l Qb) \ Ay with Q2 —, @Q%, then the proof is similar to the one of the
previous case.

As for rates, to avoid trivial cases consider an equivalence class C' € Py /B that involves processes
reachable from Py || Pa, specifically C = {(Sii|S2:) \ Ax | Skn € reach(Py)

reach(Py ||L Po) A Ski \ Ax ~mw Skj \ An}. Suppose that (Q1 |z @2) \ An —+, so that Qy \ Ay A
too and hence from Qy \ Ay ~mw R \ Ap it follows that there exists Ry \ Ay ==a Ry \ Ay such that
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Ri \ Ay —a, Qr \ Ay ~mw Ry \ Ay, and rate(Qy \ Ay, C') = rate(Ry, \ Ay, C") for all C’ € P/ ~mw-
Since synchronization does not apply to 7, we have that (Ri ||z R2) \ Axn ANy (R1 L R2) \ Ay with
(Ri||lp Ro) \ Ay —a and ((Q1 || @2) \ An, (R1 ||z R2) \ Ay) € B. Since the restriction operator does not
apply to rate transitions, we have that:

rate((Q1 1 Qo) \ Aws ©) = rate(Q1\ Aw) (@2 \ A), C)

rate((Ry || R2) \ Ay, C) = rate((Bq1 \ Ay) [[L(R2 \ An), C)
Based on which subprocess moves so that the overall process reaches C' (which we assume to be reachable
in one move to avoid trivial cases in which cumulative rates are zero), we have that:

rate((Q1 \ Ax) [|L(Q2 \ An), C) = rate(Q1\ Ay, C1)

o rate((Ry \ Ay) || (R2 \ Ax),C) = rate(Ry \ Ay, C1)
| rate((Q1 \ Az) |L(Q2\ An),C) = rate(Qa \ A, C2)
) rate((Ry \ Ay) [|L(R2 \ Ay),C) = rate(Ry \ Ay, C2)

Cr = {S1n \ Aw | (SinllLS2p) \ An € C}
) Cy = {Son \ Ap | (SinllL S2.0) \ A € C}
Since Qk \ Ay ~mw Ry \ Ay and Cy, is the union of some ~,y-equivalence classes for k € {1, 2}, we have that:
rate(Q1 \ Ay, C1) = rate(Ry \ Ay, C1)
rate(Qs \ Ay, Co) = rate(Rs \ Ay, Co)
If we start from (Ry ||, R2) \ Aw —/a, then the proof is similar.

We then prove the three results for the ~,-based properties. Let B be an equivalence relation containing all the
pairs of processes that have to be shown to be =-equivalent according to the considered result:

1. Starting from (Q1 ||L Qg) \ Az and (R1 ||L RQ)/.AH related by B, so that Qq \ Ax ~mb R1/.AH and
Q2 \ Ay ~mp Ra/ Ay, there are twelve cases for action transitions based on the operational semantic
rules in Table In the first five cases, it is (Q1 ||z Q2) \ Ay to move first:

o I (Qu 2 Qo) \ An —a (@1 2 Q2) \ Ay with Q1 5, Q) and I ¢ L, then Q1 \ Ay —+, Q) \ Ay as
1 ¢ Ay. From Q1\ Ay ~ump, R1/ Ay it follows that there exists Ry / Ay ==, Ry / Ay —l>a R | Ay such
that Q1 \ Ay ~mp R1/ Ay and Q) \ Ay ~mp R} / Ay. Since synchronization does not apply to 7 and
I ¢ L, we have that (Ry ||z Ra) / An ==a (R1 ||z R2) / Ax —a (R} || Ra) / Aw with (Q1 |2 Q2) \ Aw,
(Ry L R2) / Aw) € B and ((Q) || Q2) \ An, (R} || R2) / Aw) € B.

o If (Q1]lLQ2)\ Axy L (Q1 ]|z Q) \ Ay with Q2 L Q% and [ ¢ L, then the proof is similar to the one
of the previous case.

o If (Q1 111 Q2)\Ax 2 (Q |l @)\ Ay with Q; ——, @ fori € {1,2} and | € L, then Q;\ Ay ——a @\ An
as | ¢ Ay. From Q; \ Ay ~ump R;/ Ay it follows that there exists R; / Ay éaR / A —l>aR / An
such that Q;\ Ay ~mp R;i / Ay and Q) \.AH ~Nmb R [ Ay Slnce synchronization does not apply to 7 and
[ € L, we have that (Rl ||L RQ) /AH :>a (Rl ||L RQ) /.AH —>a (R, ||L R ) /.Aq.[ with ((Ql HL Qg) \AH,
(Ri |z R2) / Aw) € B and (@1 [l @5) \ Aw, (R} [l RS) / An) € B.

o If (Q1llrQ2) \ Ay —=a (Q L Q2) \ Ay with Q1 —,Q), then Q1 \ Ay ——=. Q) \ Ay as 7 ¢ Ay.
From Q1 \ Ay ~mp Ri/Ay it follows that either @) \ Ay =~mp Ri1/Ay, or there ex-
ists Ry /Ay -L*—>a Ry /Ay 2Ry /Ay such that Qi \ Ay ~m, Ri/Ax and Q) \ Ax ~mp
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R}/ Ay Since synchronization does not apply to 7, in the former subcase (Ri | Rz2)/ Ay is
allowed to stay idle with ((Q] | Q2) \ Ay, (Ri||L R2)/Ayx) € B, while in the latter subcase

(R1 ||z Ra) / A ==>a (R |lL R2) / Ax —a (R} ||z Ra) / Ay with (Q1 |z @2)\Aw, (Ri ||z R2) / An) € B
and ((Q' ||z Q2) \ A, (R || R2) / An) € B.

o If (Q1lL Q2) \ Ay ——4 (Q1 |l Q5) \ Ay with Q2 —, @Q%, then the proof is similar to the one of the
previous case.

In the other seven cases, instead, it is (Ry ||z R2) /A to move first:

o If (Ry|LRy)/ Ay —sa(R,|LRa)/ Ay with Ry -5, R, and | ¢ L, then Ry/Ay—+. R/ Ay
as | ¢ Ay. From Ry / Ay ~up Q1 \ Ay it follows that there exists Q; \ Ay ==, Q1 \ An Aa Q1 \ Ay
such that Ry /Ay ~mp Q1 \ Ay and R) /Ay ~up Q) \ Ay. Since synchronization does not ap-
ply to 7 and I ¢ L, we have that (Q1 ]|z Q2) \ An == (Q1 [l Q2) \ Ax —=a (Q} 1 Q2) \ Ay with
(Bl R2)/ An, (Q1 ||l Q2) \ Ag) € B and (1] || Ra2)/An, (Q) 12 Q2) \ Ax) € B.

o If (R || R2)/ Ax L (R1 || R) / Ay with Ry L, R, and [ ¢ L, then the proof is similar to the one
of the previous case.

o If (Ry|LRs)/ Ay —a (R, |ILRY)/ Ay with Ri—, R! for i € {1,2} and | € L, then R;/Ay
—l>aL R/ Ay as 1 ¢ Ay. From R; / Ay ~umb Qi \ Ay it follows that there exists Q; \ Ay =T;>a Qi \ Ay
—l>a Q. \ Ay such that R; / Ay ~mb Qi \ Ay and R,/ Ay ~mp Q) \ Az Since synchronization does
not apply to 7 and I € L, we have that (Q1 || Q2) \ Ax == (Q1 ||z Q2) \ Ax —a (@) |l Q4) \ Ay with
((RillL R2)/ Ap, (@1l Q2) \ Ax) € B and (R ||z Ry) / Ay, (@1 |2 @2) \ An) € B.

o If (R1||LR2)/ Ay L>3L (R’l Il R2) / Ay with Ry L>a /1, then Ry /Ay L>aRI1 J Ay as T ¢ Ay From
Ry [ Ay ~mp Q1 \ Ay it follows that either R} / Ay ~mp @1\ Ay, or there exists Q1 \ Ay =, Q1\ Ay
T5.Q) \ Ay such that Ry /Ay ~up Q1 \ Ay and R,/ Ay ~mp Q) \ Ay. Since synchroniza-
tion does not apply to 7, in the former subcase (Q1l/zQ2) \ Ay is allowed to stay idle with
(R ||z R2)/ An, (@1 || Q2)\Ay) € B, while in the latter subcase (Q1 |2 Q2)\An =4 (Q1]|1 Q2)\ Ax
0 (@112 Q2) \ Ay with (Rl Ro)/Aw, (Qi[lQ2) \ An) € B and ((R;|rR2)/An,
(@12 Q2) \ Ay) € B.

o If (R ||z R2)/ Ay —a (R1 ||z Ry) / Ay with Ry —+, R}, then the proof is similar to the one of the
previous case.

o If (Ry|LRs)/ Au—a(R,|lLR2)/ Ay with Ry 5. R, and h ¢ L, then Ry/Ap—+. R}/ Ay
as h € Ay. The rest of the proof is like the one of the fourth case.

o If (Ry ||z Ra) / An —a (R1 ||z RY) / Az with Ry A R, and h ¢ L, then the proof is similar to the one

of the previous case.

As for rates, we reason like in the proof of the corresponding result for /.

2. Starting from (Q / Ay) \ L and (R \ L) / Ay related by B, so that Q / Ay ~mp R\ Ay, there are six cases
for action transitions based on the operational semantic rules in Table In the first three cases, it is
(Q/ Ax) \ L to move first:
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o If (Q/ Ay)\ L —5a (Q'/ Ax)\ L with Q -5, Q" and | ¢ L, then Q / Ay —, Q' / Ay as | & Ay. From
Q / Ay ~mp R\ Ay, it follows that there exists R\ Ay —L;a R\ Ay LR \ Ay such that Q / Ay ~mp
R\ Ay and Q' / Ay ~mp, R\ Ay Since the restriction and hiding operators do not apply to 7 and I,
we have that (R\ L)/ Ay ==a (R\ L) / Ay —=a (R'\ L) / Ay with (Q / Ax) \ L,(R\ L)/ Ay) € B
and ((Q"/ An) \ L,(R'\ L) / Ay) € B.

o If (Q/An) \ L-—.(Q'/Ax) \ L with Q —",Q’, then Q/ Ay ——.Q' /Ay as 7 ¢ Ay. From
Q /Ay ~mp R\ Ay it follows that either Q' / Ay ~m, R\ Ay, or there exists R\ Ay éaR \ Ay
52 R\ Ay such that Q / Ay ~mp R\ Ay and Q' / Ay ~up, R\ Ayg. Since the restriction and hiding
operators do not apply to 7, in the former subcase (R\ L) / Ay is allowed to stay idle with ((Q" / Ax)\ L,
(R\ L)/ Ay) € B, while in the latter subcase (R\ L)/ Ay . (R\ L)/ Ay 4 (R'\ L)/ Ay with
(Q/Au)\L,(R\ L)/ Ay) € Band ((Q / Au) \ L,(R'\ L) | Ay) € B.

o If (Q/ Ap)\ L 54 (Q' ] A3)\ L with Q 5, @', then Q / Ay~ Q' / Ay as h € Ay The rest of the
proof is like the one of the previous case.

In the other three cases, instead, it is (R \ L) / Ay to move first:

o If (R\ L)/ Ay 2 (R'\ L)/ Ay with R—5, R and | ¢ L, then R\ Ay ——>a R’ \ Ay as | ¢ Ay.
From R\ Ay =~mp @/ Ay it follows that there exists Q /Ay :T—*—>aQ/AH #a Q' / Ay such that
R\ Ay ~mp Q/ Ay and R\ Ay ~mp Q' /Ay Since the restriction operator does not apply to 7
and 1, we have that (Q / Ax) \ L= (Q/ A) \ L =4 (Q' / Aw) \ L with ((R\ L) / A, (Q / Aw) \ L)
€ Band (R'\ L)/ Ay, (Q"/ Ax)\ L) € B.

o If (R\L) / Ay . (R'\L) / Ay, with R, R', then R\ Ay —, R'\ Ay as 7 ¢ Ay. From R\ Ay ~n
Q / Ay it follows that either R'\ Ay ~mp Q / Ay, or there exists Q / Ay =, Q/ Ay —.Q" ] Ay such
that R\ Ay ~mp Q / Ay and R\ Ay ~mp Q' / Ax. Since the restriction operator does not apply to 7,
in the former subcase (Q / Ay) \ L is allowed to stay idle with ((R'\ L) / Ay, (Q / A)\ L) € B, while in
the latter subcase (Q / Ay )\ L =, (Q/ A\L "5, (Q" ] Ay)\ L with (R\L) / Ay, (Q / Ax)\L) € B
and ((R'\ L) / Ay, (Q"/ Ay) \ L) € B.

o If (R\ L)/ Ay 3o (R'\ L)/ Ay with R, R and h ¢ L, then R/ Ay —>, R’/ Ay as h € Ay
(note that R\ Ay cannot perform h). From R/ Ay ~pn, R\ Ay — as P € SBSNNI._, and R €
reach(P) — and R\ Ay ~mp Q / Ay it follows that either R’ / Ay ~np, Q / Ay and hence R\ Ay ~pmp
Q/ Ay —as R/ Ay ~mp R\ Ay due to P € SBSNNI., , and R’ € reach(P) — or there exists

~mb
Q) Ay ==,Q ) Ay 32 Q' | Ay such that R/ Ay ~mp Q / Ay and R’/ Ay ~mp Q' / Ay and hence
R\ Ay ~up, Q / Ay and R'\ Ay ~up, Q' / Az Since the restriction operator does not apply to 7, in the
former subcase (Q / Ay) \ L is allowed to stay idle with ((R'\ L) / Ax, (Q / Ay) \ L) € B, while in the
latter subcase (Q / Ay) \ L= (Q / A) \ L4 (Q' / Ax) \ L with (R\ L) / Ay, (Q/ An) \ L) € B
and ((R'\ L)/ An,(Q"/ Ax) \ L) € B.

As for rates, we reason like in the proof of the corresponding result for 2.
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3. Starting from (@1 ||z Q2) \ Ay and (R ||z R2) \ Ay related by B, so that Q1 \ Ay ~mp Ri \ Ay and
Q2 \ Ay =~ R2 \ Ay, there are five cases for action transitions based on the operational semantic rules in

Table [I0.1F

o I (Qu 2 Qo) \ An —a (@1 2 Q2) \ Ay with Q1 5, Q) and I ¢ L, then Q1 \ Ay —+, Q) \ Ay as
I ¢ Ay. From Q1 \ Ay ~mp R1\ Ay it follows that there exists Ry \ Ay ==, R1 \ Ay —l>a R\ Ay such
that Q1 \ Ay ~mp R1\ Ay and Q) \ Ay ~ump, R} \ Ax. Since synchronization does not apply to 7 and
I ¢ L, we have that (Ry ||z Ro) \ Ay ==a (R |2 R2) \ An —a (R} |2 R2) \ Ay with ((Q1 ||z Q2) \ A,
(Ry |l R2) \ Az) € B and ((Q} Il Q2) \ A, (R} ||z R2) \ Ay) € B.

o If (Q1]|2 Q2)\ Ay S, (Q1 ]z Q) \ Ay with Q2 L Q% and [ ¢ L, then the proof is similar to the one
of the previous case.

o If (Ql HL QQ)\A’H —l>a (Qll HL QIQ)\.AH with Ql —l>a Q; fori € {1, 2} and! € L, then Ql\.A'H —l>a Q;\AH
as | ¢ Ay. From Q; \ Ay ~ump R; \ Ay it follows that there exists R; \ Ay ==, R; \ Ay —l>a R\ Ay
such that Q;\ Ay ~mp Ri\ Ay and Q) \ Ay ~mp R\ Ag. Since synchronization does not apply to 7 and
L€ L, we have that (Ry || R2) \ Ay ==a (Ra |l Ro) \ Aw —a (Ri |1 B5) \ Az with (Qu ]2 Q2) \ A,
(R1 L R2) \ Ap) € B and ((Q [l @5) \ Aw, (B ||l Ry) \ Ay) € B.

o If (Qu1llLQ2) \ Ay —=a (Q1 [IL Q2) \ Ay with Q1 —,Q), then Q1 \ Ay ——=. Q) \ Ay as 7 ¢ Ay
From Q1 \ Ay ~mp R1\ Ay it follows that either Q) \ Ay ~mp R1 \ Ag, or there exists Ry \ Ay

éa Ry \ Ay —a R, \ Ay such that Q1 \ Ay ~mp R \ Ay and Q) \ Ay ~mp R) \ Ay. Since
synchronization does not apply to 7, in the former subcase (R; || R2) \ Ay is allowed to stay
idle with ((Q} ||l Q2) \ An, (R1 ||z R2) \ Ay) € B, while in the latter subcase (R ||z R2) \ Ay

Zou (Rulln Ro) \ Ap —a (Ry ||z Re) \ Ap with ((Q1£Q2) \ As, (Ri | Re) \ Ay) € B and
(@1 Iz Q2) \ Ax, (R ||l R2) \ An) € B.

o If (Q1|lL Q2) \ Ay ——4 (Q1 |l Q5) \ Ay with Q2 —=, @Q%, then the proof is similar to the one of the
previous case.

As for rates, we reason like in the proof of the corresponding result for ~y. [ |

Theorem 10.2. Let P, P, Py € Py, ~ € {~mw, ®mp}, and P € {SBSNNI.,P BNDC_,SBNDC.}. Then:

1. PeP=a.PecP forallac A U{r}.
2. PeP= (\).PeP forall X € Ryyg.

3. P,Pp € P= Pi|[p P> €P forall L C A if P € {SBSNNIy,,,P_BNDC_ _} or for all L C A\ {7}
if P € {SBSNNIy P_BNDszW, SBNDCx,,..,SBNDCx, }.

mw ? ~mw ?

4. PeP= P\LeP forallL C A\ {r}.
5 PeP=P/LecP forall LC Ag.
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Proof. We first prove the five results for SBSNNI., from which it will follow that they hold for P BNDCy too
by virtue of the forthcoming Theorem [10.3

1.

Given an arbitrary P € SBSNNIy and an arbitrary a € Az U {7}, from P\ Ay ~ P /Ay we derive that
a.(P\Ay) ~ a.(P ] Ay) because ~ is a congruence with respect to action prefix by virtue of Lemma[10.1](1),
from which it follows that (a.P)\ Ay =~ (a.P) /Ay, ie., a. P € BSNNIy, because a ¢ Az. To conclude
the proof, it suffices to observe that all the processes reachable from a . P after performing a are processes
reachable from P, which are known to be BSNNI..

. Given an arbitrary P € SBSNNIy and an arbitrary A € Ry, from P\ Ay ~ P /Ay we derive that

(AN).(P\ Ay) =~ (N).(P/Ay) because =~ is a congruence with respect to rate prefix by virtue of
Lemma [10.1[2), from which it follows that ((A).P) \ Ay ~ ((A\).P)/Ay, ie, (\).P € BSNNI,
because the restriction and hiding operators do not apply to rates. To conclude the proof, it suffices to
observe that all the processes reachable from (\). P after a delay governed by A has elapsed are processes
reachable from P, which are known to be BSNNI..

. Given two arbitrary Py, Py € Py such that P, P, € SBSNNIy and an arbitrary L C Ay, the result follows

from Lemma |10.2(1) by taking @)y identical to R; and Q2 identical to Ra.

. Given an arbitrary P € SBSNNIx and an arbitrary L C A\ {7}, the result follows from Lemma [10.2|2)

by taking @ identical to R — which will be denoted by P’ — because:

o (PP\L)\ Ay ~ (P"\ Ay) \ L as the order in which restriction sets are considered is unimportant.

o (PP\Ay)\ L=~ (P'"/ Ax)\ L because P'\ Ay ~ P'/ Ay — as P € SBSNNI, and P’ € reach(P) — and
~ is a congruence with respect to the restriction operator due to Lemma 4).

o (P'/Ay)\ L~ (P'\ L)/ Ay as shown in Lemma[10.2[2).
e From the transitivity of ~ we obtain that (P’ \ L)\ Ay ~ (P'\ L)/ Ay.

. Given an arbitrary P € SBSNNIy and an arbitrary L C Az, for every P’ € reach(P)

it holds that P’ \ Ay ~ P’/ Ay, from which we derive that (P’ \ Ay)/L ~ (P'/A3) /L because = is
a congruence with respect to the hiding operator due to Lemma [10.1(5). Since L N Ay = 0, we have
that (P"\ Ag) /L is isomorphic to (P /L) \ Ay and (P’ /Ay) /L is isomorphic to (P’ /L) /Ay, hence
(P'/L)\ Ay ~ (P' /L) / Ay, i.e., P'/ L is BSNNLx.

We then prove the five results for SBNDCy.:

1.

Given an arbitrary P € SBNDCy and an arbitrary a € Az U {7}, it trivially holds that a.P € SBNDCx
because a is not high and all the processes reachable from a. P after performing a are processes reachable
from P, which is known to be SBNDCx..

. Given an arbitrary P € SBNDCy and an arbitrary A € R, it trivially holds that (\). P € SBNDCx because

all the processes reachable from () . P after a delay governed by A has elapsed are processes reachable from P,
which is known to be SBNDC..
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3. Given two arbitrary P;, Py € Py such that P, P» € SBNDCy and an arbitrary L C A\ {7}, the result

follows from Lemma (3) as can be seen by observing that whenever P/ ||z, P} LI P/"||, P} for P| || Py €
reach(P ||z P2):

o If P -5, P!, P/ = P} (hence P} \ Ay ~ Py \ Ay), and h ¢ L, then from P, € SBNDCx it follows
that P| \ Ay =~ P{'\ Ay, which in turn entails that (P] ||z P3) \ Ax =~ (P{ || PY) \ Ay because ~ is
a congruence with respect to the parallel composition operator due to Lemma M(B) and restriction
distributes over parallel composition.

o If P SN, Py, P/ = P/, and h ¢ L, then we reason like in the previous case.

o If P, PV Pyl PV and h € L, then from Py, Py € SBNDCx it follows that P!\ Ay ~ P!\ Ay
and P, \ Ay ~ Py \ Ay, which in turn entail that (Pf ||z P5) \ Ay ~ (P{' ||l Py) \ Ay because = is
a congruence with respect to the parallel composition operator due to Lemma M(S) and restriction
distributes over parallel composition.

4. Given an arbitrary P € SBNDCy and an arbitrary L C A\ {7}, for every P’ € reach(P) and for every P”
such that P’ —», P" it holds that P\ Ay =~ P"\ Ay, from which we derive that (P"\ Ay)\L ~ (P”"\ Ay)\L
because ~ is a congruence with respect to the restriction operator due to Lemma|10.1(4). Since (P'\ Ax)\ L
is isomorphic to (P'\ L)\ Ay and (P”\ Ay) \ L is isomorphic to (P”\ L)\ Ay, we have that (P"\ L)\ Ay ~
(P"\ L)\ Ay

5. Given an arbitrary P € SBNDCy and an arbitrary L C A, for every P’ € reach(P) and for every P” such

that P’ "5, P" it holds that P’ \ Ay =~ P"\ Ay, from which we derive that (P'\ Ay) /L~ (P"\ Ay)/L
because ~~ is a congruence with respect to the hiding operator due to Lemma [10.1[5). Since L N Ay = 0,
we have that (P’\ Ay) /L is isomorphic to (P' /L) \ Ay and (P"\ Ay) /L is isomorphic to (P” /L) \ Ay,
hence (P'/ L)\ Ay ~ (P"/ L)\ Ay. u

As far as parallel composition is concerned, the compositionality of SBSNNIy _, holds only for all L C A.
For example, like in the nondeterministic setting (see after Theorem , both P, = h.0+ 1.0+ 7.0 and
Py, =h.0+13.047.0 are SBSNNIy_, , but P H{h} P5 is not. Similar to the two previous chapters, it is not only a

matter of the higher discriminating power of a1, with respect to ~,, but also of the specific parallel composition
operator that we have adopted, which does not mix synchronization with hiding.

10.2.2 Taxonomy of Security Properties

Similar to the nondeterministic and probabilistic settings of the two previous chapters, the noninterference prop-
erties in Definition turn out to be increasingly finer. This holds both for those based on =~y and for those
based on =,.

Part of the proof of the forthcoming Theorem relies on the bisimulation-up-to technique [I31] and requires
introducing Markovian variants of up-to weak [I12] and branching [75] bisimulations. Similar to the probabilistic
setting of the previous chapter, we have to take into account some technicalities mentioned in [44] 01, [79]. In
particular, given &~ € {~nw, ~mp} and a related bisimulation B, we cannot consider the relation composition ~ B~
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like in the fully nondeterministic case as it may not be transitive and this would not make it possible to work with
equivalence classes for the Markovian part. Rather we have to consider (BUB 'U ~)T = |Jo2  (BUB U ~)"
to ensure transitivity in addition to reflexivity and symmetry, where B~! is the inverse of B and B is no longer
required to be an equivalence relation thus avoiding redundant information in it. We remind that (BU B~ U ~)"
for n > 1 is the composition of relations (BU B~ 1U ~)""! and BUB U ~.

Definition 10.6. A relation B over Py is a weak Markovian bisimulation up to /.y iff, whenever (Py, P2) € B,
then:

e For each Py ==, P] there exists Py :&>a Py such that (P}, Py) € (BUB™ U ), and vice versa.

o If P —/, then there exists Py T:*a Py such that Py —/+,, (P1, Py) € (BUB U~y )1, and rate(Py,C) =
rate( Py, C) for all equivalence classes C € Py /(BU B U ~pny) T, and vice versa. |

Definition 10.7. A relation B over Py is a Markovian branching bisimulation up to &, iff, whenever (Py,Ps) €5,
then:

e For each Py éa P %, P with Py a2y, Py

— either a = 7 and P ~y, PJ;

— or there exists Py ==, Py %5, P} such that (Py, P2) € (BUB 'U=y,) T and (P, Py) € (BUB tU~p)T;
and vice versa.

o If P, %a then there exists Ps :T—*—>a Py such that Py —/,, (P, Py) € (BUB U ~y,)", and rate(Py,C) =
rate( Py, C) for all equivalence classes C € Py /(BU B~ U ap) T, and vice versa. |

It is worth noting that a weak Markovian bisimulation up to & is also present in [90], but its definition is
different from the first definition above. In the second definition, in the case that a« = 7 and P, ~pyy P/ it holds
that P ~pp Py ~mp P1 B Py, ie., (P],P2) € (BUB YU ~,) T, because a2y, is symmetric. We now prove that
the two previous notions are correct, i.e., they imply the respective bisimilarities.

Proposition 10.1. Let Py, Py € Py and B be a weak Markovian bisimulation up to . If (P, Py) € B then
Pl Smw P2-

Proof. Tt suffices to prove that the equivalence relation (B'U =y )" is a weak Markovian bisimulation, where
B = BUB~!. Given (P, P2) € (B'U ~yy)* and considering the smallest n € N~ for which (P, P) € (B'U ~py)",
we proceed by induction on n:

e If n =1 then there are two cases:

— Let (P, P) € B. If P,-%, P/, hence P, == P/, then from the fact that B’ is a weak Markovian
bisimulation up to =~ it follows that there exists P, ——&—>a P} such that (P, P}) € (BU =py)™
Moreover, since B’ is a weak Markovian bisimulation up to &y, we have that if P; %a then there
exists P éa P, such that P, —/+,, (P, P) € (B'U ~uny)T, and rate(Py,C) = rate(Py,C) for all
CePu/(B'Urpy)T
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— Let P, ~pw Py, If P -5, P/ then there exists P, ——d—>a P} such that P| ~p, Py, hence (P{, P}) €
(B'U =~y )T because ~my € (B'U =) . Moreover, since ~py C (B'U &y )T implies that every
equivalence class of (B'U &))" is the union of some equivalence classes of &y, we have that if
Py /5, then there exists Py ==, P; such that Py —%,, P; Ry P2, hence (Py, Py) € (B'U =) T, and
rate(Py, C) = rate(Py, C) for all C' € Py /(B'U &y ) T

e If n > 1 then from (P, P») € (B'U &)™ and the minimality of n it follows that there exists P € P such
that (P, P) € (B'U ~my)" ' and (P, P2) € (B'U ~pmy). If P -, P| then by the induction hypothesis
applied to (Py, P) € (B'U =y )"~ ! there exists P ==, P’ such that (P],P') € (B'U ~uw)". Therefore
by the induction hypothesis applied to (P, P;) € (B'U ~yy) there exists Py ==, Py such that (P', Py) €
(B'U ~myw) T, where (P], Py) € (B'U =) by transitivity. Moreover, by the induction hypothesis applied
to (P, P) € (B'U mmy)" ', if Py —#+a then there exists P =%, P such that P —La, (P, P) € (B'U ~py) T,
and rate(Py,C) = rate(P,C) for all C' € Py/(B'U ~pmy)T. Therefore, by the induction hypothesis applied
to (P,P) € (B'U ~pyy), from Péap with P —/», it follows that there exists P, éa P, such that
Py 1., (P, P) € (B'U =py)", and rate(P,C) = mte(Pg,C)_for all C € Puy/(B'U ~pw)t. Thus
rate(Py, C) = rate(Py, C) for all C' € Py /(B'U &y )T, where (Py, Py) € (B'U &y )t by transitivity. |

Proposition 10.2. Let P, P, € Py and B be a Markovian branching bisimulation up to ~ny,. If (P, Py) € B
then P~ Ps.

Proof. Tt suffices to prove that the equivalence relation (B’ U ~2)" is a Markovian branching bisimulation, where
B = BUB~!. Given (P, P;) € (B'U ap)" and considering the smallest n € Nxq for which (Py, ) € (B'U ~up)",
we proceed by induction on n:

e If n =1 then there are two cases:

— Let (P,R,) € B'. If P, %, P/, hence P, éa P2, P/, then from the fact that B’ is a Markovian
branching bisimulation up to =2 it follows that there are two subcases:

x If a =7 and Py =y, P{, hence (P], P1) € (B'U ~pp)" by symmetry, from (Py, P2) € (B'U ~yp,) "
it follows that (P], P) € (B'U =) " by transitivity.

« If there exists Py ==, Py —%+, P} such that (P, P2) € (B'U ~pp)" and (P, P)) € (B'U ~mp)™,
then we are done.

Moreover, since B’ is a Markovian branching bisimulation up to a2}, we have that if P %a then
there exists Py ==, P> such that Py —/,, (Py, Py) € (B'U )T, and rate( Py, C) = rate(P, C) for all
Ce Pmk/(B/ U %mb)—i_'

— Let Py =, Po. If Py . P| then there are two subcases:
« If a =7 and P| =y, Pa, then (P}, P) € (B'U =) T because &y, C (B'U &) .

* If there exists P» :T—*—>a Py %+, P such that Py ~py, Py and P] =y, Py, then (Pr, Py) € (B'U ~pp) T
and (P{, P}) € (B'U &yp,) " because 4y, C (B/'U ~pp) T
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Moreover, since &y, C (B’ U &y, )T implies that every equivalence class of (B'U ~p,)" is the union of

some equjvalence classe§ of ~ 1, we have that if P; %a then thereﬁexists P éa P, such that P, %a,
Py ~pp Py, hence (P, Py) € (B'U =)™, and rate(Py, C) = rate( Py, C) for all C' € Py /(B'U ~pp) ™.

e If n > 1 then from (P, P2) € (B'U &y,)" and the minimality of n it follows that there exists P € Py
such that (Pp, P) € (B'U )" ' and (P, P2) € (B'U ~yy,). If Py —, P} then by the induction hypothesis
applied to (Py, P) € (B'U a~,)" ! there are two cases:

— Ifa=7and (P[,P) € (B'U~yp,)", then from (P, P2) € (B'U &2y, it follows that (P], ) € (B'U ~pp) T
by transitivity.
— If there exists P ==, P -%+, P’ such that (P, P) € (B'U =)t and (P{, P') € (B'U ~pyp) T, then by
the induction hypothesis applied to (P, Py) € (B’ U &) there are two subcases:
x If a = 7 and (P, Py) € (B'U ~pyp,) T, then from (P}, P") € (B'U ~pp)" it follows that (P}, P) €
(B'U )T by transitivity.

« If there exists Py ==, Py —, Py such that (P, Py) € (B'U myp)t and (P, Py) € (B'U ~mp) ™,
then from (Pp, P) € (B'U ~yp) " and (Pf, P') € (B'U =) T it follows that (P, P) € (B'U a2 )"

and (P{, P}) € (B'U &y,) " by transitivity.

Moreover, by the induction hypothesis applied to (P, P) € (B'U ~mp)" "', if P —/+, then there exists
P =, P such that P —Ha, (P, P)€(B'U =), and rate( Py, C) = rate(P, C) for all C € Py /(B'U ~pp )t
Therefore, by the induction hypothesis applied to (P, P») € (B’ U ~py,), from P T:*a P with P -4, it follows
that there exists Py =, P, such that P, e, (P, Py) € (B'U ~yy,) T, and rate(P,C) = rate(Py, C) for
all C' € Py /(B'U ~mp)t. Thus rate(Pr,C) = rate(Py, C) for all C' € Py /(B'U ~yp) ", where (Pr, P) €
(B'U =) T by transitivity. |

The combination of divergence, i.e., cycles of 7-transitions, and maximal progress poses a challenge in obtaining
a taxonomy similar to the ones of the nondeterministic and probabilistic settings. To see why, consider the recursive
process K = ()\).0+ h. K. This process is not BSNNIy because its low-level views K \ {h}, which is isomorphic
to (A\).0, and K /{h}, which is isomorphic to K’ £ (\).0 + 7. K’, are not ~-equivalent as the former enables
a A-transition while the latter, due to maximal progress, is forced to endlessly loop on the 7-transition without
ever allowing a delay governed by A to elapse. Likewise, it can be shown that K is not BNDCy, SBSNNI., or
P _BNDC.. However, it is SBNDCx, due to the fact that the only high action h loops on K and hence to satisfy
SBNDCx we have to check whether K \ {h} ~ K \ {h}, which is trivially true. Further issues arise from the
application of the hiding operator on high actions — which frequently occurs in information flow analysis — to cycles
comprising 7-transitions and high action transitions, as this yields divergence. In order to derive a taxonomy
aligned with the ones of the two previous chapters, we restrict ourselves to the set Py nne of processes whose
underlying MLTS has no cycles (i) involving high action transitions that are alternative to rate transitions or
(ii) composed only of 7-transitions and high action transitions with at least one of the latter.

Before presenting the taxonomy, we prove some further ancillary results about parallel composition, restriction,
and hiding under SBSNNI¢ and SBNDCyx, where the limitation to Pk nne is already needed.
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Lemma 10.3. Let P, P, Py € Py and = € {~pw, ~mp . Then:

1. If P € SBNDCw, P’ € reach(P), and P' | Ay ==>4 P" | Ay, then P'\ Ay ==, P\ Ay with P\ Ay ~
P\ Ay.

2. If P1, P, € SBNDCx NP nhe and Py \ Ay =~ Py \ Ay, then Py | Ay = Po | Ay.

3. If P, € SBSNNIx and L C Ay, then P\ Ay ~ ((Py ||, Q) / L)\ Ay for all Q € Pyx having only prefizes in Ay
and for all P| € reach(Py) and Py € reach(Ps) such that P{ \ Ay ~ P}/ Ay.

Proof. We first prove the three results for the ~-based properties:

1. We proceed by induction on the number n € N of 7-transitions along P’/ Ay =, P’ / Ay

e If n = 0 then P’/ Ay stays idle and P” /Ay is P’/ Ay. Likewise, P’ \ Ay can stay idle, i.e.,
P\ Ay éa P’ \ Ay, with P\ Ay &y P\ Apy as Ry is reflexive.

e Letn>0and P}/ Ay ——=a P/ Ay 4 ... —=a P! | | Ay —a P, | Ay where P} is P’ and P!, is P".
From the induction hypothesis it follows that P’ \ Ay =4 P!\ Ay with P!\ Ay ~mw P\ Ay
As far as the n-th 7-transition P._; /Ay — P,/ Ay is concerned, there are two cases depending on
whether it is originated from P! _; —, P! or P!_, N P

— If P, -5, P. then P, |\ Ay —a P, \ An. Since P, |\ Ay ~mw P |\ Az, there exists
P\ Ay =, P!\ Ay such that P!\ Ay ~mw P\ Ag. Therefore P'\ Ay ==, P! \ Ay with
P\ Ay mmw By, \ Ay
- ItP_, S, P/ then from P € SBNDCy,,, it follows that P _;\ Ay ~mw P\ Ay. Since P/ _;\ Ay
Rmw P\ Ay and ~p, is symmetric and transitive, we obtain P, \ Ay ~mw P,_; \Ay. Therefore
P\ Ay =, B\ Ay with P\ Ay~ P\ As
2. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be ~zyy-

equivalent according to the considered result. Starting from (P; / Ay, Py / Ay) € B, so that P} \ Ay ~mw
Py \ Ay, there are three cases for action transitions based on the operational semantic rules in Table

o If P, / Ay —>4 P| | Ay with Py L>a P/, then P; \ Ay ~mw P| \ Ay as h € Ay and P; € SBNDCy,,,,.
Since P| \ Ay =mw P2\ Ay, as Pi \ Ay ~mw P2 \ Ay and ~p, is symmetric and transitive, with
P|, P, € SBNDCy,,,, we have that Py / Ay, is allowed to stay idle with (P{ / Ay, P> / Ay) € B.

o If P/ Ay —3a P| | Ay with P; —5, P!, then Py \ Ay ——a P/ \ Ay as | ¢ Ay. From Pi \ Ay ~m
Py \ Ay it follows that there exists Py \ Ay :l>a Pj\ Ay such that P| \ Ay ~mw P5\ Ap. Thus

Py Ay ==. P}/ Ay as 1,7 ¢ Ay. Since P/ \ Ay ~mw Ph\ Ay with P!, P} € SBNDCw,,, ,
that (Pll / Ay, PQ//AH) € B.

o If P, / Ay —. P| | Ay with P ", P/, then the proof is like the one of the previous case.

we have
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As for rates, suppose that P, / Ay —/+, so that Py \ Ay —/. too and hence from Py \ Ay ~mw P2\ Ay
it follows that there exists I \ Ay éa Py \ Ay such that Py \ Ay ., Pi\ Ay ~mw P>\ Ay, and
rate(Py \ Ay, C) = rate(Py \ Ay, C) for all C € Py /B. Since the hiding and restriction operators do
not apply to 7 and rate transitions, it follows that Py / Ay ==, Py / Ay with Py / Ay /s (if Py / Ay
could perform 7 due to P La P}, then Py \ Ay ~mw Py \ Ay as Py € SBNDCy,,, hence it would just
be a matter of going ahead until one not enabling 7 is encountered, which certainly happens because the
considered processes belong to Pk nnc), (P1 / Aw, P [/ Aw) € B, and rate(P1 / Ay, C) = rate(P1 \ Ay, C) =
rate( Py \ Ay, C) = rate(Pa /| Ay, C) for all C € Py /B.

3. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be ~y-
equivalent according to the considered result. Starting from Pj \ Ay and (P || @)/ L) \ Ay related by B,
so that Pj \ Ay ~mw Pj /Ay, there are six cases for action transitions based on the operational semantic
rules in Table In the first two cases, it is P| \ Ay to move first:

o Let P/ \ Ay L, P/"\ Az;. We observe that from Pj € reach(P,) and P» € SBSNNI. . it follows that
Py\ Ay ~mw P/ Ay, so that P\ Ay =mw Py / Ay ~mw Py \ Ay, 1e., Pl \ Ay =mw Py \ Ay, as
Amw 1S symmetric and transitive. As a consequence, since [ # 7 there exists Py \ Ay :l>a Py \ Ay
such that P/ \ Ay ~mw Py \ Agp. Thus (P3| Q)/ L)\ Ay LN (PY @)/ L)\ Ay with (P{"\ Ay,
(PYlLQ)/ L)\ Ay) € B because P| € reach(Py), Py € reach(P,), and Py’ \ Ay ~mw Py | Ay as
P, € SBSNNI.

~mw *

e Let P|\ Ay —a P\ Ag. The proof is like the one of the previous case with éa used in place
of :l>a.

In the other four cases, instead, it is ((Py ||z @)/ L) \ Ay to move first:

o Let (P31LQ) /L) \ Ax—+a (P L Q) /L) \ Ay with Pj—s, Py so that P\ Ay~ Py \ Ay
as | ¢ Ay. We observe that from P} € reach(P;) and P, € SBSNNI, it follows that P)\ Ay ~mw

~mw

Pj ) Ay, so that Py \ Ay ~mw Py/Ax ~mw P\ Ay, ie., P5\ Ay ~nw P\ Ay, as ~py is
symmetric and transitive. As a consequence, since | # 7 there exists P| \ Ay :l>a P\ Ay such
that Py \ Ay ~mw P{ \ Ax. Thus (P ||lL Q) /L) \ Ay, P{' \ Ay) € B because Py’ € reach(P),
Pl € reach(Ps), and P|' \ Ay ~mw Py /| Ay as Py € SBSNNI., .

o Let (PILQ)/L)\ Ay —=a((PylLQ)/ L)\ Ay with Py—"5, Py so that Py \ Ay ——a Py \ Ay
as 7 ¢ Ay. The proof is like the one of the previous case with =, used in place of ——l—>a.

o If (PILQ)/L)\ Ay —=a (P5IlL Q") /L) \ Ay with Q —=, @', then trivially (P42 Q") /L) \ A,
P\ Ay) € B as P}~y Py and hence Py / Ay ~mw Py / Ay by Lemma [10.1)(5).

o Let (P3| Q)/ L)\ An—5a (PY |1 Q") /L) \ Ay with Pj—Ls, P — so that P}/ Ay — . Py | Ay as
h e Ay — and Q i>3L Q' for h € L. We observe that from Pj, Py € reach(P2) and P, € SBSNNI._
it follows that P)\ Ay ~mw P/ Ay and Py \ Ay ~mw Py / Ay, so that P} \ Ay :T—i>a P\ Ay as
PQI/-A’HL)aPé//-A’H and PQI\A'H ~mw Pé/A'H ~mw Pll\A'H7 i'e'v Pé\-A'H ~mw Pll\-A'H’ as Fmw is
symmetric and transitive. As a consequence there exists P} \ Ay ==, P/"\ Ay such that Py \ Ay ~mw



10.2 Markovian Information-Flow Security Properties 189

P\ Ay. Thus (P || Q") / L)\ Ay, P’ \ Ay) € B because P/ € reach(P1), Py € reach(Py), and
P{, \ .AH mw Pé//.Aq.[ as Py € SBSNNI.

~mw *

As for rates, to avoid trivial cases consider an equivalence class C' € P /B that involves processes
reachable from Pj \ Ay and (P3| Q) /L) \ Ay, specifically C = {Ry; \ A, ((R2;1zSj)/ L) \ A |
Sj € Pk having only prefixes in Ay A Ry, € reach(Py) A Ri; \ Ay ~mw Raj/ An}. If P\ Ay sy
then from P| \ Ay =mw Pj/ Ay it follows that there exists Pj / Ay —L;a Py / Ay such that P/ Ay —F+a,
P]\ Ay ~mw Py Ay, and rate(P] \ Ay, C') = rate(Py | Ay, C") for all C" € P/ ~mw. Since synchroniza-
tion as well as the restriction and hiding operators do not apply to 7, we have that (P3| Q) /L) \ Ay
==, (Pl @)/ L)\ Aw with (P3|l Q) / L)\ An —F>a and (P{\ Ay, (P || Q') / L)\ An) € B. Since the
restriction and hiding operators do not apply to rate transitions and () cannot perform any rate transition,

we have that: -
rate(P] \ Ay, C) = rate(P]\ Ay, C)

rate(((P3 12 Q) / L)\ Aw.C) = rate(P}/ Ay, C)

O = {Rii\Au € CYU{Ray /Aot | (Raylli S5)/ L)\ A € C}

Since P \ Ay ~mw Pj / Ay and C is the union of some =~y -equivalence classes, we have that:
rate(P] \ Ay, C) = rate(Py | Ay, C)

If we start from ((P} |z Q) /L) \ Ay —/a, then the proof is similar.

where:

We then prove the three results for the ~,-based properties:

1. We proceed by induction on the number n € N of 7-transitions along P’/ Ay -L*—>a P’ ] Ay

e [f n = 0 then the proof is like the one of the corresponding result for ~ .
o Letn>0and P}/ Ay ——a P/ Ay —>a ... —=. P, /AH —>aP’ / Ay where P} is P’ and P/, is P".

From the induction hypothesis it follows that P\ .AH ———>a _1 \ Ay with P!, \ Ay ~mb P 1\ Ay
The rest of the proof is like the one of the corresponding result for ~w with the following d1ﬂ"erence

— If P! -5, P, then P, |\ Ay —. P, \ Ay. Since P |\ Ay ~mp P! \ Ay
% either P\ Ay ~mp P, \AH, in which case P!, \ Ay stays idle and hence P’ \ Ay .
Py \ Ay with P\ Ay NmbP —1 \ A
% or there exists P! |\ Ay L Py \ Ay —>aP \ Ay such that P!, \ Ay ~umb Poo1 \ Ay
and P\ Ay ~mp P, \ Ay, hence P\ Ay . P!\ Ay with P\ AH R P\ Ay
2. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be ~-

equivalent according to the considered result. Starting from (P / Ay, Py / Ay) € B, so that Py \ Ay ~mp
Py \ Ay, there are three cases for action transitions based on the operational semantic rules in Table

o If P/ Ay >, P/ Ay with P, i>a P/, then the proof is like the one of the corresponding result
for ~pw.
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o If Pl / Ay —50 P!/ Ay with Py =55, P/, then P\ Ay —a P\ Ay as | ¢ Az From Pi\ Ay ~up Po\An
it follows that there exists Py \ Ay ==, P> \ An #a P} \ Ay such that P\ Ay ~u, P\ Ay and
Ell \ Ay ~mp Py \_-AH~ Thus P» / Ay éapg/fly #aPQI/.AH as [,7 ¢ Ay. Since P \ Ay ~mp
Py \ Ay with P, P, € SBNDCy,, and P \ Ay ~mb Py \ Ay with Pj, P, € SBNDCy,,, we have that
(Pl/A'H7P2/'A'H) € B and (P{/A'Hapé/'A'H) €B.

o If P/ Ay "+, P| | Ay with Py —, P|, then P;\ Ay ——, P{\ Ay as 7 ¢ Ay;. There are two subcases:

— If P{\ Ay ~mp P2\ Ay then Py \ Ay is allowed to stay idle with (P / Ay, Pa/ Ay) € B because
P\ Ay ~mp P>\ Ay and P{, P, € SBNDCy_, .
— If P{\ Ay %mp P\ Ay then the proof is like the one of the previous case with ——, used in place
1
of —,.

As for rates, we reason like in the proof of the corresponding result for 2.

3. Let B be an equivalence relation containing all the pairs of processes that have to be shown to be a,-
equivalent according to the considered result. Starting from Py \ Ay and (P || Q)/ L)\ Ay related by B,
so that P| \ Ay ~mp P/ Ay, there are six cases for action transitions based on the operational semantic
rules in Table In the first two cases, it is P| \ Ay to move first:

o Let P\ Ay L P["\ Ay;. We observe that from Py € reach(P2) and P, € SBSNNI_, it follows that
P\ Ay ~pp Ph [ Ay, so that P{\ Ay ~mp Py Ay &b Py\ Az, 1., P\ Ay ~mp Py\ Ay, as &2, is sym-
metric and transitive. As a consequence, since [ # 7 there exists Py \ Ay éa P\ Ay —l>a PJ\ Ay such
that P{\ Ay ~mb P3\ Ay and P\ Ay = PY\Ay. Thus (P || Q) / L)\ Ax == (P3| Q) / L)\ Ax
L (PY11LQ) /L) \ Ay with (P{\ Aw. (PlLQ)/L) \ Ax) € B — because P| € reach(Py),
P} € reach(Py), and P{\ Ay ~pmp, Py | Ay as Py € SBSNNI  —and (P/\ Ay, (P | Q) /L)\Ay) € B
— because Py € reach(Py), Py € reach(P), and P/ \ Ay ~pyn, Py | Ay as P» € SBSNNI._, .

o If P{\ Ay —>, P{'\ Ay there are two subcases:

—If P\ Ay =~mp Py /Ay then (Py||LQ)/L) \ Ay is allowed to stay idle with (Py’ \ Ay,
(Pl @)/ L)\ Ay) € B because PJ' € reach(Py) and Py € reach(Ps).
— If P{'\ Ay %upb Py / Az then the proof is like the one of the previous case with ——, used in place
!
of —,.

In the other four cases, instead, it is ((Py ||z @)/ L) \ Ay to move first:

o Let (P4)1LQ)/ L)\ Ax—a (PY L Q)/ L)\ Ag with P, —5, P/ so that P\ Ay —a P\ Ay as
1 ¢ Ay We observe that from Py € reach(P,) and P> € SBSNNIx , it follows that P)\ Ay ~mp Py / A,
so that PI\ Ay ~mp Py / Ay ~mp P{\ Ay, i.e., Py\ Ay ~mp P{\ Ay, as =, is symmetric and transitive.
As a consequence, since | # 7 there exists P| \ Ay =, P]\ Ay LI P/'\ Ay such that P} \ Ay ~mp
P{\ Ay and PJ\ Ay =~ P\ Ag. Thus (P4l Q) / L)\ Ax, P{\ Ay) € B~ because P| € reach(Py),
P} € reach(Py), and P]\ Ay ~mp Py /) Ay as P» € SBSNNI.  —and (((PY || Q) / L)\ Ay, P\ Ay) € B
— because P| € reach(P1), Py € reach(Pz), and P/ \ Ay =y, Py /| Ay as P» € SBSNNI. .



10.2 Markovian Information-Flow Security Properties 191

o If (P2 Q)/ L)\ Ay o (PY |2 Q) / L)\ Ay with Py —, Py so that Py\ Ay —a PY\ Ay as T & A,
there are two subcases:

— If P\ Ay ~mb Py \ Ay then P)\ Ay, is allowed to stay idle with (((Py ||L Q) / L)\ Ay, P{\ Ay) € B
because P| € reach(Py), Py € reach(Pz), and P| \ Ay ~mp P/ Ay as P, € SBSNNIL

— If P\ Ay %mp Pj \ Az then the proof is like the one of the previous case with —, used in place

mb *

1
of —,.

o If (PllLQ)/ L)\ A —=a (P51l Q") /L) \ Ay with Q —, @', then trivially (((P}|LQ")/ L)\ Ay,
P{\ Ay) € B as P} ~yy, Pj and hence Pj / Ay ~yp, Py / Ay by Lemma [10.1](5).

o Let (PlLQ)/L)\ Ay —a (P L Q") /L) \ Ap with P} L5, PV — so that P}/ Ay —5, P | Ay, as
h e Ay — and Q LN Q' for h € L. We observe that from Pj, Py € reach(P,) and P, € SBSNNI. _,
it follows that Py \ Ay ~mp, Py /Ay and Py \ Ay ~up Py / Ay, so that P\ Ay ——, Py \ Ay and
Py\ Ay = Py ) Ay m~mp Pp\ Ay, 1en, Py\ Ay b Py \ Ay, as &, is symmetric and transitive.
There are two subcases:

— If PY\ Ay =1, P} \ Ay then Py \ Ay is allowed to stay idle with (((PY ||z Q') / L)\ Ay, P{\ Ay) € B
because P| € reach(P1), Py € reach(Ps), and P\ Ay ~mp, Py |/ Ay as Py € SBSNNI. .

— If P\ Ay #mp Pj \ Ay then there exists Pj \ Ay = P} \ Ay —, PJ'\ Ay such that Py \ Ay
~mp Pl \ Ay and Py \ Ay ~up P\ Ay, Thus (P |2 Q) / L)\ Ax, P]\ Az) € B — because P| €
reach(Py), Py € reach(Py), and P| \ Ay ~mp Py / Ay as P, € SBSNNIy , —and (((PY || Q') /L)
\ Ay, P\ Ay) € B — because P| € reach(Py), Py € reach(Ps), and P{' \ Ay ~m, Py /Ay as
Py € SBSNNI., .

As for rates, we reason like in the proof of the corresponding result for /. [ |

Theorem 10.3. Let = € {~nw,~mpb}- Then over Py nhe:
SBNDC. € SBSNNI, =P BNDC_ € BNDCy ¢ BSNNI.

Proof. We first prove the results for the =~ -based properties. Let us examine each relationship separately:

e SBNDCy,, € SBSNNIy .. Given P € SBNDCy,_, the result follows by proving that the relation B =
{(P'"\ Ay, P' | Ay) | P' € reach(P)} is a weak Markovian bisimulation up to &2,. Starting from (P’\ Ay,
P’/ Ay) € B, there are three cases for action transitions based on the operational semantic rules in Table

In the first case, it is P’ \ Ay to move first:

— I P\ Ay =2, P\ Ay with a € Ap U {7}, then P/ Ay =, P" | Ay as a, 7 ¢ Ay, with (P"\ Ay,
P" ] Ay) € B as P" € reach(P). Thus (P"\ Ay, P" ) Ay) € (BUB 1U =)t

In the other two cases, instead, it is P’ / Ay to move first (note that possible T-transitions along =, arising
from high actions in P’ can no longer be executed when responding from P’ \ Ay, but for them we exploit

P € SBNDCy,,, and Lemma [10.3{1)):

~mw
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— If P/ Ay ==, P" /Ay with a € Az U {7}, then there exist two processes P’, P” € reach(P') such
that P’/ Ay =4 P'/ Ay —5a P" | Ay =54 P" | Ayy. From P’/ Ay ==, P’ / Ay and Lemma (1)
it follows that P"\ Ay . P \ Ay with P\ Ay ~mw P\ Az, From P’/ Ay —=5, P" | Ay it follows
that P\ Ay ——, P"\ Ay as a ¢ Ay, hence P'\ Ay =, P\ Ay with P"\ Ay ~mw P\ Ay as P'\ Ay
Rmw P\ Aw. From P" [ Ay . P" /A3 and Lemma 1) it follows that P” \ Ay . P \ Ay
with P\ Ay ~mw P\ Ay, hence P”A\ Agy =0 P\ Ay with P\ Ay ~ommy P\ Ay as P\ Ay
Rmw P\ Az Note that P\ Ay ~mw P\ Ay as &y is transitive. Summing up, we have that P’\ Ay
=L P\ Ay, with P | Ay, B P\ Ay ~omy P\ Ay, as P" € reach(P), and hence (P / Ay, P""\ Az
€ (BUB U ~mw) ™.

— If P'/ Ay ==, P" | Ay stems from P’ La P" for some P', P" € reach(P’), then from Lemma (1)

it follows that P\ Ay ==, P"\ Ay with P"\ Ay S P"\Ay. Since P / Ay B~ P"\ Ay R P\ Ay,
as P € reach(P), we have that (P” / Ay, P" \ Ay) € (BUB™'U ~py) ™.

As for rates, suppose that P’ \ Ay — /4 so that P’ —/, too. There are two cases depending on whether P’
performs a high action or not:

— If P' "5, P" then P' ) Ay 5. P" ] Ay. From Lemma M(l) it follows that there exists P’ \ Ay

. P \ Ay such that P”/ Ay ~mw P'\ Ay, but since P\ Ay I+, it holds that P\ Ay
must be P’ \ Ay and hence P/ Ay ~umw P\ Ay. By repeatedly applying this procedure we will
reach a process P’/ Ay —/+a, which is guaranteed by the fact that P Piknhe- By Lemma (1)
we thus obtain that P’/ Ay ~mw P\ Ay and hence (P'/ Ay, P'\ Ay) € (BUB U ~py) T with
rate(P' | Ay, C) = rate(P'\ Ay, C) for all C € Py /(BU B U oy ) T

— If P! cannot perform any high action, then P’ / Ay —/, and, since the hiding and restriction operators
do not apply to rate transitions, we have that rate(P"\ Ay, C) = rate(P' | Ay, C) for all C' € Py /(BU
B U~ T

If we start from P’/ Ay —/+a, then the proof is like the one of the second case as P’ cannot perform any
high action.

e SBSNNIy,,, = P_BNDCy,,,. SBSNNIy, C P_BNDC__  follows from Lemma [10.3(3) by taking P| iden-

~mw ~mw °

tical to P and both reachable from P € SBSNNI.

~mw *

On the other hand, if P € P_BNDC,  then P’ € BNDCy

~mw

for every P’ € reach(P). Since

BNDCx,,, € BSNNIy, . as will be shown in the last case of the proof of this part of the theorem,
P’ € BSNNI., , for every P’ € reach(P), i.e., P € SBSNNI., ..

e SBSNNI,, € BNDCy,,,,. If P € SBSNNIy,,, = P_BNDC__  then it immediately follows that P €
BNDCy,,,, -

e BNDC.__ C BSNNI. If P ¢ BNDCy

~mw — ~mw ° ~mw ’

ie., P\Ay ~mw (Pl Q) / L)\ Ay for all Q € Pk nhe such that
each of its prefixes belongs to Ay and for all L C A4, then we can consider in particular Q) capable of stepwise
mimicking the high-level behavior of P, in the sense that Q is able to synchronize with all the high-level
actions executed by P and its reachable processes, along with L = Ay. As a consequence (P || N Q)/ L)\ Ay
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is isomorphic to P / Ay, hence P\ Ay ~mw (P|; Q) /L) \ Ay ~mw P/ Az, ie., P € BSNNIy, ., as Ry
is transitive.

We then prove the results for the ~;,-based properties. Let us examine each relationship separately:

e SBNDCs_, € SBSNNIy ,. Given P € SBNDCy_,, the result follows by proving that the relation B =
{(P"\ Ay, P'/ Ay) | P’ € reach(P)} is a Markovian branching bisimulation up to =&yp. Starting from
(P'\ Ay, P' | Ay) € B, there are three cases for action transitions based on the operational semantic rules

in Table [10.1} In the first case, it is P"\ Ay to move first:

—If P\ Ay a PP\ Ag —%5a P\ Ay with a € Az U {7}, then P’/ Ay =4 P' | Ay —“52 P" | Ay as
a, 7 ¢ Ay, with (P'\ Ay, P’/ Ay) € B and (P"\ Ay, P"/ Ay) € B as P/, P" € reach(P). Thus
(Pl \ Ay, p//AH) € (BU B~tuU %mb)"" and (P"\ Ay, P" | Ay) € (BU B~tuU %mb)—i_-

In the other two cases, instead, it is P’ / Ay to move first (note that possible 7-transitions along éa arising
from high actions in P’ can no longer be executed when responding from P’ \ Ay, but for them we exploit
P € SBNDCx,,, and Lemma[10.3(1)):

~mb

— Let P/ Ay=s.P" ) Ay -5, P" /Ay with a € Az U {r}. TFrom P'/Ay=>,P' /Ay and
Lemma (1) it follows that P’ \ Ay Z=, P\ Ay with P\ Ay b P\ Ay From
P’ | Ay 54 P" | Ay it follows that P'\ Ay ——, P"\ Ay as a ¢ Ay. Since P\ Ay ~mp, P\ Ay there
are two subcases:

« If a = 7 and P\ Ay ~mp P'\ Ay, then P'\ Ay ~pp, P\ Ay as /2y, is symmetric and transitive.
From P’, P” € SBNDCy,_, and Lemma|10.3(2) it follows that P’/ Ay ~m, P” / Az Thus P\ Ay
is allowed to stay idle.

* Otherwise there exists P’ \ Ay éa p \ Ay %, p \ Az such that P’/ Ay =~ p \ Ay and
P" [ Ay = P\ Ay Summing up, we have that P’ \ -AHA;% P\ Ay 5, P\ Ay with
P’/AH_B P’\.Aﬁ ~mp P\ Ay and P" | Ay B P\ Ay ~mp F’”\AH, as P', P" € reach(P), and
hence (P//AH, pr” \ .AH) S (B uB~tu %mb)—’— and (P///AH,P”/ \ ./47.[) € (B uB~tu %mb)+-

— Let P/ Ay éﬁp’/AH 54 P" | Ay with P/ %)a P”. From P’ € reach(P) and P € SBNDCx,_,
it follows that P’ \ Ay ~mp P"\ Ay, hence P’/ Ay =y, P”/Ay by virtue of Lemma [10.3]2)
as P', P € SBNDCy,,. Thus P'\ Ay is allowed to stay idle.

As for rates, the proof is like the one of the corresponding result for /s
e SBSNNI , = P_BNDCx_, . The proof is like the one of the corresponding result for /.
e SBSNNIx_, € BNDCxy,,. The proof is like the one of the corresponding result for ~.

e BNDCx, , € BSNNIy ,. The proof is like the one of the corresponding result for ~. [ |

All the inclusions in the previous theorem are strict by virtue of the same counterexamples as those after
Theorem [8.4]
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We further observe that each of the ~,,;-based noninterference properties implies the corresponding =2,,,y-based
one, due to the fact that =, is finer than ~ .

Theorem 10.4. The following inclusions hold:

~

2
3
4
5

BSNNI. . € BSNNI.

~mb -+ ~mw *

BNDCx,_, € BNDCx

~mw *

SBSNNI., = C SBSNNI.

~mb -+ ~mw *
P_BNDC,  CP_BNDC, .
SBNDC. ., € SBNDCy

~mb -+ ~mw *

All the inclusions above are strict by virtue of the following result; for an example of P, and P, below,
see Figure [10.1

Theorem 10.5. Let Py, Py € Py nhe be such that Py oy Po but Py #mp Po. If no high-level actions occur in P
and Py, then Q € {P1 + h.Pa, Py + h. P} is such that:

~

2
3
4
5

Q € BSNNIL,,, but Q ¢ BSNNI., .
Q € BNDCx,,, but Q ¢ BNDCx,_, .
Q € SBSNNIL.,,, but Q ¢ SBSNNI.,, .

Q € P_BNDC.  but Q¢ P_BNDC. .
Q € SBNDCx

~mw

but Q ¢ SBNDCx,, .

Proof. Let Q be P; + h. Py (the proof is similar for @ equal to P, + h. P;) and observe that no high-level actions
occur in every process reachable from Q) except @ itself:

1.

3.

. Since Q € BSNNI.

. An immediate consequence of P BNDC

Since the only high-level action occurring in @ is h, in the proof of € BSNNI., . the only interesting

case is the transition Q / Ay —a Py / Ay, to which Q \ Ay responds by staying idle because Py / A R
Py =y P e Q \ Ay, e, Po/ Ay ~w Q \ Ay as Ry is symmetric and transitive.
On the other hand, @ ¢ BSNNIL_, because P» %, P1 in the same situation as before.

mb

~mw DYy the previous result and no high-level actions occur in every process reachable
from @ other than @Q, it holds that € SBSNNI._ . and hence Q € BNDC by virtue of Theorem [10.3]

On the other hand, from @ ¢ BSNNI by the previous result it follows that @@ ¢ BNDC by virtue of
Theorem 0.3

~ ~
~mb ~mb

We already know from the proof of the previous result that ) € SBSNNI. .
On the other hand, from @ ¢ BSNNIx _, by the first result it follows that @ ¢ SBSNNIx _, by virtue of
Theorem

= SBSNNI.

~
~mw ~mw

and P_BNDCy , = SBSNNIy , as established

~mb

by Theorem [10.3
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SBNDCs,, —> SBNDCx

~mw

SN

SBSNNI., SBSNNI.

~mw

P_BNDCg,_, P _BNDCy

~mw

N

BNDCg,, — BNDCx

~mw

T~

BSNNI._ — > BSNNI.

~mw

Figure 10.2: Taxonomy of security properties based on Markovian weak and branching bisimilarities

5. Since the only high-level action occurring in @ is A, in the proof of Q € SBNDC.__ the only interesting

case is the transition Qi>a P,, for which it holds that Q \ Ay ~mw Pi Rmw P2 Rmw P\ Ay, e,
Q\ Ay ~mw P2\ Ay as ~py is transitive.
On the other hand, @ ¢ SBNDCx_, because P; &1, P> in the same situation as before. [ |

The diagram in Figure [10.2] summarizes the inclusions among the various noninterference properties based on
the results in Theorems and , where P — Q means that P is strictly included in Q. These inclusions follow
the same pattern as the nondeterministic and probabilistic settings in Figures[8:4]and[0.2] The arrows missing in the
diagram, witnessing incomparability, are justified by the same counterexamples as those after Proposition As
an additional counterexample, for BNDCx, . vs. BSNNIx . we have that the processl.(2-X).0+1.((A).h1.l1.0+
(A).h2.l2.0) +1.((N\).11.0+ (N).l2.0) is BSNNI.,_, but not BNDCy,,, as discussed in Section while the

~mw

process ( mentioned in Theorem is both BSNNI.,  and BNDC., but not BSNNI. .

Like in the nondeterministic and probabilistic settings of the two previous chapters, the strongest property
based on weak Markovian bisimilarity (SBNDC.__ ) and the weakest property based on Markovian branching
bisimilarity (BSNNIy, ) are incomparable too. The former is a very restrictive property because it requires a
local check every time a high-level action is performed, while the latter requires a check only on the initial state.
On the other hand, as shown in Theorem [I0.5] it is very easy to construct processes that are secure under properties

based on =, but not on ~, due to the minimal number of high-level actions in Q.

10.2.3 Relating Nondeterministic, Probabilistic, and Markovian Taxonomies

Let us compare our Markovian taxonomy with the nondeterministic and probabilistic ones of the two previous
chapters. In the following, we assume that =2, denotes the weak nondeterministic bisimilarity of [112] and =,
denotes the nondeterministic branching bisimilarity of [80], which we have used in Chapter |8} These can also be
obtained from the corresponding definitions in Section by ignoring the clause involving the rate function.
Since we are abstracting from time, given a process P € Py we can obtain its nondeterministic variant, denoted
by nd(P), by replacing every occurrence of (\).P’ with 7.P’. However, to respect maximal progress, first we
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have to eliminate every subprocess starting with a rate prefix that is alternative to a subprocess starting with a
7-prefix. To accomplish this transformation syntactically, we focus on the set Pk seq Of sequential processes, i.e.,
without parallel composition; this is not too restrictive because, in the absence of recursion, parallel composition
can be eliminated by repeatedly applying a Markovian variant of the expansion law [90].

The next proposition states that if two sequential processes are equivalent according to any of the weak
bisimilarities in Section [I0.1.2] then their nondeterministic variants are equivalent according to the corresponding
nondeterministic weak bisimilarity. The inverse does not hold; e.g., processes P = (1).a.0 and P, = (2).a.0
are such that P %, P> and Py %1, P, but their nondeterministic counterparts coincide as both of them are
equal to 7.a.0.

Proposition 10.3. Let P, P € P geq. Then:
° P1 mw PQ — nd(Pl) Rw nd(P2>

o P~ Ph— nd(Pl) ~1 nd(PQ)
Proof. We prove the two results separately:

e We need to prove that the symmetric relation B = {(nd(Py), nd(P)) | Pi ~mw P2} is a weak bisimulation.
We start by observing that from P; = P» it follows that for each P; i>a P| there exists P» =a>a P} such
that P| ~myw Pj. Since nd(P;) and nd(P,) are obtained by eliminating every rate transition that is alternative
to a 7-transition and replacing each remaining rate transition with a 7-transition, for each nd(Py) —, nd(P})

there exists nd(Py) ==, nd(P4) such that (nd(P}), nd(P})) € B.

e We need to prove that the symmetric relation B = {nd(Py), nd(P2)) | Py ~mb P2} is a branching bisimulation.
We start by observing that from P ~,, P it follows that for each P; 5. P/ either a = 7 and P| =, Po, or
there exists P, éa P, P} such that Py ~py, P> and P] ~p,, Ps. Since nd(P;) and nd(P,) are obtained
by eliminating every rate transition that is alternative to a 7-transition and replacing each remaining rate
transition with a 7-transition, for each nd(Py) %+, nd(P]) either a = 7 and (nd(P}), nd(P;)) € B, or there
exists nd(P2) =4 nd(Py) —+a nd(P}) such that (nd(P)), nd(P,)) € B and (nd(P}), nd(P})) € B. n

An immediate consequence is that if a sequential process is secure under any of the Markovian noninterference
properties of Section then its nondeterministic variant is secure under the corresponding nondeterministic
property. The taxonomy of Figure thus extends to the left the one in Figure [84] as each of the properties of
Section is finer than its nondeterministic counterpart.

Corollary 10.1. Let Py {BSNNIy, . BNDCx, . SBSNNLy ,,P_ BNDC., ,SBNDCx,,} and Py {BSNNI,,,
BNDCx,,,SBSNNI.,,,P_BNDC., ,SBNDCx,,} for ~mk € {~mw, ¥mb} and ~pd € {~w,~b}, where Pog is

meant to be the nondeterministic variant of Pmy. Then P € Py = nd(P) € Puq for all P € Py seq-

Proof. The result directly follows from Proposition ]
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We now compare our Markovian taxonomy with the probabilistic one of the previous chapter, which relies
on the weak probabilistic bisimilarity ~p of [120] and the probabilistic branching bisimilarity ~p of [8], also
obtainable from the corresponding definitions in Section [I0.1.2] by replacing the clause involving the rate function
with the clause involving the prob function. We focus on the set Py ait seq Of processes in which action prefixes and
rate prefixes alternate — to comply with the strictly alternating model of [86] adopted for probabilistic processes
— that are sequential — as rate transitions, as opposed to probabilistic ones, do not synchronize. Since we are
abstracting from time, given a process P € Py altseq We can obtain its probabilistic Variant denoted by pr(P),
by replacing every occurrence of ./ (A;) . P; with @, [pi|pr(F;) where p; = i/ 37,7 A;j. It is worth noting that
over Pk alt,seq the weak bisimilarities X,y and &, boil down to the strong blslrmlarlty m of Definition m
This is due to the strict alternation between action prefixes and rate prefixes and the fact that the two weak
bisimilarities do not abstract from rate transitions (~pw and ~pp can abstract from probabilistic transitions).

The next proposition states that if two sequential alternating processes are equivalent according to any of the
weak bisimilarities in Section then their probabilistic variants are equivalent according to the corresponding
probabilistic weak bisimilarity. The inverse does not hold; e.g., the probabilistic counterparts of the two inequivalent
processes (1).a.0 and (2).a.0 coincide as both of them are equal to [1]a . 0.

Proposition 10.4. Let Py, Py € Py alt seq- Lhen:
o P Ry Po = pr(P1) ~pw pr(Pa).
o P =y, Po = pr(P1) =pp pr(P2).

Proof. We prove the two results separately:

e We need to prove that the equivalence relation B = {(pr(P1), pr(P)) | P =mw P2} is a weak probabilistic
bisimulation.
As for action transitions, we start by observing that from P; =~ P> it follows that for each P, i>a P/
there exists Py ——, Pj — due to the strict alternation — such that P| ~uy Ps. Since pr(P;) and pr(P,) are
obtained by replacing each rate transition with a probabilistic one, for each pr(P;) L pr(P]) there exists
pr(Py) —%, pr(Py) such that (pr(P}), pr(Py)) € B.
As for probabilities, for each P —, P there exists pr(P) -, pr(P’) with p = 'y/z 6. Due to the

strict alternation, from P; &y, P> it follows that ) ,u for each C' €

P P{,P’eC ZPQ 5 Py, PyeC
Puk/ ~mw and hence Z P, =) Py s, py 1 Since every equivalence class C" € Ppy seq/B is of the form
r r

@) = (@) | Q = '), we have tha 2epr(Py) oy pr(P) pr(POEC P = 2pr(P) oy pr(Pp Pyt
where every p and every ¢ is obtained from the corresponding rate ratios respectively involving A and pu.

e We need to prove that the equivalence relation B = {(pr(Py), pr(P2)) | P1 =~ P2} is a probabilistic branching
bisimulation.
As for action transitions, we start by observing that from P; =~ P> it follows that for each P; S P/

either a = 7 and P{ =y, Po, or there exists P éa P, P} — due to the strict alternation — such that
P =1, Pj. Since pr(Py) and pr(P2) are obtained by replacing each rate transition with a probabilistic one, for
each pr(P) —=, pr(P}) either a = 7 and (pr(P}), pr(P2)) € B, or there exists pr(Py) ==, pr(Py) —=+a pr(Py)
such that (pr(Py), pr(P5)) € B.

As for probabilities, we reason like in the proof of the corresponding result for ~p. [ |
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An immediate consequence is that if a sequential alternating process is secure under any of the Markovian non-
interference properties of Section then its probabilistic variant is secure under the corresponding probabilistic
property. The taxonomy of Figure thus extends to the left also the one in Figure[9.2] as each of the properties
of Section is finer than its probabilistic counterpart.

Corollary 10.2. Let P {BSNNIx_,. Ao ~mw P_BNDC, ,SBNDCy, , } and Ppr€ {BSNNI
BNDC%NSBSNNIzPr,PgBNDC%r,SBNDCzpr} for =mk € {=mw,mb} and ~p € {~pw,<pb}, where Py is

meant to be the probabilistic variant of Pmk. Then P € Ppyx = pr(P) € Py for all P € Py alt seq-

BNDCy, ,, SBSNNI

zpﬂ

Proof. The result directly follows from Proposition [10.2] [ ]

10.3 Reversibility via Weak Markovian Back-and-Forth Bisimilarity

As recalled in the two previous chapters, weak back-and-forth bisimilarity coincides with branching bisimilarity over
nodeterministic processes [57]. In this section we extend that result so that Markovian branching bisimilarity can
be employed in the noninterference analysis of reversible processes featuring nondeterminism and stochastic time.

An MLTS (S, A, —) represents a reversible process if each of its transitions is seen as bidirectional. When
going backward, it is of paramount importance to respect causality, i.e., the last performed transition must be the
first one to be undone. Following [57] we set up an equivalence that enforces not only causality but also history
preservation. This means that, when going backward, a process can only move along the path representing the
history that brought the process to the current state even in the presence of concurrency. To accomplish this, the
equivalence has to be defined over computations, not over states, and the notion of transition has to be suitably
revised. We start by adapting the notation of the nondeterministic setting of [57] to our nondeterministic and
stochastically timed setting. We use £ for a label in A U R<g.

Definition 10.8. A sequence £ = (so, 1, 51)(51,€2,52) ... (Sn—1,ln, Sn) € — * is a path of length n from state sg.
We let first(€) = so and last(§) = sp; the empty path is indicated with €. We denote by path(s) the set of paths
from s. [ |

Definition 10.9. A pair p = (s,€) is called a run from state s iff & € path(s), in which case we let path(p) = &,
first(p) = first(§) = s, last(p) = last(§), with first(p) = last(p) = s when & = . We denote by run(s) the set of
runs from state s. Given p = (s,€) € run(s) and p' = (s',&') € run(s’), their composition pp’ = (s,£§') € run(s)
is defined iff last(p) = first(p’) = s'. We write pi> o' iff there exists p” = (3,(5,4,5")) with 5 = last(p) such that
P = pp’; note that first(p) = first(p'). Moreover rate is lifted in the expected way. [ ]

In the considered MLT'S we work with the set I of runs in lieu of S. Following [57], given a run p, we distinguish
between outgoing and incoming action transitions of p during the weak bisimulation game. Like in [32], this does
not apply to rate transitions, in the sense that the cumulative rates of incoming rate transitions are not compared.
It this were not the case, states like (A1).(0\0)+ (A2).(0/0) and (A1 + A2) . 0 — which are indistinguishable in the
forward direction — would be told apart because the incoming cumulative rate from the class formed by those two
states is A1, Ag, or A1 + A2 depending on whether 0\ @, 0/, or 0 is considered. When comparing the cumulative
rates of outgoing transitions, we slightly deviate from the corresponding clause in Definition to set up a more
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symmetric clause inspired by an alternative characterization of /2y, in [90] that is helpful to prove the forthcoming

Lemma [10.41

Definition 10.10. Let (S, A,—) be an MLTS. We say that s1,s2 € S are weakly Markovian back-and-forth
bisimilar, written s; ~mbt S2, iff ((s1,€), (s2,€)) € B for some weak Markovian back-and-forth bisimulation B. An
equivalence relation B over U is a weak Markovian back-and-forth bisimulation iff, whenever (p1, p2) € B, then:

o For each py ——, ply there exists pa =2, ph such that (pY, ph) € B.
o For each p| —, p1 there exists pl =L p2 such that (P, Ph) € B.

e For each py . o} with ply —£». there exists po . ph with ply —4», such that (p), pb) € B and rate(p),C) =
rate(phy, C) for all equivalence classes C' € U/B.

e For each p) LN p1 with p —/+a there exists ply ., Db 22 P2 -L*—>a pa with ply —/+a such that (p1,p2) € B,
(P, P5) € B, and (p}, py) € B. u

We show that weak Markovian back-and-forth bisimilarity over runs coincides with ~,, the forward-only
Markovian branching bisimilarity over states. Like in the previous chapter, we proceed by adopting the proof
strategy followed in [57] to show that their weak back-and-forth bisimilarity over runs coincides with the forward-
only branching bisimilarity over states of [80]. Therefore we start by proving that ~z,p¢ satisfies the cross property.
This means that, whenever two runs of two ~pr-equivalent states can perform a sequence of finitely many
T-transitions such that each of the two target runs is ~¢-equivalent to the source run of the other sequence,
then the two target runs are =~ ps-equivalent to each other as well.

Lemma 10.4. Let 51,82 € S with s1 bt S2. For all py, pf € run(s1) such that p} éa P and for all ph, ply €
run(sg) such that ph . Py, if i =mbe P and pl e ph then pi ~mbe -

Proof. Given s1, 2 € S with s1 =~ 52, consider the transitive closure BT of the reflexive and symmetric relation
B = ot U6, 9, (5, 4) € (runsn) x run(s2)) U (run(s2) x run(s1)) | 39, € ran(se), gy € run(ss). ph L A
Ph==>a P A P s P A P ~mbe Py} The result will follow by proving that Bt is a weak Markovian back-

and-forth bisimulation, because this implies that p] ~ups p) for every additional pair — i.e., BT satisfies the cross
property — as well as BT = =1,y — hence ~ ¢ satisfies the cross property too.

Let (pl,pQ) € B\ &bt to avoid trivial cases. Then there exist pj € run(s1) and pl, € run(sz) such that p} =, oY,

P :>a P4, P ~mbe P, and pf ~ppe ph. There are two cases for action transitions:

/11

e In the forward case, assume that P s, p!, from Wthh we derlve ol :>a P o pl’. From pf = pf
/1! /1

it follows that there exists pf =, py ifa =7 or ph S py if a # 7, such that p{" ~pe ph and
hence (p!’, p4y') € B.

When starting from pfy —%, ply', we exploit ph ==, ply and p! ~np pl instead.

/11 /11

e In the backward case, assume that p! %, p”. From p/ ~ups ph it follows that there exists J :>a P

if a = 7, so that p’2”2>ap2, or ply 2a—>:>ap’2 if @ # 7, so that pj % 2ap2, such that

P Rt p’g” and hence (p{’, p3’) € B.

/11

When starting from plyf —, ply, we exploit p} ~mps ol and p} . P! instead.



10.3 Reversibility via Weak Markovian Back-and-Forth Bisimilarity 200

Likewise, there are two cases for rate transitions:

/11

e In the forward case, assume that pl =, P with pi' —s,, from which we derive p} =, p". From p} ~mps 0y

it follows that there exists pf :>a P with plf' —7s, such that p ~ppe p4' and rate(p]’,C) = rate(ply,C)
for all C' € U/ ~ppe. Since every equivalence class C7 € U /BT is the union of equivalence classes with respect
to A, it holds that mte(p’l”, C") = mte(pg’, ).

When starting from pf :>a Pl with plyf —/,, we exploit pb, :>a py and pf ~ppe ph instead.

7

o In the backward case assume that py )\—>r oY Wlth o %a From pf ~mpe ph it follows that there exists

/11 =/ =/

py ., 2 —>r Py :>a Py With i —Fra, 50 plff T i 225, ply T ply with 5 s, such that pf Rups b,
Py Rmbt Py and pf’ Nmbf Py, hence (pf, py) € B, (', p3') € B, and (pY’, p3’) E B.

When starting from pl’ Ny Pl with plyf —4., we exploit p} ~upt ply and p| ==, p} instead. [

Theorem 10.6. Let s1,590 € S. Then s1 Xyt S2 <= S1 Rmb S2.

Proof. The proof is divided into two parts:

e Suppose that s; &~ so and let B be a weak Markovian back-and-forth bisimulation over U such that
((s1,¢),(s2,¢€)) € B. Assume that B only contains all the pairs of ~pe-equivalent runs from s; and so,
so that Lemma [10.4]is applicable to B. We show that B = {(last(p1), last(p2)) | (p1, p2) € B} is a Markovian
branching bisimulation over the states in S reachable from s1 and so, from which s /2, so will follow. Note
that B’ is an equivalence relation because so is B.

Given (last(p1), last(p2)) € B', by definition of B’ we have that (p1, p2) € B. Let 7, = last(py) for k € {1,2},
so that (r1,79) € B'. Suppose that r1 —=, 7], i.e., p1 —a p} where last(p}) = r}. There are two cases:

— If @ = 7 then from (p1, p2) € B it follows that there exists po éa p such that (p), py) € B. This means
that we have a sequence of n > 0 transitions of the form pa; T p2,i+1 for all 0 < ¢ < n — 1 where
£2,0 is P2 while P2.n is p,2 so that (p/17p2,n) € B as (plla p/2) € B.

If n = 0 then we are done because p, is p2 and hence (p}, p2) € B as (p}, ph) € B — thus (r},r2) € B
— otherwise from py, we go back to p2,—1 via p2 -1 SN, p2.n. Recalling that (p}, p2n,) € B, if p) can
respond by staying idle, so that (p), pon—1) € B, and n = 1, then we are done because pa,_1 is p2 and
hence (p), p2) € B as (p}, p2n—1) € B — thus (r},72) € B’ — otherwise we go further back to pa,_2 via
P2,n—2 S, p2n—1. If pj can respond by staying idle, so that (p}, p2,—2) € B, and n = 2, then we are
done because p3,,—2 is p2 and hence (p), p2) € B as (p}, p2n—2) € B — thus (r],72) € B’ — otherwise we
keep going backward.

By repeating this procedure, since (p), p2.,,) € B either we get to (p}, p2.n—n) € B and we are done be-
cause this implies that (p}, p2) € B — thus (7], r2) € B’ — or for some 0 < m < n such that (p}, p2,m) € B
the incoming transition P2,m—1 L>a p2,m is matched by p; éa p1—a Py with (p1, p2,m—1) € B. In the
latter case, since py =, P15 P2 AN P2,m—1, (Pl p2.m—1) € B, and (p1, p2) € B, from Lemma we de-
rive that (Ph p2,m—1) € B. Consequently po . P2,m—1 —a p2,m With (p1, p2,m—1) € Band (P1> p2.m) €B,

thus r9 ———>a last(p2,m—1) SN, last(p2,m) with (71, last(p2.m—1)) € B' and (r}, last(p2,m)) € B’
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— If a # 7 then from (p1,p2) € B it follows that there exists po éa P2 —>a P éa p5 such that
(P, p3) € B.
From (p},p5) € B and p) éap’Q it follows that there exists pj éap’l such that (p},ph) € B.
Since p1 —a py and hence the last transition in p} is labeled with a, we derive that p) is p} and
hence (p), p) € B.
From (p}, ﬁ’z) eB and P2 ——, ply it follows that there exists p —L;a p1 —, p such that (p1, p2) € B.
Since py :>a 1, P2 :>a p2, (p1, p2) € B, and (p1, p2) € B, from Lemmawe derive that (pl,pg) € B.
Consequently 02 :>a P2 ——apy with (p1,p2) € B and (p},ph) € B, thus ry :>a last(p2)
5o last(ph) with (r1, last(p2)) € B' and (1}, last(ph)) € B'.

As for rates, given p € run(s1) U run(sz), the equivalence class Cj with respect to B’ is of the form
[last(p)]s = {last(p") | (last(p), last(p")) € B'} = last({p" | (p,p') € B}) = lasi([p]), i-e., C, = lasi(C))
for some equivalence class C), with respect to B, provided that function last is lifted from runs to sets of runs.
Suppose that 1 —/, so that p éa p1 with p; —/+,. From (p1,p2) € B it follows that there exists
P2 =, P Wlth phy —/+a such that (p1,ph) € B and rate(py, C) = rate(ph, C) for all C € U/B. Thus there
exists 7 :a rh with 7 = last(py) and rh, —/+, such that (r1,7) € B’ and rate(ry, C},) = rate(p1,Cp) =
rate(pl, C,) = rate(ry, Cy) for all equivalence classes Cj, with respect to B’ such that C}, = last(C)) for some
equivalence class C, with respect to B.

e Suppose that s; &, s2 and let B be a Markovian branching bisimulation over S such that (s1,s2) € B.
Assume that B only contains all the pairs of ~,-equivalent states reachable from s; and s3. We show that
the reflexive and transitive closure B of B’ = {(p1, p2), (p2, p1) € (run(s1) X run(s2)) U (run(sz) x run(s1)) |
(last(p1), last(p2)) € B} is a weak Markovian back-and-forth bisimulation over the runs in ¢ from s; and sg,
from which (s1,€) bt (82,€), i.€., $1 Rmpt S2, will follow.

Given (p1, p2) € B', by definition of B’ we have that (last(p1), last(p2)) € B. Let r, = last(py) for k € {1,2},
so that (r1,72) € B. There are two cases for action transitions:

— If py —Sa ph, iee., 11 3o 1) where 7} = last(p}), then either @ = 7 and (r},r}) € B where rh = T9, Or
there exists o ::>a Ty —5a 4, such that (r1,72) € B and (r],r5) € B. In both cases po ———>a ph where
last(ph) = %, so that (p), ph) € B'.

— If pf %50 p1, ie., 7 —25 071 where 7] = last(p)), there are two subcases:

x If p) is (s1,€), i.e., 7] —23ary is 51 —=4 71 and last(p)) = s1, then from (s1,s2) € B it follows that
either a = 7 and (r1,r2) € B where 1y = s9, or there exists sg éa Ty ——, 19 such that (s1,7) € B
and (r1,72) € B. In both cases p), =4, p2 where last(pl) = s9, so that (p), ph) € B'.

« If p} is not (s1,¢) then from (s1,s2) € B it follows that s; reaches r} with a sequence of moves that

are B-compatible with those with which sa reaches some 7, such that (r}, ) € B as B only contains
all the states reachable from s; and s9. Therefore either a = 7 and (rl,rz) € B where 7’2 = r9,

or there exists 7“2 =>a To —>a r9 such that (rl, 72) € B and (r1,r2) € B. In both cases ,02 =>a 02
where last(ph) = 4, so that (p}, p}) € B'.
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Likewise, there are two cases for rate transitions:

— Given p € run(s1) U run(sz), the equivalence class C, with respect to B is of the form [p]g~ = {p’ €
run(s1) U run(sz2) | last(p') € [last(p)]s}, i.e., C}, corresponds to some equivalence class C, with respect

to B. Suppose that p; éa ol With Py —+a so that 7 éa i with 7} = last(p}) —/a. From (rq, 7“2) eB
it follows that there exists 79 23 7o such that (r},72) € B and, since 7§ —/+,, there exists 7 :>a T4
with 7y, —/+, such that (vf,75) € B and rate(r}, C) = rate(rh, C) for all C € S/B. Thus there exists
P2 =, ph with last(ph) = 75 and pl —/+, such that (p}, pb) € B and rate(p, C},) = rate(last(p}),Cp) =
rate(last(py), Cy) = rate(py, Cy) for all equivalence classes Cj, with respect to B™.

— If p} —>r p1 with p} —/a, Le., 7 )%r r1 where 7| = last(p}) —/+a, there are two subcases:

« If p) is (s1,¢), L.e, 7] Ln r1 is 81 Lr r1 and last(p}) = s1, then from (s1,s2) € B and s; e
it follows that there exists sy ==, 7, with 7 —/3, and ro € reach(7,) such that (r{,7) € B,

which in turn implies that there exists 7% ﬁ)r 79 such that (r1,72) € B, hence (r2,72) € B as ~py, is

symmetric and transitive. If 7o and 75 coincide then we are done because pf, éa P gr 02 =, 02,
where last(ph) = so and last(ph) = 7, and (p},ph) € B’ and (p}, ph) € B'. Otherwise, from

ro € reach(Ta) and (ro,72) € B 1t follows that there must exists 7o :>a ro and hence we are

done because ph ., P Ny P2 =, p2, where last(p2) = 72, and (p1,p2) € B, (p}, ph) € B', and
(Ph,p5) € B'.

« If p} is not (s1,e) then from (s1,s2) € B it follows that s; reaches r] with a sequence of moves
that are B-compatible with those with which s reaches some 74 such that (r},r5) € B as B only
contains all the states reachable from s; and so. From (r],75) € B and | —/, it follows that there
exists 14, =, 7, with 7, —/, and 79 € reach(7,) such that (r},7,) € B, at which points the proof
continues like the one of the previous subcase. [ |

Therefore the properties BSNNIy, . BNDCy, ., SBSNNI¢, ., P_BNDC_ ', and SBNDCx,, do not change
if & is replaced by ~ppe. This allows us to study noninterference properties for reversible systems featuring

nondeterminism and stochastic time by using =, in a standard Markovian process calculus like the one of

Section 10.1.3

10.4 Use Case: DBMS Obfuscation and Permission Mechanisms

In Sections[8.2 and [8.5| we have modeled the authentication mechanism of a database management system (DBMS)
in which the database can be used to feed a machine learning (ML) module for training purposes, where reversible
transactions are supported [60]. Due to privacy issues, DBMS users are not allowed to know which data are
actually chosen to train the ML module [12]. Hence, for analysis purposes, the interactions between users and the
DBMS are considered to be low level, while the interactions between the DBMS and the ML module are considered
to be high level. The aim of the noninterference analysis is thus to check whether users can infer the utilization
of their data in the ML dataset. In this section we present two novel examples for this scenario, which show
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(i) the nature of the interferences emerging in a stochastically timed setting and (ii) the greater expressive power
of branching bisimulation semantics in this setting.

Let [ be a low-level action expressing the execution of a write transaction and [,y be an analogous action that
includes also the additional application of an obfuscation mechanism over written data for privacy purposes [3].
We assume that only obfuscated data can feed the ML module. Given the high-level actions h and i’ denoting
interactions between the DBMS and the ML module, consider the following process:

DBMS = h.7.(Iy.0+low.h .0)+
T.(T.(ly. 04 low-0) + I . 0)

The subprocess guarded by the high-level action h represents the behavior of the DBMS whenever the ML module
is activated through the h-based interaction. After an internal activity, the DBMS offers a choice between the
two available transaction mechanisms, by assuming that only in the second case the transaction data will feed the
ML module (through the h'-based interaction). The alternative subprocess guarded by a 7-action describes the
behavior of the DBMS whenever the ML module is not involved. Note that this subprocess replicates the behavior
above to simulate the presence of the ML module and, thus, makes it transparent from the viewpoint of users.
In addition, the subprocess immediately enables also action [ for efficiency reasons and because, in any case,
the transaction data will not feed the ML module.

Since the two low views 7. (Iy, . 0+low . 7.0) and 7. (I . 0+low - 0)+ly . 0 are both weakly bisimilar and branching
bisimilar, we immediately derive that all the noninterference properties of the nondeterministic taxonomy are
satisfied. In particular, note that DBMS\ {h, '} and DBMS /{h,h'} enable weakly /branching bisimilar behaviors
by virtue of the observation above. However, if we add to the model the time spent by the DBMS in the internal
activity before the choice about the possible obfuscation, we obtain:

DBMSstochitimed = h. ()\1) . (lw 0+ low R Q) +

T.((A2) . (lw .0+ low.0) + Iy . 0)
where the rates A1 and Ay govern the delays discussed above for the ML module being involved or not respectively
(note that DBMS is the nondeterministic version of DBMSgtoch timed). In this enriched process, the equivalence
between the two low views (A1) . (ly .0+ low . 7.0) and (A2) . (I 0+ low .0) + 1y . 0 does not hold for the Markovian
versions of the two bisimilarities. This means that no noninterference property of the Markovian taxonomy is
satisfied. Note that this negative result holds also in the case A1 = A2, because only in the second subprocess it is
possible to observe action [, with no delay.

Let us consider a more sophisticated variant of the system above, including an explicit permission mechanism
involving users. Let o auth be a low-level action expressing that users do not authorize the DBMS to feed the ML
module with the data of their transaction, I, auth o be a low-level action expressing that users do not authorize
the obfuscation of the data of their transactio;l, and lcommit be a low-level action expressing the execution of the
transaction. Then in the following process:

DBMS/ = . (lno_auth . lcommit . Q + 7. (lno_auth_o . lcommit Q + 7. lcommit N Q)) +
T. ((lno_auth Acommit -0+ 7. (lno_auth_o Acommit - 0 + 7 . lecommit - Q)) +
T . commit - Q)
the subprocess guarded by the high-level action h — call it P — expresses the behavior of the system whenever the
ML module is active. In particular, in such a case, once that no authorization has been forbidden, the committed
data are transferred to the training set (through the h'-based interaction). Now, consider the alternative subprocess
guarded by a 7T-action and modeling the absence of the ML, module — call it (). This subprocess simulates the same
behavior as P in the absence of the ML module and, in addition, enables the branch 7 .lcommit - 0 expressing the
immediate execution of the transaction, which does not require any authorization because the ML module is not
active. The two subprocesses P /{h’'} and @Q are weakly bisimilar but not branching bisimilar. In fact, P /{h'}
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cannot respond to the T-action of @) leading to lcommit - 0 in a way that complies with the branching bisimulation
semantics.

From the back-and-forth perspective, consider executing the run 7 . lcommit - 0 of @ and the run 7. 7. lcommit - 7 - 0
of P /{h'}. By undoing the actions of the Q-run it is not possible to go back to a state enabling action lyo auth o
before enabling action I, auth. Instead, this is possible by undoing the other run. This is enough to disti_nguigh
P/{h'} and @ in the setting of reversible transactions. Therefore, by following the same observations as the
previous example, it turns out that the weak-bisimilarity-based noninterference properties are satisfied, while
those based on branching bisimilarity are not. Finally, if we add the same rate A just before the execution of any
action leommit — thus yielding DBMS! — the same considerations continue to hold, thereby confirming the

stoch timed
greater expressive power of the branching bisimulation semantics even in the Markovian setting.



Chapter 11

Conclusions

We conclude the thesis by summarizing our findings (Section [11.1)) and indicating future work (Section [11.2]).

11.1 Summary of Results

In the first part of the thesis, we have presented a fully fledged process algebraic theory of reversible concurrent
systems, which encompasses on the one hand interleaving and truly concurrent equivalences and on the other hand
branching-time and linear-time semantics.

We have started by defining a calculus including typical operators such as action prefix, nondeterministic
choice, parallel composition, and renaming/hiding. Although inspired by CCSK [121] and RCCS [53, [100], our
calculus PRPC is lighter because there are neither communication keys nor stack-based memories. This has been
achieved by generating a single transition relation that is deemed to be symmetric as in [57], so that it is sufficient
to decorate in the syntax all executed actions with the same symbol t like in [42]. The operational semantics is
proved in the sense of [59] so as to pave the way to uniform derivation of expansion laws for parallel composition
(Table. The labeled transition system turns out to be a tree in the case of sequential processes (Proposition.
In particular, the model underlying a.b.0+b.a .0, which is the interleaving expansion of a.0||gb.0, is no longer
diamond-shaped as it would be in a forward-only calculus (Figure .

The systematic study of ~pp, ~rB, ~FRB, ~FB, ~RB, ~FrB has revealed that forward-reverse bisimilarity
is strictly included in the intersection of forward bisimilarity and reverse bisimilarity, with the last two being
incomparable as the former can identify processes with a different past while the latter can identify processes
with a different future. In addition to necessary conditions based on forward ready sets and backward ready sets
(Propositions and and alternative definitions of the three weak bisimilarities (Propositions ,
we have established that all the six bisimilarities are congruences with respect to the operators of PRPC apart
from ~prB, ~FB, ~rrp. These three are not compositional with respect to nondeterministic choice, but for them
we have found out the coarsest congruences ~rRrB:ps, ®FB:ps, ~FRB:ps Py further requiring past sensitivity, i.e., by
imposing that an initial process and a non-initial one cannot be identified (Theoremsand. This construction
is different from the one used in [I12] to build a weak bisimulation congruence on top of weak bisimilarity over
forward-only processes.

We have then investigated logical and equational characterizations. The modal logics for the nine bisimi-
larities are fragments (Table of Hennessy-Milner logic [88] extended with a proposition for initiality, which
is needed by past-sensitive bisimilarities, and strong and weak backward modalities (Theorems and .
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We have employed the proved trees approach of [59] to uniformly derive expansion laws of parallel composition
for the two interleaving bisimulation congruences ~pp and ~pg.ps and the four truly concurrent bisimulation con-
gruences ~RB, ~RB; ~FRB:ps: ~FRB:ps- 11 the interleaving case we have the usual associativity, commutativity,
idempotency, and neutral element axioms of nondeterministic choice as well as an expansion law that is a past-
sensitive variant of the forward-only one [112], with further specific axioms establishing that the presence of the
past cannot be ignored, but the specific past and previously non-selected alternatives can be neglected when mov-
ing only forward (Table [6.1)); for the weak variant the T-axioms are akin to the forward-only ones [112] (Table
but the saturation normal form is more complex to express (Lemma . In the truly concurrent case we have
discovered that backward ready sets constitute the additional discriminating information to be inserted into action
prefixes via suitable encodings to derive correct expansion laws (Corollaries and . In the reverse subcase the
specific axioms establish that, when moving only backward, the future can be completely canceled and previously
non-selected alternatives can be discarded (Table ; for the weak variant the only 7-axiom is akin to the one
not valid in the forward-only setting for weak bisimulation congruence [112] (Table . In the forward-reverse
subcase we confirm a specific form of idempotency appeared in [106] (Table ; for the weak variant the 7-axioms
are akin to the one of branching bisimilarity over forward-only processes [80] (Table [6.7)).

As far as alternative characterizations are concerned, we have shown that strong and weak reverse bisimilarities
boil down to a linear-time semantics over sequential processes as they coincide with strong and weak reverse trace
equivalences [45] (Theorems|7.1]and[7.2)), while the former are strictly finer than the latter in general (Corollaries
and . Then we have confirmed the connection between branching bisimilarity [80] and reversibility, established
in [57], through the notion of weak back-and-forth bisimilarity in a setting in which any backward computation
amounts to backtracking, i.e., it is constrained to follow the same path as the corresponding forward computation
even in the presence of concurrency. More precisely, weak forward-reverse bisimilarity coincides with branching
bisimilarity over sequential initial processes (Theorem , while they are incomparable in general. Furthermore,
weak forward-reverse bisimilarity coincides with forward-reverse branching bisimilarity over sequential processes
(Theorem , while the latter is strictly finer than the former in general (Corollary . Finally, we have
proven that hereditary history-preserving bisimilarity [16] corresponds to forward-reverse bisimilarity extended with
backward ready multisets equality, thus providing a simpler solution to a long-standing problem (Theorem [7.5)).

In the second part of the thesis, we have developed a comprehensive information flow theory based on the
five noninterference properties BSNNI, BNDC, SBSNNI, P BNDC, SBNDC for multi-level security systems of
different nature, where weak bisimilarity and branching bisimilarity — due to the aforementioned results involving
the latter — are respectively used as the common thread of the investigation for irreversible and reversible systems.

For purely nondeterministic systems, we have enriched the classical taxonomy of noninterference properties
based on weak bisimilarity [67, 69] by introducing branching-bisimilarity-based properties together with their
relationships (Figure , their preservation aspects (Theorem , and their compositionality characteristics
(Theorem ; we have also recalled their connection with reversibility due to branching bisimilarity coinciding
with weak back-and-forth bisimilarity [57]. The adequacy of the resulting noninterference properties has been
illustrated on an authentication mechanism for a database management system.

For nondeterministic systems extended with probabilities according to the strictly alternating model of [86],
we have produced a taxonomy of noninterference properties based on a weak probabilistic bisimilarity inspired
by [120] and a probabilistic branching bisimilarity inspired by [8] (Figure and shown their preservation aspects
(Theorem , their compositionality characteristics (Theorem , their relationships with the nondeterministic
taxonomy (Corollary , and their connection with reversibility due to probabilistic branching bisimilarity coin-
ciding with weak probabilistic back-and-forth bisimilarity (Theorem[0.6)). These results extend the work of [7] about
probabilistic variants of BSNNI, BNDC, SBNDC for a combination of the generative and reactive probabilistic
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models of [79] and have required the introduction of a novel weak probabilistic bisimulation up to weak probabilis-
tic bisimililarity as well as a novel probabilistic branching bisimulation up to probabilistic branching bisimililarity
(Definitions and . The adequacy of the resulting noninterference properties based on probabilistic branching
bisimilarity has been exemplified through a lottery relying on a probabilistic smart contract.

For nondeterministic systems extended with stochastic time according to the interactive Markov chain model
of [90], we have produced a taxonomy of noninterference properties based on weak Markovian bisimilarity [90] and
a novel Markovian branching bisimilarity (Figure and shown their preservation aspects (Theorem , their
compositionality characteristics (Theorem , their relationships with the nondeterministic and probabilistic
taxonomies (Corollaries and , and their connection with reversibility due to Markovian branching bisim-
ilarity coinciding with weak Markovian back-and-forth bisimilarity (Theorem . These results extend the work
of [5] about stochastic variants of BSNNI and SBNDC and the work of [94] about a stochastic variant of P_ BNDC
— both conducted in process algebraic frameworks inspired by [93] where every action integrates its rate — and have
required the introduction of a novel weak Markovian bisimulation up to weak Markovian bisimililarity as well as
a novel Markovian branching bisimulation up to Markovian branching bisimilarity (Definitions and .
The adequacy of the resulting noninterference properties based on Markovian branching bisimilarity has been
shown through obfuscation and permission mechanisms in a database management system for which also time-
related aspects have been modeled.

In all the three types of systems a number of ancillary results about SBSNNI and SBNDC have emerged as

general patterns for parallel composition, restriction, and hiding (Lemmas 10.3]).

11.2 Future Work

A useful extension to our calculus PRPC would be the inclusion of irreversible actions, as done for instance in [54],
because not all activities can be reverted in reality. Another addition would be recursion, which is usually neglected
in reversible process calculi because it leads to an infinite state space even in the very simple case of a process that
can repeatedly execute a single action.

As for bisimulation semantics, we plan to investigate further the relationships between backward-ready-multiset
forward-reverse bisimilarity and hereditary history-preserving bisimilarity, not only in terms of the class of processes
for which our result holds. While the latter inherits a variant of the sound and complete axiomatization in
Table [6.6] where backward ready sets are replaced by backward ready multisets, the former inherits the logical
characterizations of the latter [124] [T4]. Since it is easy to find a modal logic characterizing the former, it is
interesting to compare all the involved logics; a preliminary study can be found in [28].

On the noninterference side, we are implementing our nondeterministic, probabilistic, and stochastically timed
taxonomies for irreversible and reversible multi-level security systems in CADP [72]. Furthermore, we are study-
ing the taxonomy for deterministically timed systems, in which action execution is separated from time passing
according to the model of [I13], 114] governed by time determinism and time additivity.

A more general objective is to study connections with other forms of reversibility. For example, in [32] causal
reversibility and time reversibility have been jointly investigated in a stochastic process algebraic setting. In [31]
it has been shown a condition under which causal reversibility implies time reversibility [98], but it is not known
when the inverse implication holds.
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A different direction to pursue is the investigation of the relationships with reversible programming
languages [8I], such as the time-reversible programming language Janus and reversible variants of Erlang.
Our theory may be exploited as a semantical underpinning or for program verification.

Finally, we would like to address quantum computing [I15], given that unitary transformations are reversible.
It is worth mentioning that quantum extensions of process calculi and bisimulation semantics have recently
appeared [49, [50] that overcome some limitations of previous proposals.
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