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Tutorial overview

 Wednesday 13 September
— Basic trust concepts
— Trust classes and trust semantics

— Principles for building trust and reputation systems
* Network architectures
* Reputation engines (binomial)

* Thursday 14 September

» Reputation engines (multinomial)
« Trust computation engines

— Commercial and online systems
— Problems and proposed solutions
— Concluding remarks

FOSAD 2006

CRICOS No. 00213]



Basic trust concepts
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Complexity of trust

Trust is a complex concept with multiple meanings

Concept: Counts: | Webster’s | Oxford’s
(1981) | (1989)
Cooperation | # defs. 3 2
# lines 14 /5
Trust # defs. 0 18
# lines 112 633
Love # defs. 17 28
# lines 82 1670

Source: McKnight & Chervany 1996
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Manifestations of trust




Two definitions of trust

* Reliability trust

— The

subjective probability

by which an individual, A,

expects that another individual, B, performs a given
action on which its welfare depends. (Gambetta 1988)

 Decision trust

willingness to depend ‘on something or somebody
In a given situation with a feeling of relative security, even
though negative consequences are possible. (McKnight
& Chervany 1996)

— The
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Would you trust this rope?

For what?

To climb down from the 3rd floor window of a house

The rope looks a bit old

Fire drill: No! Real fire: Yes!

FOSAD 2006 4
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Computational trust

* Most computational models assume reliability
trust.

 Decision trust not often modelled

* Decision trust can be complex, and needs to
take many additional factors explicitly into
account, e.g. utility, risk, risk attitude, reliability.

« Examples of decision trust models:
— Manchala (1998)
— Josang & Lo Presti (2004)
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Manchala’'s Risk-Trust Matrix

A m - T - - TS TS T T oS
excellent |l - o Y
I Decision-trust -
'| |
zone -
21| good o V V
0 | _
T 1 e
| P
.5 normal | - V V V V
+= -
S s
% bad V V V V V
=
worst V Vv \Y V V

V: Verify every micro small medium high expensi\ie

transaction Cost of one transaction

QUT FOSAD 2006

CRICOS No. 00213]



Trust and economic modelling

* Trust adds nothing new
— (Williamson: Calculativeness, Trust and Economic Organisation, 1993)

* Many advanced economic models for decision

making, based on

— Reliability

— Ultility (subjective and objective)
— Risk and risk attitude

— etc.

* The original elements of computational trust
modelling comes from the architectures for
communicating and processing information
relating to trust and decision making
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When is trust relevant?

Trust relevance
A

High

Low

— World type
Hell Earth Paradise
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Trust related phenomena

 Dependence
* Belief

* Uncertainty
* Risk

* Risk attitude
* Decision

* Dynamics

* Subjectivity
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Hormones and trust

The hormone oxytocin
* |s released after trusting behaviour, and
 stimulates trusting behaviour

Figure 1: OT and total amount s=nt by DM2
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Importance of trust

Progress requires collaboration

Potential collaboration partners must make
decisions involving risk and uncertainty

Fear of negative consequences is an obstacle
for collaboration

Trust
— Is the perception that the risk is acceptable
— |s a catalyst for human cooperation
— influences type and size of organizations
— represents social capital in a community

FOSAD 2006 14

CRICOS No. 00213J



Trust is a relationship

i

 Trusting party « Trusted party
— Also called — Also called
* “relying party” * “trustee”
* “trustor’ — Is in a situation of
— |s in a situation of « Power
* Dependence « Expectation to deliver
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Two sides of trust management

Trusting party Trusted party

Wants to assess and Wants to represent
make decisions w.r.t. and put in a positive
the dependability of the light own competence,
trusted party for a given honesty, reliability and
transaction and context quality of service.

JO
assessmen>
<marketing
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A definition of reputation

« Reputation is what is generally said or believed
about a person’s or thing's character or
standing. (Concise Oxford Dictionary)

— (Reputation of B)= Average[Reliability Trust in B]
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Reputation and trust

REPUTATION RUST
« Public info « Both private and
public info

« Common opinion | | |
Not !  Private info carries
* Not necessarily more weight

objective * Subjective

“l trust you because of your good reputation”
“| trust you despite your bad reputation”
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Reputation aspects

Default / base rate reputation of a group’s member
= the group’s reputation

A group’s reputation
= average reputation of its members
(not always true, one bad example can destroy ...)

Reputation of well-known companies transfer from
the real to the online world.

Reputation of lesser known companies is built on
what others say about them online

Reputations are not a function of right or wrong, but
of perception, whether correct or not.
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We trust what we depend on

Trust in legal,
social and market
Institutions

Trust in people

& organisations

FOSAD 2006
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Why is trust so popular?

* Metaphorical trust expressions

— |T security people like metaphors:
« E.g. firewall, honeypot, virus, Trojan horse, digital signature

— Trust expressions serve as simple metaphors for complex security
concepts, e,g., ..., trusted code, circle of trust, ...

* Trust has very positive connotations
— Trust expressions are ideal as marketing slogans

Trust expressions can be difficult to intuitively
understand

FOSAD 2006
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Trust as an abstract security layer

Dependability, risk management, decisions

Trust

: : CIA (confidentiality, integrity, availability),
/Securlty Serv'Ce\authentlcatlon non-repudiation

i

/ Security mechanisms Yrypto, firewalls, access control etc.

(ell)) FOSAD 2006
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Trust as assumptions and primitives

Sec. CIA properties, authentication, non-repudiation
services

|

%ecurity mechanierrypto’ firewalls, access control etc.

t [Algorithm strength

_ o .Password confidentiality
Trust assumptions and primitives Platform security

.Certificates and credentials
.Tokens and attributes

FOSAD 2006
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Trust and IT security

Trusted code Trustworthy computing

Trust management

WS Trust Trusted Computing Base

Trusted system Trusted computing

Trust bar  1Tust eco-system

Trust negotiation Trust provider

Circle of trust Trusted Third Party

FOSAD 2006 24
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Hard v. soft security

« Security is the protection from harm
* Traditional information security:
— Confidentiality, integrity & availability of info assets

— Hard security
« What about deceit and poor quality services?
— Problem is inversed, information assets can harm

— Traditional security provides no protection
— Trust and reputation systems provides protection

* Trust and reputation systems:
— Soft security

FOSAD 2006
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Hard v. soft security

Hard Security Soft Security

 Focuses onthe assetsand +« Focuses on the attackers,
the methods to protect and collaborative methods
those assets from attackers to identify and sanction them

« Goal: to preserve the CIA « Goal: To stimulate quality
properties of assets. assets and service providers

« Attacker agnostic « User agnostic

FOSAD 2006
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Trust and access control

* Access control paradigm:
— The resource owner grants access authorisation
— The system verifies authorisation before access
* Trusted user = authorised user
* Trusted code = code running as system
* Untrusted code = code running in a sandbox
« Semitrusted code = some more access rights

* Access credentials can be exchanged and
evaluated mechanically = trust negotiation

* Access authorisation can be delegated in a
transitive fashion = transitive trust

QUT FOSAD 2006
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AC Conceptual diagram

Resource Resource provider domain
owner Subject
0
*—\ credentials \m=—===—==—====—==-=-< -»>
—\\authorisation = * PAP
ooty e
* [ |
PEP

- - access request
access /; PD User @

authentication ,
object, acc. type

yd

Object resource

Legend  PAP: Policy Administration Point (WS-Security terminology and architecture)
PEP: Policy Enforcement Point

PDP: Policy Decision Point
FOSAD 2006
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Distributed access control

originally called trust management (1996)

 |dea: "Who can | trust to access my resources?”

* Access authorisation can be delegated in a
distributive fashion

Trust management is supposed to be an

iIncredibly vague and provocative term invented
by Matt Blaze. | don’'t know whether he

iIntended it that way, but it comes natural to him
Joan Feigenbaum, AT&T Labs

FOSAD 2006
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Trust expressions

Trusted computing = Computing platform with additional
security hardware

Trustworthy computing = Microsoft marketing slogan
Trust eco-system = Microsoft marketing slogan

WS Trust = WS Security standard specifying how to
generate security tokens

Trust Bar = Mozilla browser toolbar

Circle of trust = Liberty Alliance term for group of
organisations that enter into identity federation agreement

Trust provider = Certificate Authority
Trusted Third Party = Entity assumed to keep secrets

FOSAD 2006
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Perception and reality;
The subjective perspective

Perceived security

Low

» Real security
Insecure Secure
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Real security is bad for e-business

- e-business revolution not possible with real security
- Thank God the Internet isn’t secure

ell) )
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Perceived security is good for e-business

- e-business growth needs perceived security
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The security dilemma

Sl

rsity for the real world ®




Josang’s law of security and e-business

The potential of e-business is bounded by:
* The lack of functionality caused by real security
* The lack of trust caused by perceived insecurity

Sl &
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Trust classes and semantics




The Trust Scope

* For what something is trusted
* A particular trust scope can for example be

— “to be a good car mechanic”

Trust scopes can be specific or general
Trust scopes can be related

— i.e. if an entity is trusted for a specific scope, it can be assumed trustworthy
for other scopes as well

« Hard to determine dependence between trust
scopes

* Other terms used with the meaning of trust scope:

— Trust context, Trust purpose, Subject matter

FOSAD 2006
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Classification of trust scopes

* Provision trust
— Relying party’s trust in a service, or a service provider.

 Access trust

— Service provider’s trust in entities requesting access to resources
and services.

* |dentity trust
— Belief that an entity’s identity is as claimed

* Delegation trust
— Trust in a agent to make trust decisions on behalf of the relying
party
« Context trust

— Belief that the necessary systems and institutions are in place in
order to support a transaction that involves risk

(Source: Grandison & Sloman)

FOSAD 2006
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Combination of scope and assessment

« Scope dimension: “Specificity — generality”
« Assessment dimension: “Subjectivity — objectivity”

Scope: Specific, vector General, synthesized
Assessment: based
Subjective Survey questionnaires | eBay, elections
Objective Product tests Synthesized general

score from product
tests, D&B rating

trust and reputation measures, with examples

ell) )

FOSAD 2006

CRICOS No. 00213]

39



Trust mechanisms and

_ Llegal —Law
Reputation Credit system enforcement
rating i
_ Trust in legal,
Trust in people social and market
& organisations institutions
Image Marketing Government Insurance
N~ ——
: National critical
pecurity infrastructure
< Trust in ICT )
Reliability Usability
\/

FOSAD 2006
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Trust and decision making

Transaction

Trust in legal,
social and market
Institutions

Trust in people
& organisations

Decision
making

Asset / Risk Risk attitude

CRICOS No. 00213J 41



Extrinsic and intrinsic trust

Intrinsic Factors

Extrinsic Factors

« Affective
» Cognitive . Experienced
* Observed - Intimate
« Recommendation relationship
« Reputation * Internalised
. External evidence  pattern
. Easy to » Take time to build

manufacture e Override extrinsic

FOSAD 2006
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A model for e-commerce trust

/

Intfllnsu; '< Habit
rus Threshold
Extrinsic Purchase
Trust Threshold
Untrusted o | Trial
Threshold
Phase| s Unaware
\—
. - - .
Time Duration Adapted from: Cheskin 1999
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Trust transitivity

Thanks to Bob's advice,
Alice Alice trusts Eric to be a

_good mechanie. — Indirect functional trust

o~ — @
referral trust ~ 2 ~__ 1

Bob has proven to Alice that ~=Bob ~"Direct /k\
he is knowledgeable in matters functional ' InNS
® relating to car maintenance. -
trust Eric has proven to
................ Bob that he is a
e g e good mechanic.
Recommendation

FOSAD 2006 44
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Variants of the same trust scope

1. Functional trust

— Belief in an entity’s ability (and willingness) to carry
out or support a specific function (the scope) on
which the relying party depends

2. Referral trust

— Belief in an entity’s ability and willingness to
recommend another entity with respect to 1).

FOSAD 2006 45
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Trust types of the same scope

 Direct trust

— Trust resulting from direct experience with the
trusted party

 Indirect trust

— Trust resulting from recommendation from other
third parties

FOSAD 2006 46
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Basic trust diversity dimensions

Trustorigin - Tryst scope Trust target

Origin
diversity:

Purpose
diversity:

T,
——=
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Additional trust dimensions

* Trust measure: u
— Binary (e.g. “Trusted”, “Not trusted”)
— Discrete (strong-, weak-, trust or distrust)
— Continuous (percentage, probability, belief)
e Time: t
— Time stamp when trust was assessed and expressed.

Very important as trust generally weakens with
temporal distance.

FOSAD 2006 48
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Valid transitive chains

* Every leg in the chain contains the same trust
scope [o]. (It doesn’t make any sense otherwise!)

* The last trust link is direct functional trust [dfc].
 All other trust links are direct referral trust [dro].

A B
O @

oo
I

D
0
i
|

dro dfo

dro

C

@
—»!I—»

Ifl

ifo
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Trust transitivity

Trust is diluted in a transitive chain.

A B C D
O wrTec> @ o Tec> @ 0
y y N

>

][ trust>|][ trust> |]|] trust “

diluted trust

Computed with the discounting operator of subjective logic
Graph notation: [A,D] =[A,B]:[B,C]:[C, D]
Explicit notation: [A, D, ifc] = [A, B, drc]: [B, C, dro] : [C, D, dfo]
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Trust fusion
'B

O:’ trust.> Il "trust L.
=

_I trust R ac trust

\\ng_ﬂﬂ

==l ®C

concentrated
trust

Strengthens trust
confidence

Computed with the consensus operator
Graph notation: [A, D] = ([A, B] : [B, D]) ¢ (A, C]: [C, D])

QUT FOSAD 2006 =
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Non-distributivity of serial
and parallel trust

Discounting is non-distributive on consensus.

a)EA;((B:C),(B:D)) iwl(EA:B:C),(A:B:D)
C
C
? E:/E\E A Eé . E
— I ] 0 —
i i<, —~1 # o0 I3
| |
D
Trust networks B D
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Indirect referral trust

incorrect trust
4

Perceived [A,B]:[B,E] ¢ [A,C]:[C,E] (OK)
Reality: [A,B]:[B,D]:[D,E] ¢ [A,C]:[C,D]:[D,E] (notokK)
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Hidden and perceived topologies

Perceived topology: Hidden topology:
BO BE@ D@
—V
AOruuL'E Ol ML 8¢
][LC'rn ][Lcﬂﬁﬂru
I]I] 11—l

[A,B]:[B,E] 0 [A, C]:[C,E]
+ [A,B]:[B,D]:[D, E]\<> [A, C]:[C,D]: /ED, E]

(D, E) is taken into account twice

FOSAD 2006
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Indirect referral trust

(corrected)

-
- i

,,1 B‘ \\\
//’—1__!| \\
A rig > ‘@D E
O M @ 0
— =d d
of —
I — I I

S~ 1o
|]|] SAFE
correct trust | — trust

2
<« - = [EC.

Perceived and real
topology (OK):

([A,B]:[B,D] ¢ [A,C]:[C,D]):[D,E]
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PKI and trust transitivity

* Trust in public keys must be included in the
analysis.

* Separate topology analysis for determining
trust in each public key.

QUT FOSAD 2006
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Principles for building trust and
reputation systems

FOSAD 2006
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Difference between real and online world

Availability and
richness of
evidence for trust

Efficiency in the
communication
and processing

Real world Very good

Poor

IT / Online Poor

Very good

« Communication of trust information often
restricted to local community in the real world

* The online world currently provides very little

reliable trust evidence

FOSAD 2006
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Basis for trust and rep. systems

* Focus on the trust evidence and on the methods
for collecting this information

— Find substitutes for traditional information used in
physical world

— Create new types of evidence
— Application specific
« Exploit the efficiency of IT and the Internet for
— Collection of information
— Processing
— Dissemination

FOSAD 2006 59
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Centralised reputation system

/ Past transactions \ / \

® ©
[ ]
@, : h Potential transaction
| I
A 4 ] = | | ) )
> " —®
Q‘I : I ": l' I ; I
1 (c)' ' | | |
. ! Ll h | Reputation !
| I [ I
\ || L | Ratings \ | L h ! scores !
‘ vy Vv l 4 vy l 4 [ I
\ Reputation Centre / \ Reputation Centre /
a) Past b) Present
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Distributed reputation system

Potential transaction

/

b) Present

FOSAD 2006
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Applications of reputation systems

* e-Auctions

 P2P networks

« Software agent communities

» Contract negotiations

* Online markets: B2C, B2B, C2C

* \Web service search and selection
 Information/intelligence gathering

FOSAD 2006 62
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Efficiency

Market Efficiency Experiment

100% -
90% -
80% -
T0% 1
60% -
20% 1
40% -
30% -
20% 1
10% 1

0%

—B— Fartners
—o— Reputation

—a&— Strangers

Found

Source: Bolton,Katok,Ockenfels,2002
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P2P networks

P2P Networks: servent = server + client

Search phase: discover resources
—  Centralised: e.g. Napster, with central directory
—  Pure distributed: Gnutella, Freenet

—  Semi-distributed: FastTrack, KaZaA, grokster, with
distributed directory servers

Download phase: get the resources

Problems
—  Spreading malware
—  Free riding
—  Poisoning

FOSAD 2006
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Gnutella example

* Pure distributed search phase
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Reputation systems in P2P

* Purpose of Reputation systems in P2P

1.1dentify most reliable servents with best quality
resources

2.Determine which servents provide most reliable
information w.r.t. 1.

* Reduces or eliminates existing problems
— Many theoretical proposals
— Few practical implementations

FOSAD 2006 66

CRICOS No. 00213]




Reputation/trust system with Gnutella
« XRep proposed by Damiani et al.

O
@
&’

Aiday|lod

P e p————

Poli(B) Poali(B)

PoII(B) . PoII(B)
PoHReMy PoHRepw

—— -

PoIIRepIy

@
@
@
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Trust and reputation
computation engines

« Summation or average
» Bayesian models

* Discrete models

» Belief models

* Fuzzy models

 Flow models

FOSAD 2006
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Summation and average

Summation
— Reputation score = X(positive) - £(negative)
— E.g. eBay
Average
— Reputation score = X(ratings)/N(ratings)
— E.g. Epinions
Can be combined with sliding time windows
Simple to understand

Can give false impression of reputation

FOSAD 2006
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Bayesian Reputation Systems

* Theoretically sound rating algorithm.
* Binomial and multinomial models.
* Rating possibilities:

— any range,

— combination,

— discounting,

— longevity,

— weight ~ transaction value.

FOSAD 2006 70
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Binomial model

« Based on the Beta PDF
I I
(a+p) 0%

_ _ n\A-1
f(pla,ﬂ)—r(a)r(ﬂ) (1-p) 0<p<0
i . ] _ (04
* Probability expectation: E(p)= oy

 The Beta PDF naturally expresses the
probability of binary events.

FOSAD 2006

ao,p >0

71



Beta PDF of Binary Events

r: positive observations

Define:

Probability density beta (p|1,1)

Z

-

o=r+1

B=s+1

where:

r,s >0

Example: uniform density

r=0, s=0, E(p)=0.5

1
0 0.2

1
0.4

1
0.6

Probability p

1
0.8

1

FOSAD 2006

Probability density beta (p|8,2)

s: negative observations

Example:

r=7,s=1, E(p)=0.8

Probability p

CRICOS No. 00213]
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Binomial reputation score

« Based on probability expectation of Beta-PDF.

lhwse + 0, T(Z) . where: S(Z)e[0.1]
Sc(Z) =
rbase T Sbase T Z I’(Z) + Z S(Z)
— Sc(2) . reputation score of Z
— 2r(2) . positive evidence sum.
— 28(2) . negative evidence sum.

— I > Shase - default base rate parameters.
Limitation: Unable to reflect polarised ratings!
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Computing binomial reputation over
time with longevity factor
e R.-

. - accumulated positive evidence at time |
5

. - accumulated negative evidence at time i
r . positive evidence during 1 time period
S . negative evidence during 1 time period
A : longevity factor in range [0,1]
R..,= A-R+r : Recursive updating algorithm
Si,= A-S;+s : Recursive updating algorithm

SCi (Z) — base +R (Z)
r +R(Z)+S:(2)

base base
. Typically, r,,..=1,S,,..=1

: Score at time period

FOSAD 2006
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Score evolution with different longevity

Period 1-25: Positive rating, r=1, s=0
Period 26-50: Negative rating, r=0, s=1

—o— =1

—u—1=0.9
1=0.8
1=0.5

—x—1=0

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49

I FOSAD 2006 7
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e-Market Simulation

* Buyers:
— Vary risk aversion
— Provide ratings

« Sellers:
— Vary honesty and price
— Have reputation score

« Sellers and buyers seek to maximise own profit
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Seller honesty with fixed reputation

1.2

. m ,« - reputation
o LT

—— Honesty

— Reputation

Honesty & Reputation
©
o

0.4 -

honesty

0.2 ~

(0] T T T T T T T T T T T T T T T T T T T
[0} 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950
Session
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Seller honesty and reputation with A=1

1.2

—— Honesty

WAL e
PN TR

reputation

0.8 A

Honesty & Reputation
©
(o]

0.4 -

honesty

0.2 ~

[0} 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950
Session
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Seller honesty and reputation with A=0.99

1.2

1 4 AL 7 WL ) NA
U ,‘ 5“ / i \ v e ““..“ [ Lo | v
r ) Al " L 'b , ‘ Ty \ it '\w LY ‘
rl' | ‘. "T/ ‘\ "' “" l" ‘ "’ /

0. | | |

0.6 reputation and honesty

Honesty & Reputation

0.4 -

Honesty
— Reputation

0.2 4

0 T T T T T T T T T T T T T T T T T T T
0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950
Session
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Observations from simulation

* A market without reputation system will
degenerate

* A market with a reputation system that never
forgets will degenerate

* A market with a reputation system that gradually
forgets old behaviour can have stable quality.
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Answer to question about convergence

2 Welcome to allexperts.com - Microsoft Internet Explorer |Z||E|E]
#

File Edit Mjew Fawvorites  Tools  Help

eEack - e - |ﬂ @ _h j’l'_‘] Search ‘H_:I_-':;:’Favnrites E‘j < - L:; ] - _] ﬁ ﬁ éLinks

- Address [ @] http: v, allexperts, comfuser . cgifm=68cat D=1 3638qI0=4573371 w =0
Answer  Hello Audun, —
If you wark out some of the values the algorithm gives:
Riy=0
Rili=0k +1="1
RZI=1k+1=k +1
RiEEl=kik+1)+1=k2+k+1
R =kik"2+k+1+T=kTF+k"L +k +1
You can see this is just a geametnic series.
The sum fram n=0to n=infinity of the geometrc series c*n is equal to 1A41-chif-1 <c =1 It
diverges for all other values of c.
In the case of your algarithm you have O < k < 1, 20 calculated to infinity the algarithm will convege 3
at 1/(1-k).
=0 Riinfinity) = 1/1-k).
Suzanne.
Rate the Expert Ask a Follow-Up

(54
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Convergence values

* For an infinite series of positive ratings r=1,s=0

— R_=1/(1-})
- 5.=0 "7
— Score converges to  SC(Z) Y (with r,.. =S, =1)

* For an infinite series of negative ratings r=0,s=1
- R=0
— S =1/(1-1)

1 .
— Score converges to  SC(Z) =35, (Withry, =s,.=1)

FOSAD 2006
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Rating Suzanne

2 Welcome to allexperts.com - Microsoft Internet Explorer

File Edit  \iew Favorites

eBack = \_/'l \ﬂ @ _:\] f,.__xj Search ‘“E::(’ Favarites @3

Help

% @ -Ud 3

. Address |-’E_1 htbp: /v, allexperts, comfuser, cgi?rm=7rR&catD=136380I0=457337 1 RexplD=74073

Rate The Expert

Rating For:
Date:
Knowledgeahility

Clarity of response
Timeliness
Fuoliteness

Rated By:

Cormiments:

Suzanne
08,13/2006

10 % 10 = Highest Rating and 1 = Lowest Rating
10w

10 |»
10 |+

Audun Josang

Thanks Suzanne

You're an angel. My students will ke
very happv.

Audun

(if you hawe a problern and you want a personalized response, be sure to
include yaur e-mail address)

Morminate for Volunteer of [7]

the Month:

| AddRating || Clear |

|2

| &

l&

ﬂ Internet

IN
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Suzanne’s reputation score

) Welcome to allexperts.com - Microsoft Internet Explorer [:”E|E|
: File Edit Wiew Favorites Tools  Help ﬂ.’
(Peack - () \ﬂ E] _;“] f'__“l Search :ﬂ:x Favorites 4} [0 Hr.;: IR« W, Links
i Address |1§| hittp: fvaene, allexperts, comfexpert. cgitm=1&catiD=1363%explD=74073 V| (a0
Volunteer: Suzanne -
Expertise: |will attempt to answer any kind of maths question up to and including degree level, please hear
in mind that | will not have covered every tapic in my degree course but | will do my best ta help. | can also
help with Chemistry questions to first year degree level and general basic science guestions
Education/Credentials
First class B.Sc. Mathematics (hans)
Cerificate in Higher Education in Chemistry (The equivalent of the first year of a Chemistry degree)
Average Ratings Recent Ratings from Users
Prestige Points: 360 Knowl Clarity Time Politeness Date
Knowledge 10.0 Best of the best 10 10 10 10 0341306
Clarity of Response 992 Best of the best i i 1L (L LEIEIE
e— CF) el e e 10 9 10 10 091206
- e BEsturine Bes 10 o | 9 10 09/10/06
Politeness 10.0 Best of the best 10 10 10 10 09/10/06
Number Of Questions 2 10 10 10 10 09/10/06
A PEst i 10 0 10 10 09/04/06
Max Questions to he Asked 2 10 10 10 110 090306
{in 24 Hour period)
Total Questions _
(since joining AllExperts) 37 Thanks Suzanne You're an angel. My students wll
be very happy. Audun
(Audun Josanyg on 02/13/06) ~
&) ® Internet




Multinomial Bayesian reputation

* Problems with binomial reputation systems
— Can only take binary ratings (positive, negative)
— Can not represent polarised ratings

* Multinomial reputation systems
— Can have any number of rating levels
— Can represent polarised ratings
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Multinomial reputation example

23 Security Briefs: Step-by-Step Guide to InfoCard -- MSDN Magazine, May 2006 - Microsoft Inte... E

Eile Edit ‘jew Favorites Tools  Help

: r w — n
: - j : \ ) = - i <) - -
o Back > x| | Tal 7 Search 7. Favorites {I = J;l

: Address ﬂj hitkps f frnsdn. microsoft, comfmsdnmagfissues 0605 SecurityBrief s b a

« Example
from
Microsoft

* Reflects
polarised
ratings

o

A Back to top 0QJ: 060514

@ 2006 Microsoft Carporation and CMP Media, LLC, all rights reserved; reproduction in
part of in whale without permiizzion is prohibited.

& Print E-Mail T.f Add to Favaorites

dverage rating:

How would yvou rate the quality of this content? 6 out of 2

1 2 3 4 53 6 7 8 9

Poor (O O OO O O O O O outstanding

123456789

Tell us why you rated the content this way. {optional) i
9 people have rated this page

:Ej c% & Internet
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Multinomial Bayesian model

 Dirichlet PDF (probability density function)

[ -y
I’ (Z;—l lj) +Ca (:t_?))) ﬁ p(xj).r(xj.)+g{1($j)_1

Hi:l [ (r(zy) + Calzy)) ;4

p: multinomial probability vector
r - multinomial evidence vector

fp|7a) =

53 - multinomial base rate vector
X; : event
C
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ternary state space

Example

p(fs)

Urn with balls of 3
different colours

Example

t1 = 01 = Red

t2
t3

=02 = Yellow

03 = Black

.
0.A p

p(t) + p(ty) + p(t;) =

ty requires

1tivi

* Add

89

©
o
o
N
Q
<
n
O
L
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Density

Prior ternary Dirichlet PDF

p(t2)

100

Urn with balls of 3
different colours.

Example

80

60
40
20

[o]g

Ternary a pr

probability density.

Red
Yellow

— t1:
— 2
— 13

Black

p(t3)

p(t1)

90
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Density

1011

Example posterior ternary Dirichlet PDF

I7A

T T

=
l‘t”’ e

/1]

e

777

s

777

i
i

e

|
.

7/

|
|
|

|
|

v

i

p(t2)

100

probability density

A poster
after picking

80

60
40

N
—~
— 9
- — S
N—
o =
9D o0 ©
nlawm
Q ° S
T = @©
QO =
S 5
O «~~— <
| 1 |

p(t3)

p(t1)
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Example posterior ternary Dirichlet PDF

Density

A posteriori
probability density
after picking:

— 20 red balls (t1)

— 20 yellow balls (t2)

— 20 black balls (t3)

100 -

p(t1)
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p(t2)

©
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Q
<
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O
L

Density
p(t3)

100

>

=

(7)) N~

c £ ®

DO.. «— n —
=S58

v o

2SS T ®
— = fe) X
e.|C O O
= Q'S5 88
NP 25
OO0 %Y~ oo o
pO._alu.225
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Example posterior ternary Dirichlet PDF



Score of ordered set of outcomes

* Density functions do not naturally represent the
reputation score on an ordered set of rating
levels

— e.g. Set of {Mediocre, Bad, Average, Good, Excellent}

« Rating levels can be represented as a set of
different outcomes

* Probability expectation of each rating level can
be represented separately

FOSAD 2006 94

CRICOS No. 00213]



Multinomial reputation score

*The multinomial reputation score can be defined
equal to the Dirichlet-PDF probability expectation

r(L)+C-a(L))

E(p(L;)|r,a) Proba. expect.

|
C+),. (L))
r: Multinomial evidence vector
a: Multinomial base rate vector

Number of rating levels
particular rating level

C=2

| :

L;:
Sc(L;)=E(p(Lj)[r,a) : Multinomial reputation score

QUT FOSAD 2006 95
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Initial reputation score

Example with | = 5 discrete rating levels:

1) mediocre, 2) bad, 3) average, 4) good, 5) excellent

Initial uniform .
reputation score score 06
0.4

before any ratingS O_ZM
have been received. 0-

Base rate a(x;)=0.2

Can represent
polarised ratings!

QUT FOSAD 2006
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Reputation score of polarise ratings

As before, 5 discrete levels:

1) very bad, 2) bad, 3) average, 4) good, 5) very good

1+ 1-

0.8 0.8
0.6 0.6

0.4 04
0.2 0.2
0- 04

Non-polarised
reputation score after
10 average ratings

Polarised reputation
score after 5 very bad
and 5 very good ratings

FOSAD 2006
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Computing multinomial reputation
over time with fixed base rate

. ﬁi . accumulated evidence at time |

I . evidence collected during 1 time period.
« ) : longevity factor

+ R, =A-R +T : Recursive updating algorithm

Sc, (L)) =E,(p(L))|R;,d) : Score at time period i

FOSAD 2006
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Score evolution over time
with fixed base rate

Five discrete rating levels:
1. Mediocre 1

2. Bad, 0-9/\

3. Average, gi —
4. Good, 06
5. Excellent Score 0.5
0.4
Longevity A= 0.9 0.3-
0.2 T ]
Base rate a(x)= 0.2 0.1- il = 10

Periods 1-5: Mediocre L1 |_2‘ 13 14 15 Time period
0

Periods 6-10: Excellent Rating Level

FOSAD 2006
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Score evolution over time

with fixed base rate

|
Longevity A= 0.9

Base rate a(x) = 0.2
Periods 1-10: Mediocre
Periods 11-50: Excellent

The max and min reputation
score is determined by the
longevity factor A

Score

Lev

el

FOSAD 2006
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Dynamic base rate as function of
average reputation score

 New members should get a base rate equal to the
average reputation score of the community

« Same for existing members

« Let M denote the whole community

+ d_ =E,(M) : Dynamic base rate at time period i+1

« Dynamic base rate is thus updated each period

* Sc(L)=E,(p(L))|R;,&) : Score with dynamic base rate

« Max and min reputation score become independent of
the longevity factor A

FOSAD 2006 101
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Score evolution over time
with dynamic base rate

Longevity A= 0.9

Base rate a,,,(L))= Ei(L))
Periods 1-10:  Mediocre
Periods 11-50: Excellent

The max and min reputation

scores are 0 and 1 respectively,

and are independent of the

longevity factor .
|

ell) )

—
1 ‘
0.6 ' L
Score \V
0.4 ™\
= _
‘ o W0
0.2 <
Period
O,
Lev N
el
FOSAD 2006
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Point Estimate Reputation Score

Sometimes useful to have a single-valued score
Translate multinomial score to point-estimate score
| : number of different rating levels

J . particular rating level

I-1
V(L) S . Point value for each rating level
|

o= Z'jzlv(Lj)-Sc(Lj) . Point estimate

FOSAD 2006 103
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« Level values:

« Longevity A= 0.9
 Base rate a;,,(Ly)= Ei(L) 0.2
 Periods 1-10:  Mediocre
 Periods 11-50: Excellent

Multinomial score and point estimate
with dynamic base rate

— v(L)=0
— Vv(L,)=0.25 :
— V(Ly)=0.5 |
— v(L,)=0.75 0.8
— V(Ls)=1
0.6
Score

« s=c= point estimate ——— 04!

0 et

-—
-  ®

L+s

Period

FOSAD 2006
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Score and point estimate with 5
consecutive uniform rating periods

——

Longevity A= 0.9 ‘

Base rate a,,,(L))= Ei(L)) 1
Periods 1-10:  Mediocre

Periods 11-20: Bad

Periods 21-30: Medium Score

Periods 31-40: Good 0.4 i
Periods 41-50: Excellent |

Period
*s=c0= point estimate -

FOSAD 2006
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Discrete models

Discrete measures

— “Very trustworthy”, “trustworthy”, “untrustworthy”
Computation

— Heuristic formula, or lookup tables

Simple to understand

Qualitative

Theoretically misguided

FOSAD 2006
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Belief models

 Assumes a trust scope o

« Two semantic variants of each trust scope

— Fuctional: Trust x for scope o
(e.g. ““to be a good mechanic™)

— Referral: Trust x to refer or recommend
someone/thing for scope o
(e.g. ““to be a good at recommending mechanics)

* Two topological types

— Direct: Trust as a result of direct experience
— Indirect: Trust as a result of second hand evidence

FOSAD 2006
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Computing Trust with
Subjective Logic

Generalization of binary logic and probability calculus.

Trust represented as binomial opinion: mf = (b, d, u, a)
— b: belief
— d: disbelief

~in range [0,1] Uncer{ainty
— Uz uncertainty

— a:baserate )
Where: b+d+u=1
Expectation value: E(w) = b+au
Explicit belief ownership.

Disbeliefl
0

FOSAD 2006
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Subjective logic operators 1

Opinion operator Opinion Logic Logic operator
name operator | operator name
symbol symbol
Addition + U UNION
Subtraction - \ DIFFERENCE
Complement - X NOT
Expectation E(x) n.a. n.a.
Multiplication VAN AND
Division / A UN-AND
Comultiplication L V OR
Codivision u V UN-OR

ell) )

FOSAD 2006
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Subjective logic operators 2

Opinion operator Opinion Logic Logic operator name
name operator | operator
symbol symbol
Discounting ® TRANSITIVITY
Consensus S) 0 FUSION
Conditional deduction o f DEDUCTION
(Modus Ponens)
Conditional abduction ®) T ABDUCTION
(Modus Tollens)

FOSAD 2006
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— + e ~
Simple Trust Network Demo
— Four entities, 1abe]lad AB CadD .hava opi;ﬁos about each other represented as p.oi.nts m tnangles. Entity A 13 t:tjrmg
to formn an opinion about D, and receives opinions from B and C as to the trustworthiness of D. Furthermore, A has s
m owh optiions about the trustworthiness of B and .
U SFECTRUM
Left-click and drag opition points to set opinion values. Entity A combines these opinions using the Subjective Logic Operators to
O dertve s own opimion about D), as shown by the bottom opirion triangle. In detail, entity A discousis B's opimon about D by lus
opition about B, and does similatly for C. Finally, he combines the two dizcounted opinions using the consersus operator i order to
determine hiz opimton about I Bight-click on the opimion triangles to see the exact values of each opinion. Opinion values can also be
wisualized using three-coloured rectangles.
H
L] B
O, -
= \ = /
O /| t\, [ t\,
a a
E u
LL] / | N, !

ell) )
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Simplifying complex trust networks

* Trust graphs can contain dependent paths, e.g.:

@\‘

FOSAD 2006 112




Building series-parallel graphs

* Trust graph analysis with subjective logic
requires independent paths

— called series-parallel graphs

» Constructed with series compositions and
parallel compositions

\ ‘
o - AT e
a) Directed series composition b) Directed parallel composition

QUT FOSAD 2006 113
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Method for building independent graphs

1. Determine all possible paths from relying
party to trusted party through initial graph

2. Rank all paths on trust confidence/certainty
3. Build series-parallel graph by

— including paths one-by-one according to rank

— rejecting paths that can not be included with
series-parallel composition

Resulting graph contains no dependent paths
— can be directly analysed with subjective logic

FOSAD 2006 114
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Series-parallel trust graph examples
Ba Ca
Aa /IIII — 0 \Ei [AF] = ([A,B]:[B,C]:[C.,F]) &([A,D]:[D,E]:[E,F]) graph expr.
IS _ 50 of = (0 ®0f @)D (0h @ wl ®wE) SLexpr.
I [l

_—"B > [AF] = (((TA.B]:[B,D]) ¢ ([A,C]:[C,D])) : [D,F])) ¢ ([A,EJ:[E,F])
A ~ c )D F A A B A C D A E
E o = (05 ® 0p) D (0 Q) S we ) D (v @ wx)

D
B<:E\

\F

Le—— N\,

[A,G] = (([A,B] : ([B,DI:[D,F]) ¢ ([B,E]:[E,F])) © ([A,C]:[C,F])) : [F,G]) ¢ [A,G]
08 = (0 ® (0 ® P ) ® (0f ® ) ® (0 ® 0l )) O ) ® Wl

A

QUT FOSAD 2006
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Flow models

Transitive iteration through graph
Loops and arbitrarily long paths

Source of trust can be distributed

— evenly, e.g. early version of PageRank

— discretely, e.g. current PageRank, EigenTrust
Sum of trust over all parties can be

— constant, e.g. PageRank, so one party’s increase
comes at the cost of another party’s decrease

— function network size, e.g. EigenTrust

FOSAD 2006
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Proposed and Commercial trust
and reputation systens

FOSAD 2006
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EigenTrust algorithm

Decision support for P2P networks
Individual experience recorded

Based on
— Normalised local trust scores made public
— lterative transitivity to compute global trust

No negative ratings

Sum of trust scores in community increases with
number of members

EigenTrust is a reputation system

FOSAD 2006
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EigenTrust visualisation

* Local satisfaction score: s; = sat(i,J) — unsat(i,j)
* Normalised local trust score: ¢; = max(s;,0)/Zmax(s;,0)
* lterative computation of trust score: t, = Xc;

* lterative vector t, = C".c, converges to Eigenvector of C.
— where C is the matrix of all local trust scores

Local trust scores

+ transitive trust
Example with and iterations (5

connectivity = 2 Converges to
sothatc; =0.5  global scores:
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Google’'s PageRank

Purpose to provide quality search results

Based on:
— Number of incoming links, weighted by the
— PageRank of the sites behind incoming links

Hyperlinks interpreted as positive ratings.
No negative ratings.

Random surfer model.

PageRank is a reputation system

FOSAD 2006
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PageRank visualisation

‘R(A) = (1-d)/N(Web) + d-ZR(prev(A))/N(next(prev(A)))
Damping factor d = 0.85

2R(A) =1, i.e. R(A) is the probability of the random surfer
‘PageRank(A) = | + log.,q R(A), wherel|=11

Initial rank R
+ imported rank 0.3333
Example and iterations
with N(Web)=3 Converges to: / \

0.3333 )¢ 0.3333
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Link spam and “nofollow”

» Survival of e-commerce sites depends on rank
* Possible to increase rank with link spam

— consists of putting URLs to own Web site in wikis
(publicly editable Web sites) and in postings to public
discussion groups

* The “nofollow” tag, introduced in 2005, instructs Web
crawlers not to follow a link

<a href=http://some-spammer-website.com
rel="nofollow">Link</a>

« Wikis and discussion groups now enforce that all URLs
have “nofollow”, thereby solving the link spam problem
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Negative side-effects of “nofollow”

« Outgoing URLs causes rank leak

« Many webmasters misuse “nofollow” to avoid
leaking Web ranking

« Undermines basis for original PageRank
algorithm

 Alternative info sources required for ranking
Web pages
— Toolbars
— Reputation systems

FOSAD 2006 123
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The future of Web page ranking

 1990s: No ranking, random order (Altavista)
— Boolean selection criteria possible

 1998: Random surfer model
— Based on PageRank algorithm

« 2005: Intentional surfer model
— Based on Toolbar feedback

« 2008: Ciritical surfer model
— Based on reputation systems
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Random surfer model

* Assumes a monkey that randomly clicks on Web
links.

 The monkey is the random surfer.

Ranking = probability of monkey accessing a
given page
« PageRank algorithm is the basis for this model

FOSAD 2006
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Intentional surfer model

* Assumes people who actually surf the Web

« Ranking = probability of people accessing a
given page

« Difficult to obtain global information about how
often a page is actually accessed.

* Browser toolbar provides source of info

FOSAD 2006 126
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Browser toolbar architecture

HTTP Web
Request page

\

Qback ~ O~ ¥ @ | %

Address

Googlem{.@ M~ B~ | €% Bookmarks~ & 12blocked W Checkv ] Autoil [a Send tov

ell) )

a university for the real world ®



Evidence from toolbars and spyware

2 Google Desktop: Advanced Features - Microsoft Internet Explorer

File Edit Wjew Faworibes Tools  Help

. — i .
eﬁack - > |£| |EL| _lﬁ‘] P ! Search i:.a-’ Favorites @3 =

Address :?Ej hktp:/127.0.0. 14664/ setpersonalizedhomefs =vpohyvxdSasy 4R CNLADEWAGF 13

Goagle

Desktop

Enable Advanced Features

Please read this carefully. It's not the usual yada yada.

When you use Advanced Features, you may be sending non-personal usage infarmation and
information about websites you visit to Google.

For example, Goaogle Desktop sends Google infarmation about the news pages you visit in arder to
personalize the news you see in Sidebar. We use other non-personal usage data, including crash
reports, to help improve Desktop's performance. Please note that none of this data actually tells us
who you are; we use it merely to improve Desktop's ability to give you the information that's most
relevant to yaou.

To learn more about our privacy protections, read our Privacy Policy.

[ Enable Advanced Features ] [ Disable Advanced Features

128
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Critical surfer model

 People sometimes access a Web site even
though they don’t approve of its content

— e.g. IT security researcher investigating phishing sites

 Critical surfer model depends on people rating
Web pages

« Ranking = probability of people accessing a
given page, weighted by its reputation score

FOSAD 2006 129

CRICOS No. 00213]




Critical surfer model implementation

Reputation Server Search Engine
= —
F < Scores
[ —

f /
HTTP Web URL of |LS¢0re /
Request page Web page / Rating
\ X / 7
[ Goi-,gle Go G M~ BN - ¥ Bookmarks~ & 12blocked 37 Check~ | AutoFil (s Send to~ 5 ‘

Web Browser - Reputation Toolbar
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Web Sites with reputation systems

 Auction sites:  Article postings
— www.ebay.com — www.slashdot.com
— auctions.yahoo.com — www.everything2.org
« Expert sites « Education
— www.expertcentral.com — us.ratemyteachers.com
— www.askme.com — www.virtualratings.com
 Product review « Entertainment
sites — www.citysearch.com
— Www.epinions.com — www.imdb.com
— wWww.amazon.com — radio.weblogs.com

* e-commerce

— www.bizrate.com
— www.virtualratings.com

QUT FOSAD 2006
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The eBay Feedback Forum

Centralised reputation system

Ratings:

— Buyers and sellers rate each other, 50% - 60% times
— positive, negative, neutral, + short comment

Score = X positive - £ negative

Time windows

Surprisingly positive ratings, only 1% negative
Correlation between seller and buyer ratings
Many empirical studies

Purpose: to control the quality of market

FOSAD 2006
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Example eBay member’s profile

23 eBay Member Profile for kevin2981 - Microsoft Internet Explorer

File Edit  ‘iew Tools  Help

W — I
- | b ] = i £ = -
Q Back 2 \ﬂ \ELI | A Search 1. Favorites {\3 =

Favarites

3

Address @ &y, comjwisleBavISAPT. diFviewFeedbackiuserid=kevin2981 Bitems=25dpage=3&frompage=-12iid=49901 72667 &de=of f lika G0

EBX
'l;;

Links **

Start nenw search

-~

Advanced Search

‘ ®  home pay | register | services | site rmap
Buy Sell My eBay W

Hellal Sign in or register.

* Home = Comriunity > Feedback Forurm = Member Profile

Member Profile: kevin2981 (1438 # ) ¥ 45 =

Recent Ratings:

Feedback Score: 1438 =g =g =g
o . o
Positive Feedback: 96.1% Month  E Manths 12 Maonths
Members who left a positive: 14593 @ positive B35 1807 1897
Members who left a negative: B1
@ neutral 30 76 a0
All positive feedback received: 1916 @ negative =3 - -

Learn about what these numbers mean. Bid Retractions (Fast b months): O

Feedhack Received Erom Buyers From Sellers Left for Others

2092 feedback received by kevin2981 (21 mutually withdrawn)

Member since: hMar-31-03
Location: United States

D Histary
lterms for Sale

Wisit my Store
Add to Favorite Sellers

Contact bMember

Fage 3 ofgd
>

&]

& Internet
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Example eBay feedback comments

‘2 eBay Member Profile for kevin2981 - Microsoft Internet Explorer

EBIX

File Edit ‘iew Favorites Tools  Help
Q Back ~ () Iﬂ Igl _;‘] /'_' ) Search :‘\; Favorites {4} - i 3
fddress @ ay comws/eBayISAPT dIFYiewFeedbackiuserid=kevin2951 Bitems=25&page=38&frompage=- 1 &iid=42901 72667 &:de=off s i o Links *
very pleased Buyer customtrim {43 77 ) hlay-02-05 18:13 49587590016 "~
€ will use agaid and again and again Buyer custamtrim (43 77 ) May-02-05 158:13 49575942247
€ vour the man Buyer customtrim {43 7% ) May-02-05 18:13 4987649064
€ wow fast delivery & nice watches Buyer custamtrim {43 77 ) hday-02-05 18:11 4957559950
@ Ficture very misleading, dial don't actually work, could Buyer deree33 (4) May-02-05 158:03 4954600745
do better at wal-mart
€ Great Product, Fast Shipment, & Excellent Seller Buyer chad?9212 {15 ¥ ) May-02-05 17:56 49574450024
@ Tharks Buyer debhiesS55kids (2] hlay-02-05 1748 4934641973
€ Good product. Thanks very much Buyer baek1988s {10 7% ) hlay-02-05 17:03 4975524351
€ really nice looking watch, thanks Buyer pinkannaly (2)°8 May-02-05 16:33 4987611180
€D It was not watch in photo Buyer pinkannaly (278 hlay-02-05 16:01 49576075458
€ The itern looks good. Buyer crislucera?? {10 ¥ May-02-05 15:23 4984646460
MOT ALL FUNCTIONS OMWWATCH WORKS. WONT 5,00y billabong270 (18 hlay-02-05 15:14 49834789713
BLY FROM AGAIN. g (18 57
@ Horrible ebayer. Mever received iterm and never got Buyer rl3dub {23 ¥%) hlay-02-05 14:21 49580643615
rmoney back. FFFFFF T v
£ >
‘ iéj & Inkernet
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Reputation extortion on eBay

e Serious sellers
— want satisfied customers
— don’t want negative feedback

» Dissatisfied buyers can contact seller before
giving negative feedback

« Threat of negative feedback can work better in
customer’s favour than actual negative feedback

* Proves that reputation systems work

FOSAD 2006 135
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AllExperts

* Free advice from volunteer experts
« Ratings given on scale [1,10] for
— Knowledgeable, Clarity of response, Timeliness and Politeness
« Score = average of ratings
* Most experts have scores = 10

e Business model:
— Low profile advertisement
— Prestige to volunteer experts

FOSAD 2006 136
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2 Expert Details - Microsoft Internet Explorer [E

File Edit View Favorites Tools Help

@Back @ \‘_.)l @ @ ;j ;] Search “Ej‘\'g-‘Faw:urites @ [‘;::{v .:;,, E 2 _J ﬁ
fddress |@ hktp: e, allexperts, comjdisplayExpert, asprExpert=39643 V| a0 Lirks **

ASK A QUESTION DETAILED STATS -

Volunteer Expert: Murray S.
Expertise: | can help with most virus prablems from identification to removal.. Can also point you to
the hetter free and shareware anti-virus programs.

Life Experience
Experience in the area
| have been surfing the net and using email for the past umpteen years and have yet to be
hit by a virus or trojan in any of my systems on my LAN. Contrary to what some "people”
might suggest, most virii can be safely removed and the system restored WITHOLUT
resorting to a complete re-install of the operating system

041705
General Prestige 135146 1,:, 04.-17.-05

Average Ratings from Other Users of AllExperts Cumments from Other Users uf AllExperts

Knowledge 9.88  Bestof s Thanks! ¥ou are Great Murrayll (Tina on —
Rl 4/25/05 5:19:50 PM)

Clarity of Response 986  Bestor
e Thanks, th fast! (Tina on 4/25/05

. . . anks, that was fast! (Tina on
e best

Politeness 9.88  Bestof

the best ¢ Okay, thanks for your suggestions. (Jim on

4117105 75657 PM)

Example AllExperts

I
H
F 1
O 15 ¢ |I'm enarmously grateful for Murray's help, and it
- warked. | shall certainly ask him for help if |
Q 20158 need to again. (Myfanwy on 4/17/05 4:34:31
P b
£ ! r)
QUT &] & Internst
1S7
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Advogato open-source community

Community of programmers
Hierarchic flow model reputation system

Flow capacities assigned as a function of distance
from root seed

Computation based on Ford-Fulkerson algorithm for
flow through graphs

Recommendations as
— Apprentice, journeyer, or master

Purpose: give prestige to members

FOSAD 2006
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23 Advogato's trust metric - Microsoft Internet Explorer

File Edit ‘iew Faworites Tools  Help

. — n \
eﬁack - > |£| |EL| _I\I /.JSEarch ‘i_\?Favurites 'E‘E M S - _J 3

Address |§| htkpsf fenane, advogata, argftrust-metric, kil V‘ Go  Links
Assignhment of capacities 2
The next step is to assign a capacity to each node in the graph. This is done by breath-first
searching the graph from the seed, computing a shortest distance from the seed to each node.
Then, capacities are assigned simply as a function of this distance. Modes closer to the root have
high capacity, which diminishes with distance. Currenthy;
e
(D cap(0) = 800
cap(1)=200 -
s capl(Z2) =200
¢ capl3i=450
fd capldi=12
capioi=4
O caplgi=2
capitil="1fori=6
el q)
m e An example of the capacity assignment is shown below, although with much smaller capacities
: than used on Advogato:
o) = T ;
> 3 -
T S
-
< U) seed
4_-'——~_~_O
@ Dane  Internst -
T
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A Personal info for chip - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help ;',"
" — il 5
- | 5 ) L~ i F o - by
QBack </ |£| |EL| Oy Search {f_\f:’ Favarites {\i = .*’i
Address fghlhttp:,l',l'www.advogatu:u.urg,l'persu:un,l’chip,l’ v .GD Links >
A

Personal info for chip

|Thi5 person is currently certified at Master level.

Mame: Chip Salzenberg

Homepage: hitpoipobox comi~chip!

This person is:

« aleadDeveloper on project Ferl.
« a Developer on project Debian.
« @ Contributor on project Linu,

Hecent diary entries for chip:

This person has certified others as follows:

chip certified fusion94d as Journeyer
chip certified chrisd as Journeyer
chip certified joey as Master

chip certified octobr as Journeyer
chip cerified pudge as hWaster

chip certified riel as Master

chip certified judell as Journeyer
chip certified knghtbrd as Journeyer
chip certified merlyn as Journeyer
chip certified shaleh as Journeyer
chip certified schoen as Journeyer

[N 3 o I B P [ p—— 1 -

sExample Advogato profile

=1

;&1 Done & Internet
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Epinions product review site

Reviews consumer products

Product ratings
— inrange 1 — 5 stars
— Score = average of product ratings

Review ratings
— Not helpful, somewhat helpful, helpful, very helpful
— Review score = average of review ratings

Reviewer status
— Member, advisor, top reviewer, category lead

Income share program
— Gives cash to reviewers with high number of very helpful reviews

FOSAD 2006
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2 Compare Prices and Read Reviews on Sony Cyber-Shot DSC-P100 Digital Camera at Epinions.com - Micr... |:||E||E

File Edit Wiew Favorites Tools  Help

@Eﬁack v e v B @ C{:j pSearch *Famrites @ @v & W D .«3

Address @http:,l',l'www.epiniu:uns.cu:um,l'pr-Su:un';.-'_DSC-F'1IZIIZI_DigitaI_Camera,l'displa';.f_wreviews v BYGo  Links ¥

L ] L 3 . - 5N
. - . ! Epl“lO“Scam Join Epinions | Help | Sign In

a Shopping.com company

COMPUTERS HOME & " KIDS & | OFFICE
CARS | BOOKS | MOVIES | MUSIC | o crrnware | ELECTRONICS | GIFTS | opren | FamiLy | supply | SFORTS | TRAVEL | MORE

Up to 20% off select Digital Cameras

from Dell Home.

Offer ends 5/11. b CLICK FOR DETAILS

Search for Digital Cameras % | | Search | Advanced Search
| | B J

Horme = Electronics = Digital Cameras

Sony Cyber-Shot DSC-P100 Digital Camera

Example Epinions
product profile

Overall rating: % % %

Reviemed by 23 Epinions users

Skl Df el e e Compare Prices

Curability: e ) )

Battery Life: I e e e View Details

Fhoto Cluality: e e Read Reviews S

shutter Lag av
B Il ] =

@ hitkp: f v epinions . comy helpfcateqories . hkml?tab=1 | & Internet

ell) )

a university for the real world ®



Example Epinions

2 Compare Prices and Read Reviews on Sony Cyber-Shot DSC-P100 Digital Camera at Epinions.com - M... QE]E|

File Edit Miew Favorites Tools  Help #
Q Back - Q - \ﬂ |EL| ;“‘J /.'- ) Search ‘:1\?” Favorites @7{ == - J:i
Address fEI htkp:/fene, epinions, comfpr-Sony_D3C-P100_Digital_Cameraidisplay _roreviews w . a0 Links *
Read Reviews =
showing 1-15 of 23 reviews Fage 1 2 - Wiew all Mext
Sart by Sart by
Froduct Rating Feview Date
m Product Rating: 7 % % A Good Compromise Between Size and Features
; PR S P — by green-z, Jun 25 04
Durability: e e e Pros: Pocketable size, nice pictures.
q) ) Cons: Mo mixed auto/manual mode, poor ergonomics, Uses expensive
» — Battery Life: ~ semmme= Memaory Sticks.
> Ul elE I've been a Canon fan since my first digital camera, a PowerShot 520, back in
Shutter Lay ~— ee=m=—e— 2000, That 3 megapixel (MP) camera was a real gem of technology way back
q) then. But new models advance and in early 2003 | upgraded to a slick 5 MP
. - Powershot S80. It has ...
d Read the full review
O Product Rating: #¢ % % % %  The DSC-P100 is such a GREAT cameral
s Faze of Usp:  ememsmsmem | 0F Markneustadt, Jun 23 04
U Durability: e | P TS InfoLithium Battery included, 5.1 Megapixels, PictBridge Technology,
B L'.f e FAST FAST FASTI
O ) 'E.' Cons: Proprietary USE interface on the camera end, Praprietary battery
| et As the owner of 3 Sony DSC-PS0 digital camera, we've been very happy with
Shutter Lay e the quality of Sony cameras. It was with dismay that we began to get
Q frustrated by the slow recharge time of the old camera. Plus, if | had known
how much fun digital photography ... =
£ >
&) 4 Internst
QUT LIS =4 Y =y “eA = A~ A = 4
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A Epinions.com - green-z's profile - Microsoft Internet Explorer

File Edit ‘jew Favorites Tools

eﬁack - \_/l |ﬂ @ _h f-_-j Search “g;:f:-’Favnrites Q‘E

Help

A=]

X
.far

U

& B-LJB

Address :El http: i fwny, epinions, comyuser-green-z

v B ks *

LY
Web of Trust green-z's Profile 1
(D green-z trusts:
s none yet About green-z Activity Summary
O Epinions.com ID: green-z Feviews written: 28
i . Member since:  Jul 04 01 -
» — green-z is trusted by: fember visits: 997
C 1. alietmet Total visits: 72,830
- — 2. glansix
I I I Web of Trust
& Trust green-z B
m e @ Block green-z green-z's Recent Opinions
VWe'harm shouid st ? Date Written Review Title Product ! Tapic Product Rating Rewview Rating
Q m War 01 '05  No Shuffling Here: This  2pple iPod shuffle (512 B o o Wery Helpful
Is My Favorite iPod of All -M3724LL/A) MPS Player
Time in MP3 and Digital Medis
E - Players
E Feb13'05  TransPod FM works well Metalog 001 -2002 & ik Wery Helpful
m with the iPod photo and IransPod Alin-One Car
GJ reqular iPods too Solution for iFod .
in Electronics Accessories
Feb10'05  jPod photo? Maybe Apple iPod Photo (60 6, # % % % Helpful
"iPod Color” is more MISEELLIA) MPS Player
appropi jate. in WMPS and Digital Medis
Players W
< N
2] Done & Internet
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Amazon

* Online book store, with reviews by members
— Book review in prose
— Book ratings: 1 — 5 stars
— Book score = average of book ratings
 Review ratings
— Helpful or not helpful
— Reviewer score = X helpful ratings

 Reviewer status
— #1, top 10, top 50, top 100, top 500, top 1000

— To be the #1 reviewer, you must read more books than any
living person could do.

FOSAD 2006
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3 Amazon.com: Books: Applied Cryptography: Protocols, Algorithms, and Source Code in C, Second Ed - Microsoft Inte... g@]§|
Iy
N

File Edit Yiew Favorites Tools  Help
Q Back - O = |ﬂ \ELI _"J / ) Search ~:\'/ Farvarites 6’-‘{ T b i’i
Address ﬁéj htkp: e, amazon, comjexecfobidos ASIM/04711 17099/ qid=1115343019/sr=2-1/ref=pd_bbs_b_Z 1/102-5509256-0267 349 b Go Links *
R L
Customer Reviews
Awerage Customer Review: Ynininin
Write an online review and share your thoughts with other customers.

C it The Bible of the Crypto-world, April 19, 2005
Reviewer: Gabriel E. Borlean (San Jose, CA United States) - See all my reviews

O REAL NAMET
For anyone working or studying the crypto-waorld (IT Security, Cryptographer,

N Cryptologists, PKI/PGR/SecurelD Technologists, etc.) this is a must read.

m For the fascinating world of Cryptography {the practical application of Cryptology) this is
an essential texthook that any graduate course of digital security and cryptology should
include. It is inteded as a reference book as well as a practical book to have handy for
the working professional.

It's no wonder the NSA had asked the author not to publish this book, It leaves the
Crypto-world naked to the average viewer/reader.
m Was this review helpful to you? | yes ) (no ) (Report this)
= U
Q ; 3 of 4 people found the following review helpful:
E Frinint Excellent Text - Not Too Mathematical, August 26, 2004
m Reviewer: {Fair Lawn, M1} - See all my reviews
m » — REAL NAHET
> This book provides excellent coverage of the mayor cryptography algorithms. It is a must
x hawve (for academic study or implementation), if anly for the completeness of coverage
m and the comprehensive references. The C code provided is adequate, but reasonable
I I I programming skills are assumed. The book is not overly mathematical {which many of the
L other cryptography texts are - this is great for me, as I am maore intereseted in practice).
There is also good information on assessing / comparing the merits of different
algorithms, Great for the practictioner or student taking a first course {it's still not
bedtime reading). Mathematicians will look for maore ... 3

e & Internet

ell) )
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3 Amazon.com: About STUART J GARDNER: At a Glance - Microsoft Internet Explorer E”E'E'
File Edit View Faworites Tools  Help i.;'

® — T i
eﬁack - |£| |EL| _l\J Pl ! Search ::':( Favorites 'E‘] o~ (= H _] ﬁ

Address |5§| http: ) feavaw, amazon, comexec/obidos/tg/cmmember-glance/- A1WIKQRCZIORHE] 1 fref=cm_cr_authf102-5509256-02673497%4:5 % | Go Links *

- Sopi amazoncom. W vewcar | wsier | QEEEIERD | = [Li%J {\

—
. Sports
YOUR APPAREL & HEALTH &
WELCOME SESVT-Tl BOOKS | ArCESSORIES m PERSONAL CARE

'& Qutdoors
RECOMMENDATIONS | IMPROYE YOUR | FRIEMDS & | ABOUT YOU | LEARN MORE

SEE MORE Most Wished

STORES For Items

ELECTRONICS

[Beta-What is this?)
WIZARD RECOMMENDATIONS FAYDRITES AREA

Search all Products; ‘ | @' Browse: | Books V| @
Friends & Fawvorites » About STUART 1 GARDMER | Create your About You area |
SEARCH About STUART J GARDMNER - &dd to your favorite people list

MName: STUART 1 GARDMER
Nickname: studbrass

E-mail: stuart.gardner@wverizon.net

Reviewer rank: 2373
Real Name™: S GARDMER {Fair Lawn, M1}

O

STUART 1 GARDMNER's REAL MAME™

Content About me: [ live in New Jersy and woark in MY City. [ came to the US4 in

* Wish List: 109 items 2000 and stayed alot longer than ... see more

* Beviews Written: 78
(870 helpful votes)

*istmania Lists: &5
Rating: 5.0 L'

@ 8 Internet

Feople b

k E-rnail this page to a friend

Example Amazon
member profile

ell) )
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Slashdot

“News for nerds” message board
Article postings, at Shlasdot’s discretion
Comments to articles posted by members

Comment moderation by members
— Positive: insightful, interesting, informative funny, underrated
— Negative: offtopic, flamebait, troll, redundant, overrated
— Comment score = X positive(Karma) - £ negative(Karma),
— Moderation by members with high Karma carries more weight

Comment viewing filtered by score
Member Karma

— Terrible, bad, neutral, positive, good, excellent
— Based on moderation of comments.

Metamoderation, to combat unfair moderation
— Rate the moderations: fair, unfair, neutral
— Affects Karma of member who gave the moderation

Arbitrary moderation by Shlashdot staff
Purpose: Directing massive collaborative moderation effort

QUT FOSAD 2006
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Hierarchic reputation architecture

Shlashdot type

FOSAD 2006
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Example Slashdot posting

<A Slashdot | Microsoft to Share 'Spare’ Tech with Startups - Microsoft Internet Fxplorer

File Edit ‘ew Favorites Tools  Help

: . — n
- ! | = i £ - =L
Q Back ?, \i'-l \ELI | Search 1. Favorites €€ = .;’i

Address | 8] hetp:felashdat. orgfarticlesi05/05105/2227200. shtmi?tid=1092+id=126 v EGD Links *

OS5TG | SourceForge - ThinkGeek - IThid - Linus.com - MewsFarge - freshmeat - Mewslettears - Techdobs - Slashdot Broadband

News for Nerds. Stuff that matters.

Login Microsoft to Share 'Spare' Tech with Startups

Why Login? Posted by CowbovIVeal on Thursday May 05,

) Nickname:
Wy Subseribe? ;
Why Bubsctibe @UQ:I?IPI‘»'I
=ections from the giving-hack dept. Password:

Main Anil E andangath wites "Long criticized for not being
anache innavative enough, Microsaft has announced that it
Apple will share some of ifs spare unreleased technolooy _
Askilashdat With stariups so that they can get to market soooner

5 mare with or without Microsaft'’s branding. Some of the

Books 20 technologiss being offered from Microsoft Rl ol o oo st il
inciude face recoguition, kigh performance

1 Tuere .
Developers audic/video conferencing and natural language processing technology. " REEICERELTLS

- Resriew Dlicrosoft Products

= ——— - - - — - y ——

[ ] Public Terminal

1 Tuome

ﬂ Inkernet

FOSAD 2006
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2 Microsoft to Share ‘Spare’ Tech with Startups - Microsoft Internet Explorer

EEIX

File Edit View Fawvorites Tools  Help

. . — N
- \ \ ' e . =% . 2
G Back ?, x ,;,: | g Search ;;’_\f:’ Favorites {1 = .4“

Address @j httpsfislashdot, org/comments, pl?sid=1485288Cid=1 2447 6268&pid=1244 76268 hreshold=2&mode=thread&commentsort=08&op=Chan; a Go Links **
Logmn

Wy Login?
Why Subscribe? Threshold: | 2: 40 comments % | Threaded “ | Oldest First v [ Change ” Heply]

Microsoft to Bhate 'Spare' Tech with Startups | Log in/Create an A ccount | Top | 93 comunents | Search Discussion

o -
SECTONS - — - .
- The Fine Fond: The folloerivgs comanerts are ogred by whoeter posted then, We are not responsible for thewn i g e

New motto: "It just doesn't work." (Score:d, Funny)

Apple by localroger (258128) on Thursday May 05, @09: 14PM (#12447626)
AskBlashdot Chittypfananar kaaroShin, orgfprime-intelle ctindex hitmD

EIS-:-H:IZ-: Otherwise, wouldn't it be integrated into Windows by now?

E3D [ Beply to This ]

1
evelopetrs

1 maure Mloderation +3

Catties 100% Funty

13 rcre Extra Funny' Ilodifier ]

% Earma-Borms Modifier +1

}?HM Total Score: 5

2 raare Re:New motto: "It just doesn't work." (Score:d, Insightful)

Linuy by smchris (4648930 on Thursday May 05, @03 31PM (#12447750)

Plums Basically

Arience

1 Ture

Mo loss, possible win, If somebody does buld upon it successfully, they can get the novel warm glow of saying
that the tech "ongmated" at Mcrosoft.

[ Beply to This | Parent ]
It works too well (Score2)
by applelaser™Writer (213534 on Thursday May 05, @0345PLI #1 2447544

Wore lkcely 1z that it worlts too well, and the Windows group doesn't want it because it will malke them look bad.
[ Beply to This | Parent ]

Example Slashdot

comments

8 Internet
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‘2 localroger - Slashdot User - Microsoft Internet Explorer

File

G Back - 7

Edit  Wiew Favorites Tools  Help

W — n ~
Iﬂ IELI .'“J / ! Search .. Favorites &;‘*

BEH

Address féj http: fislashdot,orgf~localroger » ﬂ Go Links *
3 mare localroger's Latest 24 of 490 Comments =
?gﬂ Subject Datesiamp Replies  Score
e _zm Window into the Abvyss Thursday May 05, @09:27P2d 2
O Liru HNew motto: "It just doesn't worls " Thursday Mfay 05, @03 14PI 5 5, Funny
1
U P;E:::S attached to Microsoft to Shate 'Spare’ Tech with Startugps
doience Dops, wrong Stella Sunday May 01, @03:46F1L 2
: YerEm attached to When Lofar Ieets S3tella
U) Km Finally, some commtnon sense saturday April 30, @11:01.4210 1 3, Inzightfil
m attached to MASA Preparing Iianned Hubble Zervice MWission
—_— 113' So at last. . *Saturday April 02, @12:06AM 1 -1, Trol
w Buss attached to Scientists Weigh Smallest Mass Ever
—— Whe defines "close? *Friday Janvary 28, @01.42FM 2 2
m IJI: attached to Morwegian Student Ordered to Pay for Hyppetlinks to Tiusic
| - O1d Polls Dddly enough re: Cyndi Lauper *Tuesday January 25, {@11:43PM 2
— Topics : | ol
Q m Hall of F ame attached to Could THG Stunt Casting Save 'Enterprize'?
Q Hubimit Story He's lucky he got the real microphone to workk  *Frday January 21, @ 10:44P14 3., Informatre
it attached to Build ¥our O Eotary-Dial Cell Phone
E E Supporters The new Inactive Desktop? *Thursday Jarmary 13, @10:33PM 2 2
m io_u?aids attached to Windows Longhorn to make Graphics Cards more Tngortant
x m — I second the Basic Stamp *donday JTanary 03, @06:21FLL 2
D EIVICES attached to Introducing Children to Computers?
Broadhatid i )
I I I Pricerabber iOn the fourth day of Christmas. . *Friday December 24, @10:46 A0 1 2z
M attached to Four Mew Unpatched Windows Vulnerabilities
apecial Offers
Tech Johs A-IEn *Thursday MNevember 25, @ 12:45P11 2
Thiz 13 what T do *Thursday Mowvember 25, @ 12:42FPM 3. Informative BY
:&1 ﬂ Internet
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Problems and proposed solutions

FOSAD 2006
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Reputation System Challenges

* Ad hoc computation

* Collusion

 Unfair ratings

« Change of identity

* No incentive to provide ratings

* Hard to elicit negative feedback
 Discrimination

* |s past performance = future performance ?

FOSAD 2006 154




Reputation systems as attack instruments

* Dependence on reputation systems makes it
necessary to assess their reliability

« Strategic manipulation of reputation systems can
harm the entities through reputation destruction

* Robustness of reputation systems requires hard
security
— Authentication
— Anonymity
— Rating tokens
— etc.

FOSAD 2006 155
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What about subjective taste?

« Recommender systems based on
collaborative filtering

— Assumes different taste
— |ldentifies like-minded with same taste
— Recommender systems

* Reputation System
— Assumes consistent quality judgement
— Sanctions poor quality
— “Collaborative Sanctioning System”

FOSAD 2006 156
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Collaborative filtering

/ approval ‘_,\ KRecommendation of objech

. A= 1 to subject B because other
Subjects | 5 subjects with similar taste
B ) like object 1

: 3
I \l DI 1
T 4 | Objects |
1 I
[ :
' | Approval :
I 1 ratings [
11 I
AR | |
K Recommender System / K Recommender system /
a) Past b) Present
FOSAD 2006
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Recommender systems In practice

Date: 4 Sep 2006 03:33:48 -0700

From: Amazon.com <store-news@amazon.com>

To: a.josang@qut.edu.au

Subject: Amazon.com recommends The CISSP Prep Guide: Gold Edition and more

Audun Josang, Amazon.com has new recommendations for you based on items you
purchased or told us you own.

We recommend: The CISSP Prep Guide: Gold Edition
by Ronald L. Krutz
http://www.amazon.com/o/ASIN/047126802X/ref=pe_ar_x1047126802X

List Price: $80.00
Price: $47.88
You Save: $32.12 (40%)

Recommended because you purchased or rated:
* Official (ISC)2 Guide to the CISSP Exam

FOSAD 2006
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Combining recommender and
trust systems

* Reputation systems can be used to determine
trust relationships

— Little purpose of getting trust recommendations about
Microsoft products from Linux freaks

 Trust recommendation based on collaborative
filtering

FOSAD 2006 159
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Collaborative filtering and transitive trust

/ approval / \

9 | func. trust

s trust = rec. of w
Subjects ” ,7lal=~
/ \
B \
—
" \ y :ef.t , _}@ f[unct. b
1o > | Objects y [TUS rus
1 I \
| | \
: : Approval \rec. of A
I I ratings 1
11 \
A2 \
K Recommender System / K Recommender system /
a) Past b) Present
FOSAD 2006
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Yhprum's Law
(systems that shouldn’'t work sometimes do)

« People provide ratings despite having no rational
incentive to do so.
— Helps others, but not self
— Can create competition over scarce resource

* Negative ratings are hard to elicit.

» Relatively easy to mount attacks against existing
reputation systems.

* A reputation system works when people can relate to it
* Supports community building

QUT FOSAD 2006
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Countermeasures against attacks

Sound computation engines

Authentication/security
— Prevents change of identity

Statistical filtering, and discounting

— To prevent unfair ratings, discrimination and
collusion

Anonymity
— To prevent fear of retaliation

Benefits / special offers
— To provide incentive

FOSAD 2006 162
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Concluding remarks 1

* Very primitive commercial systems

— It is important that users can relate to the systems

— Community building is an important factor, in addition to
enhancing market quality

* Many different proposed theoretic
systems

— Little coherence among researchers
— Pioneering period
— No one system is optimal in for all applications

FOSAD 2006 163
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Concluding remarks 2

» Challenging to make systems
robust against attacks

— Limits the potential of reputation systems
— Requires hard security

» Benefits of trust management

— Complements traditional security mechanisms

— Provides incentive for good behaviour

— Sanctions bad behaviour

— Increases the quality of online markets and communities
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