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What exactly happened here? (part 1)

1. OAT I T AT O EEAIT A6 ET OEA -
The attacker chose the comment data, and its field encoding
2. Heap overflow
When copied, the comment overflowed the heap
The heap metadata was corrupted in the overflow

The overflow also caused an exception to be thrown

3. Overwriting of arbitrary memory
The exception was caught to invoke a cleanup handler
A heap operation was performed using corrupt metadata

— Attacker-chosen data written to an arbitrary address
Attacker overwrote thevtable-pointer of a global C++ object
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What exactly happened here? (part 2)

} Heap metadata is based on douHinked lists
To unlink, must donode- >prev - >next = node - >next
Can allow arbitrary writes in exploit$(addr+4) =  val

4. Attack payload is executed

Later in the cleanup, the global C++ object instance is deleted
4 EA 1 AtablkpodiS © attackerchosen code pointers
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Machine code attacks & defenses

1 Until recently, the majority of CERT/CC advisories dealt with
subversion of expected behavior at the level of machine code

} E.g., overtlow bufter I NX prevents
to overwrite return A Q&d nedty
address on the stack execution

1 Other vulnerabilities
can also be exploited .
return pomter

to hijack execution EAOT 80
overwritten

IGS checks
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Particular defenses for heap metadata

} Check invariants for doublinked lists
To unlink, must donode- >prev - >next = node - >next

Only do ifnode- >prev - >next =node =node- >next - >prev
(Check deployed in Windows since XP SP2)

prev

—~
next \ prev | next \
T e

+ Other, more generic defenses possible (and in use)
E.g., can encrypt the pointers somehow, or add a checksum

} What are the principles behind such defenses?
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Assumptions are vulnerabillities

1 How to successfully attack a system
1) Discover what assumptions were made
2) Craft an exploit outside those assumptions

} Two assumptions often exploited:
A target buffer is large enough for source data
Computer integers behave like math integers
(.e., buffer overflows & integer overflows)
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Assumptions about control flow

} We write our code In higkevel languages

1 Naturally, our execution model assumes:
Functions start at the beginning
They (typically) execute from beginning to end
And, when done, they return to their call site
Only the code in the program can be executed

The set of executable instructions is limited to
those output during compilation of the program
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Assumptions about control flow

} We write our code In higkevel languages

} But, actually, at the level of machine code
Can start in the middle of functions
A fragment of a function may be executed
Returns can go to any program instruction
All the data has usually been executable

On the x86, can start executing not only in the
middle of functions, but middle of instructions!
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Protection alternatives

+ Safer, higherlevel languages:ML, JavaCCured etc.
Need porting, source access, and runtime support
In particular, need garbage collection, fat pointers, etc.
Mostly based on static checking with little or no redundancy

} Hardware protection or software binary interpretation
Applies to legacy code, but typically with coarse protection
Finergrained protection requires complex, slow interpreters

1 Unobtrusive, language-based defensedor legacy code
Low-level (runtime) guarantee for certain higlavel properties
Specific to vulnerabilities/attacks; offer limited defenses
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Unobtrusive defenses for legacy code

} In practice, we focus on defenses that
Operate at the lowest level (machirsode)
Involve no source&ode changes; at most reompilation
Have zero false positives (and close to zero overhead)

1 All defenses discussed here fall into this class
Typically, runtime checks to guarantee hiigwvel properties
Vulnerabilities may still exist in the higlvel source code
Hence, these defenses are often calladigations

} Active topic of research, including at Microsoft Research
CFl & XFI in proje@leipnir also DFI, Vigilante, Shield, etc.
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Characterizing unobtrusive defenses

} All defenses are limited (correct software is better)
Only prevent some exploits: e.d)oSstill possible
Often unclear what vulnerabillities are covered & what remain

} Defenses are Iin tension with other system aspects

Defenses can require pervasive code modification or
refactorization, reduce overall performance, cause
iIncompatibilities, conflict with system mechanisms, and
Impede debugging, servicing, etc.

Hence focus on unobtrusive, neaero-cost defenses

1 The balance changes over time
And so do the defenses that are deployed in practice
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Assumptions of low - level attacks

} Low-level attacks are, by definition, dependent on the
particulars of the lowlevel execution environment

For example, the 1988 Internet Worm depended on the
precise particulars of VAX hardware, the 4BSD OS, and a then
commonly-deployed version of théngerd service

} Indeed, lowlevel attacks are typically incredibly fragile:
a single implementation bit flip will foil the attack
(although a Deniabf-Service attack may remain)

+ This helps when designing unobtrusive defenses !
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Overview of tutorial lecture & paper

1 Context of lowlevel software attacks
Possible whenever higlevel languages are translated down

} Detailed exposition of lowevel attacks and defenses
Using the particulars of x86 ({132) and Windows

} Four examples of attacks
Representative of the most important lovevel attack classes
(Notably, we skip formattring attacks and integer overflow)

1 Six examples of defenses
Some of the most important, practical lo¥evel defenses
Five out of six already deployed (in Windows Vista)
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Security In programming languages

} Languages have long been related to security

} Modern languages should enhance security:
Constructs for protection (e.g., objects)

Techniques for static analysis

In particular, type systems and rttrme systems that ensure
the absence of buffer overruns and other vulnerabllities

A useful, sophisticated theory
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Secure programming platforms

Java source Visual Basic

C++
compiler

VB

Java compiler _
compiler

C# compiler

JVML (bytecodes)

Executed on Executed on

JVIM .NET CLR

(Java Virtua

Machine) (Common Language Runtime)



Caveats about high - level languages

1 Mismatch In characteristics:
Security requires simplicity anainimality
Common programming languages and their
Implementations are complex

} Mismatch in scope:
Language descriptions rarely specify security
Implementations may or may not be secure
Security Is a property of systems

Systems typically include much security machinery beyond
language definitions
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An 1deal: full abstraction

} Ensure that all abstractions of the programming
language are enforced by the runtime
DOl COAI 1T AOO AT 60 EAOA O EI
If they understand the programming language, they
understand the lowlevel platform programming model

} Ensure that translation from C# to IL is fully abstract

Properties that hold here... C# program

...also hold here
IL program
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Full abstraction

} Two programs are equivalent if they have the same
behaviour in all contexts of the language e.qg.

class Secret { class Secret {
private int f; i [
. . public Secret(int fv) { }
public Secret(int fv) { f = fv; } 6 public Set(int fv) { }
public Set(int fv) { f = fv; } }

}

v m N L 7 N 7z

11 O0OAT O1 AGETT EO O&O0IT U A,
} For example:
OEA OOOAT OI ABET 16 EO mEOIT T Oi

If there exist contexts (e.g. other code) in MSIL that can
distinguish equivalent source programs, then the translation
fails to be fully abstract
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Full abstraction for Java

+ Translation from Java to JVML is not quite fully abstract
(Abadi, 1998)

1 At least one failure: access modifiers in inner classes

a late addition to the language

not directly supported by the JVM
compiled by translation => impractical to make fullipstract
without changing the JVM
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An example in C#

class Widget {
// No checking of argument
_virtual void Operation(string s);
é

}
class SecureWidget : Widget {
// Validate argument and pass on
// Could also authenticate the caller
override void Operation(string s) {
Validate(s);
base.Operation  (S);

}
}

é
SecureWidget sw =new SecureWidget ();

} Methods can completely mediate access to object internals

In particular, there are no buffer overruns that could somehow
circumvent this mediation

References cannot be forged
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An example in C# (cont.)

+ In G#, overridden methods cannot be invoked directly
except by the overridingnethod

} But this property may not be true in IL:

class Widget ({
// No checking of argument

virtual void Operation(string S);

&
J | |
class SecureWidget : Widget {

/[ Validate argument and pass on

// Could also authenticate the caller

override void Operation(string s) {

Validate(s);

} base.Operation (s ); /// In IL (pre -2.0), make adirect A
) /I call onthe superclass
& Idloc sw
SecureWidget sw =new Secy ldstr ol nvalid stringo
// We can avoid validation \callvoid Widget::Operation(string ) Y
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Further examples for C# and more

} Many reasonabl@rogrammer expectations have
sometimes beeralse in theCLR (and in JVMSs).

Methods are always invoked on valid objects.

Instances of types whose API ensures immutability are
always immutable.

Exceptions are always instancesyfstem.Exception
The onlybooleansA OA OOO0OO0A6 AT A O&EAI O
8

} (.NET CLR 2.0 fixes sormné&thesediscrepancies)

23 FOSAD'07: Lovievel Software Security "“H osoft '



Current Web app attacks & defenses

Attacker client

_ Rich data
l Attacker session l w/attack

Rig:h _dfjfa

UC AV U

i Rich data gg

. w/attack l

Client Server Storage

A Web browser client and a Web application server 1

+ Web applications display rich data of untrusted origin
1 Set of client scripts may be fixed in sensde language

} Attack: Malicious data may embed scripts to control clien
Web browsers run all scripts, by default

1 Defense: Servers try to sanitize data and remove scripts
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Limitations of server - side defenses
} High-level language semantics e e

may not app|y at the client "WREIOOL MAIL smec, 1y ance e [ sercne ..

3 check Mail @ Compose {2} Home | Spam [x Mabile | Options ~ | Help ~
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Account for browser features,
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The type - safe (managed) alternative

} Managed code helps, but (so far) we cannot reason aboL
security only at the source level.

1 Wemay ignore the security dfanslations:
when (truly) trusted parties sign the lelevel code, or
If we can analyze properties of thew-levelcode ourselves

These alternativesre not always viable.

} Inother cases, translations should preseatdeast some

security properties; for example:
the secrecy of pieces of databeled secret
fundamental guarantees about control flow.
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Generalizations at the low - level

1 Remainder of lectures describes attacks and defenses
1 Technical details for x86 and Windows

} But, the concepts apply in general

} Some attacks and defenses even translate directly
+ E.g., randomization for XSS (web scripting) defenses
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Why not just fix all software?
71 O AT 60 T AAA AT U AAZEAT OA
} Fixing software is difficult, costly, and errprone
) O EO EAOA AOAT O OPAAEEU x
Needs source, build environments, etc., and may interact

badly with testing, debugging, deployment, and servicing

} %O0AT OT h A 110 1T &£ O £FOxAO,
For example, secure versions of APIs, esicpy s
In best practice, applied with automatic analysis support

} Best practice also uses automatic (unobtrusive) defenses
Assume that bugs remain and mitigate their existence
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Why not just fix this function?

int unsafe( char* a, charx b ) int safe( char* a, charx b )

{ {
char t[MAX_LEN]; char t[MAX_LEN] = { ’\0’ };
strcpy( t, a ); strcpy_s( t, _countof(t), a );
strcat( t, b ); strcat_s( t, _countof(t), b );
return strcmp( t, "abc" ); return strcmp( t, "abc" );

} }

(a) An unchecked C function. (b) A safer version of the function.

+ Obviously, functiorunsafe may allow a buffer overflow
$APATAO 11 EOO Ai1 OA@ONn EO I
+ Alas, functionsafe may also allow for errors
What ifaor b are too long? Or what if we forget to initialize?

~ (L} N\ (L} Pal

11T A OOOAIT T U AT AA EO 110 1,
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Attack 1: Return address clobbering

int is_file_foobar( char* one, char* two )

{
// must have strlen(one) + strlen(two) < MAX_LEN
char tmp[MAX_LEN];
strcpy( tmp, one );
strcat( tmp, two );
return strcmp( tmp, "file://foobar" );
}
+ Attack overflows a (fixegize) array on the stack
}4EA A£OT AOETT OAOOOI AAAOA(

1 The best known lowevel attack
Used by the Internet Worm in 1988 and commonplace since

+ Can apply to the above variant ohsafe andsafe
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Any stack array may pose a risk

int is_file_foobar_using_loops( char* one, char* two )

{
// must have strlen(one) + strlen(two) < MAX_LEN
char tmp[MAX_LEN];
char*x b = tmp;
for( ; *ome != ’\0’; ++one, ++b ) *b = *one;
for( ; *two != ’\0’; ++two, ++b ) *b = *two;
xb = }‘-\OJ;
return strcmp( tmp, "file://foobar" );
}

} Not just arrays passed as argumentsstocpy etc.
+ Also, dynamiesized arraysdlloca orgcc generated)

1 Buffer overflow may happen through hartbded loops
E.g., the 2003 Blaster worm exploit applied to such code
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A concrete stack overflow example

1, AOB6 O

address

content

0x0012ffb5c
0x0012f£58
0x0012f£f54
0x0012f£50
0x0012ff4c
0x0012££48
0x0012ff44
0x0012££40

0x00353037 ;

0x0035302f
0x00401263
0x0012ff7c
0x00000000
0x00000000
0x00000000
0x00000000

3
¥

¥

*
3
®
¥
L]
3
®
¥

11T 1T E iAfe fabBaA OOAAE Al

argument two pointer

, argument one pointer
; return address
; saved base pointer

tmp is zero
tmp 1s zero
tmp is zero
tmp is zero

The above stack shows the empty case: no overflow here

(Note that x86 stacks grown downwards in memory and
that by tradition stack snapshots are also listed that way)
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A concrete stack overflow example

address content

0x0012f£f5c 0x00353037 ; argument two pointer

0x0012f£58 0x0035302f ; argument one pointer

0x0012ff54 0x00401263 ; return address

0x0012f£f50 0x0012ff7c ; saved base pointer

0x0012ff4c 0x00000072 ; tmp continues ’r’ 10’ ’\0’ ’\0’
0x0012f£48 0x61626f6f ; tmp continues ’o’ ’o’ ’b’ ’a’
0x0012ff44 0x662f2f3a ; tmp continues ’:’ ?/? /> 7§’
0x0012ff40 0x656c6966 ; tmp array: £ 217’1 e’

} The above stack snapshot is also normal w/o overflow
1 4EA AOCOI AT OO E Aoovkro AOA O A&l
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A concrete stack overflow example

+ Finally, a stack snapshot with an overflow!

address content
0x0012ff5c 0x00353037 ; argument two pointer
0x0012f£58 0x0035302f ; argument one pointer

0x0012f£54 ; return address ’s? ’d? £ N0
0x0012££50 ; saved base pointer s’ ’d’ ’f’ ’a’
0x0012ff4dc ; tmp continues ’s? ’d’ ’f? ’a’
0x0012££48 ; tmp continues ’s? ’d’? ’f? ’a’
0x0012ff44 2f2f3a ; tmp continues N AT
0x0012ff40 0x656c6966 ; tmp array: £ 210 217 e!

+ In the above, the stack has been corrupted
1 The second (attackechosen)arg E @sdf@sdfasdfasdi
v/ £ AT OOOAh AT AOOAAEAO 1| E
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A concrete stack overflow example

1 Now, a stack snapshot with a malicious overflow:

address content
0x0012ff5c 0x00353037 ; argument two pointer
0x0012f£58 0x0035302f ; argument one pointer

; return address: address of attack payload

0x0012f£f50 : Irrelevant

0x0012ff4c : Irrelevant

0x0012£f48 ; attack payload

0x0012ff44 2f2f3a ; tmp continues SN R AR
0x0012ff40 0x656c6966 ; tmp array: £ 212 10 e’

} In the above, the stack has been corrupted maliciously
} TheargsAOA OZEEI AdT T o6 Afodendaad OC
1 XX can be any nemero byte value
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Our attack payload

machine code

opcode bytes assembly-language version of the machine code
Oxcd 0x2e int 0x2e ; system call to the operating system
Oxeb Oxfe L: jmp L ; a very short, direct infinite loop

1 Same attack payload used throughout tutorial
(Note: x86 is littleendian, so byte order in integers Is reversed)

} The four bytexfeeb2ecd perform a system call and
then go into an infinite loop (to avoid detection)

+ An attacker would of course do something more complex
E.g., might write reashellcode, and launch a shell
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Attack 1 constraints and variants

} Attack 1 is based on a contiguous buffer overflow
Major constraint: changes only/all data higher on stack

Buffer underflow is also possible, but less common
Can, e.g., happen due to integeffset arithmetic errors

} The contiguous overflow may be (AL Lokl
If so, attack data may not contain ze Is also
Maybe hard to craft pointers; but co

mov eax, Oxfffffeff
xXor eax, Oxffffffff

1 One notable variant corrupts the bagminter value
Adds an indirection: attack code runs later, on second return

} Another variant targets exception handlers
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Attack 1 variant: Exception handlers

Next EH Frame

0 OAOEIT OO

ack frame State Index
&C++ EHThunk
Return address &Next EH Link

FS:[0]

}  Windows controls EH dispatch

+  EH frames have function pointers
that are invoked upon any trouble
egiste }  Attack: (1) Overflow those stack
pointers and (2) cause some trouble
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Defense 1.
Checking stack canaries or cookies

} High-level return addresses are opaque (in C and C++)

} Any representation is allowed
Can change it to better respect language semantics
Returns should always go to the (propengsted) call site

} In particular, could use crypto for return addresses
Encrypt on function entry to add a MAC
Check MAC integrity before using the return value

+ (Of course, this would be terribly slow)

} Then, attacks need key to direct control flow on returns
Whether a buffer overflow is used or not
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Stack canaries

1 Instead ofcrypto+MACA AT OOA A OEIl Bl £
Assume a contiguous buffer overflow is used by attackers
And that the overflow is based on zeterminated strings etc.
000 A AAT AOU xEOE OOAOI ET AOI
address content

0x0012f£f5c 0x00353037 ; argument two pointer
0x0012f£58 0x0035302f ; argument one pointer

0x0012ff54 ; return address

0x0012££50 ; saved base pointer

0x0012ff4c ; all-zero canary

0x0012f£48 ; tmp continues ’r’ ’\0’ ’\0’ ’\0’
0x0012ff44 ; tmp continues ’o? ’o0’ ’b? ’a’
0x0012££40 ; tmp continues ’:? /2 /2 Of?
0x0012ff3c 0x656c6966 ; tmp array: £ 217 17 e’

} Check canary integrity before using the return value!
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Stack cookies

} Can use values other than-akro canaries

&1 O AgGAlI b1 Ah 1T Ax1 ET0koooaftod ) A ¢
} Can also use random, secret valuescookies

Will help against nofterminated overflows (e.g. vimemcpy

address content

0x0012ff5c 0x00353037 ;
0x0012f£f58 0x0035302f ;
0x0012f£f54
0x0012££f50
0x0012ff4c
0x0012££48
0x0012ff44
0x0012££40 ;
0x0012ff3c 0x656c6966 ;

3

3

argument two pointer
argument one pointer
return address

saved base pointer

, a secret, random cookie value

; tmp continues ’r’ ’\0’ 210’ ’\0’
; tmp continues ’o’ ‘o’ ’b’ ’a’

; tmp continues ’:? 2/ /2 2 f)

tmp array: £ 217 17 e’

+ Check cookie integrity before using the return value!
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Windows /GS stack cookies example

+ Add In function base pointer for additional diversity

function_with_gs_check:
: function preamble machine code

push ebp : save old base pointer on the stack
mov ebp, esp : establish the new base pointer
sub esp, 0x14 . grow the stack for buffer and cookie

: function body machine code

- function postamble machine code

mov esp, ebp : shrink the stack back
pop ebp : restore old, saved base pointer
ret ; return
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Windows /GS example: Other details

1 Actual check iIs factored out into a small function

__security_check_cookie:

cmp ecx, [__security_cookie] ;compare ecx and cookie value
jnz ERR . if not equal, goto an error handler
ret ; else return

ERR: jmp __report_gsfailure . report failure and halt execution

} Separate cookies per loaded code module (DLL or EXE)
Generated at load time, using good randomness

} The _report_gsfailure handler Kkills process quickly
Takes care not to use any potentialtprrupted data

43 FOSAD'07: Lovievel Software Security "“H osoft '



Defense 1: Cost, variants, attacks

} Stack canaries and stack cookies have very little cost
Only needed on functions with local arrays
Even so, not always applied: heuristics determine when
(Not a good idea, as shown by recent ANI attack on Vista)

} Widely implemented: /GStackGuargProPolice etc.
Implementations typically combine with other defenses

+ Main limitations:
Only protects against contiguous stadiased overflows
No protection if attack happens before function returns
For example, must protect functiepointer arguments
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Attack 2:
Corrupting heap - based function pointers

typedef struct _vulnerable_struct

{

char buff [MAX_LEN] ;
int (*cmp) (char*,char*);
} vulnerable;

int is_file_foobar_using_heap( vulnerable* s, char* one, char* two )

{
// must have strlen(one) + strlen(two) < MAX_LEN
strcpy( s->buff, one );
strcat( s->buff, two );
return s->cmp( s->buff, "file://foobar" );
}

11 EO0T AOETI T DPT ET OAO EO OAAEO!
} Attack overflows a (fixegbize) array in a heap structure
Actually, attack works just as well if the structure is on the stack
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Attack 2 example (for a C structure)

} Structure contains
The string data to compare against

A pointer to the comparison function to use
For example, localized, or casesensitive

buff (char array at start of the struct) cmp
address: 0x00353068 0x0035306c 0x00353070 0x00353074 0x00353078
content: 0x656c6966 0x662f2f3a 0x61626f6f 0x00000072 0x004013ce

(a) A structure holding “file:/ /foobar” and a pointer to the strcmp function.
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Attack example (for a C structure)

+ The structure buffer is subject to overflow
(No different from an functiorocal stack array)

1 Below, the overflow Is not malicious

buff (char array at start of the struct) cmp
address: 0x00353068 0x0035306c 0x00353070 0x00353074 0x00353078
content :

(b) After a buffer overlow caused by the inputs “file:/ /7 and “asdfasdfasdf”.

1 (Most likely the software will crash at the invocation of
the comparison function pointer)
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Attack 2 example (for a C structure)

1 Below, the overflowfis* malicious

} Note that the attackemust know address on the heap!
Heaps are quite dynamic, so this may be tricky for the attacker

buff (char array at start of the struct) cmp
address: 0x00353068 0x0035306c 0x00353070 0x00353074 0x00353078

(a) A structure holding “file:/ /foobar” and a pointer to the strcmp function.

+ Upon the invocation of the comparison function pointer,
the attacker gains contrel unless defenses are in place
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