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Distinguishing two types of numbers

Set A: Set B:

2048-bit integ ers with exactly 2048-bit integ ers with exactly
2 prime factor s, each with at 3 prime factor s, each with at
least 512 bhits. least 512 bits.

37409576297451187339805674398175395778325467384596/7/825364509871
365295584882333644985766091852825640501638759879538762635485678
24309142576525364852637409912523176474898557660096332739394 7586
123498750533495862054987746524351089758393218367443278968764534
3127364987564354675092736565475849823142537584950243685261

left or right?
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Random vs. pseudo-random Dbit generator

RBG PRBG
output output
sequence sequence

101100011101111001001110100010000011101100101110010111010001101
000011011010111101010001101011010100100101011110101000001101101
111000111011000101111010010101101001010110000101011010101101001
110011001001100010110100011100101010001011010100001111000101010

left or right?
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Distinguisher' s advantage

50%™ 450%

D's task: Guess left/right

Prob(correct guess) = 0.5+ /2

= AP mm (Dsadvantage)

View

best D: A W W
D

left / right
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Distinguishing a RV V from a uniform RV U

PvV)
___|._J ______ | B 1 (uniform)
VI
Y

Statistical distance:
d VU - > Py ——  (sum of red guantities)

AV U
Possib le interpretation:. P V U d VU
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Discrete systems

X1, Xo, ... Y1, Yo, ...

—»S—»

Description of S: pseudo-code , gures, text, ...

What kind of mathematical object is the behavior?
Only input-output behavior is relevant!
Characteriz ed by: pS for

abstraction called random system [MauO2]
This description is minimal!

Redundant (better) description: pS

Equivalence of systems: S T if same behavior

Realization of S from a RV (range ): S
notion of independence
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Distinguisher s

notation:

X1, Xo, ...
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Distinguishing advantage

2 equiv alent views: S
_lng
YW =0/1 YW =0/1 YW =01

AD s T pDS w pDT w
SDSTZ v -

best (adaptive) D: A ST
best non-adapt. D: ANA S T



Y1, Yo, ...

E

(@))

= :

MH .,
- N

= =

|_V —

¢b) x

=

G



X1, Xo, ...




X1, Xo, ...

ﬂ




Game-winning

= y I game won

D's prob. of winning with  queries: D s




= y I game won

D's prob. of winning with  queries: D s

Optimal (adaptive) D: S max D s



Game-wit

X1, Xo, ...

D's prob. of winning with  queries: D s
Optimal (adaptive) D: S max D s
Optimal non-adapt. D: NA S maxp NA

5
J

Q

~ VI

monotone binary output (MB
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I game won

D g
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Playing 2 games in parallel

Can a combined strategy be better than optimal
Individual strategies?

YES! Chess grand-master s' problem!

Lemma [MPRO7]: For winning both games, playing
Individual optimal strategies Is optimal.
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Game-winning <= Distinguishing

Def.: Sand T are restricted equivalent,denoted S T,
If the 1/O behavior is identical as long as MBO 0.

Lemma (=) [Mau02]. If S T, then, for every D,
AP sT < DPs D 1

In particular, A S T < S

Lemma (<) [MPRO7]: Any S and T can be enhanced
by MBOs to systems S and T suchthat S T and,
for every D, D S AD ST
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Security ampli cation paradigm

.E ey
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ldea: Combine several mildly secure systems
to obtain a highly secure system.

Example: Cascade of mildl y secure ciphers
yields a highly secure cipher!



Distinguishing a RV V from a uniform RV U

PvV)
___|._J ______ | B 1 (uniform)
VI
Y

Statistical distance:
d VU - > Py ——  (sum of red guantities)

AV U
Possib le interpretation:. P V U d VU
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Product theorem for random variables

05 04 0.04=2 0.1 (
i L V T

o % lost.46
‘\030.7 0.2 VLV Jo_\r
05 03§ Y.

Theorem: d(VeV,WUu) < 2 d(V,U) d(V',U)




Product theorem for random variables

Vx\V

Theorem: d(V V,U) < 2 d(V,U) d(V',U)
for any guasi-gr oup operation
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Product theorems for systems ? [MPRO07]

Let F and G be (possib ly stateful) functions.

— I: F*G

—1 G

Theorem: A F GR <2 A FR A GR
for any quasi-gr oup operation

(R uniform random function)
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Product theorems for systems [MPRO7]

Let F and G be (possib ly stateful) perm utations.

F> C

Theorem: A F GP <2 A FP A GP
If G Is stateless.

Special case: Vaudenay's decorrelation theorem

What is the general principle?
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Neutralizing constructions

Def.: C

Examples:

X

Jl

X

c(.,.

Jl

IS neutralizing IfC | G

CFG

F G,

[MPRO7]

J

F |

G J

CFJ
Q

R

ClJ
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Neutralizing constructions [MPRO07]

—| |
| X F |
- F —Tl
™ J [,z
- SR G J
- G —Tl
c(.,.}y—
Def.: C IS neutralizing IfC | G CFJ
Examples: C F G F G | J Q
CFG F G | J Q

Theorem: CFG Q 2 F |
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Proof of the product theorem (1)
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Proof of the product theorem (1)

Theorem: CFG Q 2 F | G J
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Game-winning Indistinguishability

Def.: Sand T are restricted equivalent,denoted S T,
If the 1/O behavior is identical as long as MBO 0.

Lemma (=) [Mau02]. If S T, then, for every D,
st DPs D T
In particular, ST S

Lemma (<) [MPRO7]: Any S and T can be enhanced
by MBOs to systems S and T suchthat S T and,
for every D, D ¢ D g7
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Proof of the product theorem (2)

I,
L po!

by

BN E S

Task: Guess Z Z
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Game 2 not won  advantage O in guessing Z
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Proof of the product theorem (2)

I,
L po!

by

BN E S

Task: Guess
De ne MBOs and give the guesser access to them.

Game 2 not won  advantage O in guessing
Game 1 or game 2 not won  adv. O in guessing

advantage probability that both games won
We give the guesser direct access to the 2 games.
Prob. of winning product of winning games 1 and 2.
F | G J g.e.d.
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Computational Indisting. ampli cation

Theorem [M-Tessaro09]. The previous statements
hold also for computational indistinguishability

& =class of ef cient distinguisher s (e.g. poly-time)

Example:

X —»| Cipher 1 —— | Cipher 2 |—» oo o —p| Cipherni—» VY

T T T

key Z, key Z, key Z

CP = C C P

Problem: Amplication only if



Strong security ampli cation

T

key Z

Theorem [MTQ9].

C P

Cipher 1 —»{ Cipher 2
key Z, key Z,

®C

Cipher n

!

key Z

C P

I/ Y
key Z

n+1



Indistinguishability ampli cation: Type 2

Theorem: F GR NAE R NA'G R

Theorem: F GP NA'E P NA'G P



