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A Some retrospective, some news.

A Some technical material, about languages,
logic, proofs, security, and their connections.

I A nonstandard application of language
based security to access control.

I A surprising relation between access contro
and informationflow control.
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Basics



The access control model

A Elements:
I Objectsor resources
I Requests
I Sources for requests, calledincipals
I Areference monitorto decide on requests

= 1)
I Do Referencel .| Opiect
Principal o J

Source Request




Authentication vs. access control

A Access control (authorization):
I Is principalAtrusted on statemens?
I If Arequestss, Is s granted?

A Authentication:
I Who says?



An access control matriampson, 19711

objects | filel file2 file3 file4
principals
userl WX rw r X
user2 r r X
user3 r r X




The principle of complete mediation
[Saltzerand Schroeder, 1975]

Every access to every object must be checked
for authority.

A This principle can be enforced in several ways

I The OS intercepts some of the requests.
The hardware catches others.

I A software wrapper / interpreter intercepts
some of the requests. (E.g., as in VMs.)




Implementing access control

Two strategies (often combined):
ACLandcapabllities

A ACL a column of an access control matrix,
attached to an object.

A Capability (basically) a pair of an object and
an operation, for a given principal.
It means that the principal may perform the
operation on the object.



More on ACLSsS

A An ACL says which subjects can access a
particular object.

I It 1s a column of an access control matrix,
F0@LIAOITEEe YIFIAYUlFAYSH
It protects.
A ACLs can be compact and easy to review.

A ACLs may have negative entries (and then
evaluation may be ordedepedendeni.

A Revoking a subject can be painful.



More on capabillities

A An alternative is to associate capabilities with
each subjecit.

I A capability means that the subject can
perform an operation on an object.

A These capabilities form a row of an access
control matrix for the subject.

A Capabilities are often easy to pass around
(so they enable delegation).

A They can be hard to revoke.



Implementing capabillities

A This leads to implementations of capabilities

| storec

In a protected address space,

I with s

necial tags with hardware support,

| as references in a typed language,
| with a secret,
I with cryptography, e.g., certificates.



ACLs and capabillities

A ACLs and capabilities are dual.

A Both can yield practical implementations of
access matrices.

A In actual systems, they are often combined.



Some further elaborations
and complications

A Joint requests
A Groups

A Roles

A Programs

A Defining principals, objects, and operations



Conjunctions

A Sometimes a request should be granted only i
it Is made jointly by several principals.

A A conjunction may or may not be made
explicit in the access policy.



Groups and roles

A Principals can be organized into groups.
A Principals can play roles.

A These groups and roles may be used as a lev
of indirection in access control.

I E.g., any member of a group G may access
file f.




Groups and roles (cont.)

A Suppose that any member of a group G may
access a file f owned by A.

" G may be maintained by someone other A.

I The group may change over time, without
Immediate knowledge of A.

The ACL for f should be short and clear.

Proofs of memberships resemble (are?)
capabillities.

Access to f might be partly anonymous.

Still, A may require a proof of identity at each f
access, for auditing.




More on objects and operations

A Objects and operations may also be put in
groups, e.gd.,

I all company files,
| all read operations on an object.

A Sometimes operations should be bundled,
e.g.,
| read a patient's record,
I write a log record.



Design choices

A Principals, objects, and operations should
KIS uKS QI\,IJ’\\EIKUé EINJ-)
aNANIKue SOSt 2F [ 0oal
| for ease of understanding,

I to avoid giving away too much privilege.



Programs

A Programs may be principals too.
A But then:

I we need to deal with call chains,
Ae.g., application on browser on OS,

I we still need to connect programs to other
principals
Awho write them or edit them,
Awho provide them,
Awho install them,
Awho call them.



Installing programs

A Programs should be set up so that they get
appropriate rights when they run.

A Programs should be adequately protected
from editing.



Running programs

A What are the ruatime rights of a program?
I those of the caller,
I those of the program owner, or
| some combination, or

I something elsee.g, because of intrinsic
properties.

A E.g., a program that moves incoming mail to a
user's inbox may need to combine system
rights and user rights.



Running programs (cont.)

A Some answers:
| setuid
| program identities,
| code access security (with stack inspection
or alternatives),
| proof-carrying code,
i X



Protection and isolation

A At runtime, programs should be protected and
limited to communicate over proper interfaces.

A This is often the job of the computing platform
(OS + hardware).

I It can Implement address spaces
so that programs In separate spaces cannot
Interact directly
(e.g., cannot smash or snoop on one another).

A A language and its rutime system can provide
finer control over communication.

I (Remember capabilities?)



Common dangers

A Access control can be insufficient or irrelevant
I when it is implemented incorrectly,

I when the underlying operations are
Implemented incorrectly,

I when the policy Is wrong,
I when it IS circumvented.



Circumventing access control

A Sometimes the reference monitor does not
protect all important objects and operations,
or does not protect them all the time. J

I Controlflow subversions.
I Race conditions.

operation

I Data recovery from disks. [

| Hostile platforms (e.g., for DRM systems).
I Users that give out sensitive information.
I X



Issues

A Access control is pervasive
| applications
I virtual machines
| operating systems
I firewalls
I doors
i X
A Access control seems difficult to get right.



Issues (cont.)

A Many characteristics of distributed systems
make access control harder:

| size,
| faultiness (e.g., revocations may get lost),

I heterogeneity (e.g., of communication
channels and of protection mechanisms),

I autonomy, lack of central administration
and therefore of central trust,

1 X



Logical approaches



General theories and systems

A Over the years, there have been many
theories and systems for access control.

I Logics

| Languages

I Infrastructures (e.g., PKIS)
I Architectures

A They often aim to explain, organize, and unify
access control.

A They may be intellectually pleasing.
A They may actually help.



Algorithmic analysis
[starting with HarrisonRuzzoand Uliman, 1976]

A A system has finite sets of rights and commands.

A A configuration is an access control matrix.

Al O2YYIlI YR Ad&a 2T UKS ¥F2
LISNF 2NN 2Z2LISNIUAZYaeE 009
I The conditions are predicates on the matrix.

I The operations add or delete rights, principals,
and objects. E.Q.:
commandONFERowner, friend, file)
If own In (owner, file)
then enter r intdriend,file)
end



Algorithmic analysis (cont.)

A Safety means thaintrusted subjects cannot
access a resource in any reachable state.

A Safety isindecidablg(in general).



Algorithmic analysis (cont.)
[in particular, Li, Winsborough, and Mitchell, 2003]

A Not all interesting problems anendecidablé
A Consider the containment problem:

In every reachable state, does every principal
that has one property (e.g., has access to a
resource) also have another property (e.g.,
being an employee)?

For different classes of systems, this problem
IS decidable (itoNPor coNEXP



Formal verification

A formally verified security kernel is widely
considered to offer the most promising basis for
the construction of truly secure computer
systems at least in the short term. A number of
kernelizedsystems have been constructed and
various models of security have been formulated
to serve as the basis for their verification.
Despite the enthusiasm for this approach there
remain certain difficulties and problems in its
F LILIXE AOIF OA2Y wXB

(Rushby, 1981)



A logic from matrices

A An access control matrix may be represented
with a ternary predicate symbaohay-access

A The setting may be a fairly standard, classical
predicate calculus.

A We may then write formulas such as:
may-access(Alice, Foo.txt, Rd)
and rules such as:
may-access(p, dVr) - may-access(p, o, Rd)



A logic from matrices: questions

A Does this really help?
I In describing policies?
i In analyzing policies?

A We may need many more constructs and
axioms for representing security policies.
For example:

I mayjointly-access,q,0,n
I owns(,0)

I X (When are we done?)



Logics for distributed systems

A A notation for representing principals and
their statements, and perhaps more:

| objects and operations,
| trust,
I channels,
I X
A Derivation rules.



A calculus for accessntrol

[with Burrows, Lampson, and Plotkin, 1993

A A simple notation for assertions

I Asayss

I Aspeaks folB (sometimes writterA B)

A With logical rules
Asays $— t) —» (Asayss) — (Asayst)
If sthen Asayss.

AS
AS
AsS

pDea
Dea
pDea

Ks foB — (Asayss) — (Bsayss)
KS folA

Ks foB Bspeaks folC— Aspeaks folC



An example

A Letgood-to-delete-filel be a proposition
A LetB controlss stand for(Bsayss) — s
A Assume that
I Bcontrols (A speaks for B)
I B controls good-to-delete-filel
I Bsays (A speaks for 5)
I A says good-to-delete-filel
A We can derive:
| Bsays good-to-delete-filel
| good-to-delete-filel



Says

a a | represents
communication across

statement statement
contexts.
a a | abstracts from o
the details of Channel Certificate
: : statement statement
authentication. (from: context1) (signed: context 1)

context 1 says context 1 says
statement statement




Choosingxioms

A Classicalttuitionistic? Other?

AStandardnodalf 23 A O FT2NJ dal &
I (As above

AlLes®
iDA @S & apedakules. y 2

[Halpernand van der Meyder2001]



Choosing axioms (cont.)

A More?

I s— (Asays S)

[Lampsop, 1987?; Appel and Eelten, 1999] _ _ i
odzi AY OflaaAoOlt t23A0 0
blackandwhite: (A says s) — (sV (A says false))

I AGays (B speaks for A)) — (B speaks for A)

The -0 B h d a icamtmols (5 speaks for A)



Semantics (briefly)

A Following standard semantics of modal logics,
a principal may be mapped to a binary relation or
possible worlds.

A sayss holds at world w

Iff
sk2t Ra U ¢62NIR 6Q
T2NJ SOSNE 6A&HQ adzOK UK/ i

A This is formally viable, also for richer logics.

A 1t does not give much insight on the meaning of
authority, but it is sometimes useful.



Proofstrategies

A Style of proofs:
I Hilbert systems
| TableauXwassacciser
I X
A Proof distribution:
I Proofs done at reference monitors
| Partial proofs provided bglients

[Wobberet al., 1993AppelandFelten 1999]

I With certificates pulled or pushed



More principals

A Compoundprincipals represent a richer class
of sources for requests:

IA B
I AquotingB
i Afor B
I AasR
A Bspeaks foA etc

(Another addition: local naming.)



Groups and programs

A We may represent each group by a principal.
Then, when A is a member of G, we may write
that A speaks for G.

A In practice, it is harder to know when A is not
a member of G.

A Programs may be treated as roles.



An example

A The cast:

' CA, the certification authority, with public key K
- WS, a workstation, with public key,K

- OS, an operating system, with no key

- (WS as 0S), the resulting node, with ephemeral
public keyK,

owl, a user, with public kel

e @N ephemeral public key for the node fowl
' C, a secure channel to a file server

" TrustedNodeand SysAdmtwo groups




An example (cont.)

A K- says (Kspeaks for WS)

A K,<says K speaks for (WS as OS))

A K- says K, speaks fobwl)

A K . says K, speaks for (WS as OS) fovl))
A K says K, speaks for (WS as OS) tiovl))
A K, says (C speaks for (WS as OQ)\idy)
A C says gootb-deletefilel

A And we may deduce:
(WS as OS) fomwvl) says goodo-delete-filel



An example (cont.)

A K- says (WS as OS) speaksTfoistedNodé
A K- says wl speaks foiSysAdm

A Then we may deduce:
TrustedNoddor SysAdm
says goodo-deletefilel

A The ACL for filel may say:
TrustedNoddor SysAdm
controls goodto-deletefilel

A Then we concludegoodto-deletefilel



Applications (1): Security in an
operating SysteNavosber et ., 1903

(SRC—node as Accounting for bw

lle,
may read °, _
<>
WS asS Taos = SRC-node

Accounting or C|pr | NFS Server
—-| <
WS as Taos as %/
O Accounting for bwl =
\/ Taos hode Kn'l' 1 C bsd 4.3
WS as Taos ~
WS as Taos for bwl
/ \ Workstation Ky S'r 1 Server
L [hardware ws ~p- hardware
bwl Kbwi network

Kbwl = bwl Kws = WS channel



Applications (2): An account of securit
|n JVM$/VaIIach and Felten, 1998]

Fi| enablePrivilege( Tr) =] F2 | enablePrivilegeiTz) | F3 | disablePrivilegel Tr) | £ | enablePrivilege( T2
QKT Frsays ORiTr) F2says Ok T2) Fa| F2says OkT2)
Ox(T2) Ok Tz)

Figure 2: Example of interaction between stack framss. Each rectangle reprasents a stack frames. Each
stack frame is labzled with its name. In this example, sach stack frame makes one enablePrivilegsl)
of disablePrivilege ) call, which is also written inside the rectangle. Below each frame is written
its balief set after its call to enablePrivilege(] ordisablefrivilege().



Applications (3): A Web access contrc
SySte mBauer, Schneider, and Felten, 2002]

Alwce i Heques!t midetarm. html

- Challenge '§5-
() Roguest ACT
"RegistracC % 10017 (5

|
ﬂs (&) Praaf

o

mit = TIm. .-_-_rnll:ﬂ

Cert. Authaority
{ Regisirar)




Applications (4): The Grey system

[Bauer, Reiter, et al., 2005]

A Converts aell phoneinto a tool for
delegating and exercising authority.

A Uses cell phones to replace physical locks anc
Key systems.

A Implemented in part of CMU.

A With access control based on logic and
distributed proofs.




(CORNELL

TANFORD UNIVERSIT Gﬂrﬂﬂﬂlﬂ il

L B Jonos D208
Distributed Proving phone
Jon oy Phone di
| can prove that with any of D3 <
1) Jon speaksfor Mike.Student —
2) Jon speaksfor Mike.Admin Tq prove:
3) Jon speaksfor Mike.Wife Mike says
4) Delegates(Mike, Jon, Goal(D208.
D208.open) \‘
Hmm, | ¢anot pr
Mi t hat . ol l ask
Please help phone for help
phone
Jon speaksfor
A Mike.Student Proof of:
g Jon says$ Goal(D208.open) —
Mike says Goal(D208.open)
> Proof of:
Mike says
Goal(D208.open)




Further applications:
Other languages and systems

Several languages rely on logics for access control and ©
logic programming

A D1LPand RTu. wichel, etal

A SD3simandBinderperreviie

A DaiSyfciiloet al]

A Sec PA |gecker, Fournet, and Gordo@NO DK ALGurevich and Neeman]

Gal éaé¢ I ¥ RidEardaSn olheér systems:
A SDSI and SHKILpson andRivest Ellison et al.]
A Al PaCalLesniewskLaas et al.]

A AUravaughan et al ]
A Plan Opike et al]




Binder



Binder

A Binder is a relative of Prolog.

A LikeDatalog it lacks function symbols.

A It also includes the special construct says.
A It does not include much else.



An example in Binder

A Facts

I owns(Alice, Foo.txt).

I Alice says good(Bob).
A Rules

I may_accedp, 0) :

owns(qg o), blesses(q, p).

| blesses(Alice, p) Alice says good(p).

A Conclusions

I may_acceqg8ob, Foo.txt).



AYRSNXQA LINE:

A Binder includes a standard resolution rule.

A In addition, Binder includes a rule for
Importing formulas from a context F to a

context D.
i¢CKS Nz S |

RRa | a&aC 2
gAUOK2dz0 | aal

to cla

R 2

eacod
auses where the
S a yzu f

I The rule applles only t
KSIR Fa2Y



AYRSNXQA LINR2TF

A Suppose F has the rules
I may_accegp, 0) :
owns(qg o), blesses(q, p).
I blesses(Alice, p) Alice says good(p).
I Alice says good(Bob).
A D may import the first two as:
I F saysnay accedp, 0) :
F say®owns(q, o)F sayblesses(q, p).
I F saydblesses(Alice, p) Alice says good(p).
A D may import good(Bob) directly from Alice.



AYRSNXQA LINR2T

A Suppose F has the rule

| blesses(Alice, p) Alice says good(p).
A D may import it as:

I F saydblessesflice p) - Alicesays good(p).
A5 I'yYR C &aK2dzZ R | ANBS
A But the meaning of predicates may vary, and i

typically will.

For example, F may also have:

| blesses(Bob, p} Bob says excellent(p).



Another example
[DeTreville]

certificate c1
export P awz2 Ky {YAGK A A
Aa SYLX 2888 d¢ (')é)\EI)
S®e BCL HR)

GW2KY { YAl
I [ SYLX 2@

w
puly
<

import J

certificate c2

(—P W2 Ky {YA(’]KTN
. A3/ 2 SSo

SYLX 28
(signed: BigCo HR)

certificate c3

aL GNuzad )/ [ w

to say who is a , < L
/[ SvLx 2algegport g oL UNMzA G /[ L wmpoR

aL G NXYzad

who is a BCL to say who is a
* alff ,/[* SYLX 28SSoé 6aArAady|SRY BigCo
employees are BigCo HR) SyL}f 2eSS
BigCo
L S Y LJX 2eSSa¢s

certificate c4

k»d!tf A SYLJf.MSé
are BigCo

SYLX 28S8Saové¢ o6ar3aySRY
BigCo HR)




A logical analysis

A Suppose that A has the rule:
p-Bsaysq,r

A C would import this as:
A says p-B says q, Asaysr

A2S Yl & NBLINBaSyi
Asays (Bsaysg) r— p)

A2S Yl & NBLINBaSyl
(Bsaysq) Agaysr) — (Asaysp)

A How did we get here?



A logical analysis (cont.)

A So we assume:

Asays Bsaysq) r— p)
and would like to derive:

(Bsaysq) Agaysr) — (Asaysp)
A Assume the standard modal axiom
Asays(s— t) —» (Asayss) — (Asayst)
and the necessitation rule.

A We obtain:

Asays Bsaysg) r)— (Asaysp)
and then (only!):
(AsaysBsaysg) Asgaysr) — (Asaysp)



A logical analysis (cont.)

A We can finish with the strong axiom:
Ss— (Asayss)

A A weaker form suffices:
B sayss — (A saysB sayss)



Important properties of Binder

A Binder programs can define and use new, application
specific predicates.

A A statement in Binder can be read as a declarative
English sentence.

A Queries in Binder are decidable BTims.

A Questions:
I Should there be more buitih syntax and semantics?

I Can all reasonable policies be expressed?
Can the simple ones be expressed simply enough?

I What about other algorithmic problems?



Data integration

A A classic database problem is how to integrate
multiple sources of data.

I The sources may be heterogeneous.
Their contents and structure may be partly
unknown.

I The data may be semstructured (e.g., XML
on the Web).




TSIMMIS and MSdarciaa2t Ay &6+t ¢

A Wrappers translate between a common language
and the native languages of sources.

A Mediators then give integrated views of data
from multiple sources.

A The mediators may be written in the Mediator
Specification Language (MSL).

<cs_persor{<name N> <relation R> Restl Rest2}>@med :
<person {<name N> <dept CS'> <relation R> |
Restl}>@vhois
ANDdecompose nam@, LN, FN)
AND <R {f&rst_ nameFN> 4fast nameLN> | Rest2}>@5s



Similarities

A MSL is remarkably similar to Binder.
I They start fromDatalog
I They add sites (or contexts).
I X@scorresponds te says X
I In X@s, the site s may be a variable.

A More broadly, distributed access control is partly about
data integration.

i Binder followsthex 3t 2 0 | f ap[br(mchZGA\E)g ¢
In whicheach relation in the mediator schema is
defined by a query over the data sources

i The conversé f 2 Ol f appdaclRAS)dmight
not be as meaningful for access control.



Caveats

A MSL and Binder are used in different
environments and for different purposes.

I Work in databases seems to focus on a
messy but benign and tolerant world, full of
opportunities.

I Work in security deals with a hostile world
and tries to do less.

A Security is primarily a property of systems,
not of languages.

Coincidences in languages go only so far.



Potential outcomes (speculation)

A Languagelesign ideas
I Constructs beyon®atalog
I Semistructured data
A More theory, algorithms, tools
A Closer relation to database machinery

X)? /_\ may_QBob,3?
o=

may_Q(p,X)-:s; says Q(X);
s, says Ok(p,x)

» Mediator



Prootcarrying code,
proof-Ol NNE Ay 3 | dzi



Prootcarrying code (PCC)

[Necula and Lee, 1996]

A Prootcarrying code is also based on logic.

A It is also essentially concerned with an
authorization decision (running code):

Axiomatization (Safety policy)

~— 7

Code ~——_

L — > Proof
VCGen — » reconstructor

. /
Annotation I:\Z—é] and checker

—

Proof
skeleton

7




Reason + Authority
[with Whitehead and Necula]

A How does PCC fit into the broader context of
access control?

A How about hybrid policies and mechanisms?

Signed axiomatization (safety policy)

\_f—\
Code
\_f\\> Proof
Annotation — HICEER mreCOQSgUCior
and checker
\_/—\ [\icﬂ
D
Proof
skeleton
S O
Signed
claims
\f\




BCIC = Binder + CIC (Coqg logic)

A An example of authorizing code execution:

I may_rur(p) - sat(safe p), approved(p).



BCIC = Binder + CIC (Coqg logic)

A An example of authorizing code execution:

proved in CIC by policy
/\
I may_rur(p) -|sat(safe pﬂ approved(p).

I approved(p) - Admin says approved(

D).



BCIC = Binder + CIC (Coqg logic)

A An example of authorizing code execution:

proved in CIC by policy
/\
I may_run(p) -|sat(safe pﬂ approved(p).

I approved(p)-

Admin says approved(p).

N

digitally signed



From proofcarrying to codecarrying

[with Maffeis, Fournet, and Gordon]

A Proofs are programs that can be presented as
evidence with requests.

A Going further, programs provided by clients
maydo some of the access control.

i In a pi calculus with higharder features
and dynamic typing.

I With types for authorization.

I Verifiably in compliance with policy.



Access control in a type system fol
tracking dependencies



Status and issues

A Calculi for access control have been applied ir
several languages and systems,
(but are not in wide dayo-day use).

A ltis easy to add constructs and axioms, but
sometimes difficult to decide which are right.

A Explicit representations for proofs are useful

A Evenwith logic, access control typically does
not provide enato-end guarantees
(e.q., the absence of flows of information).



The Dependency Coféalculus

[with Banerjee Heintze andRiecke 1999

A A minimal but expressive calculus in which the
types capture dependencies.

A A foundation for some statianalyses
I Information-flow control,
I bindingtime analysis,
I slicing,
I X
A Based on the computational lambda calculus.



DCC basics

A LetLbe a lattice.

A For each typsand eaclj inL, there is a typd;(s).

A Ifj kthen terms of typeTl,(t) may depend on terms
of type Ti(s).

Secret
. .m
For Instance: Public

A The lattice may have twelements:
A To i dint) andTe,..(b0o0l) would be two types.

A Then DCC guarantees that outputs of tyipg,;{int)
do not depend on inputs of typ&,.(bool).

A This result is a nemterference theorem.



A new look at DCC

A We read DCC as a logic,
via theCurryHoward isomorphism

| Types are propositions.

I Programs are proofs.
DARVL

‘v 2
._.e.f"'--.:""-.f




A new look at DCC (cont.)

A We consider significant but routine variations
on the original DCC.:

I We removerecursion.
I We addpolymorphism.
A We write A sayssinstead ofT,(s).

A We write A speaks foBas an abbreviation
for VX (A saysX— BsaysX.

(This presentation omits the lattice aspects, and makes
other small simplifications. This turns DCC into CDD.)



A new look at DCC (cont.)

A The result is a logic for access control, with
some principles and some useful theorems.

A The logic isntuitionistic (not classical).
i{2 A0 R2Sa y2i KI @S
A Terms are proofs to be used in access control



Typing rules

A As usual, typing rules are rules for deducing
judgments (assertions) of the form:

[ Fe:s

program
(aka term)

assumptions
(e.qg., free variables with
their types)




The Simply Typedcalculusrules

Fz:s,MFxz:s () : true
L,z :s1Fe:so FCFe:(sy—s0) [Fe:sg
= (Ax:sy.e):(s1 — s9) CF(e€e): so

[ Fe1:sq [ Feo: so

M (e1,e2) : (51 A s2)

FFe:(s1As2) FFe:(s1As2)
[ (projq e) : s1 [ (projse) @ sp
[(Fe:sq [Fe:so
[+ (injie) : (s1V s2) [+ (injoe) : (s1V s2)

FFe:(s1Vso) ,x:s1Feq:s [,z :s5Fer:s

[+ (case e of inj (). e1 | injo(x). €2) © s



Logicaleading

s, MFs [ true
[,s1 F so M+ (s1 — s9) M sq
|_|—(81—>82) [ so
[+ 51 [ so
r|—(81/\82)
|_|—(81/\82) rl—(sl/\SQ)
[ s1 [ so
M s1 [ so
r|—(81\/82) |_|—(Sl\/82)

M+ (s1Vso) [,s1 s [,so s

s



Rules for says

A The rules are those dlfie <-calculus plus

A In other words:



