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ÅIntroduction to access control.

ÅSome logical approaches.

ÅSome systems and languages.

ÅA closer look at a particular logic based on a 
type system for tracking dependencies.
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Contents (cont.)

ÅSome retrospective, some news.

ÅSome technical material, about languages, 
logic, proofs, security, and their connections.

ïA nonstandard application of language-
based security to access control.

ïA surprising relation between access control 
and information-flow control.



References

ÅAny  general book on security (e.g., Ross 
!ƴŘŜǊǎƻƴΩǎύ ŦƻǊ ǘƘŜ ƛƴǘǊƻŘǳŎǘƻǊȅ ƳŀǘŜǊƛŀƭΦ

ÅThe tutorial notes in the FOSAD volume for 
more logical material, e.g., on the logic CDD.

ÅThe papers cited there for a broader look at 
the field.



Basics



The access control model

ÅElements:

ïObjectsor resources

ïRequests

ïSources for requests, called principals

ïA reference monitorto decide on requests

Reference
monitor

ObjectDo
operationPrincipal

GuardRequestSource Resource



Authentication vs. access control

ÅAccess control (authorization): 

ïIs principal A trusted on statement s?

ïIf A requests s, is s granted? 

ÅAuthentication:

ïWho says s?



An access control matrix [Lampson, 1971]

objects

principals

file1 file2 file3 file4

user1 rwx rw r x

user2 r r x

user3 r r x



The principle of complete mediation 
[Saltzerand Schroeder, 1975]

Every access to every object must be checked 
for authority.

ÅThis principle can be enforced in several ways:

ïThe OS intercepts some of the requests.
The hardware catches others. 

ïA software wrapper / interpreter intercepts 
some of the requests. (E.g., as in VMs.)



Implementing access control

Two strategies (often combined): 
ACLsand capabilities.

ÅACL: a column of an access control matrix,
attached to an object.

ÅCapability: (basically) a pair of an object and 
an operation, for a given principal.
It means that the principal may perform the 
operation on the object.



More on ACLs

ÅAn ACL says which subjects can access a 
particular object.

ïIt is a column of an access control matrix,

ïǘȅǇƛŎŀƭƭȅ ƳŀƛƴǘŀƛƴŜŘ άƴŜŀǊέ ǘƘŜ ƻōƧŜŎǘ ǘƘŀǘ 
it protects.

ÅACLs can be compact and easy to review.

ÅACLs may have negative entries (and then 
evaluation may be order-depedendent).

ÅRevoking a subject can be painful.



More on capabilities

ÅAn alternative is to associate capabilities with 
each subject.

ïA capability means that the subject can 
perform an operation on an object.

ÅThese capabilities form a row of an access 
control matrix for the subject.

ÅCapabilities are often easy to pass around 
(so they enable delegation).

ÅThey can be hard to revoke.



Implementing capabilities

Subjects should not be allowed to 
forge capabilities.

ÅThis leads to implementations of capabilities

ïstored in a protected address space,

ïwith special tags with hardware support,

ïas references in a typed language,

ïwith a secret,

ïwith cryptography, e.g., certificates.



ACLs and capabilities

ÅACLs and capabilities are dual.

ÅBoth can yield practical implementations of 
access matrices.

ÅIn actual systems, they are often combined.



Some further elaborations 
and complications

ÅJoint requests

ÅGroups

ÅRoles

ÅPrograms

ÅDefining principals, objects, and operations



Conjunctions

ÅSometimes a request should be granted only if 
it is made jointly by several principals.

ÅA conjunction may or may not be made 
explicit in the access policy.



Groups and roles

ÅPrincipals can be organized into groups.

ÅPrincipals can play roles.

ÅThese groups and roles may be used as a level 
of indirection in access control.

ïE.g., any member of a group G may access a 
file f.



Groups and roles (cont.)

ÅSuppose that any member of a group G may 
access a file f owned by A.

ïG may be maintained by someone other A.

ïThe group may change over time, without 
immediate knowledge of A.

ïThe ACL for f should be short and clear.

ïProofs of memberships resemble (are?) 
capabilities.

ïAccess to f might be partly anonymous.

ïStill, A may require a proof of identity at each f 
access, for auditing.



More on objects and operations

ÅObjects and operations may also be put in 
groups, e.g., 

ïall company files,

ïall read operations on an object.

ÅSometimes operations should be bundled, 
e.g.,

ïread a patient's record,

ïwrite a log record.



Design choices

ÅPrincipals, objects, and operations should 
ƘŀǾŜ ǘƘŜ άǊƛƎƘǘέ ƎǊŀƴǳƭŀǊƛǘȅ ŀƴŘ ōŜ ŀǘ ǘƘŜ 
άǊƛƎƘǘέ ƭŜǾŜƭ ƻŦ ŀōǎǘǊŀŎǘƛƻƴ

ïfor ease of understanding,

ïto avoid giving away too much privilege.



Programs

ÅPrograms may be principals too.

ÅBut then:

ïwe need to deal with call chains,
Åe.g., application on browser on OS,

ïwe still need to connect programs to other 
principals
Åwho write them or edit them,

Åwho provide them,

Åwho install them,

Åwho call them.



Installing programs

ÅPrograms should be set up so that they get 
appropriate rights when they run.

ÅPrograms should be adequately protected 
from editing.



Running programs

ÅWhat are the run-time rights of a program?

ïthose of the caller,

ïthose of the program owner, or

ïsome combination, or

ïsomething else, e.g, because of intrinsic 
properties.

ÅE.g., a program that moves incoming mail to a 
user's inbox may need to combine system 
rights and user rights.



Running programs (cont.)

ÅSome answers: 

ïsetuid, 

ïprogram identities, 

ïcode access security (with stack inspection 
or alternatives), 

ïproof-carrying code, 

ïΧ



Protection and isolation

ÅAt run-time, programs should be protected and 
limited to communicate over proper interfaces.

ÅThis is often the job of the computing platform 
(OS + hardware).

ïIt can implement address spaces 
so that programs in separate spaces cannot 
interact directly 
(e.g., cannot smash or snoop on one another).

ÅA language and its run-time system can provide 
finer control over communication.

ï(Remember capabilities?)



Common dangers

ÅAccess control can be insufficient or irrelevant

ïwhen it is implemented incorrectly,

ïwhen the underlying operations are 
implemented incorrectly,

ïwhen the policy is wrong,

ïwhen it is circumvented.



Circumventing access control

ÅSometimes the reference monitor does not 
protect all important objects and operations, 
or does not protect them all the time.

ïControl-flow subversions.

ïRace conditions.

ïData recovery from disks.

ïHostile platforms (e.g., for DRM systems).

ïUsers that give out sensitive information.

ïΧ

check

operation



Issues

ÅAccess control is pervasive

ïapplications

ïvirtual machines

ïoperating systems

ïfirewalls

ïdoors

ïΧ

ÅAccess control seems difficult to get right.



Issues (cont.)

ÅMany characteristics of distributed systems 
make access control harder: 

ïsize,

ïfaultiness (e.g., revocations may get lost),

ïheterogeneity (e.g., of communication 
channels and of protection mechanisms),

ïautonomy, lack of central administration 
and therefore of central trust,

ïΧ



Logical approaches



General theories and systems

ÅOver the years, there have been many 
theories and systems for access control.

ïLogics

ïLanguages

ïInfrastructures (e.g., PKIs)

ïArchitectures

ÅThey often aim to explain, organize, and unify 
access control.

ÅThey may be intellectually pleasing.

ÅThey may actually help.



Algorithmic analysis 
[starting with Harrison, Ruzzo, and Ullman, 1976]

ÅA system has finite sets of rights and commands. 

ÅA configuration is an access control matrix.

Å! ŎƻƳƳŀƴŘ ƛǎ ƻŦ ǘƘŜ ŦƻǊƳ άƛŦ ŎƻƴŘƛǘƛƻƴǎ ƘƻƭŘΣ 
ǇŜǊŦƻǊƳ ƻǇŜǊŀǘƛƻƴǎέ όǿƛǘƘ ǎƻƳŜ ǇŀǊŀƳŜǘŜǊǎύΦ

ïThe conditions are predicates on the matrix.

ïThe operations add or delete rights, principals, 
and objects. E.g.:
command CONFERr (owner, friend, file)
if own in (owner, file)
then enter r into (friend,file)

end



Algorithmic analysis (cont.)

ÅSafety means that untrustedsubjects cannot 
access a resource in any reachable state.

ÅSafety is undecidable(in general).



Algorithmic analysis (cont.)
[in particular, Li, Winsborough, and Mitchell, 2003]

ÅNot all interesting problems are undecidable!

ÅConsider the containment problem:

In every reachable state, does every principal 
that has one property (e.g., has access to a 
resource) also have another property (e.g., 
being an employee)? 

For different classes of systems, this problem 
is decidable (in coNPor coNEXP).



Formal verification

A formally verified security kernel is widely 
considered to offer the most promising basis for 
the construction of truly secure computer 
systems at least in the short term. A number of 
kernelizedsystems have been constructed  and 
various models of security have been formulated 
to serve as the basis for their verification.
Despite the enthusiasm for this approach there 
remain certain difficulties and problems in its 
ŀǇǇƭƛŎŀǘƛƻƴ ώΧϐ

(Rushby, 1981)



A logic from matrices

ÅAn access control matrix may be represented 
with a ternary predicate symbol may-access.

ÅThe setting may be a fairly standard, classical 
predicate calculus.

ÅWe may then write formulas such as:
may-access(Alice, Foo.txt, Rd)

and rules such as:
may-access(p, o, Wr) may-access(p, o, Rd)



A logic from matrices: questions

ÅDoes this really help?

ïIn describing policies?

ïIn analyzing policies?

ÅWe may need many more constructs and 
axioms for representing security policies. 
For example:

ïmay-jointly-access(p,q,o,r)

ïowns(p,o)

ïΧ                                              (When are we done?)



Logics for distributed systems

ÅA notation for representing principals and 
their statements, and perhaps more:

ïobjects and operations,

ïtrust,

ïchannels,

ïΧ

ÅDerivation rules.



A calculus for access control
[with Burrows, Lampson, and Plotkin, 1993]

ÅA simple notation for assertions 

ïAsays s

ïAspeaks for B (sometimes written A B)

ÅWith logical rules

 Asays (s t) (Asays s) (Asays t)

If  s then  Asays s.

 Aspeaks for B (Asays s) (Bsays s)

 Aspeaks for A

 Aspeaks for B  Bspeaks for C Aspeaks for C



An example

ÅLet good-to-delete-file1 be a proposition.

ÅLet Bcontrols sstand for (Bsays s) s

ÅAssume that 

ïB controls (A speaks for B)

ïB controls good-to-delete-file1

ïB says (A speaks for B)

ïA says good-to-delete-file1

ÅWe can derive:

ïB says good-to-delete-file1

ïgood-to-delete-file1



Says

export

import

context 1

statement

context 2

context 1 says

statement

Certificate

statement

(signed: context 1 )

export

import

context 1

statement

context 2

context 1 says

statement

Channel 

statement

(from: context 1 )

άǎŀȅǎέ represents 
communication across 
contexts.

άǎŀȅǎέ abstracts from 
the details of 
authentication.



Choosing axioms

ÅClassical? Intuitionistic? Other?

ÅStandard modal ƭƻƎƛŎ ŦƻǊ άǎŀȅǎέΚ

ï(As above.) 

ÅLess?

ïDƛǾŜ άǎŀȅǎέ ƴƻ special rules.
[Halpern and van der Meyden, 2001]



Choosing axioms (cont.)

ÅMore?

ï  s (A says s)

[Lampson, 198?; Appel and Felten, 1999] 

ōǳǘ ƛƴ ŎƭŀǎǎƛŎŀƭ ƭƻƎƛŎ ǘƘƛǎ ƛƳǇƭƛŜǎ ǘƘŀǘ άǎŀȅƛƴƎέ ƛǎ 

black-and-white: (A says s) (s (A says false)) 

ï  (A says (B speaks for A)) (B speaks for A)

The hand-off axiom :  A controls (B speaks for A)



Semantics (briefly)

ÅFollowing standard semantics of modal logics, 
a principal may be mapped to a binary relation on 
possible worlds.

Asays sholds at world w 
iff

sƘƻƭŘǎ ŀǘ ǿƻǊƭŘ ǿΩ 
ŦƻǊ ŜǾŜǊȅ ǿΩ ǎǳŎƘ ǘƘŀǘ ǿ AǿΩ

ÅThis is formally viable, also for richer logics.

ÅIt does not give much insight on the meaning of 
authority, but it is sometimes useful.



Proof strategies

ÅStyle of proofs:

ïHilbert systems

ïTableaux [Massacci, 1997]

ïΧ

ÅProof distribution:

ïProofs done at reference monitors

ïPartial proofs provided by clients
[Wobber et al., 1993; Appeland Felten, 1999]

ïWith certificates pulled or pushed



More principals

ÅCompound principals represent a richer class 
of sources for requests:

ïA B

ïAquoting B

ïA for B

ïAas R

A  Bspeaks for A, etc.

(Another addition: local naming.)



Groups and programs

ÅWe may represent each group by a principal. 
Then, when A is a member of G, we may write 
that A speaks for G.

ÅIn practice, it is harder to know when A is not 
a member of G.

ÅPrograms may be treated as roles.



An example

ÅThe cast:

ïCA, the certification authority, with public key KCA

ïWS, a workstation, with public key KWS

ïOS, an operating system, with no key

ï(WS as OS), the resulting node, with ephemeral 
public key Kn

ïbwl, a user, with public key Kbwl

ïKdel, an ephemeral public key for the node for bwl

ïC, a secure channel to a file server

ïTrustedNodeand SysAdm, two groups



An example (cont.)

ÅKCAsays (KWSspeaks for WS)

ÅKWSsays (Kn speaks for (WS as OS))

ÅKCAsays (Kbwl speaks for bwl)

ÅKbwl says (Kdel speaks for ((WS as OS) for bwl))

ÅKn says (Kdel speaks for ((WS as OS) for bwl))

ÅKdel says (C speaks for ((WS as OS) for bwl))

ÅC says good-to-delete-file1

ÅAnd we may deduce:
((WS as OS) for bwl) says good-to-delete-file1



An example (cont.)

ÅKCAsays ((WS as OS) speaks for TrustedNode)

ÅKCAsays (bwl speaks for SysAdm)

ÅThen we may deduce: 
TrustedNodefor SysAdm

says good-to-delete-file1

ÅThe ACL for file1 may say:
TrustedNodefor SysAdm

controls good-to-delete-file1

ÅThen we conclude: good-to-delete-file1



Applications (1): Security in an 
operating system [Wobber et al., 1993]

Workstation

hardware

 node

Accounting

Server
hardware

bsd 4.3

NFS Server

network
channel

C | pr

as for

Kn
ï1

Kws
ï1

pr

as as
for

C

file

as for
may read

Kbwl
-1

as

Kbwl Kws

as



Applications (2): An account of security 
in JVMs[Wallach and Felten, 1998]



Applications (3): A Web access control 
system[Bauer, Schneider, and Felten, 2002]



Applications (4): The Grey system
[Bauer, Reiter, et al., 2005]

ÅConverts a cell phone into a tool for 
delegating and exercising authority.

ÅUses cell phones to replace physical locks and 
key systems.

ÅImplemented in part of CMU.

ÅWith access control based on logic and 
distributed proofs.
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Distributed Proving
D208

Phone discovers door

To prove:
Mike says

Goal(D208.open)

Open 

D208

Jon

Jonôs 

phone

Mikeôs 

phone
Mike

I can prove that with any of
1) Jon speaksfor Mike.Student

2) Jon speaksfor Mike.Admin

3) Jon speaksfor Mike.Wife

4) Delegates(Mike, Jon,

D208.open)

Please help

Jon speaksfor 

Mike.Student Proof of:
Jon says Goal(D208.open) 

Mike says Goal(D208.open)

Proof of:
Mike says

Goal(D208.open)

Hmm, I canôt prove 

that.  Iôll ask Mikeôs 

phone for help.



Further applications: 
Other languages and systems

Several languages rely on logics for access control and on 
logic programming:

ÅD1LP and RT [Li, Mitchell, et al.]

ÅSD3 [Jim] andBinder [DeTreville]

ÅDaisy [Cirilloet al.]

ÅSecPAL[Becker, Fournet, and Gordon] and DKAL [Gurevich and Neeman]

άǎŀȅǎέ ŀƴŘ άǎǇŜŀƪǎ ŦƻǊέ play a role in other systems:

ÅSDSI and SPKI [Lampson and Rivest; Ellison et al.]

ÅAlpaca [Lesniewski-Laas et al.]

ÅAura [Vaughan et al.]

ÅPlan 9 [Pike et al.]



Binder



Binder

ÅBinder is a relative of Prolog. 

ÅLike Datalog, it lacks function symbols.

ÅIt also includes the special construct says.

ÅIt does not include much else.



An example in Binder

ÅFacts

ïowns(Alice, Foo.txt).

ïAlice says good(Bob).

ÅRules 

ïmay_access(p, o) :-
owns(q, o), blesses(q, p).

ïblesses(Alice, p) :- Alice says good(p).

ÅConclusions

ïmay_access(Bob, Foo.txt).



.ƛƴŘŜǊΩǎ ǇǊƻƻŦ ǊǳƭŜǎ

ÅBinder includes a standard resolution rule.

ÅIn addition, Binder includes a rule for 
importing formulas from a context F to a 
context D.

ï¢ƘŜ ǊǳƭŜ ŀŘŘǎ ŀ άC ǎŀȅǎέ ƛƴ ŦǊƻƴǘ ƻŦ ŀƭƭ ŀǘƻƳǎ 
ǿƛǘƘƻǳǘ ŀ άǎŀȅǎέΦ

ïThe rule applies only to clauses where the 
ƘŜŀŘ ŀǘƻƳ ŘƻŜǎ ƴƻǘ ƘŀǾŜ άǎŀȅǎέΦ



.ƛƴŘŜǊΩǎ ǇǊƻƻŦ ǊǳƭŜǎΥ ŜȄŀƳǇƭŜ

ÅSuppose F has the rules

ïmay_access(p, o) :-
owns(q, o), blesses(q, p).

ïblesses(Alice, p) :- Alice says good(p).

ïAlice says good(Bob).

ÅD may import the first two as:

ïF saysmay_access(p, o) :-
F saysowns(q, o), F saysblesses(q, p).

ïF saysblesses(Alice, p) :- Alice says good(p).

ÅD may import good(Bob) directly from Alice.



.ƛƴŘŜǊΩǎ ǇǊƻƻŦ ǊǳƭŜǎ όŎƻƴǘΦύ

ÅSuppose F has the rule

ïblesses(Alice, p) :- Alice says good(p).

ÅD may import it as:

ïF saysblesses(Alice, p) :- Alice says good(p).

Å5 ŀƴŘ C ǎƘƻǳƭŘ ŀƎǊŜŜ ƻƴ !ƭƛŎŜΩǎ ƛŘŜƴǘƛǘȅΦ

ÅBut the meaning of predicates may vary, and it 
typically will. 
For example, F may also have:

ïblesses(Bob, p) :- Bob says excellent(p).



Another example 
[DeTreville]

import

importexport

export

certificate c1

άWƻƘƴ {ƳƛǘƘ ƛǎ ŀ ./[

ŜƳǇƭƻȅŜŜΦέ όǎƛƎƴŜŘΥ

BCL HR)

certificate c2

άWƻƘƴ {ƳƛǘƘ ƛǎ ŀ

.ƛƎ/ƻ ŜƳǇƭƻȅŜŜΦέ

(signed: BigCo HR)

certificate c4

ά!ƭƭ ./[ ŜƳǇƭƻȅŜŜǎ

are BigCo

ŜƳǇƭƻȅŜŜǎΦέ όǎƛƎƴŜŘΥ

BigCo HR)

certificate c3

άL ǘǊǳǎǘ ./[ Iw ǘƻ ǎŀȅ

who is a BCL

ŜƳǇƭƻȅŜŜΦέ όǎƛƎƴŜŘΥ

BigCo HR)

άWƻƘƴ {ƳƛǘƘ ƛǎ ŀ

./[ ŜƳǇƭƻȅŜŜΦέ

BCL HR

BigCo HR

ά!ƭƭ ./[

employees are

BigCo

ŜƳǇƭƻȅŜŜǎΦέ

άL ǘǊǳǎǘ ./[ Iw

to say who is a

./[ ŜƳǇƭƻȅŜŜΦέ
άL ǘǊǳǎǘ .ƛƎ/ƻ Iw

to say who is a

BigCo

ŜƳǇƭƻȅŜŜΦέ

Service S



A logical analysis

ÅSuppose that A has the rule:
p :- B says q, r

ÅC would import this as:
A says p :- B says q, A says r

Å²Ŝ Ƴŀȅ ǊŜǇǊŜǎŜƴǘ /Ωǎ ǾƛŜǿ ƻŦ !Ωǎ ǊǳƭŜ ōȅΥ
Asays ((Bsays q)  r p)

Å²Ŝ Ƴŀȅ ǊŜǇǊŜǎŜƴǘ /Ωǎ ŎƻƴŎƭǳǎƛƻƴ ōȅΥ

(Bsays q)  (Asays r) (Asays p)

ÅHow did we get here?



A logical analysis (cont.)

ÅSo  we assume:  
Asays ((Bsays q)  r p)

and would like to derive:

(Bsays q)  (A says r) (Asays p)

ÅAssume the standard modal axiom 
Asays (s t) (Asays s) (Asays t)

and the necessitation rule.

ÅWe obtain:
Asays ((Bsays q)  r) (A says p)

and then (only!):
(Asays Bsays q)  (Asays r) (A saysp)



A logical analysis (cont.)

ÅWe can finish with the strong axiom:
s (Asays s)

ÅA weaker form suffices:
Bsays s (Asays Bsays s) 



Important properties of Binder

ÅBinder programs can define and use new, application-
specific predicates.

ÅA statement in Binder can be read as a declarative 
English sentence.

ÅQueries in Binder are decidable (in PTime).

Å Questions:

ïShould there be more built-in syntax and semantics?

ïCan all reasonable policies be expressed? 
Can the simple ones be expressed simply enough?

ïWhat about other algorithmic problems?



Data integration

ÅA classic database problem is how to integrate 
multiple sources of data.

ïThe sources may be heterogeneous. 
Their contents and structure may be partly 
unknown.

ïThe data may be semi-structured (e.g., XML 
on the Web).



TSIMMIS and MSL [Garcia-aƻƭƛƴŀ Ŝǘ ŀƭΦΣ ƳƛŘ мффлΩǎϐ

ÅWrappers translate between a common language 
and the native languages of sources.

ÅMediators then give integrated views of data 
from multiple sources.

ÅThe mediators may be written in the Mediator 
Specification Language (MSL).

<cs_person{<name N> <relation R> Rest1 Rest2}>@med :-
<person {<name N> <dept `CS'> <relation R> |     

Rest1}>@whois
AND decompose_name(N, LN, FN)
AND <R {<first_nameFN> <last_nameLN> | Rest2}>@cs



Similarities

ÅMSL is remarkably similar to Binder.
ïThey start from Datalog.
ïThey add sites (or contexts).
ïX@scorresponds to s says X.
ïIn X@s, the site s may be a variable.

ÅMore broadly, distributed access control is partly about 
data integration.
ïBinder follows the άƎƭƻōŀƭ ŀǎ ǾƛŜǿέapproach (GAV), 

in which each relation in the mediator schema is 
defined by a query over the data sources.
ïThe converse άƭƻŎŀƭ ŀǎ ǾƛŜǿέapproach (LAV) might 

not be as meaningful for access control.



Caveats

ÅMSL and Binder are used in different 
environments and for different purposes.

ïWork in databases seems to focus on a 
messy but benign and tolerant world, full of 
opportunities.

ïWork in security deals with a hostile world 
and tries to do less.

ÅSecurity is primarily a property of systems, 
not of languages. 
Coincidences in languages go only so far.



Potential outcomes (speculation)

ÅLanguage-design ideas

ïConstructs beyond Datalog

ïSemi-structured data

ÅMore theory, algorithms, tools

ÅCloser relation to database machinery

may_Q(p,x) :- s1 says Q(x),  
s2 says Ok(p,x)

Q(x)?
Bob Authentication Mediator

may_Q(Bob,x)?

S1

S2

S3



Proof-carrying code, 
proof-ŎŀǊǊȅƛƴƎ ŀǳǘƘƻǊƛȊŀǘƛƻƴΣ Χ



Proof-carrying code (PCC)
[Necula and Lee, 1996]

ÅProof-carrying code is also based on logic.

ÅIt is also essentially concerned with an 
authorization decision (running code):

Annotation

Code

VCGen

VC

Axiomatization (Safety policy)

Proof
reconstructor

and checker

Proof 
skeleton



Reason + Authority
[with Whitehead and Necula]

ÅHow does PCC fit into the broader context of 
access control?

ÅHow about hybrid policies and mechanisms?

Annotation

Code

VCGen

VC

Signed axiomatization (safety policy)

Proof
reconstructor

and checker

Signed
claims

Proof 
skeleton



BCIC = Binder + CIC (Coq logic)

ÅAn example of authorizing code execution:

ïmay_run(p) :- sat(safe p),  approved(p).
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BCIC = Binder + CIC (Coq logic)

ÅAn example of authorizing code execution:

proved in CIC            by policy

ïmay_run(p) :- sat(safe p),  approved(p).

ïapproved(p) :- Admin says approved(p).

digitally signed



From proof-carrying to code-carrying
[with Maffeis, Fournet, and Gordon]

ÅProofs are programs that can be presented as 
evidence with requests.

ÅGoing further, programs provided by clients 
may do some of the access control.

ïIn a pi calculus with higher-order features 
and dynamic typing.

ïWith types for authorization.

ïVerifiably in compliance with policy.



Access control in a type system for 
tracking dependencies



Status and issues

ÅCalculi for access control have been applied in 
several languages and systems, 
(but are not in wide day-to-day use).

ÅIt is easy to add constructs and axioms, but 
sometimes difficult to decide which are right.

ÅExplicit representations for proofs are useful.

ÅEven with logic, access control typically does 
not provide end-to-end guarantees 
(e.g., the absence of flows of information).



The Dependency Core Calculus 
[with Banerjee, Heintze, and Riecke, 1999]

ÅA minimal but expressive calculus in which the 
types capture dependencies.

ÅA foundation for some static analyses:

ïinformation-flow control, 

ïbinding-time analysis, 

ïslicing, 

ïΧ

ÅBased on the computational lambda calculus.



DCC basics

ÅLet Lbe a lattice.

ÅFor each type sand each j in L, there is a type Tj(s).

Å If j k then terms of type Tk(t) may depend on terms 
of type Tj(s).

For instance:

ÅThe lattice may have two elements: 

ÅTPublic(int) and TSecret(bool) would be two types.

ÅThen DCC guarantees that outputs of type TPublic(int) 
do not depend on inputs of type TSecret(bool).

ÅThis result is a non-interference theorem.

Public

Secret

ṡ
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A new look at DCC

ÅWe read DCC as a logic, 
via the Curry-Howard isomorphism.

ïTypes are propositions. 

ïPrograms are proofs.



A new look at DCC (cont.)

ÅWe consider significant but routine variations 
on the original DCC:

ïWe remove recursion.

ïWe add polymorphism.

ÅWe write Asays s instead of TA(s).

ÅWe write Aspeaks for Bas an abbreviation 
for X. (Asays X Bsays X).

(This presentation omits the lattice aspects, and makes 

other small simplifications. This turns DCC into CDD.)



A new look at DCC (cont.)

ÅThe result is a logic for access control, with 
some principles and some useful theorems.

ÅThe logic is intuitionistic (not classical).

ï{ƻ ƛǘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ άŜȄŎƭǳŘŜŘ ƳƛŘŘƭŜέΦ

ÅTerms are proofs to be used in access control.



Typing rules

ÅAs usual, typing rules are rules for deducing 
judgments (assertions) of the form:

assumptions
(e.g., free variables with 

their types)
program 

(aka term)

type
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The Simply Typed ˂-calculus: rules



Logical reading



Rules for says

ÅThe rules are those of the ˂ -calculus plus:

ÅIn other words:


