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Motivation
Out of bands channels

Properties

Authentication

Asynchronous emission

Short messages

Alice Eve Bob



Out of bands protocol example

nw is a weak nonce.

A commitment before knowledge based protocol

A −→ B : 〈m,hash(〈m, nw 〉)〉
B −→O A : ack
A −→O B : nw

nw can be guessed before commitment !

ns is a strong nonce.

A more secure one !

A −→ B : 〈m,hash(〈m, ns , nw 〉)〉
B −→O A : ack
A −→ B : ns
A −→O B : nw
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Conclusion

Work in progress.

Model the new capabilities of this attacker ;

Automatically verify security properties using this attacker.

Future work.

Complete proofs :-) ;

Case studies : ISO standard, 3D-Secure ;

Equivalence property ;

Collisions on weak hash functions.


