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Information and Communication Technologies

Advancements in ICTs enable the development of better and
more ef�cient infrastructures and services (often for less cost than in
the past)

� improve communication and information services

� facilitate the creation and collection of big data from different
sources (e.g., satellite imagery and sensors, smart phones,
surveys and census)
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Smart home, smart grid, : : :
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: : : Everything is getting smart : : :
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: : : Maybe too smart?
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The data protection challenge

� Huge amount of data collected, generated, and shared

� Growing use of SaaS business applications

� Growing amount of pervasive and mobile applications relying on
data availability anytime anywhere
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Huge amount of data stored at external providers
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Impact on data protection and privacy – 1
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Impact on data protection and privacy – 2
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Cloud computing

� The Cloud allows users and organizations to rely on external
providers for storing, processing, and accessing their data

+++ high con�gurability and economy of scale

+++ data and services are always available

+++ scalable infrastructure for applications

� Users lose control over their own data

��� new security and privacy problems

� Need solutions to protect data and to securely process them
in the cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

data owner cloud data owner cloud

functionality implies full trust in the CSP that has full access to the data

protection but limited functionality since the CSP cannot access data
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

functionality but no protection
(key is with the CSP)

protection  �� �� � ited functionality
(you cannot access data as you like)

data owner cloud data owner cloud

� functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

� protection but limited functionality since the CSP cannot access
data (e.g., Boxcryptor, SpiderOak)

c
 SPDP Lab – UNIMI 11/102



Cloud computing: ESCUDO-CLOUD's vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

data owner cloud

client-side trust boundary: only the behavior of the client should be considered

=) techniques and implementations supporting direct processing
of encrypted data in the cloud

H2020 project “Enforceable Security in the Cloud to Uphold Data Ownership” (ESCUDO-CLOUD).

http://www.escudocloud.eu/
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Scienti�c and technical challenges

Three dimensions characterize the problems and challenges
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Security properties
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Access requirements
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Architectures
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Combinations of the dimensions

� Every combination of the different instances of the dimensions
identi�es new problems and challenges

� The security properties to be guaranteed can depend on the
access requirements and on the trust assumption on the providers
involved in storage and/or processing of data

� Providers can be:

� curious

� lazy

� malicious
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Some Challenges in Data Protection



Some issues and opportunities

� Protection of and �ne-grained access to outsourced data

� con�dentiality (and integrity) of data at rest

� �ne-grained retrieval and query execution

� Selective information sharing

� access control on resources in the cloud

� Integrity

� integrity of stored data and query results

� Cloud providers selection
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Protection of and Fine-Grained Access
to Outsourced Data

P. Samarati, S. De Capitani di Vimercati, “Cloud Security: Issues and Concerns,” in Encyclopedia on Cloud Computing,

S. Murugesan, I. Bojanova (eds.), Wiley, 2016.

S. De Capitani di Vimercati et al., “Encryption and Fragmentation for Data Con�dentiality in the Cloud,” in Foundations of

Security Analysis and Design VII, A. Aldini, J. Lopez, F. Martinelli (eds.), Springer, 2014.

S. De Capitani di Vimercati, S. Foresti, P. Samarati, “Selective and Fine-Grained Access to Data in the Cloud,” in Secure

Cloud Computing, S. Jajodia, K. Kant, P. Samarati, V. Swarup, C. Wang (eds.), Springer, 2014.



The role of encryption in protecting data

� The Cloud Service Provider (CSP) can be honest-but-curious and
should not have access to the resource content

� Data con�dentiality typically provided by wrapping a layer of
encryption around sensitive data (e.g., Boxcryptor, SpiderOak)
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Fine-grained access to data in the cloud

� For con�dentiality reasons, CSPs storing data cannot decry pt
them for data processing/access

� Need mechanisms to support access to the outsourced data

� effective and ef�cient

� should not open the door to inferences
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Fine-grained access: Approaches – 1

� Keyword-based searches directly on the encrypted data:
supported by speci�c cryptographic techniques (e.g., [CWLRL-11])

Tokenk(w)

Ek(   ) Ek(   )  

� Homomorphic encryption: supports the execution of operations
directly on the encrypted data (e.g., [BV-11,G-09,GSW-13])

query

encrypted data
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Fine-grained access: Approaches – 2

� Onion encryption (CryptDB): different onion layers each of which
supports the execution of a speci�c SQL operation (e.g., Han aDB
SEEED framework) [PRZB-11]

� Encryption schemas: each column can be encrypted with a
different encryption schema, depending on the conditions to be
evaluated on it (e.g., Google encrypted BigQuery)
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Fine-grained access: Approaches – 3

Indexes (direct 1:1; with collision n:1; �attened 1:n): metadata attached
to the data and used for �ne-grained information retrieval a nd query
execution (e.g., [SD-16])
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Fine-grained access: Approaches – 4

� Indexes associated with attributes are used by the provider to
select data to be returned in response to a query

Patients
SSN Name Illness Doctor

123: : :89 Alice Asthma Angel
234: : :91 Bob Asthma Angel
345: : :12 Carol Asthma Bell
456: : :23 David Bronchitis Clark
567: : :34 Eva Gastritis Dan
232: : :11 Eva Stroke Ellis

Patients k

Tid Etuple IS IN II ID
1 x4Z3tfX2ShOSM p k a d
2 mNHg1oC010p8w v w a d
3 WsIaCvfyF1Dxw x l a n
4 JpO8eLTVgwV1E r u b g
5 qctG6XnFNDTQc i m a s
6 kotG8XnFNDTaW c o b y

Query on plaintext translated to a query on indexes and some
postprocessing at the client

Original query At server At client
SELECT Name,Illness
FROM Patients
WHERE Illness =`Asthma'

r = SELECT Etuple
FROM Patientsk

WHERE II = a

SELECT *
FROM Decrypt(r, key)
WHERE Illness = `Asthma'
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Indexes for queries: Direct (1:1)

Actual value or coding

+++ simple and precise for equality queries

��� preserves plaintext value distinguishability (inference attacks)
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Indexes for queries: Bucket (n:1)

Partition-based or hash-based

+++ supports for equality queries

+++ collisions remove plaintext distinguishability

��� result may contain spurious tuples (postprocessing query)

��� still vulnerable to inference attacks
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Indexes for queries: Flattened (1:n)

Flat indexes

+++ decreases exposure to inference attacks

��� remains vulnerabile to dynamic observations
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Fragmentation and Encryption

V. Ciriani, S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Selective Data Outsourcing for

Enforcing Privacy,” in Journal of Computer Security (JCS), vol. 19, n. 3, 2011.

V. Ciriani, S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Combining Fragmentation and

Encryption to Protect Privacy in Data Storage,” in ACM Transactions on Information and System Security (TISSEC), vol. 13,

no. 3, July 2010.
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Fragmentation and encryption

� Encryption makes query evaluation and application execution
more expensive or not always possible

� Often what is sensitive is the association between values of
different attributes, rather than the values themselves

� e.g., association between employee's names and salaries

=) protect associations by breaking them, rather than encrypting

� Alternative solutions limit encryption by coupling:

� encryption

� data fragmentation
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Con�dentiality constraints

� Sets of attributes such that the (joint) visibility of values of the
attributes in the sets should be protected

� Sensitive attributes: the values of some attributes are considered
sensitive and should not be visible
=) singleton constraints

� Sensitive associations: the associations among values of given
attributes are sensitive and should not be visible
=) non-singleton constraints
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Con�dentiality constraints – Example

R = (Name,DoB,Gender,Zip,Disease,Doctor,Email,Job,Telephone)

� {Telephone}, {Email}
� attributes Telephone and Email are sensitive (cannot be stored in

the clear)

� {Name,Doctor}, {Name,Disease}, {Name,DoB}

� attributes Doctor, Disease, and DoB are private of an individual and
cannot be stored in the clear in association with the Name

� {DoB,Gender,Zip,Doctor}, {DoB,Gender,Zip,Disease}

� attributes DoB, Gender, Zip can work as quasi-identi�er

� {Zip,Disease}, {Job,Disease}

� association rules between Zip and Disease and between Job and
Disease need to be protected from an adversary
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Fragmentation

� Fragmentation partitions attributes of original relation to provide
(maximal) availability of attributes in plaintext form for access

� no sensitive attribute visible in external fragments

� no sensitive association visible in external fragments

� ensure unlinkability of fragments (no attribute in common)

� Different approaches:

� Two can keep a secret splits information over two independent
servers that cannot communicate [ABGGKMSTX-05]

� Multiple unlinkable fragments allows for more than two non-linkable
fragments [CDFJPS-10]

� Keep a few involves the data owner as a trusted party to maintain
a limited amount of data [CDFJPS-09, CDFJPS-11]
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Fragmentation and encryption: Approaches
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Fragmentation and encryption – Examples

Two can keep a secret
P1 SSN Name YoB Job Disease Doctor

c0 = {SSN}
c1 = {Name,Doctor}
c2 = {Name,Disease}
c3 = {Doctor,Disease}

F 1 tid Name YoB SSNk Diseasek

F 2 tid Job Doctor SSNk Diseasek

c0 = {SSN}
c1 = {Name,Doctor}
c2 = {Name,Disease}
c3 = {Doctor,Disease}

Multiple unlinkable fragments Keep a few

F 1 salt1 enc1 Name YoB

F 2 salt2 enc2 Job Doctor

F 3 salt3 enc3 Disease

c0 = {SSN}
c1 = {Name,Doctor}
c2 = {Name,Disease}
c3 = {Doctor,Disease}

F o tid SSN Name Disease

F s tid YoB Job Doctor

c0 = {SSN}
c1 = {Name,Doctor}
c2 = {Name,Disease}
c3 = {Doctor,Disease}
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Query: Two can keep a secret

P1 SSN Name YoB Job Disease Doctor

q := SELECT SSN, Disease FROM Patients
WHERE Name= “Alice” AND Doctor= “Angel”
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Query: Multiple unlinkable fragments
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WHERE Name= “Alice” AND Doctor= “Angel”
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Query: Multiple unlinkable fragments

P1 SSN Name YoB Job Disease Doctor

q := SELECT SSN, Disease FROM Patients
WHERE Name= “Alice” AND Doctor= “Angel”

F 1 salt1 enc1 Name YoB F 2 salt2 enc2 Job Doctor F 3 salt3 enc3 Disease
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Query: Multiple unlinkable fragments

P1 SSN Name YoB Job Disease Doctor

q := SELECT SSN, Disease FROM Patients
WHERE Name= “Alice” AND Doctor= “Angel”

F 1 salt1 enc1 Name YoB F 2 salt2 enc2 Job Doctor F 3 salt3 enc3 Disease

q1 := SELECT salt1, enc1
FROM F 1
WHERE Name= “Alice”

Query at client

q0 := SELECT SSN, Disease
FROM Decrypt(q1,key)
WHERE Doctor= “Angel”
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Query: Keep a few

P1 SSN Name YoB Job Disease Doctor

q := SELECT SSN, Disease FROM Patients
WHERE Name= “Alice” AND Doctor= “Angel”
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Query: Keep a few

P1 SSN Name YoB Job Disease Doctor

q := SELECT SSN, Disease FROM Patients
WHERE Name= “Alice” AND Doctor= “Angel”

F o tid SSN Name Disease F s tid YoB Job Doctor
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Query: Keep a few

P1 SSN Name YoB Job Disease Doctor

q := SELECT SSN, Disease FROM Patients
WHERE Name= “Alice” AND Doctor= “Angel”

F o tid SSN Name Disease F s tid YoB Job Doctor

qs := SELECT tid
FROM F s
WHERE Doctor= “Angel”

Query at client

qo := SELECT SSN, Disease
FROM F o JOIN qs ON F o.tid=qs.tid
WHERE Name= “Alice”

c
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Fragmentation and inference

� Fragmentation assumes attributes to be independent

� In presence of data dependencies:

� sensitive attributes/associations may be indirectly exposed

� fragments may be indirectly linkable

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Fragmentation in Presence of Data

Dependencies,” in IEEE Transactions on Dependable and Secure Computing (TDSC), vol. 11, n. 6, November/December

2014, pp. 510-523.
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Fragmentation and inference – Example

R(SSN, Birth, ZIP, Name, Treatment, Disease, Job, Premium, Insurance)

Constraints c1 = {SSN}
c2 = {Name, Disease}
c3 = {ZIP, Premium}

Dependencies d1 = {Birth, ZIP} Name
d2 = {Treatment} Disease
d3 = {Disease} Job
d4 = {Insurance, Premium} Job
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Fragmenting with data dependencies

Take into account data dependencies in fragmentation

� Fragments should not contain sensitive attributes/associations
neither directly nor indirectly

Constraints c1 = {SSN} Dependencies d1 = {Birth, ZIP} Name
c2 = {Name, Disease} d2 = {Treatment} Disease
c3 = {ZIP, Premium} d3 = {Disease} Job

d4 = {Insurance, Premium} Job

c
 SPDP Lab – UNIMI 42/102



Fragmenting with data dependencies

Take into account data dependencies in fragmentation

� Fragments should not contain sensitive attributes/associations
neither directly nor indirectly

Constraints c1 = {SSN} Dependencies d1 = {Birth, ZIP} Name
c2 = {Name, Disease} d2 = {Treatment} Disease
c3 = {ZIP, Premium} d3 = {Disease} Job

d4 = {Insurance, Premium} Job

c
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Selective Information Sharing

E. Bacis, S. De Capitani di Vimercati, S. Foresti, S. Paraboschi, M. Rosa, P. Samarati, “Mix&Slice: Ef�cient Access Revo cation

in the Cloud,” in Proc. of ACM Conference on Computer and Communications Security (CCS 2016), Vienna, Austria, October

2016.

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Encryption Policies for Regulating Access to

Outsourced Data,” in ACM Transactions on Database Systems (TODS), vol. 35, n. 2, April 2010, pp. 12:1-12:46.

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Over-encryption: Management of Access

Control Evolution on Outsourced Data,” in Proc. of the 33rd International Conference on Very Large Data Bases (VLDB

2007), Vienna, Austria, September 2007.



Selective information sharing

� Different users might need to enjoy different views on the
outsourced data

� Enforcement of the access control policy requires the data owner
to mediate access requests

=) impractical (if not inapplicable)

� Authorization enforcement may not be delegated to the provider

=) data owner should remain in control
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Selective information sharing: Approaches – 1

� Attribute-based encryption (ABE): allow derivation of a key only by
users who hold certain attributes (based on asymmetric
cryptography)

c
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Selective information sharing: Approaches – 2

� Selective encryption: the authorization policy de�ned by the data
owner is translated into an equivalent encryption policy

� users will be able to access only the resources for which they have
the key

c
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Authorization policy

� An authorization policy regulates read access to the resources

� It can be represented as an access matrix or a directed and
bipartite graph

r1 r2 r3 r4 r5
A 1 1 1 0 0
B 1 1 1 1 1
C 1 1 1 1 1
D 0 0 1 1 1

A r1

B r2

C r3

D r4

r5

c
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Selective encryption – 1

� Selective encryption: different keys are used to encrypt different
data and users can know (or can derive) the keys of the data they
can access [DFJPS-10, DFJPS-07]

� data themselves need to directly enforce access control

� authorization to access a resource translated into
knowledge of the key with which the resource is encrypted

� Requirements:

� one version of data (no replication); one key per user

� Basic idea:

� key derivation method: via public tokens a user can derive all keys
of the resources she is allowed to access
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Selective encryption – 2

Token-based key derivation method

� Keys are arbitrarily assigned to vertices

� A public label l i is associated with each key ki

� A piece of public information ti;j , called token, is associated with
each edge in the hierarchy

� Given an edge (ki ,kj), token ti;j is computed as kj � h(ki ; l j ) where
� � is the n-ary xor operator

� h is a secure hash function

� Advantages of tokens:
� they are public and allow users to derive multiple encryption keys,

while having to worry about a single one

� they can be stored on the remote server (just like the encrypted
data), so any user can access them
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Selective encryption – 3

Exploit ACLs to minimize number of keys and tokens

� Keys:

� one key per user

� an additional key for each non-singleton ACL

� Resources are encrypted with the key of their ACLs

� Tokens allow users to derive the keys of the ACLs to which they
belong (to limit the number of tokens additional keys might be
inserted for f̀actoring' derivation paths)
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Selective encryption – Example

A v1[A] v5[ABC] r1; r2

B v2[B] v8[BC]

C v3[C] v7[ABCD] r3

D v4[D] v6[BCD] r4; r5

key assignment

token

� user A can access f r1; r2; r3g
� users B and C can access f r1; r2; r3; r4; r5g
� user D can access f r3; r4; r5g
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Construction of the key and token graph

Start from an authorization policy A

1. Create a vertex/key for each user and for each non-singleton acl
(initialization)

2. For each vertex v corresponding to a non-singleton acl, �nd a
cover without redundancies (covering)

- for each user u in v.acl, �nd an ancestor v0of v with u 2 v0.acl

3. Factorize common ancestors (factorization)
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Key and token graph – Example

r1 r2 r3 r4 r5

A 1 1 1 0 0
B 1 1 1 1 1
C 1 1 1 1 1
D 0 0 1 1 1

Initialization
v1[A] v5[ABC]

v2[B]

v3[C] v7[ABCD]

v4[D] v6[BCD]
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Key and token graph – Example

r1 r2 r3 r4 r5

A 1 1 1 0 0
B 1 1 1 1 1
C 1 1 1 1 1
D 0 0 1 1 1

Initialization Covering
v1[A] v5[ABC]

v2[B]

v3[C] v7[ABCD]

v4[D] v6[BCD]

v1[A] v5[ABC]

v2[B]

v3[C] v7[ABCD]

v4[D] v6[BCD]
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Key and token graph – Example

r1 r2 r3 r4 r5

A 1 1 1 0 0
B 1 1 1 1 1
C 1 1 1 1 1
D 0 0 1 1 1

Initialization Covering Factorization
v1[A] v5[ABC]

v2[B]

v3[C] v7[ABCD]

v4[D] v6[BCD]

v1[A] v5[ABC]

v2[B]

v3[C] v7[ABCD]

v4[D] v6[BCD]

v1[A] v5[ABC]

v2[B] v8[BC]

v3[C] v7[ABCD]

v4[D] v6[BCD]
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Key assignment and encryption schema f and catalog

v1[A] v5[ABC]

v2[B] v8[BC]

v3[C] v7[ABCD]

v4[D] v6[BCD]

u f (u)
A v1.l
B v2.l
C v3.l
D v4.l

r f (r)
r1 v5.l
r2 v5.l
r3 v7.l

r4,r5 v6.l

source destination token_value
v1.l v5.l t1;5
v2.l v8.l t2;8
v3.l v8.l t3;8
v4.l v6.l t4;6
v5.l v7.l t5;7
v6.l v7.l t6;7
v8.l v5.l t8;5
v8.l v6.l t8;6
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Over-encryption

c
 SPDP Lab – UNIMI 55/102



Policy updates

� When authorizations dynamically change, the data owner needs
to:

� download the resource from the server

� create a new key for the resource

� decrypt the resource with the old key

� re-encrypt the resource with the new key

� upload the resource to the server and communicate the public
catalog updates

=) inef�cient

� Possible solution: over-encryption [DFJPS-10a, DFJPS-07]
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Over-encryption – 1

� Resources are encrypted twice:

� by the owner, with a key shared with the users and unknown to the
server (Base Encryption Layer - BEL level)

� by the server, with a key shared with authorized users
(Surface Encryption Layer - SEL level)

� To access a resource a user must know both the corresponding
BEL and SEL keys

� Grant and revoke operations may require

� the addition of new tokens at the BEL level

� the update of the SEL level according to the operations performed
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Over-encryption – 2

Provider's view User's view

r


BEL


SEL


r


BEL


SEL


r


BEL


SEL


r


BEL


SEL


r


BEL


SEL


open locked sel_locked bel_locked

� Each layer is depicted as a fence

� discontinuous, if the key is known

� continuous, if the key is not known (protection cannot be passed)
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Over-encryption – 3

� Revoke

to protect resources for which the revokee has the BEL key

� Grant

if a BEL key protects multiple resources and access is to be
granted only to a subset of them, there is the need to protect at
SEL level the resources on which access is not being granted
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An example of revoke operation

BEL SEL

A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E]

r f S(r )
r1,r2,r3,r4,r5 NULL

r1,r2,r3,r4,r5 s6.l
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An example of revoke operation

BEL SEL

revoke (B,r3)
A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E]

r f S(r )
r1,r2,r3,r4,r5 NULL

r1,r2,r3,r4,r5 s6.l
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An example of revoke operation

BEL SEL

revoke (B,r3) over_encrypt (CD,r3)
A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E]

r f S(r )
r1,r2,r3,r4,r5 NULL

r1,r2,r3,r4,r5 s6.l
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An example of revoke operation

BEL SEL

revoke (B,r3) over_encrypt (CD,r3)
A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E]

r f s(r )
r1,r2,r3,r4,r5 NULL

r3 s6.l
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An example of grant operation

BEL SEL

A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E] s7[DE]

r f S(r )
r1,r2,r4,r5 NULL

r3 s6.l

c
 SPDP Lab – UNIMI 61/102



An example of grant operation

BEL SEL

grant (C,r4)

A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E] s7[DE]

r f S(r )
r1,r2,r4,r5 NULL

r3 s6.l
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An example of grant operation

BEL SEL

grant (C,r4)

A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E] s7[DE]

r f S(r )
r1,r2,r4,r5 NULL

r3 s6.l
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An example of grant operation

BEL SEL

grant (C,r4) over_encrypt (DE,r5)

A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E] s7[DE]

r f S(r )
r1,r2,r4,r5 NULL

r3 s6.l
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An example of grant operation

BEL SEL

grant (C,r4) over_encrypt (DE,r5)

A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E] s7[DE]

r f S(r )
r1,r2,r4,r5 NULL

r3 s6.l
r5 s7.l
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An example of grant operation

BEL SEL

grant (C,r4) over_encrypt (DE,r5)
over_encrypt (ALL,r4)

A b1 b7

B b2 b10

C b3 b9

D b4 b8

E b5 b6

r f b(r )
r1 b7.la
r2 b9.la
r3 b8.la

r4,r5 b6.la

s1[A]

s2[B]

s3[C] s6[CD]

s4[D]

s5[E] s7[DE]

r f S(r )
r1,r2,r4,r5 NULL

r3 s6.l
r5 s7.l
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Variations/open issues: : :

� Support of write authorizations [DFJLPS-13]

� Support of multi-owners scenario [DFJPPS-10]

� Integration with current cloud technology [BDFGPRSS-16]

� Different approaches for over-encryption enforcement (immediate,
on-the-�y , opportunistic) [BDFPRS-16b]

� Selective encryption for access control combined with indexes for
query execution [DFJPS-11]
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Mix&Slice for Policy Revocation

E. Bacis, S. De Capitani di Vimercati, S. Foresti, S. Paraboschi, M. Rosa, P. Samarati, “Mix&Slice: Ef�cient Access Revo cation

in the Cloud,” in Proc. of the 23rd ACM Conference on Computer and Communications Security (CCS 2016), Vienna, Austria,

October 2016.
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Mix&Slice

� Over-encryption requires support by the server (i.e., the server
implements more than simple get/put methods)

� Alternative solution to enforce revoke operations: Mix&Slice

� Use different rounds of encryption to provide complete mixing of
the resource

=) unavailability of a small portion of the encrypted resource prevents
its (even partial) reconstruction

� Slice the resource into fragments and, every time a user is revoked
access to the resource, re-encrypt a randomly chosen fragment

=) lack of a fragment prevents resource decryption

c
 SPDP Lab – UNIMI 64/102



Resource organization

� Block: sequence of bits input to a block cipher
Block: AES uses block of 128 bits

Mini-block: sequence of bits in a block
Mini-block: it is our atomic unit of protection
Mini-block: mini-blocks of 32 bits imply a cost of
Mini-block: 232 for brute-force attacks

Macro-block: sequence of blocks
Macro-block: mixing operates at the level of macro-block
Macro-block: a macro-block of 1KB includes 8 blocks
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Mixing – 1

� When encryption is applied to a block, all the mini-blocks are
mixed

+++ absence of a mini-block in a block from the result prevents
reconstruction of the block

��� does not prevent the reconstruction of other blocks in the resource
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Mixing – 2

� Extend mixing to a macro-block

� iteratively apply block encryption

� at iteration i, each block has a mini-block for each encrypted block
obtained at iteration i � 1 (at distance 2i)

� x rounds mix 4x mini-blocks

E

E

E

E

E

E

E

E

0 0 0 0
[0] [1] [2] [3]

0 0 0 0
[4] [5] [6] [7]

0 0 0 0
[8] [9] [10] [11]

0 0 0 0
[12] [13] [14] [15]

1 1 1 1
[8] [9] [10] [11]

1 1 1 1
[4] [5] [6] [7]

1 1 1 1
[0] [1] [2] [3]

1 1 1 1
[12] [13] [14] [15]

2 2 2 2
[0] [1] [2] [3]

2 2 2 2
[4] [5] [6] [7]

2 2 2 2
[8] [9] [10] [11] [12] [13] [14] [15]

2 2 22
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Slicing – 1

� To be mixed, large resources require large macro-blocks

��� many rounds of encryption

��� considerable computation and data transfer overhead

� Large resources are split in different macro-blocks for encryption

� Absence of a mini-block for each macro-block prevents the (even
partial) reconstruction of the resource
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Slicing – 2

� Slice resources in fragments having a mini-block for each
macro-block (the ones in the same position)

� absence of a fragment prevents reconstruction of the resource
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Revoke

To revoke user u access to a resource r

1. randomly select a fragment Fi of r and download it
2. decrypt Fi

3. generate a new key kl that u does not know and cannot derive
(generated with key regression and seed encrypted with new ACL)

4. re-encrypt Fi with the new key kl

5. upload the encrypted fragment

fr
ag

m
en

t

macroblock

F2
0 F5

0 F7
0 F8

0F1
0 F3

0 F6
0 F9

0 F11
0 F12

0 F14
0 F15

0F0
0 F13

0F4
0 F10

0
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Revoke

To revoke user u access to a resource r

1. randomly select a fragment Fi of r and download it
2. decrypt Fi

3. generate a new key kl that u does not know and cannot derive
(generated with key regression and seed encrypted with new ACL)

4. re-encrypt Fi with the new key kl

5. upload the encrypted fragment
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Effectiveness of the approach

� A revoked user does not know the encryption key of at least one
fragment

� a brute force attack is needed to reconstruct the fragment (and the
resource)

� 2msizeattempts, with msize the number of bits in a mini-block

� A user can locally store floc of the f fragments of a resource

� probability to be able to reconstruct the resource after fmiss
fragments have been re-encrypted: P = ( floc=f )fmiss

� proportional to the number of locally stored fragments

� decreases exponentially with the number of policy updates
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Integrity of Data Storage and Computation

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Integrity for Distributed Queries,”in

Proc. of the 2nd IEEE Conference on Communications and Network Security (CNS 2014), CA, USA, October 2014.

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Integrity for Join Queries in the Cloud,” in IEEE

Transactions on Cloud Computing (TCC), vol. 1, n. 2, July-December 2013, pp. 187-200.



Integrity of storage and query computation

� Data owner and users need mechanisms that provide integrity for
query results:

� correctness: computed on genuine data

� completeness: computed on the whole data collection

� freshness: computed on the most recent version of the data

� Two approaches:

� deterministic: uses authenticated data structures (e.g., signature
chains, Merkle hash trees, skip lists) or encryption-based solutions
(e.g., veri�able homomorphic encryption schema [LDPW-14])

� probabilistic: exploits insertion of fake tuples in query results,
replication of tuples in query results, pre-computed tokens (e.g.,
[DFJPS-13b,DFJPS-14,DFJLPS-14b,XWYM-07])
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Merkle hash tree

� Binary tree where:

� each leaf contains the hash of one tuple

� each internal node contains the result of the hash of the
concatenation of its children

� The hash function used to build the tree is collision-resistant

� The root is signed by the data owner and communicated to
authorized users

� Tuples in the leaves are ordered according to the value of the
attribute A on which the tree is de�ned

� The tree is created by the data owner and stored at the server
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Merkle hash tree – Example

Accounts
Account Customer Balance

t1 Acc1 Alice 100
t2 Acc2 Alice 200
t3 Acc3 Bob 300
t4 Acc4 Chris 200
t5 Acc5 Donna 400
t6 Acc6 Elvis 200
t7 Acc7 Frank 100
t8 Acc8 Gary 500
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Merkle hash tree – Example

Accounts
Account Customer Balance
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Merkle hash tree over attribute Account
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Merkle hash tree veri�cation

� The Merkle hash tree de�ned over A supports the veri�cation of
equality and range queries over A

� The server returns, together with the query result, a veri�cation
object (hash of other tuples allowing the derivation of the hash of
the root)

� The client uses the veri�cation object and query result to
recompute the root of the tree

� The query result is correct and complete iff the computed root is
the same as the one she knows

� if a tuple is not correct or is missing from the query result, the
recomputed root value is not the same as the one known to the
client
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Merkle hash tree veri�cation – Example

SELECT *
FROM Accounts
WHERE Account = `Acc3'
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Account Customer Balance
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Merkle hash tree veri�cation – Example
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WHERE Account = `Acc3'
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Result: t3 Veri�cation Object: h4, h12, h5678
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Merkle hash tree veri�cation – Example
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Result: t3 Veri�cation Object: h4, h12, h5678

h3 = h(t3)
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Merkle hash tree veri�cation – Example

SELECT *
FROM Accounts
WHERE Account = `Acc3'

Accounts
Account Customer Balance
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Result: t3 Veri�cation Object: h4, h12, h5678

h3 = h(t3)
h34 = h(h3jjh4)
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Merkle hash tree veri�cation – Example
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WHERE Account = `Acc3'
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Result: t3 Veri�cation Object: h4, h12, h5678

h3 = h(t3)
h34 = h(h3jjh4)
h1234 = h(h12jjh34)
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Merkle hash tree veri�cation – Example

SELECT *
FROM Accounts
WHERE Account = `Acc3'

Accounts
Account Customer Balance
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Result: t3 Veri�cation Object: h4, h12, h5678

h3 = h(t3)
h34 = h(h3jjh4)
h1234 = h(h12jjh34)
h12345678= h(h1234jjh5678)
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Computation with multiple providers

� Different CSPs are available on the market, offering a variety of
services (e.g., storage, computation) at different prices

� Users can select the CSP that better matches their security,
economic, and functional requirements

� Multiple CSPs can help enhancing security but

=) need solutions to verify the correct behavior of these CSPs
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Probabilistic approach for join queries

� A client, with the cooperation of the storage servers, can assess
the integrity of joins performed by a computational cloud

� Protection techniques [DFJPS-13b,DFJPS-14]:

� encryption makes data unintelligible

� markers, fake tuples not recognizable as such by the computational
cloud (and not colliding with real tuples)

� twins, replication of existing tuples

� A marker missing or a twin appearing solo =) integrity violation

� Probabilistic guarantee depending on the amount of control
(markers and twins) inserted
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On-the-�y encryption

� Server Sencrypts B(I , Att), obtaining Bk(Ik, B.Tuplek)

� For each t in B, there is t in Bk: t [Ik]=Ek(t [I ]) and t [B.Tuplek]=Ek(t )

� E is a symmetric encryption function with key k

� k is de�ned by the client and changes at every query

� Encryption provides data con�dentiality

L
I Attr

l1 a Ann
l2 b Beth
l3 c Cloe

R
I Attr

r1 a �u
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e �u
r6 e cancer

J
L.I L.Attr R.I R.Attr

l1 a Ann a �u r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
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On-the-�y encryption

� Server Sencrypts B(I , Att), obtaining Bk(Ik, B.Tuplek)

� For each t in B, there is t in Bk: t [Ik]=Ek(t [I ]) and t [B.Tuplek]=Ek(t )

� E is a symmetric encryption function with key k

� k is de�ned by the client and changes at every query

� Encryption provides data con�dentiality

Lk
Ik L.Tuple k
a l 1
b l 2
g l 3

Rk
Ik R.Tuple k
a r 1
a r 2
b r 3
e r 4
e r 5
e r 6

Jk
L.Ik L.Attr k R.Ik R.Attr k
a l 1 a r 1
a l 1 a r 2
b l 2 b r 3
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Markers

� Arti�cial tuples injected into L by Sl and R by Sr

� not recognizable by the computational server

� do not generate spurious tuples

� inserted in a concerted manner to guarantee that they belong to the
join result

� The absence of markers signals incompleteness of the join result

L
I Attr

l1 a Ann
l2 b Beth
l3 c Cloe

R
I Attr

r1 a �u
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e �u
r6 e cancer

J
L.I L.Attr R.I R.Attr

l1 a Ann a �u r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
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Markers

� Arti�cial tuples injected into L by Sl and R by Sr

� not recognizable by the computational server

� do not generate spurious tuples

� inserted in a concerted manner to guarantee that they belong to the
join result

� The absence of markers signals incompleteness of the join result

L�

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe
m1 x marker1

R�

I Attr
r1 a �u
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e �u
r6 e cancer
m2 x marker2

J�

L.I L.Attr R.I R.Attr
l1 a Ann a �u r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
m1 x marker1 x marker2 m2
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Twins

� Duplicates of tuples that satisfy condition Ctwin that

� is de�ned on the join attribute I

� tunes the percentage pt of twins

� is de�ned by the client and communicated to Sl and Sr

� Twin pairs are not recognizable by the computational server (join
attribute concatenated with a �ag set to 1)

� A twin appearing solo signals incompleteness of the join result
L

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe

R
I Attr

r1 a �u
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e �u
r6 e cancer

J
L.I L.Attr R.I R.Attr

l1 a Ann a �u r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
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Twins

� Duplicates of tuples that satisfy condition Ctwin that

� is de�ned on the join attribute I

� tunes the percentage pt of twins

� is de�ned by the client and communicated to Sl and Sr

� Twin pairs are not recognizable by the computational server (join
attribute concatenated with a �ag set to 1)

� A twin appearing solo signals incompleteness of the join result
L�

I Attr
l1 a Ann
l2 b Beth
l3 c Cloe
l̄2 b̄ Beth

R�

I Attr
r1 a �u
r2 a asthma
r3 b ulcer
r4 e hernia
r5 e �u
r6 e cancer
r̄3 b̄ ulcer

J�

L.I L.Attr R.I R.Attr
l1 a Ann a �u r1
l1 a Ann a asthma r2
l2 b Beth b ulcer r3
¯l2 b̄ Beth b̄ ulcer r̄3
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Query evaluation

The client shares with each server Si a symmetric key ki

� The client sends to the computational cloud a request to execute a
join between the relations produced by Sl and Sr

� The relations to be produced by Sl and Sr are represented as two
strings, encrypted with keys kl and kr , respectively, and to be
forwarded by the computational cloud to the respective storage
server, containing:

� subquery to be executed by the storage server

� query key k (on-the-�y encryption) to be used by the storage server
to encrypt the relation sent to the computational cloud

� number m of markers (random generator known to the servers)

� percentage pt of twins (condition over hash values)
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Query execution – Example
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Query execution – Example
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Join execution – Example

L
I Attr

l1 a Alice
l2 b Bob
l3 c Carol
l̄1 ā Alice
l̄3 c̄ Carol
m1 x marker1
m3 y marker3

R
I Attr
a 300 r1
b 800 r2
e 200 r3
ā 300 r̄1
x marker2 m2
y marker4 m4

Storage servers
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b 800 r2
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L� .I L� .Attr R� .I R� .Attr

l1 a Alice a 300 r1
l2 b Bob b 800 r2
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Join execution – Example
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l1 a Alice
l2 b Bob
l3 c Carol
l̄1 ā Alice
l̄3 c̄ Carol
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m3 y marker3

R
I Attr
a 300 r1
b 800 r2
e 200 r3
ā 300 r̄1
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y marker4 m4

J
Rl :I Rl .Attr Rr :I Rr .Attr

l1 a Alice a 300 r1
l2 b Bob b 800 r2

L� .I L� .Attr R� .I R� .Attr
m1 x marker1 x marker2 m2
m3 y marker3 y marker4 m4

Storage servers Client
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Markers and twins: Integrity guarantees

� The guarantee offered by markers and twins can be measured as
the probability of the computational cloud to go undetected when
omitting tuples

� Markers and twins offer complementary protection:

� Twins are twice as effective as markers, but loose their
effectiveness when the computational cloud omits a large fraction of
tuples (extreme case: all tuples omitted)

� Markers allow detecting extreme behavior (all tuples omitted) and
provide effective when the computational cloud omits a large
fraction of tuples
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Variations/open issues : : :

� Use of salts and buckets to protect join pro�le [DFJPS-16]

� Application of the salts and buckets only to twins and markers
(veri�cation object) [DFJPS-16]

� Execution of the join as a semi-join to support n:m joins and
protect join pro�le [DFJPS-16]

� Application of the techniques in a distributed computation
scenario (e.g., MapReduce) [DFJLPS-14b]

� Evaluation of approximate joins [DFJPS-15]

� Consideration of different trust levels

� Removal of trust assumptions in the storage servers
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Users Requirements and Preferences for
Cloud Plan Selection

S. De Capitani di Vimercati, S. Foresti, G. Livraga, V. Piuri, P. Samarati, “Supporting User Requirements and Preferences in

Cloud Plan Selection,” in IEEE Transactions on Services Computing (TSC), November 2017.



Supporting user requirements and preferences

� Rich and diversi�ed cloud market

+++ more possibilities for perspective customers

��� selection process can be dif�cult

� Several problems [DFLPS-18a, DFLS-17]

� identi�cation of Quality of Service attributes

� de�nition of metrics for determining preferred plans

� consideration of security properties in SLAs

� user support for

� de�ning (hard) security/privacy requirements and (soft) p references

� de�ning high-level speci�cations supporting reasoning ov er
security/privacy requirements
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A brokerage-based approach

+++ identi�cation of possible requirements and preferences

+++ expressive and user-friendly language for requirements and preferences

+++ ranking of acceptable plans based on preferences
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Abstract model of cloud plans

� A plan P is modeled as a set [a1; : : : ;an] of attributes of interest

P1 P2 P3 P4 P5
prov Ghost Ghost GoGo GoGo GoGo (provider)

loc US US EU US EU (server location)
encr 3DES AES 3DES AES AES (encryption algo)

avail M H VH H VH (availability)
test authC authB authB authA authA (pen test authority)
cert certB certC certB certC certA (security certi�cation)

aud 1Y _ _ _ _ (audit frequency)
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Requirement speci�cation language

� Requirements restrict the values that can be assumed by a plan

� Expressed through a user-friendly and expressive language
offering simple constructs
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Requirement speci�cation language

� Requirements restrict the values that can be assumed by a plan

� Expressed through a user-friendly and expressive language
offering simple constructs

simple
prov IN f Ghost, GoGo, MHardg

avail NOT IN f VL, Lg

alternatives ANY(f test IN f authA, authBg, cert IN f certA, certBgg)

conjunctions ALL(f loc IN f EU, USg, encr NOT IN f DESgg)

implications
IF ALL(f loc IN f USg, encr IN f 3DESgg)
IFTHEN ANY(f audit IN f 3M, 6Mg, cert IN f certAgg)

exclusions FORBIDDEN(f loc NOT IN f EUg, test IN f authCgg)

at least n AT_LEAST(2, f loc IN f EUg, encr IN f AESg, prov IN f GoGo, Ghostgg)

at most n AT_MOST(2, f prov IN f Ghostg, avail IN f M, MHg, encr IN f 3DESgg)
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Acceptable plan

A plan is acceptable iff it satis�es all user requirements

P1 P2 P3 P4 P5
prov Ghost Ghost GoGo GoGo GoGo

loc US US EU US EU
encr 3DES AES 3DES AES AES

avail M H VH H VH
test authC authB authB authA authA
cert certB certC certB certC certA

aud 1Y _ _ _ _
X �

c1 : prov IN f Ghost;GoGo;MHardg
c2 : avail NOT IN f VL;Lg
c3 : ALL(f loc IN f EU;USg;encr NOT IN f DESgg)
c4 : FORBIDDEN(f loc NOT IN f EUg;test IN f authCgg)
c5 : AT_LEAST(2; f loc IN f EUg;encr IN f AESg;prov IN f Gogo, Ghostgg)
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encr 3DES AES 3DES AES AES

avail M H VH H VH
test authC authB authB authA authA
cert certB certC certB certC certA

aud 1Y _ _ _ _
� � X X X X

c1 : prov IN f Ghost;GoGo;Mhardg
c2 : avail NOT IN f VL;Lg
c3 : ALL(f loc IN f EU;USg;encr NOT IN f DESgg)
c4 : FORBIDDEN(f loc NOT IN f EUg;test IN f authCgg)
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Preferences

� Soft requirements: some characteristics are preferred to others

� Enforced on acceptable plans to rank them

� Two kinds of preferences

� on attribute values

� on attributes themselves
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Preferences on attribute values

� Certain values are preferred to other values for an attribute

� Modeled through a preference relationship

� total ordering relationship over sets of acceptable values
for prov : f MHard g � f GoGo g � f Ghost g

score function re�ecting the relative position of the value s
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Preferences on attribute values

� Certain values are preferred to other values for an attribute

� Modeled through a preference relationship

� total ordering relationship over sets of acceptable values
for prov : f MHard g � f GoGo g � f Ghost g

� score function re�ecting the relative position of the values

� Scoring vector P i includes the scores of the values of Pi

P2 P2
prov Ghost 1/3

loc US 1/2
encr AES 1

avail H 3/4
test authB 3/4
cert certC 3/5

aud _ 1/4

loc encrprov avail test cert aud

EU AESMHard VH authA certA 3M

3DESGoGo H authB certB 6M
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Preferences on attributes

� Certain attributes are more important than other ones

� Modeled through a weight function

� higher weights imply higher importance

w(prov ) = 1 ;w(avail ) = 10
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Ranking

� Three possible approaches

� Pareto dominance

� D-dominance (distance-based)

� WD-dominance (weighted distance-based)

� Each strategy de�nes dominance among pairs of plans

� Pi dominates Pj =) Pi is preferred to Pj
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Pareto dominance

� Pi dominates Pj iff Pi has:

� for all attributes, values that are equally or more preferred than
those in Pj and

� for at least one attribute, a more preferred value than the one in Pj

P4 P5
prov GoGo GoGo

loc US EU
encr AES AES

avail H VH
test authA authA
cert certC certA

aud _ _

loc encrprov avail test cert aud
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1/4

P5 dominates P4
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Pareto dominance

� Pi dominates Pj iff Pi has:

� for all attributes, values that are equally or more preferred than
those in Pj and

� for at least one attribute, a more preferred value than the one in Pj
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Distance-based dominances

� Plans are represented as points in an n-dimensional space

� coordinates of plan P are the values in scoring vector P

� Dominance is given by the distance from an ideal plan P>

� for all attributes, P> has top values (P> has 1)
P2 P2 P3 P3

prov Ghost 1/3 GoGo 2/3
loc US 1/2 EU 1

encr AES 1 3DES 1/2
avail H 3/4 VH 1

test authB 3/4 authB 3/4
cert certC 3/5 certB 4/5

aud _ 1/4 _ 1/4
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p
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p

å m
i= 1c
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Distance-based dominances

� Plans are represented as points in an n-dimensional space

� coordinates of plan P are the values in scoring vector P

� Dominance is given by the distance from an ideal plan P>

� for all attributes, P> has top values (P> has 1)
P2 P2 P3 P3

prov Ghost 1/3 GoGo 2/3
loc US 1/2 EU 1

encr AES 1 3DES 1/2
avail H 3/4 VH 1

test authB 3/4 authB 3/4
cert certC 3/5 certB 4/5

aud _ 1/4 _ 1/4

p
å m

i= 1
p

å m
i= 1

1

P>

1/2

1/2

1

encr

au
d

1/4
P3 P2

0.750.90

dist(Ph;Pk) =

s
m

å
i= 1

(Ph[ai ] � Pk[ai ])2

dist(P> ;P2) =
q

(1� 1)2 + ( 1� 1=4)2 = 0:75; dist(P> ;P3) =
q

(1� 1=2)2 + ( 1� 1=4)2 = 0:90

c
 SPDP Lab – UNIMI 99/102



Distance-based dominances

� Plans are represented as points in an n-dimensional space

� coordinates of plan P are the values in scoring vector P

� Dominance is given by the distance from an ideal plan P>

� for all attributes, P> has top values (P> has 1)

P2 P2 P3 P3
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Distance-based dominances

� Plans are represented as points in an n-dimensional space

� coordinates of plan P are the values in scoring vector P
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� for all attributes, P> has top values (P> has 1)
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Distance-based dominances

� Plans are represented as points in an n-dimensional space

� coordinates of plan P are the values in scoring vector P

� Dominance is given by the distance from an ideal plan P>

� for all attributes, P> has top values (P> has 1)

� Priorities among attributes =) scaling the n-dimensional space
� scaling factor along the dimension for attribute a is w(a)

1

P>

1/2

1/2

1

encr

au
d

1/4

23/21

P>

1/2

1/2

1

encr

au
d

1/4
P3 P2

original space scaled space withw(encr ) = 2

0.90 0.75 1.25 0.75

c
 SPDP Lab – UNIMI 99/102



Distance-based dominances

� Plans are represented as points in an n-dimensional space

� coordinates of plan P are the values in scoring vector P

� Dominance is given by the distance from an ideal plan P>

� for all attributes, P> has top values (P> has 1)

� Priorities among attributes =) scaling the n-dimensional space
� scaling factor along the dimension for attribute a is w(a)

1

P>

1/2

1/2

1

encr

au
d

1/4
P3 P2

23/21

P>

1/2

1/2

1

encr

au
d

1/4
P3 P2

original space scaled space withw(encr ) = 2

0.90 0.75 1.25 0.75

c
 SPDP Lab – UNIMI 99/102



Variations/open issues : : :

� Dependencies among requirements and/or cloud plan
characteristics [DLP-16, DLPSS-16]

� Combination of requirements from multiple applications [AFLS-16,

AFLS-18]

� Support for fuzzy speci�cations and reasoning [DFLPS-18a,

DFLPS-18b, DFLS-17, FPS-15]
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Other open issues
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Conclusions

� Novel scenarios provide great convenience and bene�t in the
management and access to the information but require
solutions to protect data

� Need to provide users and data owners with control over their data

� Data protection solutions are bene�cial to both:

� users and data owners (empowered with control)

� CSPs and data controllers (increased con�dence of users,
decreased liability)
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