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Information and Communication Technologies

Advancements in ICTs enable the development of better and
more ef cient infrastructures and services (often for less cost than in
the past)

improve communication and information services

facilitate the creation and collection of big data from different
sources (e.g., satellite imagery and sensors, smart phones,
surveys and census)
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Smart home, smart grid, :::
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... Everything is getting smart :::

Smart e-commerce

Smart entertainment systems

Smart governance Smart transportation
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... Maybe too smart?

The Joy of Tech~ by Nitrozae & Snagoy
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The data protection challenge

Huge amount of data collected, generated, and shared
Growing use of SaaS business applications

Growing amount of pervasive and mobile applications relying on
data availability anytime anywhere
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Huge amount of data stored at external providers
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Impact on data protection and privacy — 1
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Warning over smart meters privacy risk

© 12 une 2012 | Technology tor for Massachusetts

An EU data watchdog has warned of
the "considerable risks" to privacy
posed by new energy smart meters.

Home / News | Press Releases / Press R

The European Data Protection
Supervisor said safeguards were needed
over how firms used the "massive
collection’ of consumers' data uploaded
by meters.

Markey Rg;mrt Reveals Automobile Security and Privacy Vulnerabilities

Mondy, Fe
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The technology is able to track when
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Impact on data protection and privacy — 2
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Cloud computing

The Cloud allows users and organizations to rely on external
providers for storing, processing, and accessing their data

+ high con gurability and economy of scale
+ data and services are always available

+ scalable infrastructure for applications

Users lose control over their own data

new security and privacy problems

Need solutions to protect data and to securely process them
in the cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and

storage against outsiders

— D

data owner cloud

C SPDP Lab — UNIMI

data owner

—CD

cloud

11/102




Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and

storage against outsiders
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and

storage against outsiders

-~ Q
data owner cloud

functionality but no protection
(key is with the CSP)

data owner

—CD

cloud

functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
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(key is with the CSP)

data owner
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cloud

functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

protection
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and

storage against outsiders

data owner cloud

functionality but no protection
(key is with the CSP)

e

data owner cloud

protection ited functionality
(you cannot access data as you like)

functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

protection but limited functionality since the CSP cannot access
data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: ESCUDO-CLOUD's vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

data owner cloud

H2020 project “Enforceable Security in the Cloud to Uphold Data Ownership” (ESCUDO-CLOUD).

http://www.escudocloud.eu/
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Cloud computing: ESCUDO-CLOUD's vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

=

<>

data owner cloud

client-side trust boundary: only the behavior of the client should
be considered trusted

=) techniques and implementations supporting direct processing
of encrypted data in the cloud

H2020 project “Enforceable Security in the Cloud to Uphold Data Ownership” (ESCUDO-CLOUD).

http://www.escudocloud.eu/
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Scienti ¢ and technical challenges

Three dimensions characterize the problems and challenges

SECURITY PROPERTIES
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Security properties

C SPDP Lab — UNIMI

Confidentiality
» data externally stored
e users identities
« actions that users perform on the data

Integrity
» data externally stored
e computation and query results

SLA compliance
e assurance and certification
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Access requirements

Data archival
« upload/download
e protection of data in storage

Data retrieval/extraction
e support for fine-grained data retrieval and queries
 protection of computations and query results

Data update
e support for access retrieval and enforcement of updates
« protection of the actions and of their effects on the data
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Architectures
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1 user - 1 provider
« protection of data at rest
« fine-grained retrieval
 query privacy/integrity

n users - * providers
» authorizations and access control
e multiple writers

* users - n providers
 controlled data sharing and computation
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Combinations of the dimensions

Every combination of the different instances of the dimensions
identi es new problems and challenges

The security properties to be guaranteed can depend on the
access requirements and on the trust assumption on the providers
involved in storage and/or processing of data
Providers can be:

curious

lazy

malicious
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Some Challenges in Data Protection



Some issues and opportunities

Protection of and ne-grained access to outsourced data

con dentiality (and integrity) of data at rest
ne-grained retrieval and query execution

Selective information sharing

access control on resources in the cloud

Integrity
integrity of stored data and query results

Cloud providers selection
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Protection of and Fine-Grained Access

to Outsourced Data

P. Samarati, S. De Capitani di Vimercati, “Cloud Security: Issues and Concerns,” in Encyclopedia on Cloud Computing,

S. Murugesan, |. Bojanova (eds.), Wiley, 2016.

S. De Capitani di Vimercati et al., “Encryption and Fragmentation for Data Con dentiality in the Cloud,” in Foundations of
Security Analysis and Design VII, A. Aldini, J. Lopez, F. Martinelli (eds.), Springer, 2014.

S. De Capitani di Vimercati, S. Foresti, P. Samarati, “Selective and Fine-Grained Access to Data in the Cloud,” in Secure

Cloud Computing, S. Jajodia, K. Kant, P. Samarati, V. Swarup, C. Wang (eds.), Springer, 2014.



The role of encryption in protecting data

The Cloud Service Provider (CSP) can be honest-but-curious and
should not have access to the resource content

Data con dentiality typically provided by wrapping a layer of
encryption around sensitive data (e.g., Boxcryptor, SpiderOak)

Owner CSP
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Fine-grained access to data in the cloud

For con dentiality reasons, CSPs storing data cannot decry pt
them for data processing/access

Need mechanisms to support access to the outsourced data
effective and ef cient

should not open the door to inferences
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Fine-grained access: Approaches — 1

Keyword-based searches directly on the encrypted data:
supported by speci c cryptographic techniques (e.g., [CWLRL-11])

Tokengk(w) C >

Ek( ) Ek( )

Homomorphic encryption: supports the execution of operations
directly on the encrypted data (e.g., [BV-11,G-09,GSW-13])

query C >

encryptéd data
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Fine-grained access: Approaches — 2

Onion encryption (CryptDB): different onion layers each of which
supports the execution of a speci ¢ SQL operation (e.g., Han aDB
SEEED framework) [PRZB-11]

Encryption schemas: each column can be encrypted with a
different encryption schema, depending on the conditions to be
evaluated on it (e.g., Google encrypted BigQuery)

RAND
(norw)\
/ / St random encryption 7 =
= Fe 5 random encryption
AH MH ) E———— yp

) *)

‘order-preserving encryption’

-
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Fine-grained access: Approaches — 3

Indexes (direct 1:1; with collision n:1; attened 1:n): metadata attached
to the data and used for ne-grained information retrieval a nd query
execution (e.g., [SD-16])
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Fine-grained access: Approaches — 4

Indexes associated with attributes are used by the provider to
select data to be returned in response to a query

Patients Patients K
| SSN [Name] lliness [Doctor | |Tid | Etuple [Is][In]li [Ip]
123:::89|Alice |Asthma |Angel 1 | x4Z3tfX2ShOSM |p |k |a|d
234:::91|Bob |Asthma |Angel 2 |{mNHg1oCO010p8w|v |w|a|d
345:::12|Carol |Asthma |Bell 3 | WslaCviyF1Dxw x|/ |a|n
456:::23|David | Bronchitis| Clark 4 |JpO8elLTVgwWVI1E |r |u|b| g
567:::34|Eva |Gastritis |Dan 5 | qctG6XnFNDTQc | i |m|a|s
232:::11|Eva |Stroke Ellis 6 | kotG8XnFNDTaW |c|o|b|y

Query on plaintext translated to a query on indexes and some
postprocessing at the client
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Fine-grained access: Approaches — 4

Indexes associated with attributes are used by the provider to
select data to be returned in response to a query

Patients Patients K
| SSN [Name] lliness [lliness | |Tid | Etuple [Is[In]li D]
123:::89|Alice |Asthma |Angel 1 | x4Z3tfX2ShOSM |p |k |a|d
234:::91|Bob |Asthma |Angel 2 {mNHg1oC010p8w|v |wia|d
345:::12|Carol |Asthma |Bell 3 | WslaCvfyF1Dxw |x |l |a|n
456:::23|David |Bronchitis| Clark 4 | JpO8elLTVgwWV1E |r |u |b| g
567:::34|Eva |Gastritis [Dan 5 | qctG6XNFNDTQc | i | m|a|s
232:::11|Fred |Stroke Ellis 6 | kotG8XnFNDTaW |c|o |b|y

Query on plaintext translated to a query on indexes and some
postprocessing at the client

Original query

SELECT *

FROM Patients

WHERE lllness = "Asthma'
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Fine-grained access: Approaches — 4

Indexes associated with attributes are used by the provider to
select data to be returned in response to a query

Patients Patients K
| SSN [Name] lliness [Doctor | |Tid | Etuple [Is[In]li [ID]
123:::89|Alice [Asthma [Angel 1 | x4Z3tfX2ShOSM [p]k @[ d
234:::91/Bob |Asthma [Angel 2 [mNHg1oC010p8w|v [wi@m]|d
345:::12|Carol |Asthma |Bell 3 | WslaCviyF1Dxw |x |/ ]| n
456:::23|David |Bronchitis| Clark 4 | JpO8eLTVgwV1E |r (u|b| g
567:::34|Eva |Gastritis |Dan 5 | qctG6XnENDTQc | i | maa | s
232:::11[Fred [Stroke  [Ellis 6 | kotG8XnFNDTaW [c o |b]y

Query on plaintext translated to a query on indexes and some
postprocessing at the client

Original query At server

SELECT * r = SELECT Etuple
FROM Patients FROM Patientsk
WHERE lllness ="Asthma’ WHERE || = a
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Fine-grained access: Approaches — 4

Indexes associated with attributes are used by the provider to
select data to be returned in response to a query

Patients Patients K
| SSN [Name] lliness [Doctor | |Tid | Etuple [Is][In]li [Ip]
123:::89|Alice |Asthma |Angel 1 | x4Z3tfX2ShOSM | p kh d
234:::91/Bob [Asthma [Angel 2 [mNHg10C010p8w|v [wim]|d
345:::12|Carol [Asthma |Bell 3 | WslaCviyF1Dxw [x |1 @[n
456:::23|David |Bronchitis| Clark 4 | JpO8elLTVgwWVIE [r [u[b] g
567:::34|Eva |Gastritis |Dan 5 [ qctGEXnFNDTQc [ i [mim]s
232:::111|Fred [Stroke  |Ellis 6 |kotGBXnFNDTaW |[c[o|b]y

Query on plaintext translated to a query on indexes and some
postprocessing at the client

Original query At server At client

SELECT Name,lliness r = SELECT Etuple  SELECT *

FROM Patients FROM Patients® FRoM Decrypi(r, key)
WHERE lllness ="Asthma’ WHERE ||, = a WHERE lllness = "Asthma’
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Fine-grained access: Approaches — 4

Indexes associated with attributes are used by the provider to
select data to be returned in response to a query

Patients Patients K
| SSN [Name] lliness [Doctor | |Tid | Etuple [Is][In]li [Ip]
123:::89|Alice |Asthma |Angel 1 | x4Z3tfX2ShOSM | p kh d
234:::91/Bob [Asthma [Angel 2 [mNHg10C010p8w|v [wim]|d
345:::12|Carol |Asthma |Bell 3 | WslaCviyF1Dxw |x lh n
456:::23|David |Bronchitis| Clark 4 | JpO8elLTVgwWVIE [r [u[b] g
567:::34|Eva |Gastritis |Dan 5 [ qctGEXnFNDTQc [ i [mim]s
232:::111|Fred [Stroke  |Ellis 6 |kotGBXnFNDTaW |[c[o|b]y

Query on plaintext translated to a query on indexes and some
postprocessing at the client

Original query At server At client

SELECT Name,lliness r = SELECT Etuple  SELECT *

FROM Patients FROM Patients® Frow Decrypi(r, key)
WHERE lllness ="Asthma’ WHERE || = a WHERE lllness = "Asthma’
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Indexes for queries: Direct (1:1)

Actual value or coding

+ simple and precise for equality queries
preserves plaintext value distinguishability (inference attacks)
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Indexes for queries: Direct (1:1)

Actual value or coding

+ simple and precise for equality queries
preserves plaintext value distinguishability (inference attacks)

Patients Patients K
[ SSN_ | | [Doctor | || [ [ [ [lo]
123:::89 Angel d
234:::91 Angel d
345:::12 Bell n
456:::23 Clark g
567:::34 Dan s
232:::11 Ellis y
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Indexes for queries: Direct (1:1)

Actual value or coding

+ simple and precise for equality queries
preserves plaintext value distinguishability (inference attacks)

Patients Patients ¥

[ SSN | | [ Doctor | L [ [ [ [lo]
123:::89 Angel d
234:::91 Angel d
345:::12

456:::23

567:::34 Dan S
232:::11 Ellis y
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Indexes for queries: Bucket (n:1)

Partition-based or hash-based

+ supports for equality queries

+ collisions remove plaintext distinguishability
result may contain spurious tuples (postprocessing query)
still vulnerable to inference attacks
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Indexes for queries: Bucket (n:1)

Partition-based or hash-based

+ supports for equality queries

+ collisions remove plaintext distinguishability
result may contain spurious tuples (postprocessing query)
still vulnerable to inference attacks

Patients Patients ¥

| | [ lliness | | L] I
Asthma
Asthma
Asthma
Bronchitis
Gastritis
Stroke

T(O|T|0 || D
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Indexes for queries: Bucket (n:1)

Partition-based or hash-based

+ supports for equality queries

+ collisions remove plaintext distinguishability
result may contain spurious tuples (postprocessing query)
still vulnerable to inference attacks

Patients Patients ¥
| | | lliness | | [ ] HENR
Bronchitis b
Stroke b
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Indexes for queries: Flattened (1:n)

Flat indexes

+ decreases exposure to inference attacks
remains vulnerabile to dynamic observations
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Indexes for queries: Flattened (1:n)

Flat indexes

+ decreases exposure to inference attacks
remains vulnerabile to dynamic observations

Patients Patients ¥
[Name | | | L] [ ] ]
Alice k
Bob w
Carol /
David u
Eva m
Eva o]
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Indexes for queries: Flattened (1:n)

Flat indexes

+ decreases exposure to inference attacks
remains vulnerabile to dynamic observations

Patients Patients ¥
[Name | | | L] [ ] ]
Alice k
Bob w
Carol /
Eva m
Eva 0
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Fragmentation and Encryption

V. Ciriani, S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Selective Data Outsourcing for
Enforcing Privacy,” in Journal of Computer Security (JCS), vol. 19, n. 3, 2011.
V. Ciriani, S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Combining Fragmentation and

Encryption to Protect Privacy in Data Storage,” in ACM Transactions on Information and System Security (TISSEC), vol. 13,
no. 3, July 2010.
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Fragmentation and encryption

Encryption makes query evaluation and application execution
more expensive or not always possible

Often what is sensitive is the association between values of
different attributes, rather than the values themselves

e.g., association between employee's names and salaries

=) protect associations by breaking them, rather than encrypting

Alternative solutions limit encryption by coupling:

encryption

data fragmentation
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Con dentiality constraints

Sets of attributes such that the (joint) visibility of values of the
attributes in the sets should be protected

Sensitive attributes: the values of some attributes are considered
sensitive and should not be visible
=) singleton constraints

Sensitive associations: the associations among values of given
attributes are sensitive and should not be visible
=) non-singleton constraints
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Con dentiality constraints — Example

R = (Name,DoB,Gender,Zip,Disease,Doctor,Email,Job, Telephone)

{Telephone}, {Email}

attributes Telephone and Email are sensitive (cannot be stored in
the clear)

{Name,Doctor}, {Name,Disease}, {Name,DoB}

attributes Doctor, Disease, and DoB are private of an individual and
cannot be stored in the clear in association with the Name

{DoB,Gender,Zip,Doctor}, {DoB,Gender,Zip,Disease}
attributes DoB, Gender, Zip can work as quasi-identi er

{Zip,Disease}, {Job,Disease}

association rules between Zip and Disease and between Job and
Disease need to be protected from an adversary
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Fragmentation

Fragmentation partitions attributes of original relation to provide
(maximal) availability of attributes in plaintext form for access

no sensitive attribute visible in external fragments
no sensitive association visible in external fragments

ensure unlinkability of fragments (no attribute in common)

Different approaches:

Two can keep a secret splits information over two independent
servers that cannot communicate [ABGGKMSTX-05]

Multiple unlinkable fragments allows for more than two non-linkable
fragments [CDFJPS-10]

Keep a few involves the data owner as a trusted party to maintain
a limited amount of data [CDFJPS-09, CDFJPS-11]
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Fragmentation and encryption: Approaches

Encryption Encryption and fragmentation
(two can keep a secret)
Provider
Z2ZZ2222222z2zzzzZzZzzzzz222222222222222
Owner Provider Owner
Provider
Encryption and fragmentation Fragmentation

(multiple unlinkable fragments)

Owner

C SPDP Lab — UNIMI
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Owner Provider
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Fragmentation and encryption — Examples

Two can keep a secret
P [SSN]Name]YoB[Job]Disease[Doctor] | F[tid[Name[YoB[SSN¥|Disease"|

F,|tid[Job]Doctor[SSN¥|DiseaseX|

co = {SSN} Co = {SSN}
c1 = {Name,Doctor} c1 = {Name,Doctor}
c, = {Name,Disease} ¢, = {Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
Multiple unlinkable fragments Keep a few
F1[salty]encq]Name|YoB] F o[tid[SSN|NameDisease]
F »[salt;]ency]Job[Doctor] F sltid[YoB[Job]Doctor |

F 3[salts]encs|Disease |

co = {SSN} co = {SSN}

c1 = {Name,Doctor} c1 = {Name,Doctor}
¢z = {Name,Disease} c2 = {Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
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Fragmentation and encryption — Examples

Two can keep a secret
P |SSN|Name|YoB|Job|Disease|Doctor| | F[id[Name[YoB[SSNDisease’|

F,[tid[Job|Doctor]SSN¥|Disease"|

co = {SSN} co = {SSN}
c1 = {Name,Doctor} c1 = {Name,Doctor}
c, = {Name,Disease} c2 = {Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
Multiple unlinkable fragments Keep a few
F1[salty]encq]Name|YoB] F o[tid[SSN|Name|Disease]
F »[salty]lenco[Job]Doctor] F sltid[YoB[Job]Doctor |

F 3[salts]encs|Disease |

co = {SSN} co = {SSN}

c1 = {Name,Doctor} c1 = {Name,Doctor}
¢, = {Name,Disease} ¢, = {Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
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Fragmentation and encryption — Examples

Two can keep a secret
P |SSN|Name|YoB|Job|Disease|Doctor| | F[id[Name[YoB[SSNDisease’|

F,[tid[Job|Doctor]SSN¥|Disease"|

co = {SSN} co = {SSN}
c1 = {Name,Doctor} c1 = {Name,Doctor}
¢, = {Name,Disease} ¢z = {Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
Multiple unlinkable fragments Keep a few
F 1[salt;Jenc,[Name]YoB] Fo[tid[SSN[Name[Disease]
F [salt;lenc,[Job[Doctor] F sltid[YoB[Job[Doctor ]

F3[saltslencs|Disease |

co = {SSN} co = {SSN}

c1 = {Name,Doctor} c1 = {Name,Doctor}
¢y = {Name,Disease} ¢, = {Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
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Fragmentation and encryption — Examples

Two can keep a secret
P |SSN|Name|YoB|Job|Disease|Doctor| | F[id[Name[YoB[SSNDisease’|

F,[tid[Job|Doctor]SSN¥|Disease"|

Co = {SSN} Co= {SSN}
c1 = {Name,Doctor} c1 = {Name,Doctor}
¢, = {Name,Disease} ¢z = {Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
Multiple unlinkable fragments Keep a few
F 1[salt.[enc,[Name]YoB] Fo[tid[SSN|Name[Disease]
F »[salt,[enc;[Job]Doctor| F sltid[YoB[Job]Doctor |

F3[saltslencs|Disease |

co = {SSN} Co = {SSN}

c1 = {Name,Doctor} c1 = {Name,Doctor}
¢z = {Name,Disease} ¢z ={Name,Disease}
c3 = {Doctor,Disease} c3 = {Doctor,Disease}
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Query: Two can keep a secret

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="“Alice” AND Doctor="“Angel”
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Query: Two can keep a secret

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="Alice” AND Doctor="Angel”

F 1[tid[Name|YoB[SSN¥[Disease"| F 5ltid[Job]Doctor[SSN¥Disease”
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Query: Two can keep a secret

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="Alice” AND Doctor="Angel”

F 1[tid[Name|YoB[SSN¥[Disease"| F 5ltid[Job]Doctor[SSN¥Disease”
g1 := SELECT tid, SSN¥, Disease” g2 ;= SELECT tid

FROM Fq FROM F»

WHERE Name="“Alice” WHERE Doctor="“Angel”
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Query: Two can keep a secret

P |SSN|Name|YoB|Job|Disease|D0ctor|

g := SELECT SSN, Disease FROM Patients
WHERE Name="Alice” AND Doctor="Angel”

F 1[tid[Name[YoB[SSN[Disease"| F otid[Job]Doctor]SSN¥|Disease’|
g1 := SELECT tid, SSN¥, Disease” g2 ;= SELECT tid

FROM F4 FROM F»

WHERE Name="Alice” WHERE Doctor="Angel”

Query at client
(12 := SELECT Decrypt(SSN¥, k), Decrypt(Disease’, k)
FROM (1 JOIN (2 ON Qz.tid=qp.tid
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Query: Multiple unlinkable fragments

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="“Alice” AND Doctor="“Angel”
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Query: Multiple unlinkable fragments

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="Alice” AND Doctor="Angel”

F[salt;lenc[Name[YoB| F slsalilenc|JoblDoctor] F3fsalts|encsDisease]
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Query: Multiple unlinkable fragments

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="Alice” AND Doctor="Angel”

F[salt;lenc[Name[YoB| F slsalilenc|JoblDoctor] F3fsalts|encsDisease]

g1 = SELECT salty, ency
FROM [
WHERE Name="“Alice”

Query at client

q%:= SELECT SSN, Disease
FROM Decrypt(qi,key)
WHERE Doctor=“Angel”
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Query: Keep a few

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="“Alice” AND Doctor="“Angel”
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Query: Keep a few

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="Alice” AND Doctor="Angel”

F o[tid[SSN]Name[Disease] F stidYoB[Job[Doctor]
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Query: Keep a few

P |SSN|Name|YoB|Job|Disease|D0ctor|

g = SELECT SSN, Disease FROM Patients
WHERE Name="Alice” AND Doctor="Angel”

F o[tid[SSN[Name[Disease] F sltid]YoB[Job[Doctor]

(s := SELECT fid
FROM Fg
WHERE Doctor="“Angel”

Query at client

(o := SELECT SSN, Disease
FROM Fg JOIN Qs ON F.tid=qs.tid
WHERE Name="“Alice”
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Fragmentation and inference

Fragmentation assumes attributes to be independent

In presence of data dependencies:
sensitive attributes/associations may be indirectly exposed

fragments may be indirectly linkable

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Fragmentation in Presence of Data
Dependencies,” in IEEE Transactions on Dependable and Secure Computing (TDSC), vol. 11, n. 6, November/December

2014, pp. 510-523.
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, Name, Treatment, Disease, Job, Premium, Insurance)

8)(B)(2)(N) (1) (D) () (B) (1)
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, Name, Treatment, Disease, Job, Premium, Insurance)

®)(2) () (1) (D) () (P) (1)

~Z
e (@ (e

Constraints c1 = {SSN}

¢, = {Name, Disease}
c3 = {ZIP, Premium}
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, Name, Treatment, Disease, , Premium, Insurance)

Constraints c1 ={SSN}
c2 = {Name, Disease}
c3 = {ZIP, Premium}
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, Name, Treatment, Disease, , Premium, Insurance)

Constraints

Dependencies

C SPDP Lab — UNIMI

c1 ={SSN}
c2 = {Name, Disease}
c3 = {ZIP, Premium}

dy = {Birth, ZIP} Name

d, = {Treatment} Disease

d3 = {Disease} Job

dg4 = {Insurance, Premium} Job
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, , Treatment, Disease, , Premium, Insurance)

CORENCD

Constraints c1 ={SSN}
c2 = {Name, Disease}
c3 = {ZIP, Premium}

Dependencies d; = {Birth, ZIP} Name
d, = {Treatment} Disease
d3 = {Disease} Job
dg4 = {Insurance, Premium} Job
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, , Treatment, Disease, , Premium, Insurance)

Constraints c1 ={SSN}

c2 = {Name, Disease}
c3 = {ZIP, Premium}

Dependencies d; = {Birth, ZIP} Name
d; = {Treatment} Disease
d3 = {Disease} Job
ds4 = {Insurance, Premium} Job
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, Name, Treatment, Dlsease , Premium, Insurance)

00 00

@ @ @

Constraints c1 ={SSN}
¢y ={Name, Disease}
c3 = {ZIP, Premium}

Dependencies d; = {Birth, ZIP} Name
dy = {Treatment} Disease
d; = {Disease} Job
ds = {Insurance, Premium}  Job
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Fragmentation and inference — Example

R(SSN, Birth, ZIP, Name, Treatment, Dlsease , Premium, Insurance)

Addd A

@ @ @

Constraints c1 ={SSN}
¢y ={Name, Disease}
c3 = {ZIP, Premium}

Dependencies  d; = {Birth, ZIP} Name
dy = {Treatment} Disease
d; = {Disease} Job
d4 = {Insurance, Premium}  Job
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Fragmenting with data dependencies

Take into account data dependencies in fragmentation

Fragments should not contain sensitive attributes/associations
neither directly nor indirectly

Constraints c1 ={SSN} Dependencies d; = {Birth, ZIP} Name
c2 = {Name, Disease} dy = {Treatment} Disease
c3 ={ZIP, Premium} d; = {Disease} Job

ds4 = {Insurance, Premium} Job
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Fragmenting with data dependencies

Take into account data dependencies in fragmentation

Fragments should not contain sensitive attributes/associations
neither directly nor indirectly

Constraints c1 ={SSN} Dependencies d; = {Birth, ZIP} Name
c2 = {Name, Disease} dy = {Treatment} Disease
c3 ={ZIP, Premium} d; = {Disease} Job

ds4 = {Insurance, Premium} Job
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Selective Information Sharing

E. Bacis, S. De Capitani di Vimercati, S. Foresti, S. Paraboschi, M. Rosa, P. Samarati, “Mix&Slice: Ef cient Access Revo cation
in the Cloud,” in Proc. of ACM Conference on Computer and Communications Security (CCS 2016), Vienna, Austria, October
2016.

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Encryption Policies for Regulating Access to
Outsourced Data,” in ACM Transactions on Database Systems (TODS), vol. 35, n. 2, April 2010, pp. 12:1-12:46.

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Over-encryption: Management of Access
Control Evolution on Outsourced Data,” in Proc. of the 33rd International Conference on Very Large Data Bases (VLDB
2007), Vienna, Austria, September 2007.



Selective information sharing

Different users might need to enjoy different views on the
outsourced data

Enforcement of the access control policy requires the data owner
to mediate access requests

=) impractical (if not inapplicable)

Authorization enforcement may not be delegated to the provider
=) data owner should remain in control
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Selective information sharing: Approaches — 1

Attribute-based encryption (ABE): allow derivation of a key only by
users who hold certain attributes (based on asymmetric

cryptography)

Bob
cesS
o 123-45-6789
MyCompany
Programmer
Data owner encrypted file
Cloud Storage ProvidN |
Charlie
access policy
012-34-5678
123-45%6789  Jang University Hospital
Cardiologist

University Hospital Cardiologist
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Selective information sharing: Approaches — 2

Selective encryption: the authorization policy de ned by the data
owner is translated into an equivalent encryption policy

users will be able to access only the resources for which they have
the key

8 A
B p

C SPDP Lab — UNIMI 46/102



Authorization policy

An authorization policy regulates read access to the resources

It can be represented as an access matrix or a directed and
bipartite graph

A r

I I3 raqg TIs B ro
Al1 1 1 0 O

B|1 1 1 1 1 C rs
ci1 1 1 1 1
Dfo 0 1 1 1

DNM

s
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Selective encryption — 1

Selective encryption: different keys are used to encrypt different
data and users can know (or can derive) the keys of the data they
can access [DFJPS-10, DFJPS-07]

data themselves need to directly enforce access control

authorization to access a resource translated into
knowledge of the key with which the resource is encrypted

Requirements:
one version of data (no replication); one key per user

Basic idea:

key derivation method: via public tokens a user can derive all keys
of the resources she is allowed to access
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Selective encryption — 2

Token-based key derivation method

Keys are arbitrarily assigned to vertices
A public label |; is associated with each key k;

A piece of public information t;;, called token, is associated with
each edge in the hierarchy

Given an edge (ki kj), token tj; is computed as kj  h(k;;l;) where
is the n-ary xor operator

his a secure hash function

Advantages of tokens:
they are public and allow users to derive multiple encryption keys,
while having to worry about a single one

they can be stored on the remote server (just like the encrypted
data), so any user can access them
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Selective encryption — 3

Exploit ACLs to minimize number of keys and tokens

Keys:
one key per user

an additional key for each non-singleton ACL
Resources are encrypted with the key of their ACLs

Tokens allow users to derive the keys of the ACLs to which they
belong (to limit the number of tokens additional keys might be
inserted for factoring' derivation paths)
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Selective encryption — Example

A > r3;02
B
C > I3 .
key assignment >
D > 405 token _—

user A can access fry;ro;rag
users B and C can access fry;ry;r3;ra;rsg
user D can access fr3;ry;rsg
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Construction of the key and token graph

Start from an authorization policy A

1. Create a vertex/key for each user and for each non-singleton acl
(initialization)

2. For each vertex v corresponding to a non-singleton acl, nd a
cover without redundancies (covering)

- for each user uin v.acl, nd an ancestor \Pof v with u2 vlacl

3. Factorize common ancestors (factorization)
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Key and token graph — Example

r rp rsz Iag Is
Al 1 1 0 O
B|1 1 1 1 1
ci1 1 1 1 1
DfIO 0 1 1 1

Initialization
VilA

5 B/ R
9 9 ' (=
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Key and token graph — Example

—_
[
—_
N
—_
w
—_
N
—_
&)

OO0 w>
OR kR

Initialization
VilA

V6[BCD]

5 B/ R
9 9 ' (=
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Key and token graph — Example

—_
[
—_
N
—_
w
—_
N
—_
&)

OO0 w>
OR kPR
R R RO
=)

Initialization Factorization

s

vg[BC]

5 B/ R
9 9 ' (=
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Key assignment and encryption schema f and catalog

va[BC]

u | f(u) r{f(r) source|destination|token_value
A V]_.| r V5.| V]_.| V5.| t]_;5
B | vl ro| vs.l V.l vg.l tog
C V3.| I3 v7.l V3.| V8.| tg;g
D V4.| l4,I's V6.| V4.| V6.| t4;6
V5.| V7.| t5;7
V6.| v7.l t6;7
vg.l Vsl tgs
vg.l Vgl ta6
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Over-encryption
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Policy updates

When authorizations dynamically change, the data owner needs
to:

download the resource from the server
create a new key for the resource
decrypt the resource with the old key
re-encrypt the resource with the new key

upload the resource to the server and communicate the public
catalog updates

=) inef cient

Possible solution: over-encryption [DFIJPS-10a, DFJPS-07]

C SPDP Lab — UNIMI 56/102



Over-encryption — 1

Resources are encrypted twice:

by the owner, with a key shared with the users and unknown to the
server (Base Encryption Layer - BEL level)

by the server, with a key shared with authorized users
(Surface Encryption Layer - SEL level)

To access a resource a user must know both the corresponding
BEL and SEL keys

Grant and revoke operations may require
the addition of new tokens at the BEL level

the update of the SEL level according to the operations performed
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Over-encryption — 2

Provider's view || User's view

SEL SEL SEL SEL SEL
BEL BEL

i

i r =

| 1
[— ! I

-

_‘
=

.

open locked sel locked bel locked

Each layer is depicted as a fence
discontinuous, if the key is known

continuous, if the key is not known (protection cannot be passed)
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Over-encryption — 3

Revoke

to protect resources for which the revokee has the BEL key

Grant

if a BEL key protects multiple resources and access is to be
granted only to a subset of them, there is the need to protect at
SEL level the resources on which access is not being granted
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An example of revoke operation

BEL | SEL
) r|fu(r) r|fs(r)
¢ rars|bela |2
P
E
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An example of revoke operation

BEL \ SEL
revoke (B,r3)
A r|fu(r) r|rs(r)
] m’m
¢ ra,rs|be.la (I
)
e S[E]

C SPDP Lab — UNIMI 60/102



An example of revoke operation

BEL \ SEL
revoke (B,r3) over_encrypt (CD,r3)
A r|fu(r) r|rs(r)
. : m’m
¢ rafs b(;:la (I
D
E
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An example of revoke operation

BEL \ SEL
revoke (B,r3) over_encrypt (CD,r3)
r|fu(r) r|fs(r)

r1,2,£3,r4,'5|NULL

ra|ss.l

ra bg.la

ra,rs|bg.la
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An example of grant operation

BEL \ SEL
A
r|fs(r)
B rq,r2,r4,f's|NULL
ra|ss.l
c
D
E
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An example of grant operation

BEL \ SEL

grant (C,ry)

A
r|fs(r)

B rq,r2,r4,f's|NULL
ra|ss.l

c

D

E
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An example of grant operation

BEL \ SEL
grant (C,ry)
r|fs(r)
rq,r2,r4,f's|NULL
ra|ss.l
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An example of grant operation

BEL SEL

grant (C,ry) over_encrypt (DE,rs)

r|fs(r)

rq,r2,r4,f's|NULL

ra|ss.l
EogeC2
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An example of grant operation

BEL

grant (C,ry)

r{fu(r)
B
c )
\ v ra,r's|be.la
) ),
E (be)
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An example of grant operation

BEL \ SEL

grant (C,ry) over_encrypt (DE,rs)
over_encrypt (ALL,r4)
A
r{fu(r)
B
c :
o @ / r4,r5|bs.la 7
\

£
m (8

. &% E
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Variations/open issues:::

Support of write authorizations [DFJLPS-13]

Support of multi-owners scenario [DFIPPS-10]

Integration with current cloud technology [BDFGPRSS-16]

Different approaches for over-encryption enforcement (immediate,
on-the-y, opportunistic) [BDFPRS-16b]

Selective encryption for access control combined with indexes for
query execution [DFJPS-11]

C SPDP Lab — UNIMI 62/102



Mix&Slice for Policy Revocation

E. Bacis, S. De Capitani di Vimercati, S. Foresti, S. Paraboschi, M. Rosa, P. Samarati, “Mix&Slice: Ef cient Access Revo cation

in the Cloud,” in Proc. of the 23rd ACM Conference on Computer and Communications Security (CCS 2016), Vienna, Austria,

October 2016.
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Mix&Slice

Over-encryption requires support by the server (i.e., the server
implements more than simple get/put methods)

Alternative solution to enforce revoke operations: Mix&Slice

Use different rounds of encryption to provide complete mixing of
the resource

=) unavailability of a small portion of the encrypted resource prevents
its (even partial) reconstruction

Slice the resource into fragments and, every time a user is revoked
access to the resource, re-encrypt a randomly chosen fragment

=) lack of a fragment prevents resource decryption
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Resource organization

Block: sequence of bits input to a block cipher
AES uses block of 128 bits
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Resource organization

Block: sequence of bits input to a block cipher
AES uses block of 128 bits

Mini-block: sequence of bits in a block
it is our atomic unit of protection
mini-blocks of 32 bits imply a cost of
232 for brute-force attacks
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Resource organization

Block: sequence of bits input to a block cipher
AES uses block of 128 bits

Mini-block: sequence of bits in a block
it is our atomic unit of protection
mini-blocks of 32 bits imply a cost of
232 for brute-force attacks

Macro-block: sequence of blocks

mixing operates at the level of macro-block
a macro-block of 1KB includes 8 blocks
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Mixing — 1

When encryption is applied to a block, all the mini-blocks are
mixed

+ absence of a mini-block in a block from the result prevents
reconstruction of the block

does not prevent the reconstruction of other blocks in the resource

(01, 11, 21, B3,

(0]

C SPDP Lab — UNIMI 66/102



Mixing — 2

Extend mixing to a macro-block

iteratively apply block encryption

at iteration i, each block has a mini-block for each encrypted block
obtained at iteration i 1 (at distance 2')

X rounds mix 4% mini-blocks

O, (11, [21 4 131 o 4] (5] 161, [7] o (8, (9], [10] o[11] ([12],[13], [34] ; [15]
HEZEENERRNIENESEN

E E E E
©, W2, B, @, 6], 01, ), ), 10,01, 12), (13] [14], 18],

NN N NS ESESE

T T |

E
o, [1]921 NENUR [51%%1 , 1,8, [9126%01 111,12] 2[1312%41 q1sl,

S s e S R e

F;A
o111




Slicing -1

To be mixed, large resources require large macro-blocks

many rounds of encryption

considerable computation and data transfer overhead

Large resources are split in different macro-blocks for encryption

Absence of a mini-block for each macro-block prevents the (even
partial) reconstruction of the resource
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Slicing — 2

Slice resources in fragments having a mini-block for each
macro-block (the ones in the same position)

absence of a fragment prevents reconstruction of the resource

resource
. \ (0] [m™-1]
cutting
M, M, My M
XOR-ing & v, g v, B
MO M 1 MM-I ,,,,,
| I ] = | e
...... M,
mixing
Fo For
| Wz ————
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Revoke

To revoke user u access to a resource r

1. randomly select a fragment F; of r and download it

2. decrypt F;

3. generate a new key k; that u does not know and cannot derive
(generated with key regression and seed encrypted with new ACL)
re-encrypt F; with the new key k

upload the encrypted fragment

ok

000 0000000000000
FO F1 FZ FB F4 FS FG F7 FS FQ FlO Fll FlZ F13 F14 F15

macroblock

fragment
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Revoke

To revoke user u access to a resource r

1. randomly select a fragment F; of r and download it

2. decrypt F;

3. generate a new key k; that u does not know and cannot derive
(generated with key regression and seed encrypted with new ACL)
re-encrypt F; with the new key k

upload the encrypted fragment

ok

0000000000 00000
FO F1 FZ F3 F4 FS FG F7 FS FQ Fll FlZ F13 F14 F15

macroblock

fragment

ko
key kq
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Revoke

To revoke user u access to a resource r

1. randomly select a fragment F; of r and download it

2. decrypt F;

3. generate a new key k; that u does not know and cannot derive
(generated with key regression and seed encrypted with new ACL)

4. re-encrypt F; with the new key k

5. upload the encrypted fragment

0000 00000 00000
FO Fl F2 F3 F5 F6 F7 FB F9 Fll F12 F13 F14 F15

macroblock

fragment

Ko
key Ky
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Revoke

To revoke user u access to a resource r

1. randomly select a fragment F; of r and download it

2. decrypt F;

3. generate a new key k; that u does not know and cannot derive
(generated with key regression and seed encrypted with new ACL)

4. re-encrypt F; with the new key k

5. upload the encrypted fragment

0000 00000 00000
FO Fl F2 F3 F5 F6 F7 FB F9 Fll FlZ F13 F14 F15

macroblock

fragment

Ko
key Ky

C SPDP Lab — UNIMI 70/102




Effectiveness of the approach

A revoked user does not know the encryption key of at least one
fragment

a brute force attack is needed to reconstruct the fragment (and the
resource)

2Msize gttempts, with msize the number of bits in a mini-block

A user can locally store fioc of the f fragments of a resource

probability to be able to reconstruct the resource after fiiss
fragments have been re-encrypted: P = ( fjo=F)miss

proportional to the number of locally stored fragments

decreases exponentially with the number of policy updates
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Integrity of Data Storage and Computation

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, G. Livraga, S. Paraboschi, P. Samarati, “Integrity for Distributed Queries,"in
Proc. of the 2nd IEEE Conference on Communications and Network Security (CNS 2014), CA, USA, October 2014.

S. De Capitani di Vimercati, S. Foresti, S. Jajodia, S. Paraboschi, P. Samarati, “Integrity for Join Queries in the Cloud,” in IEEE
Transactions on Cloud Computing (TCC), vol. 1, n. 2, July-December 2013, pp. 187-200.



Integrity of storage and query computation

Data owner and users need mechanisms that provide integrity for
query results:

correctness: computed on genuine data
completeness: computed on the whole data collection

freshness: computed on the most recent version of the data

Two approaches:

deterministic: uses authenticated data structures (e.g., signature
chains, Merkle hash trees, skip lists) or encryption-based solutions
(e.g., veri able homomorphic encryption schema [LDPW-14])

probabilistic: exploits insertion of fake tuples in query results,
replication of tuples in query results, pre-computed tokens (e.qg.,
[DFJPS-13b,DFJPS-14,DFJLPS-14b,XWYM-07])
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Merkle hash tree

Binary tree where:
each leaf contains the hash of one tuple

each internal node contains the result of the hash of the
concatenation of its children

The hash function used to build the tree is collision-resistant

The root is signed by the data owner and communicated to
authorized users

Tuples in the leaves are ordered according to the value of the
attribute A on which the tree is de ned

The tree is created by the data owner and stored at the server
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Merkle hash tree — Example

Accounts
[ Account [ Customer [Balance |
t1| Accl Alice 100
to| Acc2 Alice 200
t3| Acc3 Bob 300
ty| Accd Chris 200
ts | Acch Donna 400
ts| Accb Elvis 200
tz| Acc7 Frank 100
tg| Acc8 Gary 500
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Merkle hash tree — Example

Accounts
| Account | Customer [ Balance
t1| Accl Alice 100
to| Acc2 Alice 200
t3| Acc3 Bob 300
ty| Accd Chris 200
ts| Acch Donna 400
ts| Accb6 Elvis 200
t7| Acc?7 Frank 100
tg| Acc8 Gary 500

Merkle hash tree over attribute Account
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Merkle hash tree veri cation

The Merkle hash tree de ned over A supports the veri cation of
equality and range queries over A

The server returns, together with the query result, a veri cation
object (hash of other tuples allowing the derivation of the hash of
the root)

The client uses the veri cation object and query result to
recompute the root of the tree

The query result is correct and complete iff the computed root is
the same as the one she knows

if a tuple is not correct or is missing from the query result, the
recomputed root value is not the same as the one known to the
client
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Merkle hash tree veri cation — Example

SELECT *
FROM Accounts
WHERE Account = "Acc3

Accounts
| Account | Customer [ Balance
t1| Accl Alice 100
to| Acc2 Alice 200
t3| Acc3 Bob 300
ty| Accd Chris 200
ts | Acch Donna 400
ts| Accb Elvis 200
t7| Acc7 Frank 100
tg| Acc8 Gary 500
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Merkle hash tree veri cation — Example

SELECT *
FROM Accounts
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Merkle hash tree veri cation — Example

SELECT *
FROM Accounts
WHERE Account = "Acc3'

Accounts
| Account | Customer [ Balance
t1| Accl Alice 100
to| Acc2 Alice 200
ta| Acc3 Bob 300
ty| Accd Chris 200
ts | Acch Donna 400
ts| Accb Elvis 200
t7| Acc7 Frank 100
tg| Acc8 Gary 500
Result: t3 Veri cation Object: hy, his, hss7s

Nz = h(tz)

N34 = h(hzjjha)
N1234=h(N12]jN32)
h12345678= h(h1234j hs678)



Computation with multiple providers

Different CSPs are available on the market, offering a variety of
services (e.g., storage, computation) at different prices

Users can select the CSP that better matches their security,
economic, and functional requirements

Multiple CSPs can help enhancing security but
=) need solutions to verify the correct behavior of these CSPs
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Probabilistic approach for join queries

A client, with the cooperation of the storage servers, can assess
the integrity of joins performed by a computational cloud

Protection techniques [DFJPS-13b,DFJPS-14]:

encryption makes data unintelligible

markers, fake tuples not recognizable as such by the computational
cloud (and not colliding with real tuples)

twins, replication of existing tuples
A marker missing or a twin appearing solo =) integrity violation

Probabilistic guarantee depending on the amount of control
(markers and twins) inserted
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On-the- y encryption

Server Sencrypts B(l, Att), obtaining By(lk, B.Tupley)
For each t in B, there is t in By: t[lIk]=Ex(t[l]) and t[B.Tuplex]=Ex(t)
E is a symmetric encryption function with key k

k is de ned by the client and changes at every query

Encryption provides data con dentiality

L R J
| | Attr I | Attr L.l | L.Attr R.l | R.Attr

I, a|Ann rifalu I1| a [Ann a|u r

lo| b | Beth rp| a | asthma I1| a |Ann a |asthma ro

I3| ¢ | Cloe rz| b |ulcer I, b | Beth b |ulcer r3
r4| e | hernia
rsfe| u
rg| e | cancer
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On-the- y encryption

Server Sencrypts B(l, Att), obtaining By(lk, B.Tupley)
For each t in B, there is t in By: t[lIk]=Ex(t[l]) and t[B.Tuplex]=Ex(t)
E is a symmetric encryption function with key k

k is de ned by the client and changes at every query

Encryption provides data con dentiality

Lk Rk Jk
Ix | L.Tuple g Ik | R-Tuplek L.Ix| L.Attrg |R.k| R.Attrg
a [ a rq a [ a rq
b 1o a rop a 1 a rop
g /3 b rs b I2 b rs
e rg
e rs
e I's
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Markers

Arti cial tuples injected into L by § and Rby S
not recognizable by the computational server
do not generate spurious tuples

inserted in a concerted manner to guarantee that they belong to the
join result

The absence of markers signals incompleteness of the join result

L R J
I | Attr I | Attr L.l | L.Attr R.I | R.Attr

l1{ a|Ann rilafu l1{ a |Ann a|u ry

Io| b | Beth ro| a | asthma I1| a |Ann a |asthma ro

I3| c | Cloe rz| b |ulcer l,| b |Beth b |ulcer rs
r4| e | hernia
rsfe| u
rg| e | cancer
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Markers

Arti cial tuples injected into L by § and Rby S

not recognizable by the computational server

do not generate spurious tuples

inserted in a concerted manner to guarantee that they belong to the
join result

The absence of markers signals incompleteness of the join result

L R J
I | Attr I | Attr L.I | L.Attr R.I | R.Attr
l1{ a|Ann rilafu l1{ a |Ann a|u ry
Io| b | Beth ro| a | asthma I1| a |Ann a |asthma ro
I3| c | Cloe rz| b |ulcer l,| b |Beth b |ulcer rs
my x | markery r4| e | hernia my x| markery X | markers | mp
rsfe| u
re| e | cancer
my x | marker,
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Twins

Duplicates of tuples that satisfy condition Cy,, that
is de ned on the join attribute |
tunes the percentage p; of twins
is de ned by the client and communicated to § and S

Twin pairs are not recognizable by the computational server (join
attribute concatenated with a ag setto 1)

A twin appearing solo signals incompleteness of the join result

L R J
| | Attr I | Attr L.l | L.Attr R.l | R.Attr

I1 ] a|Ann rifalu I1| a [Ann au r

lo| b | Beth ro| a | asthma I1| a |Ann a |asthma ro

I3| ¢ | Cloe rz| b |ulcer l,| b | Beth b |ulcer rs
r4| e | hernia
rsfe| u
rg| e | cancer
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Twins

Duplicates of tuples that satisfy condition Cy,, that
is de ned on the join attribute |
tunes the percentage p; of twins
is de ned by the client and communicated to § and S

Twin pairs are not recognizable by the computational server (join
attribute concatenated with a ag setto 1)

A twin appearing solo signals incompleteness of the join result

L R J
I | Attr I | Attr L.l | L.Attr R.I | R.Attr
I1 ] a|Ann rifalu I1| a [Ann au r
lo| b | Beth ro| a | asthma I1| a |Ann a |asthma ro
I3| c |Cloe rz| b | ulcer l2| b |Beth b |ulcer ra
Io| b | Beth r4| e | hernia Io| b | Beth b |ulcer r3
rsfe| u
re| e | cancer
rz| b | ulcer
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Query evaluation

The client shares with each server § a symmetric key k;

The client sends to the computational cloud a request to execute a
join between the relations produced by § and S

The relations to be produced by § and S are represented as two
strings, encrypted with keys k and k;, respectively, and to be
forwarded by the computational cloud to the respective storage
server, containing:

subquery to be executed by the storage server

query key k (on-the- y encryption) to be used by the storage server
to encrypt the relation sent to the computational cloud

number m of markers (random generator known to the servers)

percentage p; of twins (condition over hash values)
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Query execution — Example

CLIENT

COMPUTATIONAL CLOUD

STORAGE SERVER S; STORAGE SERVER S,

C SPDP Lab — UNIMI 84/102



Query execution — Example

CLIENT

COMPUTATIONAL CLOUD

twins twins
_ markers L* R* markers :
STORAGE SERVER S; STORAGE SERVER S,
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Query execution — Example

CLIENT

* *

Lk Rk

COMPUTATIONAL CLOUD T +

T T

encrypt encrypt
twins | twins

markers L* R* markers :
STORAGE SERVER S; STORAGE SERVER S,
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Query execution — Example

CLIENT
*
k
A
/ \
* X
Lk Rk
COMPUTATIONAL CLOUD T
encrypt encrypt

twins

_ markers markers :

STORAGE SERVER S;
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Query execution — Example

A
CLIENT declrypt
|
J k
k
A
/ \
* %
Lk Rk
COMPUTATIONAL CLOUD T
encrypt encrypt
twins twins
_ markers markers :
STORAGE SERVER S; STORAGE SERVER S,
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Query execution — Example

check integrlity/clean up

A
CLIENT declrypt
|
J k
k
A
/ \
* %
Lk Rk
COMPUTATIONAL CLOUD T
encrypt encrypt
twins twins
_ markers markers :
STORAGE SERVER S; STORAGE SERVER S,
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Join execution — Example

L R
1 | Attr | Attr
I1 {a]|Alice al 300 |(rp
|2 b | Bob b 800 )
I3 | c|Carol e| 200 |r3

Storage servers
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Join execution — Example

L R
[ TTAttr 1T Attr
I1 | a|Alice al 300 |rp
|2 b| Bob b 800 )
I3 | c| Carol e| 200 |r3
11 | af Alice al 300 |np
I3 | c| Carol x | marker, | mp
my | x| markery y | marker, | my
mg |y | markers
Storage servers

C SPDP Lab — UNIMI 85/102



Join execution — Example

L R
[ TTAttr 1T Attr

I1 | a|Alice al 300 |rp

|2 b| Bob b 800 )
I3 | c| Carol e| 200 |r3
11 | af Alice al 300 |np

I3 | c| Carol x | markers | mp
my | x| markery y | marker, | my
mg |y | markers
Storage servers

Ly

[1kJL Tupley] [1k[R Tupley]

a I a rq

b /2 b rp

g I_3 e rs

al o al|

g I3 c m

c m y m

y n

Computational server
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Join execution — Example

L R
[ TTAttr 1T Attr

I1 | a|Alice al 300 |rp

|2 b| Bob b 800 )

I3 | c| Carol e| 200 |r3

11 | af Alice al 300 |np

I3 | c| Carol x | markers | mp
my | x| markery y | marker, | my
mg |y | markers

Storage servers
L, J

[1k[L Tupley | [1x[R Tupley] [T« [L .Tuplex [R -Tupley|
a I a rq a i T
b| I b| r, b ,; r;
9| Is el I3 al o 7
al h g c| m m
gl s o y| m m
c m y m

y n

Computational server
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Join execution — Example

L R J
I | Attr | Attr

I1|a A ., [CI[L AW [RI]RAW]

I, | b| Bob bl 800 I I1| a [Alice a 300 r
I3 | c| Carol e| 200 |r3 l2 9 B(,)b 9 800 2

I, [2]Alice al 300 |n 1| a [Alice a 300 |rp
|—3 ¢l carol x| markers | my my | x |markery | x | marker; | mp
my | x | markery y | markery | my mg|_y |markers| y |markers |my
mg |y | markers
Storage servers Client

[ LLIT( | Ji

k] 'I“pek| [ R Tupley | [T [T Tuplex [ R -Tuplex ]

a 1 a ra

ol | ] I

g| Is e rs = ,—2 r_z

al L al n o L

gl Is cLm y % g

c m y m

y m

Computational server
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Join execution — Example

L R J
[ [Afr 1| At [RT[RAHW R RAM |
I1 | a|Alice al| 300 |rp | AT
I, b|Bob b| 800 |r 1| a |Alice T a 300
2 2 I>| b |Bob b | 800 |r
I3 | ¢ | Carol el 200 |rg 2 2
11 | af Alice al 300 |np
I3 | c| Carol x | markers | mp
my | x| markery y | marker, | my
mg |y | markers
Storage servers Client
L, J
[1k[L Tupley | [1x[R Tupley] [T« [L .Tuplex [R -Tupley|
a I a rq a i T
bl Iy b r bl s
AIE A il 5
al h g c| m m
gl s o y| m m
c m y m
y m

Computational server
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Markers and twins: Integrity guarantees

The guarantee offered by markers and twins can be measured as
the probability of the computational cloud to go undetected when
omitting tuples

Markers and twins offer complementary protection:

Twins are twice as effective as markers, but loose their
effectiveness when the computational cloud omits a large fraction of
tuples (extreme case: all tuples omitted)

Markers allow detecting extreme behavior (all tuples omitted) and

provide effective when the computational cloud omits a large
fraction of tuples
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Variations/open issues :::

Use of salts and buckets to protect join pro le [DFIPS-16]

Application of the salts and buckets only to twins and markers
(veri cation object) [DFJPS-16]

Execution of the join as a semi-join to support n:m joins and
protect join pro le [DFJPS-16]

Application of the techniques in a distributed computation
scenario (e.g., MapReduce) [DFJLPS-14b]

Evaluation of approximate joins [DFJPS-15]
Consideration of different trust levels

Removal of trust assumptions in the storage servers
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Users Requirements and Preferences for

Cloud Plan Selection

S. De Capitani di Vimercati, S. Foresti, G. Livraga, V. Piuri, P. Samarati, “Supporting User Requirements and Preferences in

Cloud Plan Selection,” in IEEE Transactions on Services Computing (TSC), November 2017.



Supporting user requirements and preferences

Rich and diversi ed cloud market
+ more possibilities for perspective customers
selection process can be dif cult

Several problems [DFLPS-18a, DFLS-17]

identi cation of Quality of Service attributes

de nition of metrics for determining preferred plans
consideration of security properties in SLAs

user support for

de ning (hard) security/privacy requirements and (soft) p references

de ning high-level speci cations supporting reasoning ov er
security/privacy requirements
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A brokerage-based approach

requirements \aCCﬁgtable
and preferences

Broker

plans lans
plans plans : i N plans

+ identi cation of possible requirements and preferences
+ expressive and user-friendly language for requirements and preferences

+ ranking of acceptable plans based on preferences
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Abstract model of cloud plans

Py P, Ps P4 Ps

prov | Ghost | Ghost | GoGo | GoGo | GoGo | (provider)

loc us us EU us EU | (server location)
encr | 3DES | AES | 3DES | AES | AES | (encryption algo)

avail M H VH H VH | (availability)

test | authC | authB | authB | authA | authA | (pen test authority)
cert certB | certC | certB | certC | certA | (security certi cation)

aud 1y (audit frequency)

C SPDP Lab — UNIMI 91/102



Requirement speci cation language

Requirements restrict the values that can be assumed by a plan

Expressed through a user-friendly and expressive language
offering simple constructs
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Requirement speci cation language

Requirements restrict the values that can be assumed by a plan

Expressed through a user-friendly and expressive language
offering simple constructs

prov IN f Ghost, GoGo, MHardg

simple
avail NoOTINfVL, Lg

alternatives | ANY(ftest IN fauthA, authBg, cert IN fcertA, certBgo)

conjunctions | ALL(floc INfEU, USg, encr NOT IN f DESgg)

IF ALL(floc INfUSg, encr INf3DESgQ)

implications | e\ anv(faudit Inf3M, 6Mg, cert IN fcertAgg)

exclusions | FORBIDDEN(floc NOT IN fEUg, test IN fauthCgg)

at least n| AT_LEAST(2, floc INfEUg, encr INfAESg, prov INfGoGo, Ghostgg)

at most n | AT_MOST(2, fprov IN fGhostg, avail INfM, MHg, encr IN f 3DESgQ)
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Acceptable plan

A plan is acceptable iff it satis es all user requirements

Py P, Ps3 P4 Ps
prov | Ghost | Ghost | GoGo | GoGo | GoGo
loc us us EU us EU
encr | 3BDES | AES | 3DES | AES | AES
avail M H VH H VH
test authC | authB | authB | authA | authA
cert certB | certC | certB | certC | certA
aud 1y _

¢y : prov IN f Ghost; GoGo;MHardg

cp:avail NOTINTVL;Lg

c3: ALL(floc INfEU;USg;encr NOT IN f DESgQ)

c4: FORBIDDEN(floc NOT IN fEUg;test IN fauthCgg)

Cs: AT_LEAST(2;floc INfEUg;encr INfAESg;prov INfGogo, Ghostgg)
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Acceptable plan

A plan is acceptable iff it satis es all user requirements

Py P, Ps P, Ps
prov Ghost | GoGo | GoGo | GoGo
loc us EU us EU
encr AES | 3DES | AES | AES
avail H VH H VH
test authB | authB | authA | authA
cert certC | certB | certC | certA
aud

X X X X

cy: prov IN f Ghost; GoGo; Mhardg

cp:avail NOTINTVL;Lg

c3: ALL(floc INfEU;USg;encr NOT IN f DESgQ)

c4: FORBIDDEN(floc NOT IN fEUg;test IN fauthCgg)

Cs: AT_LEAST(2;floc INfEUg;encr INfAESg;prov INfGogo, Ghostgg)
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Preferences

Soft requirements: some characteristics are preferred to others

Enforced on acceptable plans to rank them

Two kinds of preferences

on attribute values

on attributes themselves
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values

for prov : f |iiGHGNo f -g f Ghost g
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values

for prov : f |iiGHGNo f -g f Ghost g

score function re ecting the relative position of the values
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values

for prov : f |iiGHGNo f -g f Ghost g

score function re ecting the relative position of the values

1/3
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values

for prov : f |iiGHGNo f -g f Ghost g

score function re ecting the relative position of the values

2/3
1/3
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values

for prov : f |iiGHGNo f -g f Ghost g

score function re ecting the relative position of the values

3/3=1
2/3
1/3
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values

for prov : f |iiGHGNo f -g f Ghost g

score function re ecting the relative position of the values

Scoring vector Pj includes the scores of the values of P;

prov

encr

loc
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Preferences on attribute values

Certain values are preferred to other values for an attribute
Modeled through a preference relationship

total ordering relationship over sets of acceptable values

for prov : f |iiGHGNo f -g f Ghost g

score function re ecting the relative position of the values

Scoring vector Pj includes the scores of the values of P;

p2 P 2 prov encr avail aud
prov [ Ghost [ 173 [eu]+ i[Aes] | [wu] EREUE
loc us |1/2 [Gogd]
GoGo |23 US 1/2 3DES 1/2 3/4 4/5 3/4
encr | AES | 1 il o]
avail H 3/4 1/3 MH |2/4 : 3/5 |1y |2/4
test | authB | 3/4
cert | certC | 3/5 ‘ ‘ o Jue 2 e
aud _ 1/4 []ws
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Preferences on attributes

Certain attributes are more important than other ones

Modeled through a weight function

higher weights imply higher importance

w(prov )= 1 ;w(avail )= {8l
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Ranking

Three possible approaches

Pareto dominance
D-dominance (distance-based)
WD-dominance (weighted distance-based)

Each strategy de nes dominance among pairs of plans

P, dominates Py =) [ is preferred to Pj
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Pareto dominance

P dominates P; iff P; has:

for all attributes, values that are equally or_than

those in P; and

for at least one attribute, a _ value than the one in P,

P4 PS prov. . . encr : avail . test ; cert gud
oo | os || e @ gcoRiEl
encr | AES | AES 213 {[Us]v2 | [sDEs 112 . 3 34 415 | [om 34
avail H VH : :
test authA | authA s | 214 ¢ 204 305 1|1y [214
cert certC | certA
aud ‘ [mL |va ‘ [ ] 1/4‘ 2/5 ‘ [ Jua
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Pareto dominance

P dominates P; iff P; has:

for all attributes, values that are equally or_than

those in P; and

for at least one attribute, a _ value than the one in P,

prov. . . encr : avail . test ; cert gud
1 [AES] 1 1 fam|1
2/3 ;1/2 ;1/2 . 3/4 3/4: 415 3/4
13 204 2/43 3/5 1v |24
(Mo jva: [ ] va 25 [ Jua
: : : - 1/5 :

. dominates Py
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Pareto dominance

P dominates P; iff P; has:

for all attributes, values that are equally or_than

those in P; and

for at least one attribute, a _ value than the one in P,

GI'F]Jz T Gpé prov. . encr . avail . test : cert aud
rov : : : :
encr | AES | 3DES 213 {[Us]v2 | [sDEs 112 . 3 3/4 415 | [om 34
avail H VH ; ;
test authB | authB 13 214 214 35 1 [1y 214
cert certC | certB
aud (Mo jva: [ ] va 25 [ Jua
: ‘ ‘ 3 : (] s

C SPDP Lab — UNIMI 98/102



Pareto dominance

P dominates P; iff P; has:

for all attributes, values that are equally or_than

those in P; and

for at least one attribute, a _ value than the one in P,

prov : . encr : avail . gud

MHard 1 1 {am|1
2/3 Us 1/2 3DES 1/2 . 3/4 4/5 3/4

[Ghost] 1/3 ; 204 305 [1y 2/4
[mL |va 25 [ Jua

] s
P, and P3 are not comparable
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Distance-based dominances

Plans are represented as points in an n-dimensional space
coordinates of plan P are the values in scoring vector P
Dominance is given by the distance from an ideal plan Ps
for all attributes, P has top values (P> has 1)
P, P, P; P4 P.

1—f s e s )

encr AES 1 3DES | 1/2

=]
212
P3 P>
L - ..-n 3
aud _ 1/4 _ 1/4
I T f
172
encr
s
o
dis{Ph;Pr)= & (Pnlail Pylail)?

i=1
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Distance-based dominances

Plans are represented as points in an n-dimensional space

coordinates of plan P are the values in scoring vector P
Dominance is given by the distance from an ideal plan Ps

for all attributes, P> has top values (P> has 1)

P2 ) Ps Ps3 M
encr | AES | 1 || 3DES | 1/2 7
© 0.9
81/2 -
P3
e - - .
aud _ 1/4 _ 1/4 .
| |
1/2 1
encr

s
m

dis(Pp;Pi)= & (Pnlai]l Pylail)?
i=1

[ a__
dis(P5;Pp)= (1 1)2+(1 1=4)2= 075 dis(P>;P3)= (1 1=2)2+(1 1=4)2= 0:90

C SPDP Lab — UNIMI 99/102



Distance-based dominances

Plans are represented as points in an n-dimensional space

coordinates of plan P are the values in scoring vector P

Dominance is given by the distance from an ideal plan Ps

for all attributes, P> has top values (P> has 1)
P2 P2 P; P3

prov | Ghost | 1/3 || GoGo | 2/3 . _

loc | US |12 EU | 1 dist(P2,P>) = 1.24
encr AES 1 3DES | 1/2 dist(P 2.P -
avail H o |amal| va | 1 (P3.P>) = [

test authB | 3/4 || authB | 3/4
cert certC | 3/5 || certB | 4/5
aud 1/4 1/4
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Variations/open issues :::

Dependencies among requirements and/or cloud plan
characteristics [DLP-16, DLPSS-16]

Combination of requirements from multiple applications [AFLS-16,
AFLS-18]

Support for fuzzy speci cations and reasoning [DFLPS-18a,
DFLPS-18b, DFLS-17, FPS-15]
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Other open issues

Selective access

Protection of data at rest

Security metrics Providers/plans selection

Multi providers for security Access confidentiality
Private collaborative computation
Query privacy Fine-grained access
Query and computation integrity
Data publication and utility

User privacy
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Conclusions

Novel scenarios provide great convenience and bene t in the
management and access to the information but require
solutions to protect data

Need to provide users and data owners with control over their data

Data protection solutions are bene cial to both:

users and data owners (empowered with control)

CSPs and data controllers (increased con dence of users,
decreased liability)
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