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concurrent and distributed software components?

Communication
Network

Interacting, 
concurrent software 
components of a 
system:

single machine -> 
shared memory
interactions
multiple machines -> 
network interactions

System is a composition of concurrent software 
components according to the software architecture.
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Do I need to know about concurrent architectures?

♦ Therac - 25 computerised radiation therapy machine

Concurrent programming errors contributed to accidents 
causing deaths and serious injuries.

♦ Mars Rover
Problems with interaction between concurrent tasks
caused periodic software resets reducing availability for
exploration. 

Concurrency is widespread but error prone.
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a Cruise Control System

♦ Is the system safe? 
♦ Would testing be sufficient to discover all errors?

When the car ignition is 
switched on and the on
button is pressed, the 
current speed is recorded 
and the system is enabled: 
it maintains the speed of 
the car at the recorded 
setting. 

Pressing the brake, 
accelerator or off button 
disables the system. 
Pressing resume re-enables 
the system.

buttons
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models

A model is a simplified representation of the real world. 

Engineers use models to gain confidence in the adequacy 
and validity of a proposed design.

♦ focus on aspect of interest – concurrency & composition

♦ model animation to visualise a behaviour

♦ mechanical verification of properties (safety & progress)

Our models are described using state machines, known as 
Labelled Transition Systems LTS. These are described 
textually as finite state processes (FSP) and displayed 
and analysed by the LTSA analysis tool.

SFM 03: SA Tutorial 6
©Kramer/Magee

modelling the Cruise Control System

engineOn

speed

engineOff

0 1

Later we will explain how to 
construct models such as this so 
as to perform animation and 
verification.

LTS of the process 
that monitors speed.

LTSA Animator to step through 
system actions and events.
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tutorial objective

This tutorial is intended to provide an introduction into 
model-based design of concurrent software, where the 
proposed architecture provides the structure.  

We illustrate how models can be used to provide insight 
into behavior and to aid reasoning about particular 
designs. 

Furthermore, we investigate how requirements scenarios
can be used to help construct models. 

SFM 03: SA Tutorial 8
©Kramer/Magee

Model based approach

on

off

0 1

Software Architecture describes gross 
organization of a system in terms of 
components and their interactions.

Behavior Modelling:
State Machines in form of LTS 

(Labelled Transition Systems)
Analysis using Model Checking

CRA (Compositional Reachability Analysis)
and LTL (Linear Temporal Logic)

Interpretation using animation

Requirements in the form of MSC
(Message Sequence Charts)
for model generation and elaboration

Start

Pressure
Start

Sensor Database ActuatorControl

Query
Data

Command

Stop

Pressure

Pressure

Darwin
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Background: Web based material

� Java examples and demonstration programs
� State models for the examples
� Labelled Transition System Analyser (LTSA) for 

modeling concurrency, model animation and model 
property checking.

� Plugins for the Darwin architecture and MSC 
scenario descriptions.

http://www-dse.doc.ic.ac.uk/concurrency/

SFM 03: SA Tutorial 10
©Kramer/Magee

Background: Book

Concurrency:
State Models &
Java Programs

Jeff Magee &
Jeff Kramer

WILEY
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Tutorial Structure

A: Models and Analysis

B: Architectural Description and Models

C: Animation and Analysis

D: Models from Scenarios

E: Conclusion
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Part A : 
Models and Analysis
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1. Software structure

Software 
Architectures 
– Darwin*

*Darwin is described 
in a later section
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Software structure – composition of components*

Components have one or more 
interfaces. An interface is 
simply a set of names 
referring to actions in a 
specification or functions in 
an implementation.

Systems / composite 
components are
composed hierarchically
by component instantiation
and interface binding.

interfaces
Component

Composite Component

*based on Darwin, an architectural 
description language (ADL)
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Architectural description - multiple views

Structural View

Construction View

Implementation

Behavioural View

Modelling and Analysis
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2. Modelling: Processes and Threads

Primitive 
components
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processes and threads

Concepts: processes - units of sequential execution.

Models: finite state processes (FSP)
to model processes as sequences of actions.
labelled transition systems (LTS)
to analyse, display and animate behavior.

Practice: Java threads
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FSP – finite state processes 

DRINKS = (red->coffee->DRINKS
|blue->tea->DRINKS
).

LTS generated using 
LTSA:

FSP to model behaviour of the drinks machine :

red

blue

coffee

tea

0 1 2

Component/Process: DRINKS tea
coffee

red
blue
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FSP - guarded actions

COUNT (N=3) = COUNT[0],
COUNT[i:0..N] = (when(i<N) inc->COUNT[i+1]

|when(i>0) dec->COUNT[i-1]
).

inc inc

dec

inc

dec dec

0 1 2 3

COUNTinc
dec



SFM 03: SA Tutorial A9
©Kramer/Magee

A countdown timer

COUNTDOWN
beep

start
stop

A countdown timer which beeps after N ticks, 
or can be stopped.

FSP?

LTS?

Java 
Demo
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A countdown timer

COUNTDOWN (N=3) = (start->COUNTDOWN[N]),
COUNTDOWN[i:0..N] =

(when(i>0) tick->COUNTDOWN[i-1]
|when(i==0)beep->STOP
|stop->STOP
).

start

stop

tick

stop

tick

stop

tick beep
stop

0 1 2 3 4 5
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USER of a resource

Process specification FSP:

USER = (lock -> critical -> release -> USER
)@{lock,release}.

USER lock
release
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USER

Labelled transition system LTS: 

Animation can 
be used to step 
through the 
actions to test 
specific 
scenarios.

USER
lock tau

release

0 1 2

lock

release

0 1

USER can be minimised with 
respect to Milner’s 
observational equivalence.
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SEMAPHORE - behaviour 

Process specification FSP:
const Max = 3
range Int = 0..Max

SEMAPHORE(N=0) = SEMA[N],
SEMA[v:Int] = (when(v<Max) up -> SEMA[v+1]

|when(v>0) down -> SEMA[v-1]
).

SEMAPHORE
up down

SEMAPHORE
up up

down

up

down down

0 1 2 3
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Primitive Components - summary

� Component behaviour is modelled using 
Labelled Transition Systems (LTS).

� Primitive components are described as 
finite state processes using:
� action prefix  ->
� choice | (guarded)
� recursion
� interface @

� interface represents an action (or set of 
actions) in which the component can engage.
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3. Modelling – concurrent processes and threads

Composite 
components
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Concurrent execution

Concepts: processes - concurrent execution 
and interleaving.

process interaction.

Models: parallel composition of asynchronous processes 
- interleaving

interaction - shared actions
process labeling, and action relabeling and hiding
structure diagrams

Practice: Multithreaded Java programs



SFM 03: SA Tutorial A17
©Kramer/Magee

Definitions

�Concurrency
� Logically simultaneous processing.
Does not imply multiple processing 
elements (PEs).  Requires 
interleaved execution on a single PE. 

�Parallelism
� Physically simultaneous processing.
Involves multiple PEs and/or 
independent device operations.

Both concurrency and parallelism require controlled access to 
shared resources . We use the terms parallel and concurrent 
interchangeably and generally do not distinguish between real and 
pseudo-concurrent execution.

A

Time

B

C
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Modeling Concurrency

� How should we model process execution speed?
� arbitrary speed 

(we abstract away time)

� How do we model concurrency?
� arbitrary relative order of actions from different processes 

(interleaving but preservation of each process order )

� What is the result?
� provides a general model independent of scheduling 

(asynchronous model of execution)
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parallel composition - action interleaving

think����talk����scratch
think����scratch����talk
scratch����think����talk

Possible traces as 
a result of action 
interleaving.

If P and Q are processes then (P||Q) represents the 
concurrent execution of P and Q. The operator || is 
the parallel composition operator.

ITCH = (scratch->STOP).
CONVERSE = (think->talk->STOP).

||CONVERSE_ITCH = (ITCH || CONVERSE).
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parallel composition - action interleaving

(0,0) (0,1) (0,2) (1,2) (1,1) (1,0)

from CONVERSEfrom ITCH

2 states 3 states

2 x 3 states

ITCH

scratch

0 1
CONVERSE

think talk

0 1 2

CONVERSE_ITCH

scratch

think

scratch

talk scratch

talk think

0 1 2 3 4 5
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SEMADEMO

current 
semaphore 
value

thread 1 is 
executing 
critical 
actions.

thread 2 is 
blocked 
waiting.

thread 3 is 
executing 
non-critical 
actions.
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Composite component behaviour - interaction

Three processes p[1..3] use a shared semaphore mutex to 
ensure mutually exclusive access to some resource.

p[1] : USER

mutex : SEMAPHORE(1)

p[2] : USER p[3] : USER

SEMADEMO
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Composite component behaviour

||SEMADEMO = (p[1..3]:USER
|| mutex:SEMAPHORE(1)
) /{p[1..3].lock/mutex.down,

p[1..3].release/mutex.up}.

:    instantiation
||   composition
/ relabelling

For mutual exclusion, the initial semaphore value must be 1.

p.1:USER
p.1.lock tau

p.1.release

0 1 2
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Parallel Composition with shared actions

SEMADEMO = p.1:USER || p.2:USER || p.3:USER
|| mutex:SEMAPHORE(1)
State Space:
3 * 3 * 3 * 4 = 108

Composing
States Composed: 7 Transitions: 9 in 0ms
SEMADEMO minimising...
Minimised States: 4 in 0ms

Parallel composition || generates an LTS that represents all 
possible interleaving of the actions. Processes synchronise 
on shared actions.

Minimise with respect to hidden actions ( not in interface).
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SEMADEMO  LTS

SEMADEMO

p.1.lock

p.2.lock

p.3.lock

p.3.release

p.2.release

p.1.release

0 1 2 3
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Composite Component - summary

� Component composition is modelled as 
parallel composition ||.

(Interleaving of all the actions) 
� Binding is modelled by relabelling /.

(Processes synchronise on shared 
actions)

� Composition expressions are direct
translations from architecture 
descriptions.
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4. Behaviour analysis – model checking
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Reachability analysis for checking models

Searches the system state space for deadlock states and 
ERROR states arising from property violations. 

A deadlock is a state with no outgoing transitions. 

The ERROR state -1 is a trap state. Undefined transitions 
are automatically mapped to the ERROR state.

30 1 2-1
ERROR
state Deadlock

state
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Deadlock

SEMADEMO = p.1:USER || p.2:USER || p.3:USER
|| mutex:SEMAPHORE(0)

State Space:
3 * 3 * 3 * 4 = 108

Composing
potential DEADLOCK

States Composed: 1 Transitions: 0 in 0ms
Trace to DEADLOCK:

Set initial semaphore value to 0. Result?
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Safety - property automata

Safety properties are specified by deterministic finite 
state processes called property automata. These generate 
an image automata which is transparent for valid (good) 
behaviour, but transitions to an ERROR state otherwise. 

property EXCLUSION =
(p[i:1..3].lock -> p[i].release
-> EXCLUSION ).

||CHECK = (SEMADEMO || EXCLUSION).

Safety properties are composed with the (sub)systems 
to which they apply. 
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safety analysis

Is SEMADEMO safe when the initial 
value of the semaphore is 2?

Composition:
CHECK = SEMADEMO.p.1:USER || SEMADEMO.p.2:USER ||
SEMADEMO.p.3:USER || SEMADEMO.mutex:SEMAPHORE(1)
|| EXCLUSION
State Space:
3 * 3 * 3 * 4 * 4 = 432

Composing
States Composed: 7 Transitions: 9 in 0ms
No deadlocks/errors
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Liveness - progress properties

Support a limited class of liveness properties, called 
progress,  that can be checked efficiently :

[]◊◊◊◊a
[]◊◊◊◊a ⇒⇒⇒⇒ []◊◊◊◊b

i.e. Progress properties check that, in an infinite 
execution, particular actions occur infinitely often. 

For example:
progress AQUIRE[i:1..3] = {p[i].lock}
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Fair Choice

If a choice over a 
set of transitions 
is executed 
infinitely often, 
then every 
transition in the 
set is executed 
infinitely often.

How do we check progress?

each terminal set of states should contain at 
least one of the actions required by the property.

SEMADEMO

p.1.lock

p.2.lock

p.3.lock

p.3.release

p.2.release

p.1.release

0 1 2 3
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Action Priority

Action priority 
imposes
adverse conditions:

high : PROCESS << {actions}

low : PROCESS >> {actions}

||PRIORITY1 = SEMADEMO << {p[1].lock}.

||UNFAIR1 = SEMADEMO >> {p[1].lock}.
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5. An example of Model-based Design
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Design

Concepts:  design process:
requirements to models to implementations

Models: check properties of interest:
- safety on the appropriate (sub)system
- progress on the overall system

Practice: model interpretation - to infer actual system 
behaviour

threads and monitors

Aim: rigorous design process.
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♦ goals of the system
♦ scenarios (Use Case models) *
♦ properties of interest

from requirements to models

Requirements

Model

♦ identify the main events, actions, and interactions
♦ identify and define the main processes
♦ identify and define the properties of interest
♦ structure the processes into an architecture

♦ check traces of interest
♦ check properties of interest

Any 
appropriate 

design 
approach 

can be 
used. 

* Generating and elaborating models from 
scenarios is described in a later section.
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a Cruise Control System - requirements

When the car 
ignition is switched 
on and the on
button is pressed, 
the current speed 
is recorded and the 
system is enabled: 
it maintains the 
speed of the car at 
the recorded 
setting. 

Pressing the brake, 
accelerator or off
button disables the 
system. Pressing 
resume or on re-
enables the system.

buttons
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a Cruise Control System - hardware

Wheel revolution sensor generates interrupts to enable the car 
speed to be calculated.

Parallel Interface Adapter (PIA) is polled every 100msec. It 
records the actions of the sensors: • buttons (on, off, resume)

• brake (pressed)

• accelerator (pressed)

• engine (on, off).

buttons

engine

accelerator
brake

PIA
polled

wheel interrupt

CPU

throttleD/A

Output: The cruise control system controls the car speed by setting 
the throttle via the digital-to-analogue converter.
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model - outline design

♦ outline processes and interactions.

Input Speed monitors 
the speed when the 
engine is on, and 
provides the current 
speed readings to 
speed control.

Sensor Scan monitors 
the buttons, brake, 
accelerator and 
engine events.

Cruise Controller triggers 
clear speed and record 
speed, and enables or 
disables the speed control.

Speed Control clears and 
records the speed, and 
sets the throttle 
accordingly when enabled.

Throttle
sets the 
actual 
throttle. 

Sensors

PromptsEngine

speed
setThrottle
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model -design

♦ Main events, actions and interactions.
on, off, resume, brake, accelerator
engine on, engine off, 
speed, setThrottle

clearSpeed,recordSpeed,

enableControl,disableControl

♦ Identify main processes.
Sensor Scan, Input Speed,

Cruise Controller, Speed Control and

Throttle

♦ Identify main properties.
safety - disabled when off, brake or accelerator pressed.

♦ Define and structure each process.

Sensors

Prompts
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model  - structure, actions and interactions

set Sensors = {engineOn,engineOff,on,off,
resume,brake,accelerator}

set Engine = {engineOn,engineOff}
set Prompts = {clearSpeed,recordSpeed,

enableControl,disableControl}

SENSOR
SCAN

CRUISE
CONTROLLER

Sensors

INPUT
SPEED SPEED

CONTROL
set

Throttle
speed

Engine Prompts

CONTROL CRUISE
CONTROL
SYSTEM

THROTTLE

The 
CONTROL 
system is 
structured 
as two 
processes.
The main 
actions and 
interactions
are as 
shown.
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model elaboration - process definitions

SENSORSCAN = ({Sensors} -> SENSORSCAN).
// monitor speed when engine on

INPUTSPEED = (engineOn -> CHECKSPEED),
CHECKSPEED = (speed -> CHECKSPEED

|engineOff -> INPUTSPEED
).

// zoom when throttle set
THROTTLE =(setThrottle -> zoom -> THROTTLE).

// perform speed control when enabled
SPEEDCONTROL = DISABLED,
DISABLED =({speed,clearSpeed,recordSpeed}->DISABLED

| enableControl -> ENABLED
),

ENABLED = ( speed -> setThrottle -> ENABLED
|{recordSpeed,enableControl} -> ENABLED
| disableControl -> DISABLED
).
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model elaboration - process definitions

// enable speed control when cruising, 
// disable when off, brake or accelerator pressed

CRUISECONTROLLER = INACTIVE,
INACTIVE =(engineOn -> clearSpeed -> ACTIVE),
ACTIVE =(engineOff -> INACTIVE

|on->recordSpeed->enableControl->CRUISING
),

CRUISING =(engineOff -> INACTIVE
|{off,brake,accelerator}

-> disableControl -> STANDBY
|on->recordSpeed->enableControl->CRUISING
),

STANDBY =(engineOff -> INACTIVE
|resume -> enableControl -> CRUISING
|on->recordSpeed->enableControl->CRUISING
|{off,brake,accelerator} -> STANDBY
).
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model  - CONTROL subsystem

||CONTROL =(CRUISECONTROLLER
||SPEEDCONTROL
).

- Is control enabled 
after the engine is 
switched on and the on 
button is pressed?
- Is control disabled 
when the brake is 
then pressed?
- Is control re-
enabled when resume 
is then pressed?

Animate to check particular 
traces:

Safety: Is the 
control disabled 
when off, brake or 
accelerator is 
pressed?
Progress: Can every 
action eventually be 
selected? 

However, we need to 
analyse to exhaustively 
check:
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model  - Safety properties

Is CRUISESAFETY
violated?

||CONTROL =(CRUISECONTROLLER
||SPEEDCONTROL
||CRUISESAFETY
).

property CRUISESAFETY =
({off,accelerator,brake,disableControl} -> CRUISESAFETY
|{on,resume} -> SAFETYCHECK
),

SAFETYCHECK =
({on,resume} -> SAFETYCHECK
|{off,accelerator,brake} -> SAFETYACTION
|disableControl -> CRUISESAFETY
),

SAFETYACTION =(disableControl->CRUISESAFETY). LTS?

SFM 03: SA Tutorial A47
©Kramer/Magee

model analysis

||CONTROL =
(CRUISECONTROLLER||SPEEDCONTROL||CRUISESAFETY
).

||CRUISECONTROLSYSTEM =
(CONTROL||SENSORSCAN||INPUTSPEED||THROTTLE).

We can now compose the whole system:

Deadlock?  
Safety?

No deadlocks/errors

Progress?
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model  - Progress properties

Progress violation for actions:
{engineOn, clearSpeed, engineOff, on, recordSpeed,
enableControl, off, disableControl, brake,
accelerator...........}
Path to terminal set of states:

engineOn
clearSpeed
on
recordSpeed
enableControl
engineOff
engineOn

Actions in terminal set:
{speed, setThrottle, zoom}

Control is not disabled 
when the engine is 
switched off !
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cruise control model - minimized LTS

engineOn

engineOff

on

speed

engineOff

on

off
brake

accelerator

speed

engineOff

on
resume

speed

engineOn

speed
0 1 2 3 4 5

||CRUISEMINIMIZED = (CRUISECONTROLSYSTEM)
@ {Sensors,speed}.

Action hiding and minimization 
can help to reduce the size of 
the LTS diagram and make it 
easier to interpret. SFM 03: SA Tutorial A50
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model - revised cruise control system
Modify CRUISECONTROLLER so that control is disabled when the 
engine is switched off:  

…
CRUISING =(engineOff -> disableControl -> INACTIVE

|{ off,brake,accelerator} -> disableControl -> STANDBY
|on->recordSpeed->enableControl->CRUISING
),

… OK now?
Modify the safety property:

property IMPROVEDSAFETY = ({off,accelerator,brake,disableControl,
engineOff} -> IMPROVEDSAFETY

|{on,resume} -> SAFETYCHECK
),

SAFETYCHECK = ({on,resume} -> SAFETYCHECK
|{off,accelerator,brake,engineOff} -> SAFETYACTION
|disableControl -> IMPROVEDSAFETY
),

SAFETYACTION =(disableControl -> IMPROVEDSAFETY).
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model - revised cruise control system

engineOn

engineOff

on

speed

engineOff

on

off
brake

accelerator

speed

engineOff

on
resume

speed
0 1 2 3

Minimized LTS:

No deadlocks/errors

No progress 
violations detected.
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model interpretation

Models can be used to indicate system sensitivities.

If it is possible that erroneous situations detected in the 
model may occur in the implemented system, then the 
model should be revised to find a design which ensures 
that those violations are avoided. 

However, if it is considered that the real system will not
exhibit this behaviour, then no further model revisions are 
necessary. 

Model interpretation and correspondence to the 
implementation are important in determining the relevance 
and adequacy of the model design and its analysis.
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The central role of design architecture

Behavioural View Implementation View

Architecture

Analysis Program Construction

Performance View

Design 
architecture 
describes the 
gross 
organization 
and global 
structure of 
the system in 
terms of its 
constituent 
components.

We consider that the models for analysis and 
the implementation should be considered as 
elaborated views of this basic design structure.
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from models to implementations

Model

Java

♦ identify the main active entities 
- to be implemented as threads

♦ identify the main (shared) passive entities
- to be implemented as monitors

♦ identify the interactive display environment
- to be implemented as associated classes

♦ structure the classes as a class diagram
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6. Summary ...
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Summary

�Concepts
� design process: 

from requirements to models to implementations
� design architecture

�Models
� check properties of interest

safety: compose safety properties at appropriate (sub)system
progress: apply progress check on the final target system model

�Practice
� model interpretation - to infer actual system behaviour
� threads and monitors

Aim: rigorous design process.
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Related Work

� ADL Wright + FDR toolset

� LOTOS + Caesar/Aldebaran

� Promela + SPIN  

Our approach is distinguished by:  
♦ direct use of ADL to generate both 

analysis model & implementation, 
♦ emphasis on compositionality.
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Background: Web based material

� Java examples and demonstration programs
� State models for the examples
� Labelled Transition System Analyser (LTSA) for 

modeling concurrency, model animation and model 
property checking.

� Plugins for the Darwin architecture and MSC 
scenario descriptions.

http://www-dse.doc.ic.ac.uk/concurrency/
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Background: Book

Concurrency:
State Models &
Java Programs

Jeff Magee &
Jeff Kramer

WILEY
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Current work …

� Investigating extension of models to support other 
views:
� property analysis using LTL and fluents
� domain specific animation based on Timed 

Automata
� performance based on Stochastic Process Algebra
�model generation and elaboration from MSCs
�web application animation from MSCs

Approach supported by the Labelled Transition System 
Analyser (LTSA) available from:

http://www-dse.doc.ic.ac.uk/concurrency/
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