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© agey = . . - - .
L24 Probabilities help Simulating a die by a fair coin [Knuth & Yao]

» When analysing system performance and dependability
» to quantify arrivals, waiting times, time between failure, QoS, ...

» When modelling unreliable and unpredictable system behavior

» to quantify message loss, processor failure
» to quantify unpredictable delays, express soft deadlines, ...

» When building protocols for networked embedded systems
» randomized algorithms

» When problems are undecidable deterministically
» repeated reachability of lossy channel systems, ...

Heads = “go left”; tails = “go right”. Does this DTMC model a six-sided die?
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Motivation

What is probabilistic model checking?

up to 107 states
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state 1 0678
state 2 0.9797
state 3 0.1523

satisfied
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state 4 02123
insufficient
memory
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Motivation
Properties
Logic Monitors

Discrete time || probabilistic | deterministic automata

CTL (safety and LTL)
Continuous time || probabilistic deterministic
timed CTL timed automata

Core problem: computing (timed) reachability probabilities
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Probabilistic models

Nondeterminism Nondeterminism

no yes

Discrete time discrete-time Markov decision
Markov chain (DTMC) | process (MDP)

Continuous time CTMC CTMDP

Some other models: probabilistic variants of (priced) timed automata
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Probability theory is simple, isn’t it?

In no other branch of mathematics
is it so easy to make mistakes
as in probability theory

Henk Tijms, “Understanding Probability” (2004)
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What are discrete-time Markov chains? What are discrete-time Markov chains?

Overview Geometric distribution

Geometric distribution

Let X be a discrete random variable, natural k > 0 and 0 < p < 1. The
@ What are discrete-time Markov chains? mass function of a geometric distribution is given by:

Pr{X=k}=(-p)"p

We have E[X] = 1 and Var[X] = ©2£ and cdf PH{X < k} =1 (1-p)*.

Geometric distributions and their cdf’s
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What are discrete-time Markov chains? What are discrete-time Markov chains?

Memoryless property Markov property

|
The conditional probability distribution of future states of a Markov process only

depends on the current state and not on its further history.

1. For any random variable X with a geometric distribution: Markov process

P{X=k+m|X>m} = PHX=k} forany me T, k31 A discrete—tin”.le stochastic process.{X(t) | t € T} over state space
{do, d1,...} is a Markov process if for any ty < t; < ... < tp < thi1:
This is called the memoryless property, and X is a memoryless r.v..
. ) L ) . Pr{ X(tn4+1) = dns1 | X(t0) = do, X(t1) = d1, ..., X(tn) = dn }
2. Any discrete random variable which is memoryless is geometrically
distributed. =

Pr{ X(tn+1) = dns1 | X(tn) = dn }

The distribution of X(t,+1), given the values X(tp) through X(t,), only
depends on the current state X(t,).
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Invariance to time-shifts

Time homogeneity

Markov process { X(t) | t € T } is time-homogeneous iff for any t' < t:
Pr{X(t)=d | X({)=d'} = P{X(t—t)=d|X(0)=4d"}.

A time-homogeneous stochastic process is invariant to time shifts.

Discrete-time Markov chain

A discrete-time Markov chain (DTMC) is a time-homogeneous Markov
process with discrete parameter T and discrete state space.
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What are discrete-time Markov chains?

Transition probability matrix

Discrete-time Markov chain

A discrete-time Markov chain (DTMC) is a time-homogeneous Markov
process with discrete parameter T and discrete state space S.

Transition probability matrix

Let P be a function with P(s;, s;) = p(s;, s;). For finite state space S,
function P is called the transition probability matrix of the DTMC with
state space S.

Properties

1. P is a (right) stochastic matrix, i.e., it is a square matrix, all its
elements are in [0, 1], and each row sum equals one.

2. P has an eigenvalue of one, and all its eigenvalues are at most one.

3. For all n € N, P" is a stochastic matrix.
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Discrete-time Markov chain

Discrete-time Markov chain

A discrete-time Markov chain (DTMC) is a time-homogeneous Markov
process with discrete parameter T and discrete state space S.

Transition probabilities

The (one-step) transition probability from s € S to s’ € S at epoch n € N
is given by:

p(s,s") = PH{Xpp1=5|Xo=5s} = P{Xy=5"|Xo=5s}

where the last equality is due to time-homogeneity.

Since p(M(-) = p(k)(.), the superscript (n) is omitted, and we write p(-).
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DTMCs — A transition system perspective

Discrete-time Markov chain

A DTMC D is a tuple (S, P, i, AP, L) with:

» S is a countable nonempty set of states

» P:SxS — [0, 1], transition probability function s.t. >, P(s,s’) =1
> L 0 S — [0, 1], the initial distribution with >~ 4, (s) =1

seS
» AP is a set of atomic propositions.

» L: S — 2P the labeling function, assigning to state s, the set L(s)
of atomic propositions that are valid in s.

Initial states

> Liii(S) is the probability that DTMC D starts in state s
» the set {s € S| tii(s) > 0} are the possible initial states.
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What are discrete-time Markov chains?

Simulating a die by a fair coin

[Knuth & Yao]

Heads = “go left”; tails = “go right". Does this DTMC model a six-sided die?
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What are discrete-time Markov chains?

Determining n-step transition probabilities

n-step transition probabilities

The probability to move from s to s’ in n € N steps is inductively defined:

pss(0) = 1 ifs=5', and 0 otherwise,
ps,s'(1) = P(s,s’), and for n > 1 by the Chapman-Kolmogorov equation:

ps,s(n) = Zps’s//(/) - psr,sr(n—1)  forsome 0 < /< n

S/l

For / =1 and n > 0 we obtain: ps ~(n) = Zps,s”(]-) - psr,s(n—1)

5//
PN = pM) . p(=1) — p. p("=1) is the n-step transition probability matrix
Repeating this scheme: P(") = p. p("~1) = — pr-1.p(1) — p,
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What are discrete-time Markov chains?

State residence time distribution

Let Ts be the number of epochs of DTMC D to stay in state s:

P{Ts=1} = 1-P(s,s)
P{Ts=2} = P(s,s)-(1—-P(s,s))
P{Ts=n} = P(s,s)" 1 -(1-P(s5s))

So, the state residence times in a DTMC obey a geometric distribution.

The expected number of time steps to stay in state s equals E[T,] = ﬁ(ss).

The variance of the residence time distribution is Var[T,] = %.

A geometric distribution is the only discrete probability distribution that is
memoryless.
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What are discrete-time Markov chains?

Transient probability distribution

P"(s, t) equals the probability of being in state t after n steps given that
the computation starts in s.

The probability of DTMC D being in state t after exactly n transitions is:

eP(t) = Z Linit(S) - P"(s, t)

seS

©P(t) is called the transient state probability at epoch n for state t. The
function ©F is the transient state distribution at epoch n of DTMC D.

When considering ©F as vector (©F);cs we have:

e}’) = [/init‘P.P""'P = Linit'Pn.

n times
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Overview Summary

What are Markov chains?

» A discrete-time Markov chain (DTMC) is a time-homogeneous
Markov process with discrete parameter T and discrete state space S.

© Reachability probabilities > State residence times are geometrically distributed.
» Alternative: a DTMC D is a tuple (S, P, ti, AP, L) with:
» state space S

» transition probability function P
> initial distribution ¢;,;

What are transient probabilities?

» OD(s) is the probability to be in state s after n steps.

» These transient probabilities satisfy: @z,) = L - P
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Reachability probabilities Reachability probabilities

Aim of this lecture Recall Knuth’s die

How to determine reachability probabilities?

Three major steps

1. What are reachability probabilities? | mean, precisely.
This requires a bit of measure theory. Sorry for that.
2. Reachability probabilities = unique solution of linear equation system.

3. ... and they are transient probabilities in a slightly modified DTMC.

Heads = “go left”; tails = “go right”. Does this DTMC model a six-sided die?
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Reachability probabilities

Paths

State graph

The state graph of DTMC D is a digraph G = (V, E) with V the states of
D, and (s,s') € E iff P(s,s’) > 0.

Let Pre(s) be the predecessors of s, Pre*(s) its reflexive and transitive
closure.

Paths in D are infinite paths in its state graph.
Paths(D) denotes the set of paths in D, and Paths*(D) its finite prefixes.
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Reachability probabilities

More events of interest

Repeated reachability

Repeatedly visit a state in G; formally:

00G = {r € Paths(D) |Vi e N.3j > i.x[j] € G}

Persistence

Eventually reach in a state in G and always stay there; formally:

OOG = {m € Paths(D) |Jie N.Vj > i.n[jle G}
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Reachability probabilities

Some events of interest
Let DTMC D with (possibly infinite) state space S.

(Simple) reachability

Eventually reach a state in G C S. Formally:
0G = {m € Paths(D) | 3i ¢ N.x[i] € G}
Invariance, i.e., always stay in state in G:

O0G = {7 € Paths(D) |Vie N.n[ile G} = OG.
Constrained reachability

Or “reach-avoid” properties where states in F C S are forbidden:

FUG = {m € Paths(D) |Ji e N.x[i]€ G AVj<iz[]&F}
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Reachability probabilities

What'’s the probability of infinite paths?
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Paths and probabilities Probability measure on DTMCs

To reason quantitatively about the behavior of a DTMC, we need to define Cylinder set

2 srelzbility grzes el [ P The cylinder set of finite path @ = sps1...s, € Paths*(D) is defined by:

Intuition Cyl(#) = {m € Paths(D) | # is a prefix of 7 }
For a given state s in DTMC D: ) .
> Outcomes ‘= set of all infinite paths starting in . The cylinder set spanned by finite path 7 thus consists of all infinite paths

that have prefix 7.
» Events := subsets of these outcomes.
Probability space of a DTMC

> These events are defined using cylinder sets. The set of events of the probability space DTMC D contains all cylinder
sets Cyl(7) where 7 ranges over all finite paths in D.

» Cylinder set of a finite path := set of all its infinite continuations.
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Probability measure on DTMCs Measurability

Cylinder set

The cylinder set of finite path & = sps1...s, € Paths*(D) is defined by: Measurability theorem

Cyl(#) = {m € Paths(D) | # is a prefix of 7 } Events OG, 0JG, FU G, JOG and OOG are measurable on any DTMC.

Proof:

Probability measure To show this, every gvent has to be expressed as a.1||owed operations (complement
and/or countable unions) of the events — our cylinder setsl— of a DTMC.

Note that [1G = O'G and OCIG = [10G.

Pr(Cy/(so .. -Sn)) = Limie(S0) - P(s0S1---5n) It remains to prove the measurability for the remaining three cases.

Pr is the unique probability measure defined by:

where P(sps1...sp) = [ P(si,sit1) for n >0 and P(sp) = tinie(S0)-
0<i<n
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Proof for OG Reachability probabilities: Knuth’s die

Which event does G exactly mean?

» Consider th t 04
the union of all cylinders Cyl(sp . . . s,) where onsider the event §

v

Using the previous theorem we obtain:

0.5 ‘ .D ] Pr4) = Z P(so...5sn)

S0...5,€(S5\4%)4

S0 ---Sp is a finite path in D with sp,...,s,-1 ¢ G and s, € G, i.e,,

0G = U Cyl(so - . . sp)

s0...sn€ Paths™ (D)n(S\G)* G

{init} > This yields:
P(sps2ss4) + P(sos2s652554) + ... ...
Thus ¢G is measurable. (50; 54) + P($0525652554)
As all cylinder sets are pairwise disjoint, its probability is defined by: > Or: Z P(s052(5652)" s54)
k=0
PHOG) = Z Pr(Cyl(so . .. sn)) .
Paths*(D)N(S\G)* G » Or: EZ(E)"
S0-1:50€ (D)N(S\G) G
= Z Linit(S0) - P(So - . . Sp) | R L4 .
s0...5,€ Paths™(D)N(S\6)* G > Geometric series: 81T “ 383" &6

A similar proof strategy applies to the case FU G. There is however an simpler way to obtain reachability probabilities!
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Reachability probabilities in finite DTMCs Reachability probabilities: Knuth’s die

Problem statement

Let D be a DTMC with finite state space S, s€ S and G C S. > Consider the event (4

Aim: determine Pr(s = O0G) = Prs(0G) = Prs{m € Paths(s) | m € 0G } g Using the previous characterisation we

0.5 obtain:
where Prs is the probability measure in D with single initial state s. 5
s p Y g @ .3] X1:X2:X3:X5:X6:03ndx4:1

Characterisation of reachability probabilities

{init}
> Let variable x; = Pr(s = (G) for any state s
» if G is not reachable from s, then x; = 0
» if s€ G then x; =1

» For any state s € Pre*(G) \ G:

Xs = Z P(s.t)-xe + Z P(s. u) » Gaussian elimination yields:
teS\G ueG

1 1 1 1
XSSZE'X52:§'X56:6' and XSOZE

reach Gviate S\ G reach G in one step
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Linear equation system Reachability probabilities: Knuth’s die

Reachability probabilities as linear equation system

» Consider the event (4
.D] > Sy ={50,% 5, 5%}

» Let Sy = Pre*(G) \ G, the states that can reach G by > 0 steps
- A= (P(s0)

the transition probabilities in S;

s.teSy’ 1 -2 0 o0 X5 0
. . it} 0 12 -1 -1 X. 0
> b = (bs) g, the probs to reach G in 1 step, i.e., bs = > P(s, u) o o0 1~ o 2l =1
e o -1 o 1 o 0
2

Then: x = (xs)ses, with xs = Pr(s = 0 G) is the unique solution of:

x =Ax+b o (I-A)x =b

where | is the identity matrix of cardinality |S;| x |S7].
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Reachability probabilities Reachability probabilities
L] ’ H
Remark Example: Knuth’s die

Iterative algorithms to compute x

There are various algorithms to compute x = lim x(M where:
g P oo > Let G={1,2,3,4,56}

x©@ =0 and xU+t) = Ax() + b for 0 < i. » Then Pr(sy = 0G) =1

» And Pr(sy = OSKG)
for k € IN is given by:

Then: {init}
1. x(N(s) = P(s EOS"G) forse S 100
2. x(0 < x(M < x@ < ... < xand x = limp_y00 x(M 507

The Power method computes vectors x(9, x(), x(?) ... and aborts if: EOSD

max | x{"™) —x("| < & for some small tolerance &

SES; 009 = 55 50 75 100 125 150
This technique guarantees convergence.
Alternatives: e.g., Jacobi or Gauss-Seidel, successive overrelaxation (SOR).
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Reachability probability = transient probabilities

Compute Pr($S"G) in DTMC D. Observe that once a path 7 reaches G,
then the remaining behaviour along 7 is not important. This suggests to
make all states in G absorbing.

|
Let DTMC D = (S, P, tyuii, AP, L) and G C S. The DTMC D[G] = (S, Pg,
Linit, AP, L) with Pg(s, t) = P(s, t) if s ¢ G and Pg(s,s) =1if s € G.

All outgoing transitions of s € G are replaced by a single self-loop at s.

Lemma
< . = _ _ DG
P{OS"G) =  PHOT"G) = iy PE = OTIC]
SN———— N— N——
reachability in D reachability in D[G] in D[G]
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Reachability probabilities

Spare time tonight? Play Craps!

4 9 10

Pays Douhle 3

Field

Joost-Pieter Katoen Quantitative Automata Models and Model Checking 43/141

Constrained reachability = transient probabilities

Compute Pr(F US" G) in DTMC D. Observe (as before) that once a path
7 reaches G via F, then the remaining behaviour along 7 is not important.
Now also observe that once s € F \ G is reached, then the remaining

behaviour along 7 is not important. This suggests to make all states in G
and F \ G absorbing.

Lemma

=11<n _ =n _ n _ DIFUG
P(FUS"G) = Pr(O="G) = i - PR, = OPIFVC
N ™ ™
reachability in D reachability in D[F U G] in D[F U G]

Craps

» Roll two dice and bet

» Come-out roll (“pass line” wager):
> outcome 7 or 11: win
> outcome 2, 3, or 12: lose (“craps”)
> any other outcome: roll again (outcome is “point")

> Repeat until 7 or the “point” is thrown:
> outcome 7: lose (“seven-out”)
» outcome the point: win
> any other outcome: roll again
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Reachabity probabities
A DTMC model of Craps Summary of previous lecture

» Come-out roll:
» 7 or 11: win

2,3 12: . - I
moasor l How to determine reachability probabilities?
lose 2 . §
> else: roll ; ; 3
again |

3 13 13 25 25 .. . . .
() #(00) #((5) (o) & @“‘ (8) )% 1. Probabilities of sets of infinite paths defined using cylinders.
> : 1 ; 2 =
Next7rolll(s). 4 7 7 g 2. Events $ G, 0O G and F U G are measurable.
> 7: lose
> point: win 3. Reachability probabilities = unique solution of linear equation system.
> else: roll 4. ... and they are transient probabilities in a slightly modified DTMC.
again
What is the probability to win the Craps game?
Joost-Pieter Katoen Quantitative Automata Models and Model Checking 45/141 Joost-Pieter Katoen Quantitative Automata Models and Model Checking 46/141
Overview Qualitative properties

Quantitative properties

Comparing the probability of an event such as LIG, OLIG and LIOG with a
threshold ~ p with p € (0,1) and ~ a binary comparison operator
(=, <, <, 2, >) yields a quantitative property.

Example quantitative properties
@ Qualitative reachability and all that Pr(s = 00OG) > % or Pr(s=0S"G) < s

Qualitative properties

Comparing the probability of an event such as (IG, OLIG and [IOG with a
threshold > 0 or =1 yields a qualitative property. Any event E with
Pr(E) = 1 is called almost surely.

Example qualitative properties
Pr(s E00G) > 0 or PsE{OS"G) =1
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Verifying qualitative properties

In the following we will concentrate on almost sure events, i.e., events E
with Pr(E) = 1. This suffices, as Pr(E) > 0 if and only if not P{E) = 1.
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Qualitative reachability and all that

On the long run

[

Y
O

bo |
bol—

[

—

—

wiro

-

D=
—
[v]

(e

The probability mass on the long run is only left in bottom SCCs.
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Where do we end up in the end?

1

1 1
H 1
H i 1 1 H H 1 1
1 1
zero-th epoch first epoch
li L
1 i
1 1
i 1
b H 1 1 H i 1 1
1 1
second epoch third epoch

|
Which states have a probability > 0 when repeating this on the long run?
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What is a BSCC?

Let D = (S, P, tinie, AP, L) be a (possibly infinite) DTMC.

Strongly connected component

» T C S is strongly connected if for any s,t € T, states sand t € T
are mutually reachable via edges in T.

» T is a strongly connected component (SCC) of D if it is strongly
connected and no proper superset of T is strongly connected.

» SCC T is a bottom SCC (BSCC) if no state outside T is reachable
from T, ie, forany states e T, P(s, T) = > ,c7 P(s, t) = 1.
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Qualitative reachability and all that

Example
SCC
0.25
»(s, BSCC
.25
1 1
Y Y
1 1
BSCC BSCC
Joost-Pieter Katoen Quantitative Automata Models and Model Checking 53/141

Qualitative reachability and all that

Almost sure reachability

Recall: an absorbing state in a DTMC is a state with a self-loop with
probability one.

Almost sure reachability theorem

For finite DTMC with state space S, s € S and G C S a set of absorbing

states:
Ps = 0G) = 1 iff seS\Pre"(S\ Pre(G)).
Note: S\ Pre*( S\ Pre*(G)) are states that cannot reach states from which G

cannot be reached.

Proof:

Show that both sides of the equivalence are equivalent to
Post*(t) N G # & for each state t € Post*(s). Rather straightforward.

Joost-Pieter Katoen Quantitative Automata Models and Model Checking 55/141

Qualitative reachability and all that

Long-run theorem
Long-run theorem

For each state s of a finite Markov chain D:
Prs{ m € Paths(s) | inf(m) isa BSCCof D} = 1.

where inf(7) is the set of states that are visited infinitely often along .

Intuition

Almost surely any finite DTMC eventually reaches a BSCC and visits all
its states infinitely often.

For any state s in (possibly infinite) DTMC D:

{7 € Paths(s) | inf(7) is a BSSC of D} is measurable.
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Qualitative reachability and all that

Computing almost sure reachability properties

For finite DTMC D and G C S, determine {s € S| Pr(s = 0G) =1}.

Algorithm

1. Make all states in G absorbing yielding D[G].

2. Determine S\ Pre*( S\ Pre*(G)) by a graph analysis:
2.1 do a backward search from G in D[G] to determine Pre*(G).
2.2 followed by a backward search from S\ Pre*(G) in D[G].

This yields a time complexity which is linear in the size of the DTMC D.

|
Thus a graph analysis suffices. No inspection of the probabilities is needed.
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Qualitative reachability and all that

Repeated reachability

Almost sure repeated reachability theorem

For finite DTMC with state space S, G C S, and s € S:
Pr(s =00G) =1 iff for each BSCC T C Post*(s). TN G # @.
Proof:

Immediate consequence of the long-run theorem.
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Qualitative reachability and all that
Almost sure persistence
Almost sure persistence theorem
For finite DTMC with state space S, G C S, and s € S:
Pr(s = 00G) =1 ifandonlyif T C G for any BSCC T C Post*(s)
oy ETTIT
Example: s
1 1
{55, 53, 54, S5 1
o),
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Qualitative reachability and all that

Almost sure repeated reachability

Almost sure repeated reachability theorem

For finite DTMC with state space S, GC S, and s € S:

Pr(s =E00G) =1 iff for each BSCC T C Post*(s). TN G # .

0.25
So S1 P S2
_J

Example:

B:{53a54s 55}

Joost-Pieter Katoen
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Qualitative reachability and all that

A remark on infinite Markov chains

Graph analysis for infinite DTMCs does not suffice!

Consider the following infinitely countable DTMC, known as random walk:

p P P
C(m
Neo@ho ol
1-p 1-p 1-p

The value of rational probability p € Q does affect qualitative properties:

1 ifp<%
Pr(s = O ) = <lifp> L and
2

1ifp<%
Pr(s =00 s0) = N—
2

Joost-Pieter Katoen
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Qualitative reachability and all that

Quantitative properties

For finite DTMC with state space S, G C S, and s € S:
Pr(s E00G) = Pr(s EQU)

where U is the union of all BSCCs T with TN G # @.

Quantitative persistence theorem

For finite DTMC with state space S, GC S, and s € S:
Pr(s = 00G) = Pr(s = 0QU)
where U is the union of all BSCCs T with T C G.

Thus probabilities for 1O G and QLIG are reduced to reachability
probabilities. These can be computed by solving a linear equation system.
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Qualitative reachability and all that

What remains

|
¢ OG and OO G are w-regular.
Their likelihood can be reduced to reachability probabilities.

v

v

v

How about arbitrary w-regular properties?
Such as (OOF A OO G) or FU (0OG) ...
Can they also be reduced to reachability probabilities? Yes, they can!

v

v
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Qualitative reachability and all that

Summary

|
A finite DTMC almost surely ends up in a BSCC on the long run.

v

v

Almost sure reachability = double backward search.

Almost sure (0O G and QLIG properties can be checked by BSCC
analysis and reachability.

Probabilities for JO G and QLG reduce to reachability probabilities.

Take-home message

For finite DTMCs, qualitative properties do only depend on their state
graph and not on the transition probabilities! For infinite DTMCs, this
does not hold.

v

v
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Verifying w-regular properties

Overview

@ Verifying w-regular properties
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Verifying w-regular properties

Verifying w-regular properties

Paths and traces LT properties
Linear-time property
paths | A inear-time property (LT property) over AP is 3 subset of (247)". An
) ) o ) LT-property is thus a set of infinite traces over AP
A path in DTMC D is an infinite sequence of states sys15,... ... with

P(si, si+1) > 0 for all /.

Intuition
Let Paths(D) denote the set of paths in D, and Paths*(D) the set of finite

An LT-property gives the admissible behaviours of the DTMC at hand.
prefixes thereof.

Probability of LT properties

The probability for DTMC D to exhibit a trace in P (over AP) is:

Trace

The trace of path m = sps1 s... is trace(m) = L(sp) L(s1) L(s2) . ... The

trace of finite path T = sps1...s, is trace(T) = L(sp) L(s1) - - - L(sn). PP(P) = PP{r € Paths(D) | trace(r) € P }.

The set of traces of a set I of paths: trace(I1) = { trace(n) | # € M }. For state s in D, let Pr(s = P) = Pr.{m € Paths(s) | trace(r) € P}.
We will later identify a rich set P of LT-properties—those that include all LTL
formulas—for which {7 € Paths(D) | trace(w) € P} is measurable.
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Verifying w-regular properties

Verifying w-regular properties

Safety properties Probability of a regular safety property

Let A =(Q, 2AP 5 qo, F) be a deterministic finite-state automaton (DFA)

Safety property for the bad prefixes of regular safety property Psafe:

LT property Ps,f over AP is a safety property if for all o € (2AP)w \ Psafe Psate = {AvALA2... € (2AP)w 1Vn>0.A0 A1 ... Ar & L(A) ).
there exists a finite prefix & of ¢ such that:

Assume 6 to be total, i.e., §(q, A) is defined for each A C AP and each
Peafe N {0' € (2AP)w | o is a prefix of a’} = O. state g € Q. Furthermore, let D = (S, P, ty, AP, L) be a finite DTMC.

Our interest is to compute the probability

all possible extensions of &

PP(P =1- Linie(S) - Pr(s = A) where
Any such finite word & is called a bad prefix for Ps,fe. (Psate) ; (5) (s=4)

Regu|ar safety property Pr(s ): .A) = PI:SD{W € Paths(s) | trace(7r) ¢ Psafe }

A safety property is regular if its set of bad prefixes constitutes a regular
language (over the alphabet 2AP). Thus, the bad prefixes of a regular

|
safety property can be represented by a finite-state automaton.

These probabilities can be obtained by considering a product of DTMC D with
DFA A.
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Verifying w-regular properties

Product construction: intuition
DTMC D DRA A

with state space S with state space @

% L(s0)=Ao g € Qo
| »
L(s)=A %
511 (s1)=A1 A,
aqz
L) L(sp)=A
| (2)=A, | A
i |
sy L (sn)=An ql':f\n
nath Qn1
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Product Markov chain

Product Markov chain

Let D = (S, P, 1., AP, L) be a DTMC and A = (Q, 24P 6, qo, F) be a
DFA. The product D ® A is the DTMC:

DA = (SxQ P, {accept}, L)

init?’

where L'((s, q)) = { accept} if g € F and L'({s, q)) = & otherwise, and

Linit( S if g =4(qo, L(s
) (M»_{ () if q=3(d0. L(s))

init -

0 otherwise.
The transition probabilities in D ® A are given by:

{ P(s,s') if ¢ = d(q, L(s"))

0 otherwise.

P'((s.q).(s".q")) =
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Verifying w-regular properties

Product construction: intuition
DTMC D DRA A

with state space S with state space @

s1 Ha)=A | (51, @2 qlel
9 . Lin)=A N %

"qQn
Sn l—(sn)—An )
--------- e 15_:_11 An+1 JA,,
nAth 1 h "qﬂ-l—l
product D ® A

Verifying w-regular properties

Quantitative analysis of regular safety properties

Theorem for analysing regular safety properties

Let Ps.fe be a regular safety property, A a DFA for the set of bad prefixes
of Psyre, D a DTMC, and s a state in D. Then:

PP(s = Por) = PrP®4((s, qs) I~ Oaccept)
= 1— PP?4((s, qs) = Qaccept)

where gs = 6(qo, L(s)).

1. For finite DTMCs, PrD(s E Psafe) can thus be computed by determining

reachability probabilities of accept states in D ® A. This amounts to solving
a linear equation system.

2. For qualitative regular safety properties, i.e., PI’D(S E Psafe) > 0 and
Prp(s E Ps.re) = 1, a graph analysis of D ® A suffices.
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Property of Knuth’s die

{init}

Property of Knuth’s die

After initial tails, yield 1 or 3 but with maximally five time tails.
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Verifying w-regular properties

Determining the property’s probability

1

€)@ @)
1 1
3 z

1 1 1 1

+ 1 1 1 1 1
SN I SRS )

; /| J ;

bl

@
)i
®
g

Reach probability of BSCC containing (-, qacc) is § + 5 + 35 + 35 = 15-
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Verifying w-regular properties

Property as an automaton

After initial tails, yield 1 or 3 but with maximally five time tails
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Verifying w-regular properties

w-regular languages

Infinite repetition of languages

Let X be a finite alphabet. For language £ C ¥*, let £* be the set of words in
Y* U XY that arise from the infinite concatenation of (arbitrary) words in ¥, i.e.,

LY = {W1W2W3...|W,'€£,I'21}.

The result is an w-language, i.e., £L C X*, provided that LC ¥, ie., e € L.

w-regular expression

An w-regular expression G over the ¥ has the form:
G=E;.F{ +...+E,F}
where n > 1 and E4,...,E,, Fq,...,F, are regular expressions over ¥ such that

eé¢ L(F;), forall 1 <i<n.

Joost-Pieter Katoen Quantitative Automata Models and Model Checking 76/141



Verifying w-regular properties

Recall w-regular expressions

w-regular expression

An w-regular expression G over the ¥ has the form:
G=E;.F{ +...+E,F}

where n > 1 and Eq, ..., E, F1..-.. F, are regular expressions over ¥ such that
e ¢ L(F;), forall 1 <i<n.

Let AP = { a, b}. Then some w-regular properties over AP are:
Oa, ie, {a}+{a b})~.

Oaie, (@+{b})*.({a}+{a b}).(2AP)~.

O0a,ie, (+{b})*.({a}+{ab})).

O00a, ie., 2Py .({al+{a b))~

v

v

v

v
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Verifying w-regular properties

LTL semantics

The LT-property induced by LTL formula ¢ over AP is:

Words(yp) = {a € (ZAP)W |o = cp}, where |= is the smallest relation s.t.:

o E true
o FE a iff ae Ay (ie., Ao [ a)
o E o1 ANy iff oFEpando =)
o E -p iff ofE @
o E Qv iff ol =A1AA3... = o
o E ©1Ugpy iff 3j>0.0/ |y and o' =1, 0<i<j
for 0 = AgA1A; ... we have o/ = AiAit1Ais2 ... is the suffix of o from index i on.
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Linear temporal logic

Linear Temporal Logic: Syntax

[Pnueli 1977]

LTL formulas over the set AP obey the grammar:
p = a ‘ ' ‘ P1 N @2 ‘ O ‘ 01U 2

where a € AP and ¢, (1, and @3 are LTL formulas.
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Verifying w-regular properties

Some facts about LTL

LTL is w-regular

For any LTL formula ¢, the set Words(i) is an w-regular language.

LTL are DRA-definable

For any LTL formula ¢, there exists a DRA A such that £,, = Words(y)
where the number of states in A lies in 227,
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Verifying w-regular properties

Deterministic Rabin automata

Deterministic Rabin automaton

A deterministic Rabin automaton (DRA) A = (Q, ¥, 4, qo, F) with

» @ is a finite set of states

v

> is an alphabet

v

0: @ %X —= Qis a transition function, and

v

go € Q is the initial state
F={(L,Ki)|0<i<m} with L;, Ki C Q, is the accept condition

The acceptance condition is a set of pairs of state sets. Recall that in
Blichi automata this is simply a single set of states.

v
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Verifying w-regular properties

Deterministic Rabin automaton: Example

Acceptance condition

A run of a word in X on a DRA is accepting iff \/,_;c,, (0 T-L; A OO Ki).

a
' -ﬁa '
a

-

For F ={(L,K)} with L={qo} and K = { g1 }, this DRA accepts O Ua

Recall that there does not exist a deterministic Buchi automaton for { Oa.
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When does a DRA accept an infinite word?

Acceptance condition

A run of a word in £ on a DRA is accepting if and only if:
for some (L;, K;) € F, the states in L; are visited finitely often

and (some of) the states in K are visited infinitely often

Stated in terms of an LTL formula:

\/ (0O-L; A OO K;)

0<i<m

A deterministic Biichi automaton is a DRA with acceptance condition

{(@.F)}.
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Verifying w-regular properties

Deterministic Rabin automata

DRA are w-regular

A language on infinite words is w-regular iff there exists a DRA that
generates it.

» DRA are thus equally expressive as (generalized) Biichi automata.
> They are more expressive than deterministic Biichi automata.

» Any nondeterministic Biichi automata of n states can be converted to
a DRA of size 20(nlogn),
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Verifying w-regular properties

Paths and traces

|
A path in DTMC D is an infinite sequence of states spsisp. ... .. with
P(S,', S,'+1) > 0 for all .

Product construction: intuition

DTMC D
with state space S

DRA A
with state space @

g € Qo

0o Lso=A :
| 1Ao
The trace of path T = sps1 5 ... is S L($1)=A1 a1
_ AP\¥ lA
trace(r) = L(so) L(s1) L(s2) .. € (24P)". 1 1
— a2
Probability of a DRA 1 2
We consider DRAs over the alphabet ¥ = 24P Such DRAs accept traces. : ;
Our aim is to determine: l l
Sn L(sn)=An n
PHD E A) = Pr{ € Paths(D) | trace(r) € L, (A) } lAn
qni1
(We will later see that this set is measurable.) path
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Product Markov chain

Verifying w-regular properties

Product construction: intuition

DTMC D
with state space S

DRA A
with state space @

L | |
n oo LS W) (Sny Gnga) 1A,
nath e e

product D ® A

Joost-Pieter Katoen Quantitative Automata Models and Model Checking 87/141

Product Markov chain

Let D = (S, P, 110, AP, L) be a DTMC and A = (Q, 24P 6, qo, F) be a
DRA. The product D ® A is the DTMC:

DA = (Sx QP ./ 291

where L;, Kj € L'({(s, q)) iff g € Lj or g € Kj and

Linit(s) if q= 5(q01 L(S))

0 otherwise.

baie((S, @) = {

The transition probabilities in D ® A are given by:

P(s,s') if ¢ = d(q, L(s"))

0 otherwise.

P'({s.q).(s",q)) = {
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Verifying DRA properties

Accepting BSCC

A BSCC T in D® A is accepting iff there exists some index i € {1, ..., m} such
that:
TO(SXL,):Q and Tﬂ(SXK,)#Q

Thus, once such an accepting BSCC T is reached in D ® A, the acceptance
criterion for the DRA A is fulfilled almost surely.

DRA probabilities = reachability probabilities

Let D be a finite DTMC, s a state in D, A a DRA, and let U be the union
of all accepting BSCCs in D ® A. Then:

PP(s = A) = PrP®4((s,qs) = OU) where gs = d(qo, L(s)).
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Measurability

Measurability theorem for w-regular properties [Vardi 1985]
For any DTMC D and DRA A the set

{7 € Paths(D) | trace(w) € L,(A) }
is measurable.

Proof (sketch)

Let DRA A with accept sets { (L1, K1), .., (Lm, Km) }- Let

pi =00=L; A OO K; and I1; the set of paths satisfying ;. Then
M=T;U...Ul. In addition, I; = I'If>D N I'I',-:I<> where I'If>D is the set of paths
7 in D such that 7™ | OO~-L;, and I'I,-D<> is the set of paths 7 in D such that
7t = O0K;. It remains to show that I'I§>D and I'I‘,-]<> are measurable. This goes
along the same lines as proving that O[J G and () G are measurable.
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Verifying w-regular properties

Example: verifying a DTMC versus a DRA

{b} {a}

Acc = { {gohiay P }

Single accepting BSCC: { (s, q1), (s5, g1) }.

Reachability probability is 11 i (3)k _ 2
Y P Y20 &\s) T
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Verifying w-regular properties

Probabilities for LTL formulas

LTL are DRA-definable

For any LTL formula ¢, there exists a DRA A such that
L, (A) = Words(¢) where the number of states in A lies in 221!,

Complexity of LTL model checking [Vardi 1985]

The qualitative model-checking problem for finite DTMCs against LTL
formula ¢ is PSPACE-complete, i.e., verifying whether Pr(s = ¢) > 0 or
Pr(s = ) = 1 is PSPACE-complete.

Qualitative LTL model checking of Markov chains falls in the same
complexity class as LTL model checking of Kripke structures.
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Summary

> Verifying a DTMC D against a DFA A, i.e., determining Pr(D = A),
amounts to computing reachability probabilities of accept states in D ® A.

» For DBA objectives, the probability of infinitely often visiting an accept state
inD® A

» DBA are strictly less powerful than w-regular languages.
> Deterministic Rabin automata are as expressive as w-regular languages.

> Verifying DTMC D agains DRA A amounts to computing reachability
probabilities of accepting BSCCs in D ® A.

Take-home message

Model checking a DTMC against various automata models reduces to computing
reachability probabilities in a product.
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Probabilistic Computation Tree Logic

|
» PCTL is a language for formally specifying properties over DTMCs.
» It is a branching-time temporal logic based on CTL.

» Formula interpretation is Boolean: a state satisfies a formula or not.
» The main operator is ()

» where @ constrains the set of paths, and
» J is a threshold on the probability.
> it is the probabilistic counterpart of 3 and V path-quantifiers in CTL.
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Overview

@ Verifying probabilistic CTL
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PCTL syntax

[Hansson & Jonsson, 1994]

Probabilistic Computation Tree Logic: Syntax

PCTL consists of state- and path-formulas.
» PCTL state formulas over the set AP obey the grammar:

® = true ‘ a ‘ P A D, ) -® ‘ P,(»)

where a € AP, ¢ is a path formula and J C[0,1], J# D is a
non-empty interval.

» PCTL path formulae are formed according to the following grammar:
= 00 | 91Ud; | &1U" 0,

where ®, ®;, and ®, are state formulae and n € IN.

Abbreviate ]P)[O,O.S](QO) by Pgo.g‘)(@) and ]P)]O,l](@) by P>0(g0)
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Verifying probabilistic CTL

Probabilistic Computation Tree Logic
|
PCTL state formulas over the set AP obey the grammar:

d = true ‘ a ’ P N Dy ‘ - ’ P,()

where a € AP, ¢ is a path formula and J C [0,1], J # @ is a
non-empty interval.

PCTL path formulae are formed according to the following grammar:

o = O ] o1 U b, ( ®; US"®, where n € IN.

> 5182... = ¢ US" W if ® holds until W holds within n steps.
» s = P,(p) if probability that paths starting in s fulfill © lies in J.
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Derived operators

Q® = trueU®
OS"d = trueUS"d
Pep(0P) = Po1p(0®)

P(p,q) (O5"®) = Ppy_g1-5(05"®)
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Semantics of P-operator

» s =Py(yp) if:
> the probability of all paths starting in s fulfilling ¢ lies in J.

» Example: s = ]P’>%(<>a) if

> the probability to reach an a-labeled state from s exceeds %

> Formally:
> s |=P,y(y) if and only if Prs{m € Paths(s) | 7=} € J.
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Correctness of Knuth’s die

{init}

Correctness of Knuth’s die

IP:%(<>1) A P_1(02) A ]P’:g(<>3) A IP:%(<>4) A P_1(05) A IP:%(<>6)

1 1
6 6
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Measurability

PCTL measurability

For any PCTL path formula ¢ and state s, {7 € Paths(s) |7 = ¢} is
measurable.

Proof (sketch):

Three cases:

1. O¢:

» cylinder sets constructed from paths of length one.

2. dUS"V:

» (finite number of) cylinder sets from paths of length at most n.

3. UV
» countable union of paths satisfying ® US" W for all n > 0.
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Verifying probabilistic CTL

Core model checking algorithm

Probabilistic operator P

In order to determine whether s € Sat(IP,(y)), the probability Pr(s |= ¢)
for the event specified by ¢ needs to be established. Then

Sat(P)(¢)) = {se€S|Prsl=¢) e/}

Let us consider the computation of Pr(s = ) for all possible .
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PCTL model checking

PCTL model checking problem

Input: a finite DTMC D = (S, P, 45, AP, L), state s € S, and
PCTL state formula ¢

Output: vyes, if s = ®; no, otherwise.

Basic algorithm

In order to check whether s = ¢ do:

1. Compute the satisfaction set Sat(®) ={s€ S|sE= o }.
2. This is done recursively by a bottom-up traversal of ®'s parse tree.

» The nodes of the parse tree represent the subformulae of ®.
» For each node, i.e., for each subformula W of ®, determine Sat(V).
» Determine Sat(W) as function of the satisfaction sets of its children:

e.g., Sat(V, A W) = Sat(W1) N Sat(V,) and Sat(—V) = S\ Sat(V).
3. Check whether state s belongs to Sat(®).
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Verifying probabilistic CTL

The next-step operator

|
Recall that: s =P,(O®) if and only if Pr(s = O ®) € J.

Pi(s EQ®) = 2 5reSat(o) P(s,s').

Algorithm

Considering the above equation for all states simultaneously yields:

(Pr(s & OCD))SGS = P.bg
with by the characteristic vector of Sat(®), i.e., be(s) = 1 iff s € Sat(P).
|

Checking the next-step operator reduces to a single matrix-vector multiplication.
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Verifying probabilistic CTL

Verifying probabilistic CTL

Example Time complexity

Consider DTMC:

[ ffai} PCTL-formula:
and PC ormuta: Let |®| be the size of @, i.e., the number of logical and temporal operators in .

Time complexity of PCTL model checking

For finite DTMC D and PCTL state-formula ¢, the PCTL model-checking
problem can be solved in time
1. Sat(—try V succ) = (S Sat(try)) U Sat(succ) = {so, 52,53}

P=0.9 (O (—try V succ))

0.01 tsucc)

2. We know: (Pr(s = QdJ))sGS = P -bg where ® = —try V succ O( poly(size(D)) - Nmax - |P])
3. Applying that to this example yields:
PPyINg ey where nmac = max{ n| W3 US"W, occurs in &} with and npay = 1 if ®
g 0})1 0%1 0%8 é 0%9 does not contain a bounded until-operator.
(Pis=O®)s= | 1 o o o 1| = | 1
0 0 0 1 1 1

4. Thus: Sat(Ps0.9(O (—try V succ)) = {s1,5,53}.
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Verifying probabilistic CTL

Verifying probabilistic CTL

Time complexity

Time complexity of PCTL model checking

For finite DTMC D and PCTL state-formula ¢, the PCTL model-checking
problem can be solved in time

Some practical verification times

verification time (in ms)
10

O( poly(size(D)) - nmax - |®|). PPt anolted

mutex (DTMQ)

Proof (sketch)

1. For each node in the parse tree, a model-checking is performed; this
yields a linear complexity in |®].

2. The worst-case operator is (unbounded) until.

2.1 Determining S—g and S5_; can be done in linear time.
2.2 Direct methods to solve linear equation systems are in ©(|S[3).

3. Strictly speaking, US" could be more expensive for large n.
But it remains polynomial, and n is small in practice.

510°
15108
2108
25108
3108
3510°

» command-line tool MRMC ran on a Pentium 4, 2.66 GHz, 1 GB RAM Iaptop.

> PCTL formula P<,(Qobs) where obs holds when the sender’s id is detected.
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Verifying probabilistic CTL

Summary

|
» PCTL is a variant of CTL with operator IP;(¢).
> Sets of paths fulfilling PCTL path-formula ¢ are measurable.
» PCTL model checking is performed by a recursive descent over .
» The next operator amounts to a single matrix-vector multiplication.

» The bounded-until operator US” amounts to n matrix-vector
multiplications.

» The until-operator amounts to solving a linear equation system.

» The worst-case time complexity is polynomial in the size of the
DTMC and linear in the size of the formula.
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Expressiveness of probabilistic CTL

Qualitative PCTL
Qualitative PCTL
State formulae in the qualitative fragment of PCTL (over AP):

® = true ’ a ‘ b1 A Py ‘ - ‘ P-o(p) ‘ P_i(p)
where a € AP, and ¢ is a path formula formed according to the grammar:

pi=0d ] &1 U b,

Remark

The probability bounds = 0 and < 1 can be derived:

P_o(¢) = "Pso(p) and Poi(p) = -P=1(yp)

So, in qualitative PCTL, there is no bounded until, and only >0, =0, > 1
and = 1 thresholds.
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Expressiveness of probabilistic CTL

Overview

@ Expressiveness of probabilistic CTL
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Qualitative PCTL

Qualitative PCTL
State formulae in the qualitative fragment of PCTL (over AP):
Su=true | a | &1 A | ~0 | Pog(y) | Poi(p)

where a € AP, and ¢ is a path formula formed according to the grammar:

pi=0o ] ®1 U b,

P_1(OP<o(O a)) and P.1(P=o(0a) U b) are qualitative PCTL formulas.
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Expressiveness of probabilistic CTL

CTL versus qualitative PCTL

Equivalence of PCTL and CTL Formulae

The PCTL formula @ is equivalent to the CTL formula W, denoted
¢ =V, if Sat(P) = Sat(V) for each DTMC D.

The simplest such cases are path formulae involving the next-step operator:
P_;(OQa) = VQa
P.o(Oa) = 30 a

And for 30 and VO we have:

Poo(0a) = 3I0a
P_;(0a) = VYDa.
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Expressiveness of probabilistic CTL

CTL versus qualitative PCTL

|
(1) Pso(Qa) = 30a and (2) P—1(0a) = VOa.

(3) Pso(0a) # dda and (4) P_1(0a) # VOa.

Example

Consider the second statement (4). Let s be a state in a (possibly infinite)
DTMC. Then: s |=Y0a implies s |=P-1(0a). The reverse direction,
however, does not hold. Consider the example DTMC:

s = P_1(0a) as the probability of
path s“ is zero. However, the path

{a}
e’ s is possible and violates {a. Thus,
s FEV0a.

Statement (3) follows by duality.

Do

(T
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Expressiveness of probabilistic CTL

CTL versus qualitative PCTL

|
(1) Pso(0a) = JF0a and (2) P_1(0a) = vOa.

Proof:
(1) Consider the first statement.

= Assume s = P-o(0a). By the PCTL semantics, Pr(s = ¢a) > 0.
Thus, {7 € Paths(s) | # = 0a} # &, and hence, s = 30a.

< Assume s =304, i.e., there is a finite path # = sy 51... s, with
so = s and s, |= a. It follows that all paths in the cylinder set Cyl(7)
fulfill 0a. Thus:

Pr(s = 0a) > Pr(Cyl(sosi-..sn)) = P(spsi...sn) > 0.

So, s = P-o(0a).
(2) The second statement follows by duality.
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Almost-sure-reachability not in CTL

Almost-sure-reachability not in CTL

1. There is no CTL formula that is equivalent to P—;({a).
2. There is no CTL formula that is equivalent to P~ q((Ja).

We provide the proof of 1.; 2. follows by duality: P_;(0a) = —P~o(d-a). By
contraposition. Assume ® = P_;(0a). Consider the infinite DTMC D,:

p p p
so@oPcSod
(B oot
1-p 1-p 1-p
: 1
.. 1 ifp< 5
The value of p does affect reachability: Pr(s = ¢ sp) = . )
<1if p > 5
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Almost-sure-reachability not in CTL

|
There is no CTL formula that is equivalent to P_1({a).

Proof:
1 ifp<

We have: Pr(s = O s) = {
<lifp>

Nl= N=

Thus, in Dy we have s E P_1(0so) for all states s, while in Ds, e.g.,

s1 = P=1(0s0). Hence: s; € Satp, (P=1(0s0)) but s ¢ Satp, (P=1(0s0) ).
7 7

For CTL-formula ® —by assumption ® = P_;({sp)— we have:

Satpl(d)) = SatD§(¢).

Hence, state s; either fulfills the CTL formula ® in both DTMCs or in none of
them. This, however, contradicts ¢ = P_;({sp).
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Expressiveness of probabilistic CTL

Fair CTL
Fair paths

In fair CTL, path formulas are interpreted over fair infinite paths, i.e.,
paths 7 that satisfy

fair = )\ A\ (@0s — 001).

s€S t € Post(s)

A path 7 such that 7 |= fair is called fair. Let Pathsg;(s) be the set of
fair paths starting in s.

Fair CTL semantics
The fair semantics of CTL is defined by the satisfaction =g which is

defined as |= for the CTL semantics, except that:
s Efir Jp  iff there exists m € Pathsg (s). m Egir ¢
s Epqir Vo iff for all m € Pathsg(s). 7 Efir -

Joost-Pieter Katoen Quantitative Automata Models and Model Checking 119/141

V{ is not expressible in qualitative PCTL

|
1. There is no qualitative PCTL formula that is equivalent to V{a.
2. There is no qualitative PCTL formula that is equivalent to J[]a.
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Fairness theorem

Qualitative PCTL versus fair CTL theorem

Let s be an arbitrary state in a finite DTMC. Then:

s =P_1(0a) iff s Epir VOa

s = P-o(0a) iff s =g 30a
(aUb) iff s =g V(aUb)
(aUb) iff skpiy3(aUb)

Comparable expressiveness

Qualitative PCTL and fair CTL are equally expressive.
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Almost sure repeated reachability
Almost sure repeated reachability is PCTL-definable
For finite DTMC D, state s € S and G C S:

sEP_y (OP_1(0G)) iff Prme Paths(s) | 7= 00G} = 1.

We abbreviate P_; (OP_1(0G)) by P—; (3OG).

Remark:

For CTL, universal repeated reachability properties can be formalized by the
combination of the modalities VI and V{:

s =EVOVOG iff w = 0OOG for all m € Paths(s).
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Expressiveness of probabilistic CTL

Almost sure persistence

Almost sure persistence is PCTL-definable

For finite DTMC D, state s € S and G C S:

sEP_1 (OP-1(0OG)) iff Prs{me Paths(s) | m E00G} = 1.

We abbreviate P_; (¢ P_1(0G)) by P_; (0OG).

RENELE

Note that VOOG is not CTL-definable. OLIG is a well-known example formula in

LTL that cannot be expressed in CTL. But by the above theorem it can be
expressed in PCTL.
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Expressiveness of probabilistic CTL

Repeated reachability probabilities

Repeated reachability probabilities are PCTL-definable
For finite DTMC D, state s € S, G C S and interval J C [0, 1] we have:

s EP(OP-1(OP=1(0G)) ifandonlyif Pr(s}=00G) € J.
—P,(00G)

Remark:

By the above theorem, P~o(CJOG) is PCTL definable. Note that 300G is not
CTL-definable (but definable in a combination of CTL and LTL, called CTL*).
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Expressiveness of probabilistic CTL

Persistence probabilities

Persistence probabilities are PCTL-definable

For finite DTMC D, state s € S, G C S and interval J C [0, 1] we have:

s EPy(OP=1(0G)) ifandonlyif Pr(s=O0G) € J.
=P,(00G)

Proof:

Left as an exercise. Hint: use the long run theorem.
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Expressiveness of probabilistic CTL

Summary

v

Qualitative PCTL only allow the probability bounds > 0 and = 1.
There is no CTL formula that is equivalent to P—;(0a).

There is no PCTL formula that is equivalent to Va.

These results do not apply to finite DTMCs.

v

v

v

v

P_;1(¢a) and VQa are equivalent under fairness.
Repeated reachability probabilities are PCTL definable.

Take-home messages

Qualitative PCTL and CTL have incomparable expressiveness. Qualitative
and fair CTL are equally expressive. Repeated reachability and persistence
probabilities are PCTL definable. Their qualitative counterparts are not
expressible in CTL.

v
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Probabilistic bisimulation

Probabilistic bisimulation: intuition

» Strong bisimulation is used to compare labeled transition systems.
» Strongly bisimilar states exhibit the same step-wise behaviour.
» Our aim: adapt bisimulation to discrete-time Markov chains.

» This yields a probabilistic variant of strong bisimulation.

|
» When do two DTMC states exhibit the same step-wise behaviour?

» Key: if their transition probability for each equivalence class coincides.
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Probabilistic bisimulation

Overview

© Probabilistic bisimulation
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Probabilistic bisimulation

Probabilistic bisimulation

Probabilistic bisimulation

[Larsen & Skou, 1989]
Let D = (S, P, tinit, AP, L) be a DTMC and R C S x S an equivalence.
Then: R is a probabilistic bisimulation on S if for any (s, t) € R:

1. L(s) = L(t), and

2. P(s, C) = P(t, C) for all equivalence classes C € S/R
where P(s, C) =Y occ P(s, s).

|
For states in R, the probability of moving by a single transition to some
equivalence class is equal.

Probabilistic bisimilarity

Let D be a DTMC and s, t states in D. Then: s is probabilistically
bisimilar to t, denoted s ~, t, if there exists a probabilistic bisimulation R
with (s, t) € R.
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Probabilistic bisimulation

Probabilistic bisimulation

Probabilistic bisimulation Example

Probabilistic bisimulation

Let D = (S, P, tinit, AP, L) be a DTMC and R C S x S an equivalence.
Then: R is a probabilistic bisimulation on S if for any (s, t) € R:

L(s) = L(t), and
P(s, C) = P(t, C) for all equivalence classes C € S/R.

Remarks

As opposed to bisimulation on states in transition systems, any probabilistic
bisimulation is an equivalence.
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Probabilistic bisimulation

Probabilistic bisimulation

Quotient under ~,

Craps
Quotient DTMC under ~,

For D = (S, P, 4, AP, L) and probabilistic bisimulation ~, C S x S let
» Come-out roll:

» 7 or 11: win

D)~p = (S, P, AP, L"),  the quotient of D under ~,

> 2,3, or 12: |
where lose 3 ()
> §'=S/~p= {[s]~, |s€S}with[s]., = {s'€S|s~ps'} g z::;nm”
> P'([s]~,. [s']~,) = P(s.[s']~,)

> ll5ny) = Socp, oS
L((s]~,) = L(s).

71
: poig:?win "é’iﬂ |
Remarks

> Next roll(s):

v

again 1 1
The transition probability from [s]., to [t]~, equals P(s, [t]~,). This is
well-defined as P(s, C) = P(s’, C) for all s ~, s and all bisimulation equivalence
classes C.
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Probabilistic bisimulation

Quotient DTMC of Craps under ~,

Joost-Pieter Katoen

Quantitative Automata Models and Model Checking

Probabilistic bisimulation

PCTL* syntax
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Probabilistic Computation Tree Logic: Syntax

PCTL" consists of state- and path-formulas.

» PCTL* state formulas over the set AP obey the grammar:

o =

true ‘ a ’ b1 A Dy ‘ - ‘ P, ()

where a € AP, ¢ is a path formula and J C [0,1], J# D is a
non-empty interval.

» PCTL* path formulae are formed according to the following grammar:

p =0 ’ —p ] 801/\‘;02‘ O¢ ’ p1U 2

where ® is a state formula and ¢, 1, and @ are path formulae.
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Preservation of PCTL-formulas

Bisimulation preserves PCTL

Let D be a DTMC and s, t states in D. Then:

s~pt ifandonlyif sand tare PCTL-equivalent.

s ~p t implies that
1. transient probabilities, reachability probabilities,

2. repeated reachability, persistence probabilities
3. all qualitative PCTL formulas
for s and t are equal.

If for PCTL-formula ® we have s = ® but t [~ ®, then it follows s %, t.
A single PCTL-formula suffices!
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Probabilistic bisimulation

Bounded until in PCTL*

Bounded until
Bounded until can be defined using the other operators:

©1 Ugn Py = \/ Iﬁ,' where wO = P2 and ¢H—1 =1/ O¢: for i > 0.

0<i<n

Examples in PCTL* but not in PCTL

P>%(QaU O b) and P:1(1P’>%(D<>a) \Y IP’S%(ODIJ)).
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Probabilistic bisimulation

Preservation of PCTL*-formulas

Bisimulation preserves PCTL*

Let D be a DTMC and s, t states in D. Then:

s~pt ifandonlyif sand tare PCTL*-equivalent.

1. Bisimulation thus preserves not only all PCTL but also all PCTL* formulas.

2. By the last two results it follows that PCTL- and PCTL*-equivalence
coincide. Thus any two states that satisfy the same PCTL formulas, satisfy
the same PCTL™ formulas.

Joost-Pieter Katoen Quantitative Automata Models and Model Checking 137/141

Preservation of PCTL

PCTL/PCTL" and Bisimulation Equivalence

Let D be a DTMC and s3, s, states in D. Then, the following statements
are equivalent:

(a) s1 ~p 5.

(b)

(c) s1 and s, are PCTL-equivalent, i.e., fulfill the same PCTL formulas
(d)

s1 and sp are PCTL*-equivalent, i.e., fulfill the same PCTL* formulas

s1 and sy are PCTL™ -equivalent, i.e., fulfill the same PCTL™ formulas

1. (a) = (b): by structural induction on PCTL* formulas.

2. (b) = (c): trivial as PCTL is a sublogic of PCTL*.

3. (c) = (d): trivial as PCTL— is a sublogic of PCTL.

4. (d) = (a): involved. First finite DTMCs, then for arbitrary DTMCs.

Joost-Pieter Katoen Quantitative Automata Models and Model Checking 139/141

PCTL™ syntax

Probabilistic Computation Tree Logic: Syntax

PCTL™ only consists of state-formulas. These formulas over the set AP
obey the grammar:

b = a ) ®1 A $y ‘ P ,(O®)

where a € AP and p is a probability in [0, 1].

This is a truly simple logic. It does not contain the until-operator. Negation is not

present and cannot be expressed. Only upper bounds on probabilities.

|
The next theorem shows that PCTL-, PCTL*- and PCTL™-equivalence

coincide.
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IEEE 802.11 group communication protocol

original DTMC quotient DTMC red. factor

oD states transitions | ver. time blocks | total time | states | time

4 1125 5369 122 71 13 15.9 | 9.00
12 37349 236313 7180 1821 642 20.5 | 11.2
20 231525 1590329 50133 10627 5431 21.8 9.2
28 804837 5750873 195086 35961 24716 22.4 7.9
36 | 2076773 15187833 | 5103900 91391 77694 22.7 6.6
40 | 3101445 | 22871849 | 7725041 | 135752 127489 22.9 6.1
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Probabilistic bisimulation

Summary

» Bisimilar states have equal transition probabilities to all equivalence
classes.

» ~ is the coarsest probabilistic bisimulation.

> In a quotient DTMC all states are equivalence classes under ~.
» Bisimulation, i.e., ~,, and PCTL-equivalence coincide.

» PCTL, PCTL* and PCTL™-equivalence coincide.

» To show s %, t, show s |=® and t = ¢ for & € PCTL™.

» Bisimulation may yield up to exponential savings in state space.

Take-home message

Probabilistic bisimulation coincides with a notion from the sixties, named
(ordinary) lumpability.
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