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capabilities

substructural types

Applied

many forms  
of ownership

many forms  
of uniqueness

regions effects

Unified Ownership

behavioural types

read-only coordination lock-freedom
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dominators modifiers threads ombudsmen

classical external fractional permissions

or

x y

z

T1 T2

Ownership Variants

Uniqueness Variants ”Mix”

normal read-only disallowed

local / refined ownership
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regions effect systems

active object isolation locks or transactions

A1 A2

Static Control of Side-Effects

Dynamic Control of Side-Effects

normal read-only disallowed

…

!

access

readers-writer lock

!
!

!or

read access



horisont
uppsala
       2009

Uppsala universitets årsmagasin

Spädbarns sociala  
kompetens

Fler farmaceuter  
i vården

Innovationer inom  
life science

Professorn som  
skapar blixtar 

Capabilities Replaces References

• A capability is a token governing access to a particular resource 

>1 capability governs access to single resource = aliasing / sharing 

• Capabilities control their own flow through a system 

Copy semantics : aliasing of resources 

Transfer semantics : linear access to resources 

• Proliferation of ways in which resources are accessed 

Focus on interaction with objects shared across multiple threads of control 
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Hierarchy of Capabilities for (Non)Sharing

Capability

Exclusive

Shared

LockedAtomic Immutable

Safe Unsafe

Lock-Free Actor Read-Only

Subordinate

Optimistic Pessimistic Oblivious

Linear ThreadLocal
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Capability

Exclusive

Shared

LockedAtomic Immutable

Safe Unsafe

Lock-Free Actor Read-Only

Subordinate

Optimistic Pessimistic Oblivious

Linear ThreadLocal

Capability

Exclusive

Shared

Safe Unsafe

Optimistic Pessimistic Oblivious

Shared between 
threads (maybe)Not shared  

between threads

Interleave  
accesses

Will not 
change

Detect conflict 
and roll back

Coordinates concurrent 
accessed by design ?

Hierarchy of Capabilities for (Non)Sharing
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Capability

Exclusive

Shared

LockedAtomic Immutable

Safe Unsafe

Lock-Free Actor Read-Only

Subordinate

Optimistic Pessimistic Oblivious

Linear ThreadLocal

References  
& pointers

Clojure Ref

Unique  
references

Active  
classes

Fully sync’d  
Java classes

Const

Rep and Owner in 
Ownership Types

Value typesClojure Atom

Loci @Thread

Hierarchy of Capabilities for (Non)Sharing
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Exclusive Capabilities

• Denote objects exclusive to a thread 

• Linear 

Only one active/usable reference to an object at any point in the program 

Strong properties (see previous talk) 

• Thread-Local 

All references to an object are only reachable from one thread 

Weaker, but simpler to program with

Linear

Thread-Local

x = y.f;     // assign from 
x.bar();     // dereference 
y.f = this;  // self type
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Shared Capabilities (1/2)

• Denote objects (that can be) shared across multiple threads 

• Optimistic — detect conflicts and roll back 

                      wrap operations in transactions  

                      enforce a protocol that gives rise to exclusivity  

• Pessimistic — enforce interleaved accesses 

                   require (some kind of) lock to be acquired before access 

                   only allow asynchronous communication (object processes messages)

Locked

Actor

Atomic

Lock-Free

x = y.f;     // assign from 
x.bar();     // dereference 
y.f = this;  // self type
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Shared Capabilities (2/2)

• Denote objects (that can be) shared across multiple threads 

• Oblivious — object cannot change, so sharing is safe (wrt DRF) 

Read-only      a reference that cannot be used to observe/trigger mutation   

Immutable    a reference to an object that cannot changeImmutable

Read-Only

x = y.f;     // assign from 
x.bar();     // dereference 
y.f = this;  // self type
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Misc. Capabilities

• Denote objects (that can be) shared across multiple threads 

• Subordinate   a reference to an object governed by another capability 

Inside exclusive or shared — DRF 

Inside unsafe — ?  

• Unsafe    

Alt. 1: move coordination to use-site 

Alt. 2: escape hatch to allow data races

Subordinate

Unsafe

x = y.f;     // assign from 
x.bar();     // dereference 
y.f = this;  // self type



horisont
uppsala
       2009

Uppsala universitets årsmagasin

Spädbarns sociala  
kompetens

Fler farmaceuter  
i vården

Innovationer inom  
life science

Professorn som  
skapar blixtar 

Polymorphic Concurrency Control

•                       require DRF, don’t care how it is achievedSafe

def summarise(es:[safe T]) : int 
  let 
    sum = 0 
  in { 
    repeat i <- |es|  
      sum += es[i].operation();  
    sum; 
  } 

Some interesting cases involving 
actors due to changing to async 

computations. 

[work in progress]

LockedAtomic Immutable

Safe

Lock-Free Actor Read-Only

Optimistic Pessimistic Oblivious
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Capability = Trait + Mode

trait Add { 
  require var first : Link; 
  require var last : Link; 
  def prepend(o:T) : void this.first = new Link(o, this.first); 
  def append(o:T) : void this.last = new Link(o, null); 
}

LockedAtomic

Immutable UnsafeLock-Free Actor

Read-Only SubordinateLinear

ThreadLocal

?class List =     Add + ... {  
  var first : Link; 
  var last : Link; 
}
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Capability = Trait + Mode

trait Add { 
  require var first : Link; 
  require var last : Link; 
  def prepend(o:T) : void this.first = new Link(o, this.first); 
  def append(o:T) : void this.last = new Link(o, null); 
}

LockedAtomic

Immutable UnsafeLock-Free Actor

Read-Only SubordinateLinear

ThreadLocal

?class List =     Add + ... {  
  var first : Link; 
  var last : Link; 
}
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Traits Assume Race-Freedom

• Every trait may safely assume race-freedom 

How it is achieved is controlled by its mode 

• Extending trait reuse to concurrent & parallel programming 

Creating classes from the same set of traits with different modes 

Cf. ArrayList (unsafe/linear/local) vs. Vector (safe, possibly read-locked) in Java APIs 

• Capability composition using ⊕ and ⊗ follow simple rules to exclude races
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Classes are Built from Traits

trait Add { 
  require var first : Link; 
  require var last : Link; 
  ... 
}

trait Remove { 
  require var first : Link; 
  require var last : Link; 
  ... 
}

class List = Add ⊕ Remove { 
  var first : Link; 
  var last : Link; 
}

OK!
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Classes are Built from Traits

trait Add { 
  require var first : Link; 
  require var last : Link; 
  ... 
}

trait Remove { 
  require var first : Link; 
  require var last : Link; 
  ... 
}

class List = Add ⊗ Remove { 
  var first : Link; 
  var last : Link; 
}

Rejected at compile-time
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Classes are Built from Traits

trait Left { 
  require var left : Tree; 
  ... 
}

trait Right { 
 require var right : Tree; 
  ... 
}

class Tree = Left ⊗ Right ⊗ ... { 
  var left  : Tree; 
  var right : Tree; 
  ... 
}

OK!
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` t (well-formedness of types)

T- C L A S S
classC = K { _ } 2 P

` C

T- I

` k U

T- M A N I F E S T
trait k T { __ } 2 P

` k T

T- T R A I T
trait T {Rs Mds } 2 P

k ⌘ stable ) this : k T ` Mds ^ this : k T ` Rs

` k T

T- B O X E D
` K

` B(K)

T- N E S T I N G
` K1 ` K2

` K1hK2i

T- C O M P O S I T I O N
` K1 ` K2 9 k . k(K1 � K2)

8 Fd12 fields (K1),Fd22 fields (K2) . Fd1 � Fd2

` K1 � K2

Fd1 � Fd2 (sharing fields across traits)

C - D E T E R M I N I S T I C
stable(t)

val f : t ⌦ val f : t

C - N O N D E T E R M I N I S T I C
safe(t) ¬ stable(t)
val f : t ⌦ val f : t

C - VA L - VA L
` K1 ⌦ K2

val f : K1 � val f : K2

C - VA R - VA L
t1 <: t2

var f : t1 � val f : t2

C - D I S J O I N T
f1 6= f2

mod1 f1 : t1 � mod2 f2 : t2

C - D I S J U N C T I O N

mod1 f : t � mod2 f : t

Figure 8. Well-formed types. Conjunctions and disjunctions
of traits are governed by the rules for overlapping fields. For
simplicity, we omit (C-VAL-VAR) with is isomorphic with
(C-VAR-VAL).

Borrowing Forward borrowing allows passing exclusive
capabilities as arguments non-destructively (E-F-BORROW).
As the source is on the stack, it is effectively buried [7]. The
simplification to allow only a single argument to methods
saves us an extension to the frame rule to disallow the same
capability c to be used as c and as c.m() at the same time,
where m is a method that returns a stack-bound capability.

Reverse borrowing allows reading an exclusive field non-
destructively yielding a stack-bound value (E-R-BORROW).
Since only one value can be returned by a method, multiple
reverse borrowing of the same field in the same method is
innocuous.

Finish/Async Parallelism in KAPPA is implemented as a
structured fork–join style finish/async (E-FJ). Extending the
system with supporting for unstructured spawning of threads

t1 ⌘ t2 (type equivalence)

T- E Q - C L A S S - T R A I T

classC = K { _ } 2 P

C ⌘ K

T- E Q - C O M M U TAT I V E
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stable(K1)

K1hK2 ⌦ K3i ⌘ K1hK2i ⌦ K1hK3i

T- E Q - I N C A PA B L E

k(K)

K � k U ⌘ K

t1 , t2 ⌦ t3 (packing and unpacking)

T- J A I L
K1 ⌘ K2 � K3

8 k .k(K1) ) k(K3)

K1 , J
K2(K1)⌦ K2

T- PA C K - U N PA C K
K1 ⌘ K2 ⌦ K3

8 k .k(K1) ) k(K2) ^ k(K3)

K1 , K2 ⌦ K3

t1 <: t2 k<:(K) (subtyping and “submoding”)

T- S U B - S T R U C T U R A L
8 k.k(K1 � K2) ) k<:(K1)

K1 � K2 <: K1

T- S U B - B O X E D
K1 <: K2

B(K1) <: B(K2)

T- S U B - E Q

t1 ⌘ t2 t2 <: t3

t1 <: t3

T- S U B - I D

t <: t

T- S U B - K
k(K)

k<:(K)

T- S U B - S TA B L E
safe(K)

stable<:(K)

T- S U B - L O C K E D
safe(K)

locked<:(K)

T- S U B - S U B
stable(K)

subord<:(K)

Figure 9. Type equivalence, packing/unpacking, subtyping.

or active objects is possible. A finish/async performs two par-
allel computations, and waits until they have both completed.
We employ a frame rule that guarantees that no variable is
visible in both asyncs, and that subordinate objects are only
accessible to the first of the asyncs, (FRAME). This models
the current thread running the first async (with access to the
current this), and a second thread being spawned for the
second async block.

F R A M E
dom (�1) \ dom (�2) ⌘ ; 6 9 x : t 2 �3 . subord(t)
8 x .�2(x ) = t ) �1(x ) = t ^ �3(x ) = t ) �1(x ) = t

�1 = �2 + �3

4.5 Self Typing and Deep Encapsulation
Modulo manifestly stable traits, inside a trait this is always
subordinate. This reflects the fact that on the inside of a

Capability Composition and State Sharing
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or active objects is possible. A finish/async performs two par-
allel computations, and waits until they have both completed.
We employ a frame rule that guarantees that no variable is
visible in both asyncs, and that subordinate objects are only
accessible to the first of the asyncs, (FRAME). This models
the current thread running the first async (with access to the
current this), and a second thread being spawned for the
second async block.

F R A M E
dom (�1) \ dom (�2) ⌘ ; 6 9 x : t 2 �3 . subord(t)
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4.5 Self Typing and Deep Encapsulation
Modulo manifestly stable traits, inside a trait this is always
subordinate. This reflects the fact that on the inside of a

may-alias(Fd1, Fd2)

Preservation. If hH;V ;T i types to t under some typing
environment �, and hH;V ;T i can step to some hH 0;V 0;T 0i,
there exists a superset of � that types hH 0;V 0;T 0i to t.

8�, H, H 0, V, V 0, T, T 0, t.
� ` hH;V ;T i : t ^ hH;V ;T i ,! hH 0;V 0;T 0i =)

9�0.�0 ` hH 0;V 0;T 0i : t ^ � ✓ �0

The proof is done by induction with a structure similar to the
progress proof. Both proofs can be found in § C.

Well-formedness of configurations requires that no threads
can hold the same writer lock, and that all locks taken by a
thread are also taken in the objects themselves. This assures
mutual exclusion in all parts of the program that use locks.

A well-formed KAPPA program will always be translated
into a well-formed KAPPAF program. This is easy to see as
most of the typing rules for KAPPAF are subsumed by the
typing rules of KAPPA. For each capability in KAPPA there
will be a single corresponding interface in KAPPAF. Because
of this one to one mapping, we can reason about the original
type of any variable. For example, if a variable x has a type
that was translated from a locked capability, we know that
calling a method on x will wrap the method body in a lock.
We also know that if y is an alias of x, y must have a type in
KAPPA that allows it to co-exist with x.

In this fashion we define when a configuration is thread-
safe under some �. Among other things, we require that all
aliasing variables on the same stack frame have types t1 and
t2 that allow them to co-exist, i.e., that if t1 was translated
from t01 and t2 was translated from t02, then either t01 ⌦ t02
holds (so that they cannot mutate overlapping state), both
t01 and t02 are safe (so that they are under some concurrency
control) or both t01 and t02 are subordinate (so that they cannot
appear in two parallel async-blocks). The full definition of a
thread safe configuration can be found in § E.

We prove thread safety of KAPPA in two steps. First we
prove that our definition of thread safety is sound by showing
that there are no data races in a thread safe configuration:

Data-Race Freedom. If a safe configuration hH;V ;T i
steps to two different configurations causing effects E↵ 1

and E↵ 2 respectively, then these effects are non-conflicting:

8�, H, V, T, cfg 0 cfg 00 .
� ` threadSafe(hH;V ;T i)^
hH;V ;T i ,!E↵ 1 cfg 0^
hH;V ;T i ,!E↵ 2 cfg 00 =) E↵ 1 #E↵ 2 _ cfg 0 = cfg 00

where

Rd(l.f) # Rd(l0.f 0)
_(l.f) # Wr(l0.f 0) iff l 6= l0 _ f 6= f 0

" # _
E↵ 1 # E↵ 2 iff E↵ 1 #E↵ 2

The only interesting case of the proof is when T has two
parallel threads with expressions causing effects (i.e., field

reads and updates). We prove disjointness of E↵ 1 and E↵ 2

by showing that any interference would contradict the thread
safety assumption. In the single threaded case, we show that
evaluation is deterministic when there is only one thread.

Second, we prove that a configuration running in a pro-
gram translated from KAPPA preserves thread safety:

Preservation of Thread Safety. In a program translated
from KAPPA, if a thread safe configuration hH;V ;T i can
step to hH 0;V 0;T 0i, then hH 0;V 0;T 0i is also thread safe.

8�, H, H 0, V, V 0, T, T 0.
� ` threadSafe(hH;V ;T i)^
hH;V ;T i ,! hH 0;V 0;T 0i =)

9�0.�0 ` threadSafe(hH 0;V 0;T 0i) ^ � ✓ �0

This proof is very similar in structure to the proof of type
preservation (and relies on preservation to find �0).

Determinism As a corollary, translated KAPPA programs
that do not use locked capabilities are deterministic, modulo
abstract locations. The only way a thread can affect another is
by writing shared mutable locations, which requires taking a
lock. Without locked capabilities there are no locks, meaning
that any data that is shared between threads can only be read,
and that no threads are ever blocked in their execution.

5. Future Work
In addition to the on-going implementation and extension of
the capability system with support for the remaining shared
capabilities in Figure 1 (which requires a much larger formal
machinery), we are exploring several directions of this work:

Extended Owners-as-Locks We can allow leaking subor-
dinate capabilities outside of their aggregate if:
1. The aggregate provides some dynamic means of con-

currency control (locked, atomic, active), and
2. The leaked capability changes to match the capability

of the enclosing aggregate, and sharing its protection.
This relaxes encapsulation so that accesses do not need
to go via the dominator, only via the lock (or equivalent
mechanism) in the dominator. A similar model was ex-
plored for active objects in CoBoxes [36].

Arrays We are working on extending the capability system
that supports splitting arrays, both in terms of sub-ranges
(similar to [5, 41]), but also turning array types like [A⌦B]

into two logical and immutable arrays [A] and [B].

Object-Layout Conjunctions specify objects which can be
operated on in parallel. If mutable fields in conjunct cap-
abilities are adjacent in memory, conflicts at the hardware
level (known as false sharing [38]) may cause unwarran-
ted slowdowns. A compiler can use conjunctions to re-
order fields in object to place them on different cache
lines, or optionally use padding.
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Figure 8. Well-formed types. Conjunctions and disjunctions
of traits are governed by the rules for overlapping fields. For
simplicity, we omit (C-VAL-VAR) with is isomorphic with
(C-VAR-VAL).

Borrowing Forward borrowing allows passing exclusive
capabilities as arguments non-destructively (E-F-BORROW).
As the source is on the stack, it is effectively buried [7]. The
simplification to allow only a single argument to methods
saves us an extension to the frame rule to disallow the same
capability c to be used as c and as c.m() at the same time,
where m is a method that returns a stack-bound capability.

Reverse borrowing allows reading an exclusive field non-
destructively yielding a stack-bound value (E-R-BORROW).
Since only one value can be returned by a method, multiple
reverse borrowing of the same field in the same method is
innocuous.

Finish/Async Parallelism in KAPPA is implemented as a
structured fork–join style finish/async (E-FJ). Extending the
system with supporting for unstructured spawning of threads

t1 ⌘ t2 (type equivalence)

T- E Q - C L A S S - T R A I T

classC = K { _ } 2 P

C ⌘ K

T- E Q - C O M M U TAT I V E

K1 � K2 ⌘ K2 � K1

T- E Q - A S S O C I AT I V E

(K1 � K2) � K3 ⌘ K1 � (K2 � K3)

T- E Q - B O X E D

K1 ⌘ K2

B(K1) ⌘ B(K2)

T- E Q - C O - E N C A P S U L AT I O N

stable(K1)

K1hK2 ⌦ K3i ⌘ K1hK2i ⌦ K1hK3i

T- E Q - I N C A PA B L E

k(K)

K � k U ⌘ K

t1 , t2 ⌦ t3 (packing and unpacking)

T- J A I L
K1 ⌘ K2 � K3

8 k .k(K1) ) k(K3)

K1 , J
K2(K1)⌦ K2

T- PA C K - U N PA C K
K1 ⌘ K2 ⌦ K3

8 k .k(K1) ) k(K2) ^ k(K3)

K1 , K2 ⌦ K3

t1 <: t2 k<:(K) (subtyping and “submoding”)

T- S U B - S T R U C T U R A L
8 k.k(K1 � K2) ) k<:(K1)

K1 � K2 <: K1

T- S U B - B O X E D
K1 <: K2

B(K1) <: B(K2)

T- S U B - E Q

t1 ⌘ t2 t2 <: t3

t1 <: t3

T- S U B - I D

t <: t

T- S U B - K
k(K)

k<:(K)

T- S U B - S TA B L E
safe(K)

stable<:(K)

T- S U B - L O C K E D
safe(K)

locked<:(K)

T- S U B - S U B
stable(K)

subord<:(K)

Figure 9. Type equivalence, packing/unpacking, subtyping.

or active objects is possible. A finish/async performs two par-
allel computations, and waits until they have both completed.
We employ a frame rule that guarantees that no variable is
visible in both asyncs, and that subordinate objects are only
accessible to the first of the asyncs, (FRAME). This models
the current thread running the first async (with access to the
current this), and a second thread being spawned for the
second async block.
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4.5 Self Typing and Deep Encapsulation
Modulo manifestly stable traits, inside a trait this is always
subordinate. This reflects the fact that on the inside of a
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Borrowing Forward borrowing allows passing exclusive
capabilities as arguments non-destructively (E-F-BORROW).
As the source is on the stack, it is effectively buried [7]. The
simplification to allow only a single argument to methods
saves us an extension to the frame rule to disallow the same
capability c to be used as c and as c.m() at the same time,
where m is a method that returns a stack-bound capability.

Reverse borrowing allows reading an exclusive field non-
destructively yielding a stack-bound value (E-R-BORROW).
Since only one value can be returned by a method, multiple
reverse borrowing of the same field in the same method is
innocuous.

Finish/Async Parallelism in KAPPA is implemented as a
structured fork–join style finish/async (E-FJ). Extending the
system with supporting for unstructured spawning of threads
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or active objects is possible. A finish/async performs two par-
allel computations, and waits until they have both completed.
We employ a frame rule that guarantees that no variable is
visible in both asyncs, and that subordinate objects are only
accessible to the first of the asyncs, (FRAME). This models
the current thread running the first async (with access to the
current this), and a second thread being spawned for the
second async block.

F R A M E
dom (�1) \ dom (�2) ⌘ ; 6 9 x : t 2 �3 . subord(t)
8 x .�2(x ) = t ) �1(x ) = t ^ �3(x ) = t ) �1(x ) = t
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4.5 Self Typing and Deep Encapsulation
Modulo manifestly stable traits, inside a trait this is always
subordinate. This reflects the fact that on the inside of a

Preservation. If hH;V ;T i types to t under some typing
environment �, and hH;V ;T i can step to some hH 0;V 0;T 0i,
there exists a superset of � that types hH 0;V 0;T 0i to t.

8�, H, H 0, V, V 0, T, T 0, t.
� ` hH;V ;T i : t ^ hH;V ;T i ,! hH 0;V 0;T 0i =)

9�0.�0 ` hH 0;V 0;T 0i : t ^ � ✓ �0

The proof is done by induction with a structure similar to the
progress proof. Both proofs can be found in § C.

Well-formedness of configurations requires that no threads
can hold the same writer lock, and that all locks taken by a
thread are also taken in the objects themselves. This assures
mutual exclusion in all parts of the program that use locks.

A well-formed KAPPA program will always be translated
into a well-formed KAPPAF program. This is easy to see as
most of the typing rules for KAPPAF are subsumed by the
typing rules of KAPPA. For each capability in KAPPA there
will be a single corresponding interface in KAPPAF. Because
of this one to one mapping, we can reason about the original
type of any variable. For example, if a variable x has a type
that was translated from a locked capability, we know that
calling a method on x will wrap the method body in a lock.
We also know that if y is an alias of x, y must have a type in
KAPPA that allows it to co-exist with x.

In this fashion we define when a configuration is thread-
safe under some �. Among other things, we require that all
aliasing variables on the same stack frame have types t1 and
t2 that allow them to co-exist, i.e., that if t1 was translated
from t01 and t2 was translated from t02, then either t01 ⌦ t02
holds (so that they cannot mutate overlapping state), both
t01 and t02 are safe (so that they are under some concurrency
control) or both t01 and t02 are subordinate (so that they cannot
appear in two parallel async-blocks). The full definition of a
thread safe configuration can be found in § E.

We prove thread safety of KAPPA in two steps. First we
prove that our definition of thread safety is sound by showing
that there are no data races in a thread safe configuration:

Data-Race Freedom. If a safe configuration hH;V ;T i
steps to two different configurations causing effects E↵ 1

and E↵ 2 respectively, then these effects are non-conflicting:

8�, H, V, T, cfg 0 cfg 00 .
� ` threadSafe(hH;V ;T i)^
hH;V ;T i ,!E↵ 1 cfg 0^
hH;V ;T i ,!E↵ 2 cfg 00 =) E↵ 1 #E↵ 2 _ cfg 0 = cfg 00

where

Rd(l.f) # Rd(l0.f 0)
_(l.f) # Wr(l0.f 0) iff l 6= l0 _ f 6= f 0

" # _
E↵ 1 # E↵ 2 iff E↵ 1 #E↵ 2

The only interesting case of the proof is when T has two
parallel threads with expressions causing effects (i.e., field

reads and updates). We prove disjointness of E↵ 1 and E↵ 2

by showing that any interference would contradict the thread
safety assumption. In the single threaded case, we show that
evaluation is deterministic when there is only one thread.

Second, we prove that a configuration running in a pro-
gram translated from KAPPA preserves thread safety:

Preservation of Thread Safety. In a program translated
from KAPPA, if a thread safe configuration hH;V ;T i can
step to hH 0;V 0;T 0i, then hH 0;V 0;T 0i is also thread safe.

8�, H, H 0, V, V 0, T, T 0.
� ` threadSafe(hH;V ;T i)^
hH;V ;T i ,! hH 0;V 0;T 0i =)

9�0.�0 ` threadSafe(hH 0;V 0;T 0i) ^ � ✓ �0

This proof is very similar in structure to the proof of type
preservation (and relies on preservation to find �0).

Determinism As a corollary, translated KAPPA programs
that do not use locked capabilities are deterministic, modulo
abstract locations. The only way a thread can affect another is
by writing shared mutable locations, which requires taking a
lock. Without locked capabilities there are no locks, meaning
that any data that is shared between threads can only be read,
and that no threads are ever blocked in their execution.

5. Future Work
In addition to the on-going implementation and extension of
the capability system with support for the remaining shared
capabilities in Figure 1 (which requires a much larger formal
machinery), we are exploring several directions of this work:

Extended Owners-as-Locks We can allow leaking subor-
dinate capabilities outside of their aggregate if:
1. The aggregate provides some dynamic means of con-

currency control (locked, atomic, active), and
2. The leaked capability changes to match the capability

of the enclosing aggregate, and sharing its protection.
This relaxes encapsulation so that accesses do not need
to go via the dominator, only via the lock (or equivalent
mechanism) in the dominator. A similar model was ex-
plored for active objects in CoBoxes [36].

Arrays We are working on extending the capability system
that supports splitting arrays, both in terms of sub-ranges
(similar to [5, 41]), but also turning array types like [A⌦B]

into two logical and immutable arrays [A] and [B].

Object-Layout Conjunctions specify objects which can be
operated on in parallel. If mutable fields in conjunct cap-
abilities are adjacent in memory, conflicts at the hardware
level (known as false sharing [38]) may cause unwarran-
ted slowdowns. A compiler can use conjunctions to re-
order fields in object to place them on different cache
lines, or optionally use padding.

prevents indirect sharing 
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Constructing A Type: Tree Example

LookupLeft Right Key Value

class Tree = (Left ⊗ Right ⊗ Key ⊗ Value) ⊕ Lookup { … }

⊗ ⊗ ⊗ ⊕

Individual traits (in this example linear), quite possibly ”too many”

• Possible to operate on left and right subtrees, key and value in parallel 

E.g.,   t : Tree    allows    a : Left + b : Right = t; 

• Mediate between mutable (unaliased) and read-only (aliased) views (cf. fractional perms.) 

E.g.,   t : Tree    allows    a : !(Left ⊗ Right ⊗ Key ⊗ Value) + b : Lookup = t;

Jail
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Co-Encapsulation

• Exposing nested capabilities in type, allows top-level operations on them 

E.g. t : Tree<Person>   where   Person = Name ⊗ Age allows  

l : Lookup<Person> ⊗ tmp : !(…) = t;  
nl : Lookup<Name> ⊕ al : Lookup<Age> = l;  
t = nl ⊕ al ⊕ tmp; 

• Two forms of unpacking, depending on mode of co-encapsulating capability 

readonly Lookup<K> — only external ops allowed by ”reverse borrowing” 

class Tree<Person> =  
         …  linear Lookup<Name> ⊗ linear Lookup<Age> … — internal ops allowed

class Tree<K> = (Left<K> ⊗ … ⊗ Value<K>) ⊕ Lookup<K> { … }
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Unpacking and Packing

class List<T> = Take<T> ⊕ Put<T> ⊕ Look<T> { 
  Link<T> first; 
} 

List<Pair> a;  

![Take<Pair> ⊕ Put<Pair>] j, Look<Pair> b = consume a; 
j.foo(); // rejected @ CT! 
Look<Pair> c = b; // rejected @ CT 

Look<Cell> d, e = consume b; 

finish { 
  async { operate on d } 
  async { operate on e } 
} 

b = d + e; 
a = b + j; 

(what I omitted on the previous slide)

Must keep track of 
forgotten parts of type!

Use ”jail” to re-pack type
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Structured (Scoped) Equivalent

class List<T> = Take<T> ⊕ Put<T> ⊕ Look<T> { 
  Link<T> first; 
} 

List<Pair> a;  

finish(d, e : Look<Cell> = a) { 
  async { operate on d } 
  async { operate on e } 
}

(logically desugars to the code on the previous slide)

temporary unpacking

implicit repacking
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Pair<A ⊗ B> Pair’<A> ⊗ Pair’<B>

Fst<A ⊗ B> 
   ⊗  

Snd<A ⊗ B>

Fst’<A> ⊗ Fst’<B> 
⊗  

Snd’<A> ⊗ Snd’<B>

unpack

unpack

unpack unpack

Unpacking Composite Capabilities
’ must not be linear
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[A ⊗ B] (A) ⊗ (B)

[A ⊗ B] 
⊗  

[A ⊗ B]

(A) ⊗ (B) 
⊗  

(A) ⊗ (B)

unpack & write-protect

unpack & write-protect

split split

[Arrays] and (Tuples)
”array of  

structures”
”structures  
of arrays ”
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Capabilities are Dominators

Subordinate objects are 
dominated by the exclusive 

”bridge”
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Encapsulation of State under Bridge

Sh

Sh

Li

Li

Sh

Li

effectively part of 
the aggregate

effectively part of 
the aggregate

not part of 
aggregate

not part of 
aggregate
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Aliasing of Bridge Objects

Li Th

Op

Pe

Ob Un
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DR(F) under Bridge

Ex

Op

conflicts rolled-back

Un

racy

Ob

no mutable state

only one thread has access

or require sync at use-site( )

Pe

interaction serialised
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Ex

Op

Pe

Ob

Un

Identifiable (Non-)Determinism

Deterministic
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Ownership & Synchronisation

Pe

Pe

Pe

Pe

owners-as-dominators owners-as-coordinators

!

leaked internal pointers become 
synchronised

works for all shared capabilities

all sharing immediate from code

sharing less immediate in code

Sh Shnot part of the 
aggregate

part of the 
aggregate

Pe

Pe

full ownership model

Pe

no longer allowed

enforces lock  
order
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dominators modifiers threads ombudsmen

classical external fractional permissions

or

x y

z

T1 T2

Ownership Variants

Uniqueness Variants ”Mix”

normal read-only disallowed

local / refined ownership
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dominators modifiers threads ombudsmen

classical external local / refined ownership fractional permissions

or

x y

z

T1 T2

Ownership Variants

Uniqueness Variants ”Mix”

Subordinate

Linear Linear Subordinate Linear

!+Subordinate Thread Local

Linear

Oblivious

⊕

… ⊗… …

⋁



horisont
uppsala
       2009

Uppsala universitets årsmagasin

Spädbarns sociala  
kompetens

Fler farmaceuter  
i vården

Innovationer inom  
life science

Professorn som  
skapar blixtar 

regions effect systems

active object isolation locks or transactions

A1 A2

Static Control of Side-Effects

Dynamic Control of Side-Effects

…

!

immutability

normal

read-only

disallowed

access

read access

readers-writer lock

!
!

!or



horisont
uppsala
       2009

Uppsala universitets årsmagasin

Spädbarns sociala  
kompetens

Fler farmaceuter  
i vården

Innovationer inom  
life science

Professorn som  
skapar blixtar 

regions effect systems

active object isolation locks or transactions

A1 A2

Static Control of Side-Effects

Dynamic Control of Side-Effects

normal

read-only

disallowed

…

!

access

⊗ capabilities…

Actor Locked Atomic

immutability

Immutable

readers-writer lock

!
!

!or

read access

Oblivious⊕Locked



Thank you. 
Questions?


