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Our Objectives

Advancing Expertise 
in Smart Contracts 

and Blockchain 
Technology

Blockchain

Creating a Customized 
System for Comprehensive 

Analysis and 
Experimentation

Building Hands-On 
Proficiency 

Incorporating both 
Centralized  and 
Decentralized storage 
of Elements into our 
System

Enabling 
Integration

Translating parts of the 
system Components into 
Process Algebras for 
formal verification

Analyzing Security



Include in
 

WEB3.js

Smart Contract CreateTx

Blockchain

Data

Monitoring System

Database

Supplier

Carrier

Buyer

JSON-RPC



Diagram  and Process 

01 Project 
Approach

Blockchain Technology

02 Decentralized  
Storage

Integrating SQL Database

04 Centralized Data 
ManagementTechnical Aspects 

and Implementation

Technology Stack
Demonstration of   the   
solution

Specific Use Case
05 Information Flow

Plan

03 Smart Contract

06 Implementation



Project Approach : Actors 



Project Approach: 
Buyer Activity Diagram



Project Approach: 
Supplier  Activity Diagram



Project Approach: 
Carrier  Activity Diagram



Project Approach: 
Global Activity 
Diagram

Transfer EGT TO Buyer



Project Approach: 
Buyer Sequence 
Diagram



Project Approach: 
Seller Sequence 
Diagram



Project Approach: 
Carrier Sequence 
Diagram



Project Approach: 
Token exchange Step 1



Project Approach: Token exchange Step 2



Project Approach: Token exchange Step 3



Project Approach: Token exchange Step 4 



Decentralized Storage : Blockchain

Blockchain



Decentralized  Storage: Blockchain
A Globally Shared Transactional Database, Secured by Cryptographic chain of Block, 
Distributed Across a Decentralized Network of Computers (Nodes)

Type Of Blockchain

 Trustless 
• peer-to-peer transactions 

decentralized and distributed 
energy marketplace;

• Eliminates the need for 
intermediaries through collective 
verification of the ecosystem 
(mining process). 

Automated Transactions:
 Smart contracts

Tractability:
A transparent and immutable 
ledger that records all transactions 
and data

Confidentiality: 
• full privacy and anonymity
• encryption cryptography

Public Key: identify the 
account   

Private key: Sign the 
transaction and provide proof 
of ownership

Why Blockchain in Energy Trading System ?

Public Blockchain: 
Permissionless

Private / consortium Blockchain: 
Permissioned 



Public Blockchain: Ethereum
System of rewards and penalties that strongly incentivize participant to be honest 
and available online as much as possible => Security and integrity

Execution Layer  Consensus Layer  

❑ Listen to new Transactions in the 
network, executes them in Evm 
and holds the latest state of data 

❑ Implement the consensus mechanisim 
Proof of Stack which is the responsible 
for construction new block and 
incorporates the execution transaction 
into the block



Interaction with blockchain
• Interacting with Smart Contract• Read Block Data • Sending Transaction 

library: WEB3.js &  Ether.js 

JSON-RPC API (Remote Producer Call): is the main 
encoding method used in ethereum’s execution 
clients to standarize the transfer of data between 
nodes in a space-efficient format _ JSON FORMAT

Wallet:  Software Application 
providing high layer of security

GAS FEE: cost of transaction 



Smart Contract
• Creation phase: Solidity • Compile and deployed phase:  Hardhat, Sepolia Network and Alchamy 

• ABI: Application Binary Interface  
Standard to communicate with 
smart contract 
Smart contract uses ABI to interpret 
and decode the data received 
Also when a smart contract sends 
data it encodes the data  according 
to the ABI

• Bytcode 
low-level representation  
of the contract's 
instructions that can 
be directly executed by the 
blockchain's virtual 
machine (EVM)

• Address 
hexadecimal string composed  of 40 
characters
Unique identifier that represents 
a deployed contract on the
blockchain
It allows for interaction, verification, 
and value transfer to and from the 
contract





Address: 0x872072D791e7bd761c9501c7CC2ea2CF5cFFb0FB

To interact with the deployed 
smart contract use the address 
and the ABI 

To create (deploy) new instance  
of an existing smart contract 
use the ABI and the bytcode =>

BytecodeABI

new address



Window Object: 
Browser

Ethereum Object

Ethereum Provider

Ethereum: Sepolia

Dapp

Smart Contract

Web App

Web3.js

ether.j
s

Send Transaction
Interact with 
Smart contract

Return Data Send Data



Energy Token 
Energy Token EGT: digital presentation of unit of energy can be bought, sold and traded like any other asset.

Difference between coin and token:
Coin: refers to the native cryptocurrency of a specific blockhain like Bitcoin, Ether. 
Coded on the core protocol level and not on the smart contract level.
Token: is a cryptocurrency built on top of an existing blockchain

ERC20 « Ethereum Request for Comments » standard (interface) provides a set of rules and functions 
that define how tokens should behave on the Ethereum platform.

OpenZeppelin

Event

Functions



Smart Contract: 0x778Da7f696e6fb15BBeb62d6C345f65cDD94eC2E 



Energy Token EGT for « 0x778Da7f696e6fb15BBeb62d6C345f65cDD94eC2E »



Includes in
 

Web3.js

Json-RPC

Smart Contract CreateTx

Blockchain

Data

Monitoring System

Supplier

Carrier

Buyer

Database



Centralized Storage
• Pending Transaction • Smart Contract (in process) 

Efficient data manipulation and management 
during pending transactions.

handling transaction fees when the smart contract in progress 
to have access (retrieve smart contract Data) without need in 
each time to interact with blockchain

Transaction Contract



Technologies 
• Web App • Centralized Store • Decentralized Store

Axios

Hardhat

Sepolia 
Testnet

Xampp

Ethereum 
wallet: 
metamask

Solidity

React

Node

Vite



Information flow 



Future work 

•Designing a Highly Adaptable Interface for Every System Actors

•Enhancing Flexibility in the Transportation System: 
Empowering Buyers to Take Charge

•Modeling and Formal Analysis of the System Using Process Algebra



Demonstration

•DEMO Implementation



Thank you for your attention


